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Abstract

Most current RFID applications use a stationary reader with constant power supply,
but with the recent increasing use of mobile readers and NFC devices such as
smartphones, power conservation has become even more important. To address this
problem a lot of devices implement a Low Power Card Detection, which enables them
to detect if a transponder is present in the vicinity and reduce the time in which the field
is turned on and therefore save power. In this thesis different methods to perform this
LPCD are summarized and the underlying concepts identified. Then a Demonstrator
Board is designed and manufactured to analyse the impact of electrical properties of
the transponder on these methods. This is done to point out possible improvements in
the transponder design that make the transponder easier to be detected. Finally, the

findings are condensed, and suggestions given to optimize the performance.
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1 Introduction

1.1 RFID and NFC

The fundamentals of wireless power transmission have been researched as far back
as the 19t century. The concept of transmitting energy through near field inductive and
capacitive coupling has been demonstrated by Nikola Tesla’s wireless light experiment
and tesla transformer [1], which already used a resonant tank to increase the efficiency
over longer distances. These systems were only used to transmit power, but not data
as in modern applications. The fundamentals of Radio Frequency Identification (RFID)
technology have been laid in 1948 by Harry Stockman’s "Communication by Means of
Reflected Power" [2] which proposed a way to communicate by reflecting a radar signal
and transmitting information by modulating the radar cross section of the target. This
principle is similar to backscatter RFID systems used today. With the upcoming of
integrated circuit technologies in the late 1950s and early 1960s it was possible to
develop the today known RFID systems. From there the wide spread application of
RFID started with electronic article surveillance systems in the 1970s and are still
widely used today. These systems use binary transponders that do not require any
logic and are therefore easy and cheap to produce. Jurgen Dethloff and Helmut
Grottrup were the first to patent an identification card in 1969 [3] which allowed for
identification at a gas station utilizing an integrated circuit on the card. In the 1990s
proximity cards became widely used for ticketing and payment systems. These
systems were conceived for local applications in the beginning and are gradually being
standardised up to this day. Nowadays, there is a huge variety of systems utilizing the
effects of coupled electromagnetic fields, where most of them use inductive coupling
in @ magnetic near field. These systems are referred to as NFC systems (near field
coupling or near field communication). For compatibility reasons, the physical
parameters as well as digital commands are defined in technical standards in the form
of ISO/IEC standards. There is a big number of applications for which these systems
are used today mostly being ticketing, contactless payment and access control, but
also animal identification, toll collection, logistic systems etc. Another aspect of NFC is

the concept of using it as a communication protocol like Bluetooth. This means that

aife "\ 7
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the communication can be performed with a dynamically changing system structure,
so that one device can act as a reader, passive transponder or Peer to Peer Device.
The function of each device can be negotiated between multiple devices and changed
during communication. The necessary technology is already implemented in newer

smartphones and is sure to see a further increase in the near future.

1.2 Different RFID Systems

In order to categorize the different RFID systems, it is helpful to distinguish them by
their operating frequencies, which is crucial for their functionality. In the low frequency
range are systems that operate at DC level up to 30 MHz having a very short range.
They are therefore referred to as close coupling systems and are used mostly in smart
cards like credit cards or access control cards with ID1 format specified in
ISO/IEC10536 [4] with a typical range of 1cm. Because of the small range, it is well
suited for these security sensitive applications as spying on the communication
becomes more difficult. Also, it simplifies the energy transfer to an extend that a
passive transponder does not have to be power consumption optimized and can
perform sophisticated operations like encryption. Opposed to longer range systems
these can use both, electric and magnetic coupling.

The next higher tier in terms of range are remote coupling systems and account for the
majority of currently used systems. These systems use magnetic coupling and operate
at frequencies up to 135kHz or at special ISM Band frequencies of 6.78MHz,
13.56MHz and 27.12MHz, where 13.56MHz is the most widely used. The technical
properties of these systems are specified in standards that are specific to the
application, including proximity coupling cards (ISO/IEC 14443) [5] with a range up to
10cm and vicinity coupling cards (ISO/IEC 15693) [6] up to 1m. The highest ranges
are realized by so called long range systems with a range of above 1m up to about
15m with passive transponders and even up to a few hundred meters with active and
battery assisted transponders. They operate at frequencies in the UHF and Microwave
spectrum 868MHz band, 915MHz band, 2,5GHz band and 5,8GHz band. The
transponders operate outside of the near field region and are therefore not

magnetically coupled. Most systems operate with the backscatter principle, where a
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part of the electromagnetic wave is reflected by the transponder antenna similar to a
RADAR application. Other systems utilize surface wave effects. One application for
long range systems are for example toll control systems on highways, where a long

range is needed.

1.3 A typical passive System

For the scope of this thesis a typical RFID System consist of a handheld NFC Device
(Smartphone) functioning as a Reader operating at a frequency of 13.56MHz and a
passive transponder (also referred to as tag or label). In Figure 1 the function of such
a system is shown in a simplified form.

Magnetic Field H by
M ag r power supply . (Transponder)

IESIS IR
i

| L
Figure 1: Simplified model of a RFID system.

Reader

load modulator

Source: https://www.mouser.at/images/microsites/rfid-gains-figure-1.jpg

Usually the reader is a stationary device embedded in some kind of structure like a
gate or an ATM. The usage of a handheld reader adds additional constraints to the
systems, the most critical being the power consumption, but also antenna size and
additional metal objects like batteries that can obstruct the field. As a result, the
implementation of these readers is different for every smartphone. The appearance of
the transponder mainly depends on the antenna size whereas in this thesis an

ISO/IEC14443 class 1 compliant antenna also known as an ID1 antenna is used.

1.3.1 Reader

The reader is the active part of the communication system as it generates the magnetic
field. This is done by an AC current with 13.56MHz that is send through the antenna.
In order to increase the current in the antenna a resonant circuit is formed. This is done

by placing a capacitance parallel to the inductance of the antenna loop, as shown in

aife "\ 9
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Figure 2, or by an appropriately designed matching network.

This carrier signal can be modulated to transmit data through the field. The reader is
also the communication initiating device (RTF reader talks first), meaning that all
communication is done by sending commands to the transponder and then waiting for
a response. This response is received by observing the antenna voltage and detecting
small changes that are caused by the load modulation of the responding transponder.

This is effectively described by a change in the transimpedanz of the antenna coil.

Lant
B <V Zt

Figure 2: Simplified schematic of a RFID reader

Cres

S

Lant: The inductance of the reader coil.

Zt: The feedback of the transponder on the reader is described by this
transimpedance.

Cres: This capacitance forms the resonant tank in the reader.

V: This voltmeter represents the measurement of the antenna voltage which

always includes the transimpedance since it is a part of the reader coil.

1.4 Passive Transponder

The transponder basically consists of the antenna which is implemented with a parallel
capacitance to form a parallel resonant tank like in the reader antenna. It is crucial that
the resonant frequency is equal to the frequency of the carrier signal to ensure an
optimal energy transfer between the antenna coils. But this circuit can be easily
detuned by additional tags or metal objects present nearby. Usually the resonance
frequency of the tag is trimmed to an application specific value based on the expected
environment in which the tag will be used.

Furthermore, the transponder contains a chip which implements a variety of functions.

The received signal is demodulated and processed by the digital logic which can

10 W mife
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perform various procedures, like authentication protocols, Electronically Erasable
Programmable Read Only Memory (EEPROM) access, data encryption and load
modulation. The specifications of the chip have to be considered when designing the
transponder. The resistance of the chip is a crucial factor for the quality of the resonant
tank which determines the voltage on the transponder. The limiting factor for this is the
supply current that is needed by the chip, which is equivalent to the chip resistance
and in succession the transponder voltage. Because this voltage is a 13.56MHz AC
voltage, it has to be converted to a DC supply of the chip. This means rectifying and
storing the received voltage but also limiting it, because the voltage in the resonant
circuit can get very high when placed close the reader antenna. To ensure the
functionality of the chip the voltage is kept to a constant maximal value by an additional
limiter circuit which sets the parallel resistance of the resonant circuit accordingly.

Figure 3 shows the equivalent circuit model of a typical transponder.

. Rchip Rlimit
L Ctune Cpara Cchip

== el 1

Figure 3: Simplified schematic of a passive RFID transponder.

L: The coil L represents the inductance of the transponder antenna.

Ctune: The exact value of the tuning capacitance is determined after production,
so that the voltage becomes a maximum.

Cpara: The coil has a parasitic capacitance that detunes the resonant tank. This

capacitance is later compensated by Ctune.

Cchip: The parasitic capacitance of the chip including pins, pads etc.
Rchip: The resistance of the chip.
Rmod: While performing load modulation a resistance smaller than the chip

resistance is switched on and off.
Rlimit: This resistance represents a circuit which alters its resistance to keep the

voltage below a maximal value.

aife [\ 1
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1.5 Air Interface

On an abstract level the system consists of the two devices which are connected via

the so-called air interface, which allows communication between the devices. As the

transponder is purely passive the energy needed for operation is transmitted wirelessly

from the reader through the air interface. The transfer of data is possible in both

directions, whereas the communication from the reader to the transponder is called

forward link and from the transponder to the reader return link. Furthermore, the

transponder is also synchronised with the reader by reconstructing a clock signal from

the carrier frequency.

Energy

Data

RF Field

Figure 4a: Block diagram of the communication on the reader side.

Digital De-
Processing <: modulation
Carrier : ASK :; Matching |+~ | Reader
Generation Modulation Network ™ Antenna
Reader

g BEd

Frerey
[Cloc, >

Data

RF Field

i

12

Supply
Clock | ’ } ‘
Tag RF Demod. Digital
K K3 Memory
Antenna Interface Load mod. Logic
Transponder

Figure 4b: Block diagram of the communication on the transponder side.
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1.5.1 Energy Transfer

The reader as the active part generates the RF field or more exact a magnetic field by
sourcing a current through the reader antenna. This field induces a voltage in the
antenna of the transponder which is amplified by its resonant tank and then converted
to a DC voltage, which is stored to power the chip in the transponder. By this, energy
is transferred from the active to the passive side. Because the field intensity gets
weaker over distance, the range of the system is limited, where the limiting parameters
are the minimal field intensity Hmin required by the transponder and the transmitting

power of the reader antenna.

1.5.2 Forward Link

In the forward link, the Carrier signal is 100% or 10% Amplitude Shift Keying (ASK)
modulated. A 100% modulated signal has the advantage that it can be easier detected
by the transponder, but effectively turns off the carrier field and therefore additional
capacitors for energy storage are needed on the tag. With 10% modulation, the
transponder can be continuously supplied during Downlink communication. Also for
this reason, modified Miller coding is used to code the data on the carrier. Where a
binary 1 is represented not by a level change, but by a short pulse of the signal. This
reduces the time where the lower field intensity is present to a minimum. Hence most
smartphones implement 100% ASK. In the transponder, the data is demodulated by

the chip and the received command executed.

1.5.3 Return Link

For the return link load modulation on the transponder side is performed. Because the
magnetic flux of the field flows through both antennas they act as 2 coupled
inductances. Meaning that the current flowing on the transponder side influences the
current in the reader antenna. By switching between different resistances on the tag
the current is changed and effectively an amplitude modulation of the reader antenna
voltage is achieved. This is called load modulation. In reality, the phase of the current
in the transponder also has an influence, so the impact of the transponder is described
as a transformed impedance on the reader side. The data is coded with Manchester

aife [\ 13
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coding where a binary 1 is represented by a negative and a binary 0 by a positive edge.
Because the voltage in the reader antenna is very high compared to the voltage
change caused by the transponder the data is transmitted in a different frequency band
called sideband. This is done by modulating the data on a subcarrier which then gets
modulated on the carrier. This way it is possible to filter the signal for the subcarrier in

the matching network and the Reader IC. The filtered signal can then be demodulated.

1.6 Important parameters

1.6.1 Coupling coefficient

The coupling coefficient is one key parameter for RFID and NFC systems when
describing the interaction between reader and transponder as well as designing the
antennas. It describes the strength of the underlying effect of inductive coupling which
is used in these devices. To understand inductive coupling, it is helpful to take a look
at the discrimination between near and far field of electromagnetic waves. In the near
field inductive coupling is the dominant mechanism. For a 13.56MHz system the
transition between near and far field happens at N2 = 3m. Since inductive systems
operate at distances at the very most of 1 or 2m far field considerations are only
needed at higher frequencies for long range systems. So, the focus when observing
the near field is that the magnetic field lines and therefore also the magnetic flux flow
through both antenna coils. Effectively making the system a transformer with a bad
efficiency, due to the magnetic flux propagating in all directions through air instead of
being guided by a ferrite core. The coupling coefficient k is defined like for a normal

transformer.

k=M )
Since the inductances L1 and L2 are constant for an existing system, during operation
k changes only with M, which is the mutual inductance of the two antenna coils.

M

_#0*N1*R12*N2*R22*7T (2)

2 |(Ry? + x2)°

The mutual inductance is the relation between the current in one coil and the magnetic
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flux flowing to the other coil which only depends on the geometric arrangement of the
coils in a harmonic field. Where N1 and N2z are the number of turns on the coils and R1
and Rz the radii. Since in normal applications or standard tests the transponder is
placed in a way that the antenna coils are aligned on one axis, the field can be
considered harmonic. Meaning that the final impact on k during operation emerges
from the distance x between the transponder and the reader. Therefore, the influence

of the distance can be modelled by changing the k factor in simulations.

1.6.2 Hmin

In order to supply the chip on the transponder a minimal voltage is required. The
minimum field strength Hmin is defined as the field strength where enough voltage can
be delivered to the chip. This is before rectification and voltage control are performed,
therefore the voltage in the resonating circuit is observed while the chip is in “Power
on Reset” state and therefore has a maximal parallel resistance. This value can be

used to compare the performance of different tags or estimate the maximal operating

2
_ j(u) e )
2 * Hmin

The range hereby depends mainly on the geometry of the reader antenna with the

range x of a system.

radius R and number of turns N and the antenna current | of the reader. All influences
of the tag are described by Hmin.

1.6.3 Resonance and Quality factor

When a capacitance and an inductance are connected an oscillating circuit a so called
resonant circuit or resonant tank is formed. To be more precise the electromagnetic
energy oscillates between the magnetic field of the inductor and the electric field of the
capacitor. Like with a mechanical oscillation the circuit shows a resonance effect when

excited with certain frequency called the resonance frequency fres of the circuit.
£ = 1
" 2mVLx C

This is due to the impedance of the capacitor C and the inductor L, which cancels each

(4)
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other out at the resonant frequency. The impedance of the circuit therefore becomes
a minimum and the amplitude a maximum (for serial resonance and vice versa for
parallel resonance). At this resonance frequency the amplitude of the oscillating signal
becomes bigger than the amplitude of the exciting signal, where the actual value is
dependent on the damping. In electrical circuits this is expressed by the quality factor
Q. In each period of the oscillation energy is shifted between the imaginary parts of the
components, but there is also a certain ohmic resistance where energy is lost. The
ratio of oscillating energy to lost energy in each cycle is defined as the quality factor of
the circuit and is calculated with the values of its components, where serial circuit

quality factor Qs and the parallel circuit quality factor Qp are calculated differently.

1 |L C
Qs = R_s\/; Qr = Rp T (5a) (5b)

The quality factor determines not only the gain of the circuit, but also the narrowing or
widening of the resonance curve, which is called the bandwidth B and is defined as
the frequency range between the two -3dB frequency limits f.ags_1 and f.3ss_2 and can
be calculated from the frequency of the carrier signal fc and the quality factor Q.
fe
Q

This resonance curve is shown in Figure 5 for a serial resonant circuit. The different

(6)

B=f 3482 — f-zap, =

quality factors in the Figure are: Qs=50 (violet), Qs=25 (green), Qs=12.5 (blue). As
described by the formula a higher Q causes the curve to become narrow and the

bandwidth becomes smaller while the amplitude becomes bigger.

16 W mife



TU Graz: LPCD of NFC Systems H

Resonace Curve
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Figure 5: Example resonance curve with different quality factors.
These circuits are used for a lot of applications like bandpass filter, notch filter, etc. But

in the scope of this thesis mainly for the amplification of a carrier signal with a certain

frequency.

1.6.4 Operating Ranges

The energy range of a reader transponder system is the range where the transponder
receives enough energy through the field to receive a command from the reader,
formulate a response and transmit it by load modulation. This range is theoretically
limited by Hmin. The data range is the maximum range at which the reader can
recognize an answer from the transponder. At best, this distance is equal to the energy
range but can be lower. It depends on the sensitivity of the reader or its ability to

demodulate the received signal.
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1.6.5 Transimpedanz

The transimpedanz is a fictive quantity used to model the impact of the transponder to
the reader antenna. Most techniques, for example Load Modulation can be described
by a change in the transimpedance. This effect originates from the mutual inductance
of the coils. Therefore, the transimpedanz is zero if the coils are not coupled and
increases with the coupling factor. The transimpedance is a complex term, where the
imaginary part can be looked at as an additional capacitor or inductor which detunes
the circuit. If the circuit is tuned properly the imaginary part of the transimpedance is
zero. Otherwise it acts as a capacitor if the operating frequency is above the resonant
frequency and as an inductance if the operating frequency is below the resonant

frequency.
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2 Background

2.1 Low Power Card Detection

Implementing NFC functions in smartphones comes with the side effect of a higher
energy consumption. On one hand, a continuously switched on RF field can degrade
battery duration, on the other hand for user convenience automatic communication
without manual activation of services is desired. It is obvious that the solution to this is
to detect if a card is present first and only switch the field on as a card is detected. To
do this the feedback of the transponder on the reader side has to be measured and
compared to a reference value which is measured while no transponder is present [7].
This feedback is effectively described by the transimpedanz and can be evaluated in
different ways. All these methods still require a field to be emitted from the reader, but
it only has to be active for a minimal time. This is similar to card polling, where a card
is detected by sending a command and waiting for a response. When no response is
given, the field is turned off until the next poll. Most smartphones use a combination of
card polls and Low Power Card Detection (LPCD) pulses, but considering the scope
of this thesis card polls are ignored as far as possible. LPCD has the advantage that
the active period can be much shorter than for a full command and there is also no
need to wait for a response, as seen in Figure 6. This reduces the average current and
therefore the energy consumption of the system. In the scope of LPCD the transponder
is usually referred to as card since the maijority of currently used transponders are 1D1
format cards but the method is applicable to any transponder. As of now there is no
universal standard for LPCD pulses, detection principles or protocols so almost every
smartphone uses different specifications. Table 1 shows a selection of current
Smartphones with relevant LPCD parameter that were measured in the scope of this

thesis to show the different functionalities.

aife [\ 19



B TU Graz: LPCD of NFC Systems

Google Pixel LG Nexus Samsung Sony Xperia X
Galaxy S7
Pulse Length 190 s 328 ps 10 ms 340 ps
Pulse Strength | 100% 100% 38% 100%
Pulse Interval | 590 ms 210 ms 562 ms 210 ms
Poll Interval random 3 4 4

Pulse Length:

Pulse Strength:

Pulse Interval:

Poll Interval:

20

Table 1: LPCD parameter for different smartphones.

The duration in which the field is activated when trying to detect a
card. This parameter is decisive for developing an improvement
method as it sets the time frame in which actions must take place.
To be compliant with most smartphones a pulse length of 200 us
is considered during development of the demonstrator in this
thesis.

This parameter specifies the field strength during card detection
relative to the field strength to normal operation. Since most
smartphones use 100% field strength this is also applied for the
simulations in this thesis, but it is notable that not all smartphones
implement it this way.

This time describes the duration between detection pulses.

This parameter describes how often the smartphone tries to poll
for a card, 3 meaning that every third LPCD pulse is replaced with

a card poll.
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Figure 6: Oscilloscope picture of LPCD and polling pulses from the Sony Xperia X.

2.1.1 Antenna Voltage

The most common way to measure the transponder feedback is to measure the
voltage of the reader coil [P1] [P2] [P4] [P8]. When a transponder or a metal object
enters the near field, the resonant tank becomes slightly detuned which causes the
antenna voltage to drop. This change can be measured analog by using a comparator
[P1] [P2] or digital by using a A/D converter and comparing the digital code to the
reference code [P8]. In a similar way it is also possible to measure the current of the
driver stage supplying the reader coil [P4] [P6]. These changes can also be modelled
by a change in the transimpedanz and therefore detected by observing the

transimpedanz of the reader coil [P3] [P7].
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2.1.2 Oscillation Behaviour

When turning off the carrier signal the antenna voltage starts to decay over time. But

when a transponder with a resonant tank is present in the field it affects the resonant

tank in the reader and the antenna voltage oscillates while decaying [8]. The shape of

this oscillation is dependent on the coupling factor and therefore the distance to the

transponder This is shown in Figure 7 for three distinct values: k=0 (top), k=0.01

(middle) and k=0.02 (bottom) where the field is turned off at to It is also possible to

measure the resulting decay time of the voltage to detect a transponder [9].

Voltage in V
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Oscillation Behaviour after turning off field.
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Figure 7: Behaviour of the reader antenna voltage after turning the field off.
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2.1.3 PN5180 LPCD

The PN5180 is a high-performance full NFC Forum-compliant frontend IC for various
contactless communication methods and protocols. It is widely used in Point of Sale
terminals and smartphones. It performs the LPCD by observing the voltage on its RX
pins. The RX voltage is controlled to be within a range of 1.5V to 1.65V internally by
the Automatic Gain Control (AGC), to optimize the following signal processing. For this
the voltage is connected to a resistive voltage divider consisting of external and internal
resistors. These internal resistors are implemented as a digital variable resistor with a
resolution of 10 bit and a range of 10k to 200hm [10]. The 10 bit digital value setting
the resistance is referred to as AGC value and is always set by the internal logic in a
way that the RX voltage is in the desired range. The LPCD uses this value to determine
the antenna tuning. In order to detect a card a reference AGC value is measured and
saved in the EEPROM and then compared with the actual value during the LPCD
pulse. Usually also a certain threshold is defined in the EEPROM which specifies the
needed deviation to recognize a card. The moment of the reference measurement as
well as the threshold and the timings are controlled by the host, which results in

different LPCD implementations in different applications.
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2.2 Frequency Wobbling

Frequency wobbling is an easy method used for the detection of binary transponders
[11 p.34-37]. This means that the objective is not to perform a communication with the
transponder, but rather to detect if a transponder is present in the range of the reader
or not, which is the same principle as LPCD, but with a higher energy consumption.
This is done by varying the operating frequency over time instead of using a constant
one. As a result, the voltage in the reader coil shows a characteristic dip when passing
the resonant frequency of the transponder. This method is commonly used in electronic
article surveillance applications. These systems usually use very cheap labels which
are not tuned accurately. This is compensated by choosing the spectrum of the reader
frequency accordingly while considering the production deviation. The same effect is
also used in so-called “Dip-Meters” which use it to measure the resonant frequency of
antennas. Figure 8 shows a simulation of the reader voltage while performing

frequency wobbling with a transponder present.

Frequency Wobbeling
1.34 \ |

1.32 .

I
X

1.28 o \ i .
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122 | | | |
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Figure 8: Behaviour of the reader antenna voltage while performing frequency wobbling.
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3 Improvement Method

3.1 Motivation

The performance of NFC in smartphones can be evaluated by the operating range of
the system for example. Typically, the limiting range is the data range but in most NFC
applications the phone enters a detection mode with reduced energy consumption after
a given time. In this mode, no communication is made and in order to do so, a
transponder must be detected first. This effectively makes the detection range the
limiting range which is often smaller than the data range. Until now LPCD has mostly
been focusing on the measurement of quantities on the reader side while the
transponder operates in a normal state. But if the transponder takes actions by
reconfiguring himself, the feedback in the reader could be increased and therefore also

the detection range.

3.2 Concept

To change the feedback of the transponder the topology of the resonant circuit is
changed. In practice, this is implemented by switching between different capacitors
and consequently changing the tuning of the resonant circuit and in succession the
antenna voltage in the reader. Eventually the necessary threshold will be exceeded
and the LPCD of smartphones, that monitor the antenna voltage or transimpedanz as

part of the card detection, triggered.

3.2.1 Simulation of Detuning

As a first demonstration a simple transient simulation of a reader transponder system
is performed. The exact circuit used is shown in Figure 9. To model the reader the
matching network of the PN5180 evaluation board [12] is used and supplied with a
13.56MHz sinusoidal current source at the TX ports. Also, the so-called EMC filter of
the source is considered, which has the function to shape the rectangular output signal
of the chip into a sinusoidal signal. The ANT1 and ANT2 ports are used for active load

modulation and therefore not needed in this thesis, so they are connected with a 10Q
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resistance to represent the connection inside the reader chip. The voltage on the RX
ports is the voltage the reader IC is receiving and is therefore the focus of observation.
The transponder IC is modelled very simply with only a resistance Rchip and a
capacitance Cchip representing its equivalent circuit values. Therefore, no voltage
regulation or load modulation is implemented in the simulation. The coils of the reader
L1 and the transponder L2 are coupled with a spice model. By varying the coupling
factor different distances between the coils can be modelled (assuming the coils are
on top of each other). While the tuning of the reader circuit is fixed by the matching
network the tuning of the transponder can be varied with the capacitance Ctune and

by doing so the effects of a detuned transponder on the reader can be observed.
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Figure 9: Circuit used for the simulation of detuning.

The tuning capacitance is swept uniformly around the resonance capacitance and the
results are shown in Figure 10. The different curves are simulated with different
resistances of the transponder and therefore different quality factors being 500 150 80
and 0. For higher quality factors the voltage drop in the reader coil increases. It can
also be seen that the maximum feedback occurs when to resonant frequency of the

transponder is exactly tuned to the frequency of the carrier signal.
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Antenna Voltage for different Q factors.
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Figure 10: Effect of tuning on the reader antenna voltage.

3.2.2 Simulation of Capacitor Switching

Another simulation is conducted in which capacitances are switched on and off during
runtime to observe the transient behaviour. This is done by setting the tuning
capacitance to a fixed value and adding a binary weighted sequence of 5 capacitors
ranging from 0.1pF to 1.6pF in parallel as seen in Figure 11. The capacitors are

switched with an ideally modelled switch. On the reader side the same matching
network as before is used.
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simulation of switching capacitors.

Figure 12 shows the reader antenna voltage at the top, the transponder voltage in the

middle and the signals activating the switches at the bottom. It can be seen from the

result that adding a capacitor causes the antenna voltage to change to a new level and

it returns to the previous when the capaci
that adding the capacitance, the voltage i

detuning of the resonant circuit.
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tor is switched off again. It can also be seen
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Voltage Bahaviour while switching Capacitors.
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Figure 12: Effect of switching capacitors on the transponder.
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3.3 Design

| [ |
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Cap Control Field Detection 5v GND

Arduino

Figure 13: Block diagram of the designed transponder substitute.

Up to this point all observations have been theoretical, based on simulation results
using ideal elements not including parasitics. To test this concept practically a
demonstrator is designed on a Printed Circuit Board (PCB) to resemble a transponder
in terms of electric properties, but without implementing a chip. Instead it utilizes a
capacitor bank that is controlled by an external Arduino microcontroller board, which
allows for testing a variety of different switching behaviours. To signal the Arduino
when to start the procedure the antenna voltage is rectified and if a certain threshold
is exceeded a Field Detection Signal is generated. In order to supply all these
additional blocks, the tag is externally supplied with symmetrical 15V and internally it
generates 5V for the digital parts This external supply does not influence the antenna
signal so the tag still behaves like a passive transponder. The design is set up
differentially so that the impact on the antenna voltage from the capacitor bank and the
parasitic capacitances is symmetrical. Also, it allows to refer the rectified DC voltage
to a ground signal that can also be used for the external components. In general, the
components used were chosen with a focus on low parasitic capacitances and a

frequency behaviour suited for 13.56MHz.
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3.3.1 Antenna

The antenna size meets the requirements of the in ISO/IEC14443 specified standard
ID1 size and has a resonance capacitance connected in parallel consisting of up to 2
SMD capacitors (Surface Mounted Device) and 2 in series connected trim capacitors
for fine-tuning. In order to adjust the capacitance easier the parallel capacitors are not
implemented differentially. Two BNC connectors are placed on the antenna signals so
that the antenna voltage can be viewed with an oscilloscope. The capacitance of the
probes contributes to the total parasitic capacitance of the circuit and has to be

accounted for when choosing the SMD capacitors.

r)

e

1l
1
/

A

AT

Figure 14: Schematic of the antenna block.
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3.3.2 Energy Sink

The chip is modelled same as in the simulation, basically consisting only of 2
differentially implemented resistors that model the energy consumption of the
transponder. They are also used to define the ground between the two antenna sides.
The chip capacitance is not implemented. The additional elements in the circuit like
the switches or the connectors for the oscilloscope bring a certain amount of parasitic
capacitance to the board. In the end the total capacitance of the tag should be fine-

tuned manually.

Figure 15: Schematic of the energy sink.
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3.3.3 Capacitor Bank

The switches used on the PCB have special requirements and are the most critical
elements in the design. They have to connect the analog antenna signals to the
capacitors. Since the signal is an AC voltage with no DC offset, the use of conventional
transistor ICs (non-monolithic) as switches is not possible, because of the parasitic
drain-source diode. Therefore, an analog switch is used, which is configured as a low
side switch. Each switch is used with two in series connected capacitors, so that the
total capacitance can be set more exactly. Another important requirement is a low
parasitic capacitance of the switch. Standard analog switches can have relative high
capacitances of a few hundred picofarad, this would defy the function of the board
because the capacitances, that are switched, are designed to be in the order of
picofarad. Therefore, the ADG1212 is chosen, which is a special low capacitance
analog switch [13] [14].
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Figure 16: Schematic of the capacitor bank.
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3.3.4 Rectifier

The rectifier block is used to generate a DC signal out of the antenna voltage, so that
the microcontroller can detect the status of the field. This block is based on the
reference Vicinity Integrated Circuit Card (VICC) for Vicinity Coupling Device (VCD)
power test specified in ISO/IEC10373-7 [15]. For lower parasitic capacitances the
diodes MMBD301LT1G are chosen. Two Zener Diodes are added to limit the antenna
voltage to around 12V in order to protect the analog switches form voltages greater
than the supply voltages. The smoothing capacitor is chosen to have a much smaller
value, because a fast field detection is needed and there is no considerable load on
the capacitor voltage. The resistor parallel to the capacitor is to set the time it takes to
discharge, so that the voltage is fully depleted at the next LPCD pulse. The capacitor
voltage is also routed to a pin on the board and allows for measuring the effective

antenna voltage without connecting an oscilloscope.

Figure 17: Schematic of the rectifier block.
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3.3.5 Comparator

Because the antenna voltage and therefore also the capacitor voltage can be too high
for the microcontroller a comparator block is added. This block compares the capacitor
voltage with a tuneable reference voltage and generates a digital signal. A LM311 is
used with an open drain configuration. This allows to use the Arduino’s on board pull
up resistors. Additionally, also a pull up resistor to the boards internal 5V is
implemented. Furthermore, the design allows an offset compensation of the

Operational Amplifier (OPA) by adjusting a potentiometer.

A

Figure 18: Schematic of the comparator block.
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3.3.6 Supply

The board has to be supplied externally with symmetrical +/- 15V and generates
internal 5V with a LM7805 voltage regulator to supply the Arduino. Because the
reduction from 15V to 5V can cause a lot of waste heat the voltage regulator is chosen
as a wired component to allow a better heat transfer from the package as well as the
possibility to add an additional heat sink. Each voltage level is buffered by two
capacitors, one bipolar Tantalum capacitor with a higher capacitance to compensate
for current load changes and a smaller SMD capacitor to filter high frequency
disturbances. Because during programming the Arduino is supplied by the computer
via USB port a jumper is implemented to disconnect the internal supply on the board

to avoid compensation currents between multiple sources.

B
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Figure 19: Schematic of the supply block.
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3.3.7 Circuit Protection

To protect the switching ICs, on both their supplies capacitors are placed that filter high
frequencies and transient voltage spikes. This is implemented with two capacitors per
supply pin to realize a symmetric layout. In addition to that the digital input signals of
the switches are connected to a transient-voltage-suppression diode array IC, that

filters transient voltages above the defined HIGH level of 5V.
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Figure 20: Schematic of the circuit protection block.

aife "\ 37



B TU Graz: LPCD of NFC Systems

3.3.8 Arduino

The purpose of the Arduino microcontroller board is to manage the exact timing of the
switches while allowing for a maximal flexibility of switching patterns. The Arduino
receives a signal form the PCB when a certain threshold in the antenna voltage is
exceeded, which triggers an interrupt and starts the switching routine. While doing so
a pulse is send to an output pin, which serves as a trigger signal for the oscilloscope.
The Arduino is supplied via the Vin Pin with 5V from the PCB, which allows to operate
the whole setup with a single supply. Alternatively, the Arduino can be connected to
the USB port of a computer, which allows for fast debugging and additional data to be
sent from the Arduino to the computer via serial communication over the USB port. In
this case the 5V supply from the PCB should be disabled by opening a jumper on the
PCB. The use of the Arduino adds some additional timing constraints. Since the field
detection is activated by an interrupt the interrupt response time, which is measured to
be between 13us and 20us, adds to the total delay of the field detection. Because the
whole design is made for a specified LPCD pulse duration of about 200us, this delay

is acceptable.

const byte interrupt pin = 2;
const byte trigger pin = 11;
volatile byte field detected = LOW;

void setup () {
attachInterrupt(digitalPinToInterrupt (interrupt pin), fieldDetectionISR, FALLING);
pinMode (interrupt pin, INPUT_ PULLUP);
pinMode (trigger_pin, OUTPUT);
}
void loop () {
if (field detected) {
digitalWrite (trigger pin, HIGH);
digitalWrite (trigger pin, LOW);
field detected = LOW;
}
}
void fieldDetectionISR() {
if (digitalRead (interrupt pin)==LOW)
field detected = HIGH;
}

Figure 21: Example Arduino code for interrupt and trigger test.

Also, the switching time of the Arduino outputs limits the switching speed. By using
direct port manipulation of the microcontroller instead of the provided digital functions
in the code this time is reduced form 4ps to 1.2us and also allows to switch multiple
output signals at the same time.
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void setup(){
b code = 4; //code from 0 to 15
byte port = 0;

DDRD &= B00001111; //set Pin 7-4 as Outputs

//write code on Pin 7-4 in binary
port = PORTD;

port &= B00001111;

port |= code << 4;

PORTD = port;

Figure 22: Example Arduino code for port manipulation

3.4 Simulation of the Demonstrator

The design was tested by simulation of the circuit shown in Figure 23, which
implements the described design. In this simulation real component models provided
by the manufacturers were used for the following components: Analog switches
ADG1212, Schottky diodes MMBD301LT1G, Zener diodes BZX84C12L, OPA LM311
and voltage regulator LM7805. Due to the differential design always two capacitors,
which are connected in series, are switched at the same time. Meaning that the
effectively switched capacitance is half the capacitance of the capacitors. Also, the

parasitic capacitance of the switches has an influence on this value.
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Figure 23: Circuit used for the Demonstrator simulation.

The simulation result in Figure 24 can now be compared with the result of the ideal
simulation from Figure 12. Due to the dual implementation and the introduced parasitic
capacitances the capacitance values to be switched are changed, however the impact

on the reader and transponder voltages is the same.
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Voltage Bahaviour while switching Capacitors.
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Figure 24: Effect of switching capacitors on the transponder simulated with real models.

3.5 PCB Layout

3.5.1 Electromagnetic Compatibility Aspects

Because the board is supposed to operate in a laboratory environment with a lot of
possible noise sources, one being the reader itself, the layout is done with focus on
the electromagnetic robustness. This is implemented by the following measures.
Ground Plane:

To shield the circuit from the RF-field generated by the reader the backside of the

board is almost completely filled with a copper layer, which is connected to the ground
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signal of the circuit. The backside is also used to route signals, but the length of those
traces was kept to a minimum, only used to cross traces on the topside in order not to
split up the ground plane. In the antenna area no ground plane was implemented so
that the field in the antenna stays uninterrupted.

Minimal Loop Area:

It is a known effect, that loops on a PCB can act as antennas for electromagnetic fields
and cause disturbances in the circuit. Also, they cause parasitic inductances which are
hard to calculate and can cause problems when connected to ICs since these external
parasites are usually not considered during circuit design. To reduce the impact of
these effects an effort is made to identify crucial loops in the design and minimize their
area.

Symmetric Placement:

Instead of having one single loop in the circuit, a differential design can be
implemented with two symmetric loops with opposite winding directions. By doing so
the distortions in the two loops have opposite signs and can cancel each other out.
Also, in terms of parasitic capacitances, resistances and propagation delay a

symmetric placement is favourable.

3.5.2 Design Flow

Floorplan:

At first the width of the PCB is set to 54mm which is the width of a standard ID1 card
specified in ISO/IEC14443-1 [5]. In this area the most important parts are placed first.
The connectors are placed at the border of the board so that they can be easily
connected to the external elements. The analogue switches are placed in the center
and the tuning capacitors next to the antenna.

Suppressor capacitors:

Next the suppressor capacitors for the analogue switches were placed on the backside
of the board in order to place them as close as possible to the ICs. Since the pins next
to the supply signals Vcc and Vdd are connected to ground, two capacitors are placed
in a symmetric way for each supply pin. This way the loops are opposed and have a
minimal area.

AC Signals:
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The next loop that is considered is the antenna signal. Because the suppressor
capacitors are placed on the backside the capacitors that will be switched can be
placed directly next to the pins of the analogue switches and the antenna signals
routed around very close to the package of the IC to minimize the loop area. In order
to avoid mismatch between the signal paths the layout is done symmetrically.

Block assembly, Signal routing:

After all these important components are taken care of, the remaining parts are sorted
in their corresponding blocks, arranged to minimize the used board area and routed.
Then, the so designed blocks are placed on the board so that the signals connecting
the different blocks can be easily routed.

Afterwards the remaining signals are routed, so that the important signals are not
interrupted by vias.

Supply lines:

In the end the supplies are routed using a star supply system, where every block gets

their own trace to the supply pin on the board.
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Figure 25: PCB Layout.
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Figure 26: Assembled Demonstrator Board.
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4 Evaluation

4.1 Test Setup

To evaluate the PCB a test setup is installed where the PCB was placed in a ID1 card
holder. A smartphone is placed under the holder and the distance between smartphone
and card can be adjusted by turning a knob on the side. For the external £15V supply
a common laboratory Power Supply Unit (PSU) is used while the Arduino is supplied
by a laptop so that debugging of the code is possible. The supply jumper is removed
for this setup. The measurement of the antenna voltage is done by connecting an
oscilloscope to the two connectors as well as a pin on the Arduino which provides a
trigger signal. By doing so a detailed view of the effects of the switching process is
possible. The remaining channel of the oscilloscope can be used for measuring

different signals on the PCB or the Arduino.

Antenna Voltages

Power Supply

-----

Dot

Figure 27: Laboratory test setup Arduino
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4.2 Field Detection

The timing of the field Detection can be seen in Figure 28. The top signal is the field
detection signal. This is the output of the comparator and switches and changes to
LOW after the threshold of 0.78V on the rectifier is exceeded. The middle signal shows
the trigger signal generated after the Arduino interrupt, which can be seen to occur
19.65us after the field is turned on. The bottom signal shows the voltage on the
capacitor of the rectifier. The major contribution to the response time delay is coming

from the interrupt of the Arduino as expected.

Field Detection and Interrupt Signals.

Signal in vV

Field Detection

Arduino
Signal inV
=4 o
I I
| l

Capacitor
Voltage inV
[$)]
I
|

Time in ps

Figure 28: Field detection signals oscilloscope screenshot.
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4.3 LPCD

In comparison Figure 29 shows the LPCD in a normal state without switching on the
board. In this case a card is detected once, which can be seen by the additional polling

pulse performed by the reader when the transponder is detected.

10 - —
=
< &
<
10 _
10 - —
=
< =
<
= -10 - —
?,’t%' 0) messpessssrsssEe T e
<3
E | | | | | | I |
0 1 2 3 4 5 6 7 8 9 10
Timeins

Figure 29: Card detection with normal transponder behaviour.
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Figure 30 shows a test of a switching pattern, where the green and yellow signals show
the two antenna voltages and the red one the field detection signal. The violet signal
is the trigger signal generated by the Arduino and shows the duration of the switching.
In this example the Arduino is programmed to start a switching sequence at every 11t
detected pulse. Since the board does not have a chip, which can communicate with
the reader, the smartphone is not able complete detecting a card. Instead the triggering
of the LPCD causes repeated card polling out of the normal sequence. In Figure 30 it
can be seen, that four consecutive card polls are conducted by the reader after a

switching sequence which confirms that the transponder is detected by the reader.

10 - =

Antenna
Voltage2 inV

-10 - &

10 - -

Antenna

Arduino
Trigger SignalinV  Voltage 1inV
o (&)}
Y
I T
I |

Timeins

Figure 30: Card detection with modified transponder.
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4.4 Detuning

To verify the effective detuning of the circuit, caused by the analogue switches, the
resonant frequency is measured for different conditions. The impact of adding a
capacitance to the resonant circuit is dependent on the absolute properties of the
circuit, which mostly consists of parasitic elements. So first the antenna is observed
alone to determine the actual inductance L as well as the parallel capacitance of the

antenna Cp.

EL Cp Cpara ;I i:sw §R

Figure 31: Equivalent circuit of the Demonstrator board.

To do this the antenna is detached from the board and the resonant frequency is
measured with a network analyser with a variety of different capacitors (C1 ... Ci)

soldered parallel to the antenna. Using Formula 4 the following equations can be

derived.
f = 1
| =
2n /L(Cp +Cy) (7)
1
f‘i =

2n /L(Cp +C) @)

With the measured resonant frequencies, the antenna properties can be calculated.

.\ 2
G, _6-e(3) ©)

i\
<E> 1
L 1
—@rf)2(C, +Cy)

Next, the parasitic capacitance of the board Cpara is determined. This time the same

(10)

measurement as before is done with the whole board. The switches stay idle and again
different capacitors are soldered on the board and the resonant frequencies measured.
The difference in the calculated parallel capacitances is the parasitic capacitance of
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the board Cpara. By doing so the parameters are determined to be: L=3.53uH,
Cp=4.19pF, Cpara=13.82pF. In Figure 32 the two measurements are plotted. The
difference of the curves shows the difference in the detuning sensitivity caused by the

parasitic capacitances of the board.

Fesonant frequencies of the Demonstrator

4|:| | | | |
Only Antenna —+—
\ Antenna with Board ——

35
30 - .
25 .

204, =

Resonant Frequency in MHz

15 | Sl es —— .

10 | | | |

Capacitance in pF

Figure 32: Plot of Demonstrator board resonant frequencies.
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4.5 Evaluation Board

For a more detailed analysis the PN5180 Evaluation board [12] is used as reader
device. This allows to operate the LPCD manually as well as to access the registers of
the reader. The board is connected to a laptop by USB and controlled with the NFC
Cockpitv.4.7.0. The main objective of this is to read out the AGC value of the reader

repetitively to show the impact of the transponder in detail.

3 NXP NFC Cockpit v4.7.0 / VCOM_PN5180 @\\COM7 FW: va4FF EE: V15300 Aaf - ot - =[E] X
Registers/EEProm access Operation Reader | LPCD | DPC | Test Signal | R Matrix | Scripting | Extra
v| [ Read | EEPROM LPCD Configuration
—e LPCD EEConfig Read AGCREF_CONFIG
Register address: [ wiite ‘ © Register )
Lpcd Gear Number |Gearo. v AGC Vaive e
Bit selection: afafofoioiaioialaioioiaioioialofoiaieiniolaofofaiuininiagcalale Threshold Value 005 Lot Gear Nomber 520
AN NS NI NANNSIENENEmM NGO @O T ma o
gy A RRRRENINNAREIREZEAIOAASR
< ( =
~ DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD Fikd ON Time 005 [Fesorccasr.conris g
PO Toggle Before Field ON Time [ 0xF0
Write Operation
@ Al bits GPO Toggle After Field OFF Time

Write AGCREF_CONFIG

Single bit [selt caliration -

T =
Enable GPO1 Control
(Wit Accaer_conric regster]

EEPROM Single Byte Access Enable GPO1 WakeUp Control

$ || [LosdEProm| || RFField Control
Address [ReadgPROM| || — } { Enable GPO2 WakeUp Control
Data Write E€PROM| | | (ump EEProm] || [RiFielaon| [ReFietaof|  [ReFiela Reset] [ update ezprom confi |
Log Monitor
12018.04.05 13:50:15]INFO:LPCDServicePNS180:AGC_REF_CONFIG register:: AGC_VAL=0x0195 AGC_GEAR=Gear0 B || oo Geration

[2018.04.05 13:51:12}INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0

INFO:LPCDServicePNS180:AGC_REF_CONFIG register:: AGC_VAL=0x0195 AGC_GEAR=Gear0 StandBy Time ms

INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0192 AGC_GEAR=Gear0
INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0194 AGC_GEAR=Gear0 FieldOn Carent ma
INFO:LPCDServicePNS180:AGC_REF_CONFIG register:: AGC_VAL=0x0194 AGC_GEAR=Gear0
[2018.04.05 13:51:53]INFO:LPCDServicePNS180:AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0 Lpcd Overs Average Curent u
[2018.04.05 13:52:00}:INFO:LPCDServicePN5180:AGC_REF_CONFIG reg
12018.04.05 13:52:00}:INFO:LPCDServicePN5180:AGC_REF_CONFIG reg

AGC_VAL=0x0192 AGC_GEAR=Gear0

AGC_VAL=0x0195 AGC_GEAR=Gear0 Eesiorpieen
[2018.04.05 13:52:01):INFO:LPCDServicePN5180:AGC_REF_CONFIG register: AGC_VAL=0x0194 AGC_GEAR=Gear0 3

[2018.04.05 13:52:03}INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0

[2018.04.05 13:52:32}INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0

[2018.04.05 13:52:33}INFO:LPCDServicePN5180:AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0

VCOM_PN5180 @ N -] [ Closeport | | SecureUpgrade | | SoftReset | (@] (& + INFO: AGC_REF_CONFIG register:: AGC_VAL=0x0193 AGC_GEAR=Gear0

Figure 33: NFC Cockpit LPCD GUI.

The AGC value register is now read out, while the capacitance of the board is switched
through every possible value and the distance to the reader remains unchanged at
80mm. Because the range of the capacitor bank is only 9.3pF, 3 measurement series
are acquired with different trim capacitor positions and the results averaged. The
resulting AGC values are shown in Figure 34 and confirm the simulation results (see

Figure 10). At the resonant tuning the feedback on the reader becomes a maximum.
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AGC Values for different Capacitances
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Figure 34: Plot of AGC value over capacitance.
Next the AGC values of the idle and tuned board are compared to the values of a
reference tag with an ID1 antenna and a chip. It can be seen in Figure 35 that the
behaviour of the board differs significantly from the reference tag. It is also observed
that the LPCD detection range of the board, which is measured to be 105mm exceeds
any standard tags by far. This results from the high antenna voltage of the board, which
is limited by only 12V Zener diodes meant to protect the analogue switches. This
causes a higher quality factor than in a normal application. So, in order to get relevant
measurement data these diodes are replaced by 3.6V Zener diodes and so the voltage

is limited to a more realistic value. The resulting AGC values are shown in Figure 35.
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AGC Values for different Tags
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Figure 35: Plot of AGC values for different tags.
It can also be seen in the Figure 35, that the measurement becomes inconsistent if the
AGC value gets too high. This is due to the Dynamic Power Control (DPC) feature of
the PN5180 [16] which reduces the current of the reader when the detuning becomes

too strong in order to keep the antenna voltage in a desired range.
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To evaluate the changes caused by the switching of the different capacitances the
AGC values are measured with a board tuned slightly above 13.56Mhz. The resonant
frequency is measured to be 14.26MHz so it is about 5% higher than 13.56MHz which
is a typical detuning for most applications. Figure 36 shows that for this case the AGC
values are slightly improved by switching a capacitance. By adding 5pF to the board
capacitance an improvement of up to 3 AGC values is observed. Also, the reader
appears to be most sensitive to this at medium to long distances, which is beneficial to

increasing the detection range.

AGC Values with added Capacitance

420 I T T I T I T
+opF —t+—
+2.35pF —%— e
Reference
415 - LF
% f/‘/
o LD
= 410 e 7
8] - E*
] o # 3
b= __f,.-l‘"f 3
A =
405 postt o =
400 | | | | | | |
110 100 20 80 70 al 30 40

Distance in mm

Figure 36: Plot of AGC value improvement.
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4.6 Card Detection Range of a Smartphone

The previous test is now repeated with smartphones as reader to determine the

change of the detection range. It can be seen from the results in Figure 37 that while

not all smartphones are impaired by the detuning in the same way the range can be

improved.
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Figure 37: Plot of LPCD range improvement.
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5 Discussion

In this thesis several state of the art as well as experimental methods to detect
transponders in RFID systems are examined. One of the major use cases are
electronic article surveillance systems, which use frequency wobbling to detect simple
transponders. These systems profit from the large size of the reader antennas as well
as the stationary type of application which comes with generous power supply options.
These boundary conditions allow a high detection range and cheap labels and
therefore these systems are widely used. While the power consumption for passive
transponders has always been a constraint in recent times smartphones and other
mobile RFID and NFC solutions became increasingly popular creating the need for
power consumption optimization on the reader side. This is achieved by so called Low
Power Card Detection methods, which are the main focus of this thesis. Possible
implementations are the observation of the oscillation behaviour while turning the field
on or off, or measuring the decay time of the field. There are also systems which use
a variation of frequency wobbling. But most implementations use a measurement of
the reader antenna properties to detect a change in the transponder feedback

effectively described by the transimpedanz.

One essential factor looked at is the resonance frequency of the transponder. It is well
known that in order to supply the transponder a good tuning is beneficial, because of
the higher gain in the resonant circuit. The antenna voltage of the reader is also
influenced by this. When the transponder is tuned exactly, the transimpedanz only has
a real part and is a maximum. This causes the strongest feedback and the smallest
antenna voltage. The exact behaviour between transponder tuning and reader antenna
voltage is quantified for an example system. It is shown that this voltage also follows a
curve similar to a resonant curve. Most transponders are not tuned exactly, the effect
of compensating this tuning was shown with the demonstrator board in combination
with different smartphones. It is seen that compensating this detuning can increase the

range of the smartphones LPCD.
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Another factor shown to be crucial is the quality factor of the transponder. It is seen
that, by increasing the limiting voltage threshold of the transponder, which translates
to a different quality factor, the range of the LPCD can be increased significantly and
also the impact of the tuning is increased. In a normal application the quality factor is
determined by the power consumption of the chip as well as the needed bandwidth for
the communication that considers the sub carrier signals. In general transponder
designers are challenged with a trade-off between data rate and range. Since for card
detection no communication is needed, a higher quality factor during card detection
can be a promising option. Another limiting factor is the voltage limiter implemented in
transponder ICs. This is done to protect the IC from too high voltages on the pins
connected to the antenna, that might damage the chip. Usually this limiter already limits
the voltage to the highest possible value that the technology of the chip allows, but still
this effectively causes a reduction of the quality factor of the system. Overcoming this
problem would be a good way to increase the range of the LPCD.

In order to integrate this methods in a chip, certain adaptions have to be made. In this
thesis a changing topology of the transponder is implemented by a PCB with analogue
switches. These switches require a supply voltage greater than the switched signal,
which is a problem when generating the supply from said signal. This problem was
avoided using an external supply, but when implementing this on chip level monolithic
transistors can be used to switch these signals eliminating this problem. Also, to tune
the transponder automatically additional circuit blocks are needed to measure the

transponder voltage.
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Program Code

Capacitance Test Program

//pin 0 and 1 reserved for serial communication

//DO NOT CHANGE

const byte cont 1 =
const byte cont 2
const byte cont 3 =
const byte cont 4 =

~e

Il
SO oy J

~.

o~

void setup () {

}

Iz

pinMode (cont 1, OUTPUT);
pinMode (cont_ 2, OUTPUT);
pinMode (cont_ 3, OUTPUT)
pinMode (cont 4, OUTPUT)

’

Iz

Serial.begin (9600) ;
while (!Serial);

Serial.println("Serial started");

void loop () |

60

char buffer[80];
byte code;
byte port;

Serial.println("Sweep started");

for (code=0; code<=15; code++) {

port PORTD;
port &= B0O0001111;
port |= 0 << 4;

PORTD = port;

sprintf (buffer, "Code: %2d",
Serial.println(buffer);
delay (15000) ;

code) ;

| ™

|

fe
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Demonstrator Board Program

//pin 0 and 1 reserved for serial communication

const byte interrupt pin = 2;
const byte trigger pin = 11;

//DO NOT CHANGE

const byte cont 1
const byte cont 2 =
const byte cont 3
const byte cont 4

Il
~e N o~

Il
SO0 oy J

~e

//Change C Values (0-15)
const byte code on = 12;
const byte code off = 0;

//Do Switching Sequence at every xth detected Pulse, 1 for AGC measurements
const byte switching rate = 1;

volatile byte field detected = LOW;

//Debug Info
volatile byte pulse count = 0;
volatile unsigned long last =

0;
volatile unsigned long time u =

0;
void setup () {
int port = 0;

attachInterrupt (digitalPinToInterrupt (interrupt pin), fieldDetectionISR,
FALLING) ;

//Init Pins
pinMode (interrupt pin, INPUT PULLUP);
pinMode (trigger pin, OUTPUT);

pinMode (cont_1, OUTPUT);

pinMode (cont_2, OUTPUT);

pinMode (cont 3, OUTPUT);

pinMode (cont 4, OUTPUT)

Iz

//Init Switches

port = PORTD;

port &= B0O0001111;
port |= code off << 4;
PORTD = port;

//Configure Serial Communication
Serial.begin(9600);

while (!Serial);
Serial.println("Serial started");
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void loop () |
char buffer[80];

if (field detected)

{
detachInterrupt (interrupt pin);

//Switch in every xth pulse

if (pulse count % switching rate == 0) {
digitalWrite (trigger pin, HIGH);
doSwitching () ;
//doSweep () ;
digitalWrite (trigger pin, LOW);

}

pulse count++;

//Send Debug Information to Host

time u = micros();

sprintf (buffer, "Pulse %04d %6luus %6luus", pulse count, time u,
time u-last);

last = time u;

Serial.println(buffer);

delay (1) ;//because of comparator glitching
//delay (50) ; //because of card polling, remove for AGC measurements
attachInterrupt (digitalPinTolInterrupt (interrupt pin),
fieldDetectionISR, FALLING) ;
field detected = LOW;
}
}

void fieldDetectionISR() {
if (digitalRead (interrupt pin)==LOW)
field detected = HIGH;
}

//Switch C on and off
void doSwitching() {

int 1i;
byte port = 0;

delayMicroseconds (20) ;
for (i=0; i<1l; i++){
port = PORTD;
port &= B00001111;
port [= code on << 4;
PORTD = port;
delayMicroseconds (520) ;

port = PORTD;

port &= B00001111;
port [= code off << 4;
PORTD = port;
delayMicroseconds (5) ;
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//Sweep C over whole range

void doSweep () {

int code;
byte port = 0;

delayMicroseconds (20) ;

for (code=0; code<1l6; code++) {

port = PORTD;
port &= B0O0001111;
port |= code << 4;
PORTD = port;

delayMicroseconds (20) ;

port = PORTD;
port &= B0O0001111;

port [= code off << 4;

PORTD = port;

delayMicroseconds (5) ;

Part List

Device Name Package

Schottky Diode MMBD301LT1 SOT23
Zener Diode BZX84C12L SOT23
Zener Diode BZX84C3V6 SOT23

TSV Diode Array DT2042-04T TSOT-26-6

Analog Switch ADG1212 TSSOP16
Voltage Controller LM7805 TO220
Operational Amplifier LM311 S008

Microcontroller Board Arduino Uno Rev 3 PCB

Table 2: Special devices used for the Demonstrator Board.
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Measurement Data

64

Antenna Board

Ci fi Cp L fi Cp + Cpara
pF | MHz | pF | uH | MHz pF
0 - - - 120.00 -

1 | 37.20 - - 119.50 19.25
47 | 28.75 |4.49|3.34|17.83 18.15
10 | 22.34 | 4.07 | 3.61 | 15.98 17.62
15 | 19.28 | 4.14 | 3.56 | 14.78 18.02
22 | 16.54 |4.17 | 3.54 | 13.40 17.92
33 | 13.88 |4.17 | 3.54 | 11.88 17.97
47 | 11.78 | 4.12 | 3.57 | 10.50 17.88

Table 3: Resonant frequency measurement data.
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Series1 Series2 Series3
C AGC C AGC C AGC
pF DEC pF DEC pF DEC
0.0 404 3.8 407 7.5 415
0.8 404 4.5 408 8.3 415
1.2 404 4.9 408 8.7 414
1.9 404 5.7 409 94 411
24 404 6.1 411 9.9 409
3.1 405 6.9 412 10.6 407
3.5 405 7.3 413 11.0 407
4.3 406 8.0 415 11.8 406
5.0 408 8.8 411 12.5 405
5.8 409 9.5 410 13.3 405
6.2 410 9.9 409 13.7 405
6.9 411 10.7 408 14.4 405
7.4 413 11.1 408 14.9 405
8.1 413 11.9 407 15.6 405
8.5 413 12.3 407 16.0 405
9.3 412 13.0 406 16.8 405

Table 4: Capacitance vs AGC value measurement data.
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B TU Graz: LPCD of NFC Systems
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Distance | 12V Zener | 3.6V Zener | ID1
mm DEC DEC DEC
110 404 403 401
105 405 403 401
100 406 403 401

95 407 403 402
90 409 404 402
85 412 404 402
80 414 404 402
75 416 405 403
70 419 406 403
65 421 407 403
60 425 408 404
55 428 409 405
50 433 411 405
45 440 414 407
40 448 417 408
35 457 422 410
30 459 427 413
25 472 435 416
20 452 445 421
15 438 450 430
10 460 469 447
5 382 453 461

Table 5: Distance vs AGC value for different tags measurement data.



TU Graz: LPCD of NFC Systems H

Distance | Reference | +2.35p | +5p
mm DEC DEC | DEC
110 403 404 405
105 403 404 405
100 403 404 405
95 403 404 405
90 403 404 405
85 403 404 406
80 404 405 406
75 404 406 407
70 405 406 408
65 406 407 409
60 407 408 410
55 409 410 411
50 411 412 412
45 413 414 414
40 416 416 417
35 419 420 420
30 424 424 425
25 429 430 431
20 438 438 439
15 449 448 450
10 452 451 454
5 471 472 473

Table 6: Distance vs AGC value for different tunings measurement data

detuned +5p

mm Mm

Xperia X 16 35
Mi 3W 29 33
S6 18 32

Table 7: Detection ranges measurement data.
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