Usable Security
and
Privacy

Y
o_o_o
.

Vesna Krnjic






Usable Security and Privacy

Dissertation
at

Graz University of Technology

submitted by

DI Vesna Krnjic BSc

Institute for Software Technology,
Graz University of Technology

December 2019

Supervisor/Reviewer: Univ.-Prof. Dipl-Ing. Dr. techn. Wolfgang Slany

TU

Grazm



Abstract

Today’s society is transforming into an information society in which mobile de-
vices with wireless Internet connections are available to everyone. Thereby, the
number of threats such as identity theft or theft of sensitive data, Social Media
attacks, or mobile malware increases. End-users often struggle with security
systems that are too difficult to use and not designed to satisfy their needs.
Security and privacy have become increasingly complex to handle. Therefore,
it is crucial to discuss the usability factors in information security. This thesis
is a contribution to security and privacy technology and makes it more usable
by understanding the end-user through usable security studies and by providing
new concepts and designs that meet the users’ needs. Throughout this thesis,
we focused on usable security challenges around user authentication, electronic
documents, and privacy.

This thesis consists of five parts. In the first part, we provide background
on usability, security, privacy, and usable security and privacy.

In the second part, we propose ALAP, an Agile Authentication Provider.
ALAP provides authentication factors from different categories and levels of
assurance (LoA). ALAP allows service providers to define their security re-
quirements for the user-authentication process through policies by claiming a
global LoA dynamically and flexibly. Based on this policy, ALAP dynami-
cally assembles an authentication process for the respective service to meet its
security requirements. At the same time, the user can choose the preferred au-
thentication factor. This work primarily addresses the usability of the system.
We present the results of an investigation about the usability of the system in
multi-stage usable security evaluations. Furthermore, we outline an extended
architecture, the Convenient Agile Authentication (CALA), whereby usability
plays a central role while selecting the authentication factors.

In the third part, papers are provided without modification from their orig-
inal publications. All papers have been peer-reviewed, accepted, and presented
at international conferences. The papers focus on the usability evaluation of
e-Government solutions. Security and usability are critical requirements of e-
Government applications. Security requirements are often met by reliance on
approved cryptographic methods such as qualified electronic signatures. These
methods usually rely on the integration of cryptographic hardware tokens such
as smart cards. The inclusion of these tokens into e-Government applications
introduces additional complexity and often affects the usability of these solu-
tions. Usability issues raised by the integration of cryptographic hardware to-
kens into e-Government applications have not been considered in detail so far.
We filled this gap by conducting a multi-step usability evaluation of three core
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components of the Austrian e-Government infrastructure. We identify existing
usability issues and derive possible improvements.

In the fourth part, we provide papers unchanged to their original publica-
tions. The contributions were reviewed by experts, accepted and presented at
international conferences. The papers discuss the importance of security as-
pects, like the integrity and authenticity of public sector data. We present a
concept to assure the integrity and authenticity of the provided data based on
electronic signatures. Furthermore, we show that the idea can also be extended
to data that needs to be anonymized, to meet privacy requirements, before
provisioning by incorporating redactable signatures.

The last part of the thesis provides three papers about Pocket Code with-
out modification from their original publication. Furthermore, we discuss the
Catrobat Project and the necessity to investigate usable security and privacy,
specifically for the target group of children and adolescents. We present the first
concepts dealing with Pocket Code and security and privacy issues. Many sensi-
tive smartphone system resources such as the camera, the microphone, or GPS
sensors may be misused to violate the user’s privacy. Furthermore, private data
like photos or contacts may also be covertly passed on to third parties. These
systems have been classified as critical by Google and Apple. Users have to
give permission before installing an application. Nonetheless, some smartphone
functions like Internet access are still not categorized as critical. We present
a concept of how to solve the problem with Internet access in Pocket Code by
warning the user that the currently used Catrobat project has Internet access.
Furthermore, the user can view the used URL and decide whether to trust it
or not. Moreover, it should be possible to manage the trusted domains in a
whitelist.

This thesis closes with some final remarks and concluding thoughts.
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Kurzfassung

Die heutige Gesellschaft entwickelt sich zunehmend zu einer Informationsge-
sellschaft, in der Mobiltelefone mit drahtlosem Internetzugang fir jeden ver-
figbar sind. Dabei treten immer mehr Bedrohungen auf, wie zum Beispiel
ein Identitdtsdiebstahl oder Diebstahl sensibler Daten, Social Media-Angriffe
oder mobile Maleware. Anforderungen an Sicherheit und Datenschutz iiber-
fordern Endbenutzer. Daher ist es wichtig, die Usability-Faktoren der Infor-
mationssicherheit zu untersuchen. Diese Arbeit zielt auf eine Verbesserung
von Datenschutz und Sicherheitstechnologien, indem sie den Endbenutzer durch
Usable-Security-Studien verstehbar macht und daraus neue Konzepte und An-
sitze liefert. Im Mittelpunkt stehen Usable-Security-Herausforderungen rund
um Benutzerauthentifizierung, elektronische Dokumente und Datenschutz.

Diese Dissertation besteht aus fiinf Teilen. Im ersten Teil priasentieren wir
Hintergrundinformationen zu Benutzerfreundlichkeit, Sicherheit, Datenschutz
und Usable-Security.

Im zweiten Teil stellen wir ALAP vor - einen Agile Authentication Provider.
ALAP bietet Authentifizierungsfaktoren aus verschiedenen Kategorien und Level
of Assurance (LoA) an. Das System ermoglicht Service Providern, ihre Sicher-
heitsanforderungen an den Benutzerauthentifizierungsprozess durch Richtlinien
zu definieren, indem sie dynamisch und flexibel einen globalen LoA in Anspruch
nehmen. Basierend auf diesen Richtlinien stellt ALAP dynamisch einen Au-
thentifizierungsprozess fiir den jeweiligen Dienst zusammen, um dessen Sicher-
heitsanforderungen zu erfiillen. Gleichzeitig kann der Benutzer den bevorzugten
Authentifizierungsfaktor wiahlen. Dieser Teil der Arbeit konzentriert sich auf die
Benutzerfreundlichkeit von ALAP. Wir untersuchen die Usability des Systems
in einer mehrstufigen, Usable-Security-Evaluierung. Dariiber hinaus stellen wir
eine erweiterte Architektur, die Convenient Agile Authentication (CALA),vor
bei der die Usability eine zentrale Rolle in der Auswahl der Authentifizierungs-
faktoren spielt.

Im dritten Teil finden sich Artikel unveréndert gegeniiber den Originalpub-
likationen. Alle Texte wurden von Experten begutachtet, akzeptiert und auf
internationalen Konferenzen présentiert. Sie beschéaftigen sich mit der Usability-
Evaluierung von E-Government-Losungen. Sicherheit und Usability sind kritis-
che Anforderungen an E-Government-Anwendungen. Die Sicherheitsanforderun-
gen werden oft durch den Einsatz bewéhrter kryptographischer Verfahren wie
qualifizierter elektronischer Signaturen erfiillt. Diese Methoden basieren in der
Regel auf der Integration von kryptographischen Hardware-Token wie Smart-
cards. Die Aufnahme dieser Token in E-Government-Anwendungen bringt zusét-
zliche Komplexitdt mit sich und beeintrachtigt oft die Usability der Losun-
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gen. Usability-Probleme, die sich aus der Integration von kryptographischen
Hardware-Token in E-Government-Anwendungen ergeben, wurden bisher nicht
im Detail untersucht. Wir haben diese Liicke geschlossen, indem wir Usability-
Studien zu Kernkomponenten der 6sterreichischen E-Government-Infrastruktur
durchgefiihrt haben. Wir identifizieren bestehende Usability-Probleme und leiten
Verbesserungen ab.

Im vierten Teil werden die Artikel unverdndert zu ihren Originalpublika-
tionen zur Verfiigung gestellt. Alle Artikel wurden von Experten begutachtet,
akzeptiert und auf internationalen Konferenzen abgedruckt. In diesen Artikeln
diskutieren wir die Bedeutung von Sicherheitsaspekten, wie die Integritat und
Authentizitat von Daten des 6ffentlichen Sektors. Sie stellen ein Konzept zur
Verfiigung, um die Integritdt und Authentizitét der bereitgestellten Daten auf
der Grundlage elektronischer Signaturen zu gewéhrleisten. Dariiber hinaus
zeigen wir, dass diese Methode auch auf Daten ausgedehnt werden kann, die
anonymisiert werden miissen, um den Anforderungen des Datenschutzes gerecht
zu werden, bevor sie durch die Einbindung redaktionell bearbeitbarer Signaturen
bereitgestellt werden.

Der letzte Teil dieser Dissertation enthéalt drei Artikel {iber Pocket Code,
unverdndert gegeniiber der Originalverdffentlichung.

Dariiber hinaus diskutieren wir das Catrobat-Projekt und die Notwendigkeit,
Usable Security and Privacy speziell fiir die Zielgruppe Kinder und Jugendliche
zu untersuchen. Wir stellen die ersten Konzepte vor, die sich mit Pocket Codes
Datenschutz- und Sicherheitsfragen befassen. Viele sensible Ressourcen des
Smartphone-Systems wie Kamera, Mikrofon oder GPS-Sensoren kénnen miss-
braucht werden, um die Privatsphére des Benutzers zu verletzen. Dartiber hin-
aus konnen auch private Daten wie Fotos oder Kontakte unbemerkt an Dritte
weitergegeben werden. Diese Systeme wurden von Google und Apple als kri-
tisch eingestuft. Die Berechtigung muss von den Benutzern vor der Nutzung
erteilt werden. Andere Smartphone-Funktionen wie der Internetzugang werden
noch nicht als kritisch eingestuft. Wir stellen ein Konzept vor, wie man das
Problem des Internetzugangs in Pocket Code 16sen kann, indem man den Be-
nutzer warnt, dass das aktuell verwendete Projekt auf das Internet zugreift. Des
weiteren kann der Benutzer die verwendete URL einsehen und entscheiden, ob
er dieser vertrauen mochte oder nicht. Ergénzend sollte es moéglich sein, die
vertrauenswiirdigen Doménen in einer Whitelist zu verwalten.

Die Dissertation schliefit mit zusammenfassenden Anmerkungen und Schluss-
folgerungen.
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1 Introduction

1.1 Motivation

During the last decade, IT systems have become a significant part of people’s
daily lives. Our society is transforming into an information society, where mo-
bile phones with wireless Internet access are available to everyone. The depen-
dency on computer technologies involves serious threats like identity and data
theft. Consequently, there is a strong need for security technology to protect
information systems and data. Security requirements are typically met by ap-
proved cryptographic methods such as qualified electronic signatures. End users
expect applications that are both secure and user-friendly; the security mecha-
nisms used must not interfere with the use of the system. Usability is another
vital quality attribute for most IT systems and services. The goal of security
developers should be to design systems where the easiest way is also the most
secure one. However, users should not have to work more than necessary when
using security systems.

1.2 Agile Authentication

User authentication, as a crucial step for most electronic services, usually re-
lies on multi-factor authentication to enhance their authentication processes.
The technologies used are often not flexible enough to keep pace with the rapid
progress of new implementations of authentication factors or ever-changing se-
curity requirements. Increasing the security of the authentication process often
comes at the expense of significantly reduced usability — consequently, the com-
promise between security and usability leads to unsatisfying trade-offs that are
neither secure nor usable. A primary example are password policies, allowing
simple passwords makes them easy to use and remember but creates security
problems. Simultaneously, secure passwords are not easy to remember and to
recall, but meet specific security requirements [23].

To improve this situation, we propose ALAP, an Agile Authentication Provid-
er. ALAP provides authentication factors from different categories (knowledge,
possession, and inheritance) and Levels of Assurance (LoA). The system al-
lows service providers to define their security requirements regarding the user-
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authentication process through policies by claiming a global LoA dynamically
and flexibly. Based on this policy, ALAP dynamically assembles an authenti-
cation process for the respective service to meet its security requirements; at
the same time, the user can choose the preferred authentication factor. During
the development of ALAP, great attention was paid to usability. In this thesis,
we particularly investigated the usability of the system in multi-stage usable se-
curity evaluations, suggest usability improvements, and propose CALA, which
places the user even more in the center of the authentication process.

1.3 Usability of e-Government Systems

The importance of usability in e-Government has been subject to ongoing re-
search for many years. However, most work has focused on the usability of
e-Government websites so far [I], [37], [63]. For instance, a quality inspection
method for the evaluation of e-Government sites has been proposed by Garcia
et al. [22]. Without a doubt, the usability of e-Government websites is an im-
portant topic. However, the integration of security-enhancing technologies such
as smart cards into Web-based e-Government applications needs to be consid-
ered as well. Otherwise, usability evaluations of current e-Government solutions
threaten to remain incomplete and to miss relevant aspects.

According to the Austrian e-Government strategy, security-enhancing tech-
nologies are integrated into e-Government applications using different Citizen
Card Software (CCS) implementations. We assess the usability of MOCCA
Local] MOCCA Online, and the Austrian Mobile Phone Signaturd? to iden-
tify persisting usability problems and to analyze user preferences. The evalu-
ation is intended to contribute to further improving the efficiency of Austrian
e-Government. The conducted usability evaluations delivered more in-depth in-
sight into the usability of core components of the Austrian e-Government from
the citizens’ point of view. By collecting user feedback via various interviews
and questionnaires, we were able to identify persisting weaknesses and further
room for improvement. Valuable findings have also been obtained from an anal-
ysis of recorded user sessions. All results are incorporated into future releases of
the CCS implementations. Thus, the conducted usability studies contribute to
the security and usability of MOCCA Local, MOCCA Online, and the Mobile
Phone Signature and hence, to more efficient e-Government services. More-
over, we introduced a testing framework for e-Government applications, based
on cloud computing and virtual machines.

1h‘ctps ://joinup.ec.europa.eu/solution/moccal
2a-trust.at/en/handy-signatur/
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1.4 Integrity and Authenticity of Public Sector
Data (Privacy)

During the past few years, various developments in the IT sector have been sig-
nificantly influenced by the "Open Movement". For instance, Open Sourceﬂ has
become a well-known term that describes the philosophy of making source code
publicly available to everybody. Additionally, related concepts such as Open
Access or Open Content have continuously increased popularity during the past
years. Recently, especially the idea of Open Data has attracted attention. The
general idea behind Open Data is that data should be freely available for ev-
eryone to be used and republished. The public sector holds large amounts of
data on various areas such as social affairs, economy, or tourism. Numerous
initiatives such as Open Government Data or the EU Directive on public sec-
tor information aim to make these data available for public and private service
providers. In general, the term public sector data denotes all kinds of electronic
data being produced, collected, provided, or processed by the public sector. In
this thesis, we focus on public sector data used in the context of the Open Gov-
ernment Data initiative, and covers data being under control of governmental
institutions. Requirements for the provision of public sector data are defined
by legal and organizational frameworks but hardly cover security aspects such
as integrity or authenticity. Security aspects such as data integrity and au-
thenticity are essential factors that should also be considered by public sector
data solutions. The use of forged data might lead to resource claims. In such
cases, the supplier of data should be able to prove that initially provided data
has been altered. Solutions based on public sector data usually do not support
this feature. We discuss the importance of integrity and authenticity of public
sector data and present a concept to assure the integrity and authenticity of
provided data based on electronic signatures. We show that the given idea is
suitable for the provisioning of unaltered data. Furthermore, we show that the
concept can also be extended to data that needs to be anonymized before pro-
visioning by incorporating redactable signatures to meet privacy requirements.
The modification of data would break any electronic signature on these data.
To overcome this issue, we extend our approach and replace the concept of elec-
tronic signatures by redactable signatures. Redactable signatures are a special
kind of electronic signatures that allow for a limited modification of signed data
without breaking the applied signature.

1.5 Usable Security for the Catrobat Project

Catroba‘ﬂ is a nonprofit Free Open Source Software (FOSS) project that was
initiated in 2010 in Austria at Graz University of Technology. A multidisci-
plinary team develops free coding apps for teenagers and programming novices

3https://opensource.org/
Ihttps://www.catrobat.org/
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intending to introduce them to the world of programming. Pocket Code, one
of the apps developed by the Catrobat team, is a mobile visual coding envi-
ronment designed for smartphones. This app allows children and adolescents
to create games and programs directly on their smartphones in their language
and thereby teaches them fundamental programming skills. Pocket Code is
an integrated development environment (IDE) running on Androidﬂ and iOSﬂ
In Pocket Code, users have the opportunity to share projects on the Catrobat
community platform and interact with each other. Pocket Code can access all
sensors supported by the smartphone and will soon provide a Web-Brick capa-
ble of accessing the Internet. Therefore, in-app security mechanisms to protect
user data have to be implemented. Access to the Internet opens up some great
opportunities for users but also brings new security threats such as disclosure of
precise geographical location or exposure of any text a user has entered in the
project.

Many sensitive smartphone system resources such as the camera, the micro-
phone or GPS sensors may be misused to violate the user’s privacy. Further-
more, private data like photos or contacts may also be covertly passed on to
third parties. These systems have been classified as critical by Google and Ap-
ple. Before an app can access such a functionality of the smartphone, the user
has to grant permission. Nonetheless, Internet access is still not categorized as
critical permissions.

It is difficult to communicate the security and privacy aspects of a system
or software to an adult, but it is even more difficult to explain this to younger
children and adolescents. In this thesis we present the first steps in the direc-
tion of how to solve the problem with Internet access in the Pocket Code app
by warning the user that the currently used project has Internet access. Fur-
thermore, the user can view the used URL and decide whether to trust it or
not. The user still has the possibility to trust a whole domain and add it to a
whitelist.

1.6 Thesis Outline

This thesis is structured as follows.

e Part I — Introduction to Usable Security and Privacy

e Part IT — Convenient Agile Authentication

e Part III — Publications — Usable Security Evaluations

e Part IV — Publications — Application of Electronic Signatures — Privacy

e Part V — Publications and Outlook — The Catrobat Project

Shttps://play.google.com/store/apps/details?id=org.catrobat.catroid&hl=en
Shttps://apps.apple.com/at/app/pocket-code/id1117935892
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Part I - Introduction to Usable Security and Privacy — introduces the thesis
and provides background information on usability, security and privacy, and how
those research areas fit together. In detail, this part consists of the following
chapters:

e Chapter 1 — Introduction

e Chapter 2 — Background

In Chapter 1 we give a brief introduction to usable security and the area
usable security and privacy cover.

Part IT — Convenient Agile Authentication - covers the design and architec-
ture of an Agile Authentication Provider (ALAP) and describes usable security
evaluations of the system.

e Chapter 3 — Convenient Agile Authentication

It is crucial to take into account usable security aspects even in the plan-
ning and development phase of security-related systems. Having that in mind,
in Chapter 3 we presented multi-step usable security studies of ALAP in an
early stage of development, with the aim to react to user feedback during on-
going architecture design. Our usability evaluations aim to find out people’s
usage approach, preferences, considerations, and concerns related to dynamic
authentication systems like ALAP. Specifically, the objectives of this study are
to answer the following questions:

e Is the workflow that needs to be followed when using ALAP clear to users?

e How well do users, with different domain knowledge, understand the un-
derlying concepts, such as MFA, authentication factors, IDP?

e Is the information provided by the system to the users sufficient and clear
for people with different knowledge background?

In Part III — Publications on usable security evaluations — papers without
modification are provided from their original publications, therefore some of
the papers are in German language. Thereby, this part comprises the following
chapters:

e Chapter 4 — Modular Architecture for Adaptable Signature — Creation
Tools Requirements - Architecture, Implementation and Usability

e Chapter 5 — Towards User-Friendly e-Government Solutions: Usability
Evaluation of Austrian Smart-Card Integration Techniques

e Chapter 6 — Usability - Evaluierung der desterreichischen Handy-Signatur
(German)

e Chapter 7 — Usability Evaluation of Electronic Signature-Based E-Govern-
ment Solutions
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e Chapter 8 — Measuring Usability to Improve the Efficiency of Electronic
Signature-Based e-Government Solutions

e Chapter 9 — Ein virtuelles Testframework fiir E- Government Komponen-
ten (German)

e Chapter 10 — Effizientes Testen von E-Government Komponenten in der
Cloud (German)

Electronic documents are a crucial element for electronic communication like
exchange or process of information or data. To assure the authenticity and in-
tegrity of electronic documents, electronic signatures are used. In particular,
electronic signatures fulfilling certain security requirements are legally equiva-
lent to handwritten signatures. Nevertheless, existing signature-creation tools
have crucial drawbacks concerning usability and applicability. To solve these
problems, we define appropriate requirements for signature-creation tools to be
used in e-Government processes in Chapter 4. Taking care of usability and ap-
plicability we propose a modular architecture for adaptable signature-creation
tools.

Chapter 5 presents a usability evaluation of MOCCA Local and MOCCA
Online, the open source components which facilitate the integration of smart
cards into national eGovernment applications.

The paper presented in Chapter 6 describes results from a usability evalua-
tion of the Austrian mobile phone signature. The required degree of security in
e-Government transactional processes could be met by using smart cards. This
technique shows a series of disadvantages regarding usability. Particularly the
necessity of a smart card reader turned out to be a problem in the past. To meet
the usability requirements, the mobile phone signature was developed in Austria.
The mobile phone signature allows Austrian citizens a secure authentication on
e-Government applications and the creation of an electronic signature.

In Chapter 7 and Chapter 8, we present the results and lessons learned
from a usability evaluation of a critical concept of the Austrian e-Government
infrastructure, the Citizen Card. Security, usability, and efficiency have been
defined as crucial requirements of e-Government solutions. It has been shown
that there is a close correlation between efficiency and usability, while at the
same time security and usability requirements are often contradictory.

Chapter 9 and Chapter 10 introduce a testing framework for e-Government
applications, based on virtual machines. In the paper, we presented the advan-
tages and disadvantages of the developed virtual testing framework and show
that the framework can significantly facilitate the testing of e-Government com-
ponents and thus contributes to their quality and security. In Chapter 10, we
describe an advanced version of the test framework described in Chapter 9.
The presented framework combines the advantages of established virtual test
frameworks with the concepts of cloud computing.

Part IV deals with — Privacy — Publications on Redactable Signature Schemes
for Public Sector Data.

20



e Chapter 11 — Trust and Reliability for Public Sector Data

e Chapter 12 — Assessment of Redactable Signature Schemes for Trusted
and Reliable Public Sector Data

e Chapter 13 — Evaluation and Assessment of Editable Signatures for Trusted
and Reliable Public Sector Data

e Chapter 14 — Authentizitdt und Integritdt fiir offentliche Verwaltungs-
daten (German)

e Chapter 15 — Authentische und integritéitsgesicherte Verwaltungsdaten
(German)

e Chapter 16 — Secure and Efficient Processing of Electronic Documents in
the Cloud

In Chapter 11, we discuss the importance of security aspects such as in-
tegrity or authenticity of public sector data and present a concept to assure
the integrity and authenticity of provided data based on electronic signatures.
Moreover, we show that our concept can also be extended to data that needs to
be anonymized before provisioning by using redactable signatures. Chapter 12
identifies and discusses legal, organizational, and technical requirements that
need to be met by redactable signature schemes when applied to public sec-
tor data to be published. Furthermore, different existing redactable signature
schemes are examined and discussed in more detail. Based on the previously
identified requirements, in Chapter 13, different editable signature schemes are
discussed in detail. The conducted assessment reveals that blank digital signa-
tures, which are a novel approach representing a subset of editable signature
schemes, are uniquely suited to meet the predefined requirements. Chapter
14, a paper, and Chapter 15, published in the eGovernment Review journal,
summarize the results from this section.

To ensure genuineness, usually, electronic signatures are applied to the doc-
uments. The validity of an electronic signature can be unambiguously deter-
mined by the receiver of a signed document using signature verification services.
Besides, the automatic processing of electronic documents is essential for a cost-
reducing, time-saving, and efficient public administration. The basis for auto-
mated processing is the availability of machine-readable data, i.e., structured
electronic documents and appropriate metadata. Nevertheless, additional costs
and time delays may arise if electronic documents or metadata are recognized
as incomplete or wrong. Here, the need for prior data validation arises. Current
solutions for the verification of electronic signatures usually support a subset
of existing signature formats only. In Chapter 16, we introduce an approach
for secure and efficient processing of electronic documents, mainly focusing on
signature and metadata verification.

Part V — Publications and Outlook — The Catrobat Project

e Chapter 17 — Purely Visual and Hybrid Visual/Textual Formula Compo-
sition: A Usability Study Plan
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e Chapter 18 — Comparing Purely Visual with Hybrid Visual/Textual Ma-
nipulation of Complex Formula on Smartphones

e Chapter 19 — Girls Create Games: Lessons Learned

e Chapter 20 — Usable Security for the Catrobat Project

Chapter 17 and 18 discuss different approaches for creating formulas with
end-user programming languages, namely purely textual, purely visual, and hy-
brid strategies. In our paper, we introduce Pocket Code, an approach with visual
programming and hybrid formula editing, which combines the easiness of visual
programming with the effectiveness and clarity of textual formula displaying.
Additionally, we present a proposal for an evaluation of the different approaches
to formula manipulation in visual programming languages for smartphones.

Chapter 19 describes a girl-only intervention where girls were asked to create
their games with the visual coding app Pocket Code. This “Girls’ Coding Week”
was designed as an off-school event and took place during summer 2018 with
13 girls between 11 to 14 years old. We collected qualitative and quantitative
data through open interviews, as well as surveys that refer to motivational
aspects. The findings show that gaming elements female teenagers tend to like,
create, and play mostly follow stereotypical expectations.

Chapter 20 presents an overview of the Catrobat project and gives some
insights toward the first steps we did to apply usable security and privacy to
the the planed Web-Brick. With the introduction of Pocket Code’s Web-Brick
a Catrobat project will be able to access the Internet. Access to the Internet
opens up some great opportunities for users but also brings new security threats
such as disclosure of precise geographical location or exposure of any text a user
has entered in the executed Catrobat project.

e Chapter 21 — Conclusion and Outlook

Finally, Chapter 21 closes with some final remarks and concluding thoughts.
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2 Background

In this chapter we provide background information on usability, security and
privacy, and discuss the relationship between these research areas.

2.1 Usability

The ISO 9241-11 [61] defines usability as the "extent to which a product can be
used by specified users to achieve specified goals with effectiveness, efficiency,
and satisfaction in a specified context of use." Another definition of usability
from Nielsen [43] is "a quality attribute that assesses how easy user interfaces
are to use." Nielsen defines the following five quality components for usability:

Learnability: How easy is it for users to accomplish basic tasks the first time
they encounter the design?

Efficiency: Once users have learned the design, how quickly can they perform
tasks?

Memorability: When users return to the design after a period of not using it,
how easily can they reestablish proficiency?

Errors: How many errors do users make, how severe are these errors, and how
easily can they recover from the errors?

Satisfaction: How pleasant is it to use the design?

2.2 Usability Evaluation

Usability evaluation can be divided into two main categories, the expert evalua-
tion such as heuristic inspection or cognitive walkthrough, and user studies such
as interviews or user testing. Usability evaluations conducted by experts are
usually cost-effective and identify more than 60 percent of usability problems.
Nielsen and Molich [47] define Heuristic Evaluation as "a usability engineering
method for finding the usability problems in a user interface design so that they
can be attended to as part of an iterative design process. Heuristic evalua-
tion involves having a small set of evaluators examine the interface and judge
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its compliance with recognized usability principles (the "heuristics")." A small
number of experts is needed to carry out a heuristic evaluation. They examine
the interface and judge its compliance with pre-defined usability heuristics. Af-
ter each evaluator has finished the inspection, the findings are combined. The
heuristic evaluation can be conducted in an early stage of development; it is
cheap and can be done without the involvement of the end-users.

In the year 1994, Wharton et al. [66] proposed cognitive walkthrough, a
usability inspection method focussing on the explorative learnability of user
interfaces. Although several variants of this method have evolved since then, the
basic principle was preserved: the cognitive walkthrough focuses on the cognitive
activities of users, especially on their goals and knowledge when performing a
specific task. [38]

The following list briefly describes the 20 most common usability methods.
Source: https://www.nngroup.com/articles/which-ux-research-methods/
[65] Rohrer lists the following user research methods as the most common:

Usability-Lab Studies: Participants are brought into a lab, one-on-one with
a researcher, and given a set of scenarios that lead to tasks and usage of
specific interest within a product or service.

Ethnographic Field Studies: Researchers meet with and study participants
in their natural environment, where they would most likely encounter the
product or service in question.

Participatory Design: Participants are given design elements or creative
materials in order to construct their ideal experience in a concrete way
that expresses what matters to them most and why.

Focus Groups: Groups of 3 - 12 participants are lead through a discussion
about a set of topics, giving verbal and written feedback through discus-
sion and exercises.

Interviews: A researcher meets with participants one-on-one to discuss in
depth what the participant thinks about the topic in question.

Eye-tracking: An eye-tracking device is configured to precisely measure where
participants look as they perform tasks or interact naturally with websites,
applications, physical products, or environments.

Usability Benchmarking: Tightly scripted usability studies are performed
with several participants, using precise and predetermined measures of
performance.

Moderated Remote Usability Studies: Usability studies conducted remotely
with the use of tools such as screen-sharing software and remote control
capabilities.

Unmoderated Remote Panel Studies: A panel of trained participants who
have video recording and data collection software installed on their own
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personal devices uses a website or product while thinking aloud, having
their experience recorded for immediate playback and analysis by the re-
searcher or company.

Concept Testing: A researcher shares an approximation of a product or ser-
vice that captures the key essence (the value proposition) of a new concept
or product in order to determine if it meets the needs of the target au-
dience; it can be done one-on-one or with larger numbers of participants,
and either in person or online.

Diary/Camera Studies: Participants are given a mechanism (diary or cam-
era) to record and describe aspects of their lives that are relevant to a
product or service, or simply core to the target audience; diary studies are
typically longitudinal and can only be done for data that is easily recorded
by participants.

Customer Feedback: Open-ended and/or close-ended information provided
by a self-selected sample of users, often through a feedback link, button,
form, or email.

Desirability Studies: Participants are offered different visual-design alterna-
tives and are expected to associate each alternative with a set of attributes
selected from a closed list; these studies can be both qualitative and quan-
titative.

Card Sorting: A quantitative or qualitative method that asks users to orga-
nize items into groups and assign categories to each group. This method
helps to create or refine the information architecture of a site by exposing
users’ mental models.

Clickstream Analysis: Analyzing the record of screens or pages that users
click on and see, as they use a site or software product; it requires the
site to be instrumented properly or the application to have telemetry data
collection enabled.

A /B Testing: A method of scientifically testing different designs on a site by
randomly assigning groups of users to interact with each of the different
designs and measuring the effect of these assignments on user behavior.

Unmoderated UX Studies: A quantitative or qualitative and automated
method that uses a specialized research tool to capture participant behav-
iors (through software installed on participant computers/browsers) and
attitudes (through embedded survey questions), usually by giving partic-
ipants goals or scenarios to accomplish with a site or prototype.

True-Intent Studies: A method asking random site visitors what their goal
or intention is upon entering the site, measuring their subsequent behav-
ior, and asking whether they were successful in achieving their goal upon
exiting the site.
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Intercept Surveys: A survey that is triggered during the use of a site or
application.

Email Surveys: A survey in which participants are recruited from an email
message.

2.2.1 Tasks, User Groups and Mental Models

We can evaluate the usability of a product only if we know our users and their
wishes and expectations from the product. For that reason, it is crucial to
recruit representative test users and define typical tasks. The same design may
be perfect for one user group and utterly inappropriate for another. Testing
with wrong users results in false outcomes. That is why we need to specify the
target audience and their goals precisely. We should ensure that we are not
creating the wrong product for the specific user group. In the following section,
we present two methods suitable for user and task research.

Personas

A persona, first introduced 1998 by Alan Cooper [I4], is a representation of a
user that includes the user’s characteristics, experience, and goals. Personas
characterize the target group of an application, giving a clear understanding of
the system. They are based on the knowledge of real users collected through
user research like interviews or observations and provide the project stakehold-
ers insights into who the users are. Information collected from many users is
combined to create a single persona. Each persona represents one particular
user group. Generally, personas include the following key information [49][53]:

e Name

e Job title and job description

e Demographics like age, education and family status

e Goals and tasks they are trying to complete using the product
e Physical, social and technological environment

e Picture representing that user group

e A quote that summarizes what matters most to the person as it relates to
the product

Figures and show persona templates.
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Figure 2.1: Typical persona template.
Source: https://pietalberts.com/download-persona-templates/
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Figure 2.2: Personas. Source: https://compose.ly/strategy/user-persona-
guide/
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Lilian Fernando 2] Professional Background A Psychographics

Education Values

M.S. in Nutrition, Texas Woman’s University Efficiency, responsiveness and clear
communication, work-life balance

Company / Job Title

Nourish Juice Bar / Founder & Owner

y Goals
'm juggling so many aspects of Work Experience Grow Nourish Juice Bar's onl
: row Nourish Juice Bar’s online
my business -~ there must be a After graduating with a master’s in nutrition, Lilian began her presence through blogging and
shortcut or way of outsourcing career in community health by promoting healthy eating social media outreach
some of my needs. habits in schools and nursing homes. She then became a

Nutritional Health Coach at her local YMCA for six years,
,;; Demographics departing only recently to pursue her dream of opening a juice
bar. Challenges & Frustrations
Lack of time to write, difficulties
Age: 31 finding competent freelancers
£ Personal Preferences
Gender: Female

Marital Status: Single Interests

A

Cycling, kayaking in Lake Travis, comedy shows, fine dining Communication Style

Income: $67,000/year with friends, volunteering at the local animal shelter
Casual Professional
Location: Austin, Texas
I
General Technical
% Defining Traits —

Favorite Brands & Products
1. Self-motivated
Adidas, H-E-B, Garmin, Keurig, Magic Bullet Blender,

2. Creative Orangetheory Fitness, SoulCycle

Composely

3. Enthusiastic

Figure 2.3: Persona with Data.
Source: https://compose.ly /strategy/user-persona-guide/

Personas are usually created at the beginning of a development process.
With representative user groups, we can gather requirements and perform tasks
around these groups.

Jobs-To-Be-Done

In the last few years a new technique has become famous in the user-centered
design process: Jobs-To-Be-Done (JTBD) - a method focusing on customer
needs. JTBD is defined by Laubheimer [35] as

"a framework based on the idea that whenever users “hire” (i.e.,
use) a product, they do it for a specific “job” (i.e., to achieve a
particular outcome). The set of “jobs” for the product amounts to
a comprehensive list of user needs."

Christensen et all. [12] define the JTBD concept as follows:

“Most companies segment their markets by customer demographics
or product characteristics and differentiate their offerings by adding
features and functions. But the consumer has a different view of the
marketplace. He simply has a job to be done and is seeking to ‘hire’
the best product or service to do it.”
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The framework is a representation of user needs, identifying for which goals
customers use or “hire” the product. Like already well-known methods such as
task analysis or use cases, the JTBD framework focuses on the context, goals,
and steps that arise during an interaction with a product. Still, it has much less
prescriptive about what exactly the users’ task is and how they accomplish it.

'. Preparing the

Defining what the ;fj;ﬁylzfezzg components and Confu‘rg}i.ng t.hat
job requires. ng the physical cveryting 1s
inputs. environment. Ty,
Executing the e Making Concluding the
task. resu!ts and the modifications. job.
environment.

Figure 2.4: Universal structure of JTBD.

As described by Bettencourt et al. [34], all jobs have a universal structure

(see Figure [2.4)).

Mental Model

A mental model is a model regarding what users know about a system; it is
about beliefs, not facts of a user. [44] System designers should design systems
according to the shared mental model of end-users, instead of their mental
model. Each user has a mental model because it is inside the user’s brain.
Mental models could also change over time because they are only embedded
in the brain of a user. Additional interaction with the system can change the
model, or the users can update their models based on stimuli. The mental model
is defined by Carola et all. as [I1]

"knowledge of the components of a system, their interconnection,
and the process that change the components; knowledge that forms
the basis for user being able to construct reasonable actions and
explanations about what a set of actions is appropriate."

2.3 Security

IT security is the protection of computer systems from the damage of hardware,
software, or data. Cryptography is the science to protect information. Mathe-
matical concepts can be used to construct digital signatures or authentication
protocols. Authentication methods are used to assure authenticity (assurance of
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the identity) and integrity (nobody changes the data during the transmission).
Two main authentication methods — electronic signatures and challenge-response
authentication — exist. Whereas latter methods are mainly used in (low level)
protocols, electronic signatures are used in various e-Business applications. Pri-
marily the e-Government sector uses electronic signatures as a core technology
enabling trusted services.

2.3.1 Authentication

The US American National Institute of Standards and Technology (NIST) de-
fines authentication as “the process of establishing confidence in the identity of
users” [48]. User authentication is crucial for any access control, for example, to
a website, service, data, or information. Only if users are authenticated reliably,
services can grant access to critical data and functionality to authorized users.
One of the first and still most common forms of authentication is the simple
provision of knowledge like username and password [9].

Password-based authentication is considered insecure because it is vulnera-
ble to a large number of attacks such as brute-force attacks, malware attacks,
dictionary attacks, or phishing. The latest work on password security shows
that users and their passwords are still considered the weakest link. Although
we know what safe passwords should be, we usually ignore this knowledge and
use easy-to-remember passwords, because the fear of forgetting is stronger than
the fear of being hacked.

Multi-Factor Authentication

Services with higher security requirements typically rely on multi-factor au-
thentication (MFA) to strengthen their authentication processes by combining
multiple authentications. The most popular version of MFA is Two Factor
Authentication (2FA), where two different authentication factors from differ-
ent categories are used. In general, four distinct authentication factors can be
distinguished:

e Something the user knows (secrets such as password or PIN).

e Something the user is (biometric factors such as fingerprint or iris recog-
nition).

e Something the user has (devices such as token or smart card).
e User location (GPS location, IP address).

Currently, MFA is mandatory for state-of-the-art implementation of sen-
sitive Internet services like electronic banking or transactional e-Government
services. However, Petsas et al. [52] analyzed more than 100,000 Google ac-
counts and found that only about 6.4 percent of users had 2FA activated. Ac-
cording to twofactorauth.org EL MFA is spreading more and more, a growing

Thttps://twofactorauth.org/

30



number of services support MFA. In the year 2016, SMS TAN, Software Token
and Hardware Token, were the three most used implementations for the second
authentication factor. To maintain a sufficient level of security, implemented
authentication processes need to keep pace with the technological development
and must react immediately to challenging threat scenarios and upcoming at-
tack strategies such as attack threads for mobile phone-based 2FA as described
by Konoth et al. [32] and Dmitrienko et al. [I7]. This can be challenging in
practice, as many technologies are often not flexible enough to keep pace with
changing requirements.

Electronic Signatures

Electronic signatures assure the authenticity and integrity of digital data. Elec-
tronic signatures rely on public-key cryptography and represent the electronic
equivalent to hand-written signatures. By applying a cryptographic method in-
corporating a private key to a set of data, the data is unambiguously linked to
(i.e., signed by) the holder of the private key. The electronic signature can be
verified using the corresponding public key. The verification process can only
succeed, if the correct public key is used, and if the signed data is unaltered.
Each modification of the signed data immediately breaks the electronic signa-
ture. This way, illegitimate alterations of signed data can be detected easily.

2.3.2 Mobile Security and Privacy

Personal Computers have been dominating the user market for many years.
With the introduction of Apple iPhone with its touchscreen-based user inter-
face, smartphones became more and more popular. Soon after the introduction
of the iPhone, similar concepts were introduced. e.g., Android by Google in
the year 2008. Nowadays, users are typically online and available 24/7 and
also expect information and services to be available all the time. One-third
of the Austrian population could no longer imagine everyday life without a
smartphone. Currently, 77 percent of Austrian citizens are using smartphones.
Among the under 30 year olds, the usage of smartphones amounts yet to 96 per-
cent. Even the usage of smartphones depends on the educational achievements,
the higher the educational level, the higher is the usage. This rate is over 85 per-
cent by people with secondary school or a university degree [58]. In contrast, in
2008, only 10 percent of the US population was using smartphones in 2012, the
smartphone penetration stood at 48 percent, in 2019 that grew to 77 percent,
with even higher penetration in age groups under 34 years. The same trend
has been seen worldwide, as in South Korea, for example, 94 percent of adults
own a smartphone, the other 6 percent own mobile phones without smartphone
functionality [16], [45]. Therefore, every adult in South Korea owns a mobile
phone. Most of the time, users are browsing the Web, checking emails, using
apps like YouTube or WhatsApp. With the extensive usage of smartphones and
their ability to access the sensors of the phone and the personal information
stored on it, an additional security and privacy challenge arises.
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12 Most Abused Android App Permissions

Like network-based
location, the GPS
location can also be
used by app devel-
opers to gain profit
from location-based
ads.

What it is for How it can be | Apps that
abused need this
permission

Network- | It allows apps to | Malicious apps | location
based retrieve an ap- | use it to launch | apps, check-
Location | proximate location | location-based at- | in apps

through network- | tacks or malware.

based location | For example, cy-

sources like cell | bercriminals  can

sites and Wi-Fi. | direct Russia-based

App developers can | mobile users to

use it to gain profit | malicious Russian

from location-based | language sites.

ads.
GPS Lo- | It grants apps | Malicious apps use | location
cation access to your | it to load location- | apps, check-

exact location | based attacks or | in apps,

through the Global | malware. social media

Positioning Sys- apps

tem (GPS) and

other location

sources like cell

sites and Wi-Fi.
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View It allows apps to | Malicious apps | location
Network check for cellular | use it to spot | apps, check-
State network connec- | available network | in apps,
tions, including | connections so | social media
Wi-Fi. Apps | they can perform | apps
require network | other routines,
connectivity to | like  downloading
download updates | other malware or
or connect to a | sending text mes-
server or site. sages. Malicious
apps can switch
on these connec-
tions without your
knowledge, drain-
ing your battery
and adding to data
charges.
View Wi- | It gives apps the | Cybercriminals browser apps,
Fi State right to access Wi- | take advantage of | communica-
Fi network infor- | device bugs to steal | tion apps
mation, such as the | Wi-Fi  passwords
list of configured | and hack into the
networks and the | networks you use.
current active Wi-
Fi network.
Retrieve It lets apps iden- | Cybercriminals task killer
Running tify currently or | use this to steal | apps, battery
Apps recently  running | information from | monitoring
tasks and the pro- | other running apps. | apps, security
cesses running for | They can  also | apps
each one. check for and “kill”
security apps.
Full 1In- | This allows apps to | Malicious apps | browser apps,
ternet connect to the In- | use the Internet | gaming apps,
Access ternet. to communicate | communica-
with  their com- | tion apps,
mand centers or | productivity
download updates | apps
and additional
malware.
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dimming.

into sleep mode, so
they can continu-
ously run malicious
routines in  the
background. This
can also lead to
battery drainage.

7. | Read It lets apps know if | Information- mobile pay-
Phone you are taking calls | stealing malicious | ment  apps,
State and | or are connected | apps often target | gaming apps,
Identity to a network. It | device and phone | audio and

also gives them | information. video apps
access to informa-
tion such as your
phone number, In-
ternational Mobile
Equipment Identity
(IMEI)  number,
and other identi-
fying information.
Apps often use this
to identify users
without requiring
more sensitive
information.

8. | Start Apps wuse this to | Malicious apps use | task killer
at  Boot | tell the OS to run | this to automati- | apps, battery
Automat- | the application ev- | cally run at every | monitoring
ically ery time you start | boot. apps, security

your device. apps

9. | Control This gives apps | Malicious apps | communication
Vibrator access to your | use it to stop vi- | apps, gaming

device’s  vibrator | brations, which | apps

function. would alert you of
premium service
notifications or
verification text
messages before the
malicious app can
intercept them.

10. | Prevent It keeps the pro- | Malicious apps use | audio and
From cessor from sleeping | this to prevent | video apps,
Sleeping or the screen from | phones from going | gaming apps,

browser apps
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11. | Modify
or Delete

This lets apps write
on external storage,

Cybercriminals
use this to store

camera apps,
audio and

SD Card
Contents

like SD cards. video  apps,

document
apps

copies of stolen
information or
save files onto your
SD card before
sending them to a
command  center.
Malicious apps can
also delete photos
and other personal
files on your SD
card.

Premium  service
abusers use this to
send messages to
premium numbers.
This leaves you
with  unexpected
charges. Cyber-
criminals can also
use it to communi-
cate to command
centers.

12. | Send
SMS

Messages

communication
apps, social
media apps

This allows apps to
send text messages.

Table 2.1: 12 Most Abused Android App Permissions [40].

Table Source: http://about-threats.trendmicro.com/us/library/
image-gallery/12-most-abused-android-app-permissions

2.4 Usable Security and Privacy

In the development of security-relevant applications, the primary design goal
is the resistance against malicious attacks. However, the level of security that
can be achieved is not only determined by the technical implementation. Of
course, the algorithms applied, the technical components used, and the quality
of the software implementation is highly crucial for security. Still, a high level
of security can only be reached if a holistic view of security is applied. For
instance, increasing the security of authentication processes, by adding more
authentication factors, usually decreases usability. User-friendliness is often of
secondary importance when it comes to security, if it has been considered at all.
Security and data protection systems are often treated abstractly without paying
special attention to the design of the user interface. As a result, security and
data protection mechanisms are often not used as intended. Some mistakes made
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by the user, using security and data protection systems cannot be easily reversed.
For example, if a private data leak is detected, the user cannot be sure that the
loss has not already been abused [67]. Therefore, usability problems caused
by the inappropriate design of a system can lead to serious data protection
or security issues. Very often security experts have to make a system secure
after implementation, the same applies to usability experts. This "adding-on'
behavior causes serious conflicts between security and usability [29].

In the past, security was only solved by focusing on technology, ignoring the
human factor. Recently, the research area of usable security and privacy has
evolved to take a different stance.

Usable security describes the interdisciplinary approach of designing security-
enhancing techniques for digital products and services in such a way that users
are optimally supported in their security-relevant goals and projects. This also
enables non-technical users to fundamentally understand security elements and
their necessity and to use the systems in the way initially intended. Usable pri-
vacy follows similar goals, focusing on technologies to promote privacy in digital
systems and platforms.

Taking into account this holistic view of security, usable security evaluation
is seen as an essential activity throughout the development process. Usable
security evaluation looks at the users’ interaction with the application and in-
vestigates how easy users can complete their tasks and achieve their goals by
utilizing the application under evaluation. This is done to reveal flaws and as-
pects of the application that potentially lead to usability issues. In addition to
looking at usability issues, usable security evaluation also investigates how easy
users can unintentionally compromise the security of the system. The field of us-
able security and privacy uses many methods from the field of human-computer
interaction; they are usually adapted to the given circumstances [69],[15],[42].

Security and usability cannot be considered separately as these concepts are
closely linked. On the one hand the improvement of usability can impair se-
curity, on the other hand the increase of security can lead to serious usability
problems. Usable Security Evaluation helps to apply an integrated approach
to security application development that aims to optimize security without ne-
glecting usability.

Although usable security and privacy is a young field of research, the im-
portance of the consideration of security in connection with usability and the
resulting challenges were already observed years ago. In the paper "The Protec-
tion of Information in Computer Systems", Saltzer et al.[57] identified already
in 1975 "psychological acceptability” as a design principle stating that computer
systems must be usable to be secure. The authors stated:

"It is essential that the human interface be designed for ease of
use, so that users routinely and automatically apply the protection
mechanisms correctly. Also, to the extent that the user’s mental
image of his protection goals matches the mechanisms he must use,
mistakes will be minimized. If he must translate his image of his
protection needs into a radically different specification language, he
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will make errors."

As described by [3] and [23] security is only a secondary concern for the
end user. In order to achieve the primary goal, the security is often avoided
or ignored. For example, end users use insecure passwords when requirements
become too demanding and ignore security icons and warnings when they are
motivated to achieve their goal [2].

In 1999, the authors of the paper "Why Johnny Can’t Encrypt" Whitten et
al. [67] triggered a broad rethink which has helped to establish a new field of
research, which subsequently became the usable security and privacy commu-
nity. In the paper, they describe the user problems that occur when encrypting
emails. Asymmetric encryption was introduced in the 1970s and Pretty Good
Privacy (PGP) in 1991, although these techniques are rarely used by users today
because they are still too cumbersome.

In 2004 the authors of the paper "In search of usable security: Five lessons
from the field" [7] pointed out that the research area of usable security had been
very little investigated so far. In recent years, however, the importance has
increased more and more. In the last decade, many researchers have focused on
the topic of usable security and privacy. Therefore, they published numerous
publications in this field:[3],[10],[23], [65],[15],[51],[25].

In the following, we briefly describe two areas of usable security that have a
strong significance in this work, namely user authentication, and mobile security
and privacy.

User Authentication

User authentication, such as passwords, is considered as main area for usable
security. The goal is to improve the simple reliability and security of end-user
authentication, such as improving text passwords, replacing text passwords with
graphical passwords, or supplementing them with biometric or multi-level au-
thentication [23]. According to Florencio and Herley, [20] passwords are still the
primary way to authenticate websites.

Text Passwords Username and password are the most common technique
for user authentication on the web today. Users tend to use short, easy-to-
remember passwords and reuse them across multiple accounts [23]. Therefore,
the main weakness of passwords is that an attacker can learn them so an unau-
thorized person can access an account. From the security point of view, long,
more diverse, as well as distinct passwords for each system should be used.
However, this causes a potentially large number of passwords the user has to
remember.

Mobile Security and Privacy

The number of people using smartphones is increasing every year all over the
world. New security and privacy challenges arise from the fact that smartphones
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can access the phone’s sensors and the personal data stored on them.

Privacy Most users ignore the privacy settings on their mobile devices.
They are not aware that certain applications have been given access to data
such as phone directories or photos, usually by the user himself. In the area
of usable security it is necessary to invest a lot of work in the development
of privacy settings. Most users do not find it important enough to read and
adjust the privacy settings carefully. However, digital mechanisms for protecting
sensitive data are only effective if they are as intuitive as possible and can be
used correctly with little effort by the user.

Location Privacy Location privacy is a well researched domain in privacy.
The user’s location can be used to customize an application. Patil et al. [50]
stated that users use location sharing for a number of different reasons like
reporting approval or promotion of places or events, share and record travel and
shaping appearance by indicating interesting activities. As described by Benisch
et al. [§] users tend to share more information over the time not just location
but also the times of day. The authors of the paper [4] found out that there is
a need for improved visibility of the information collected by Social Web and to
allow the user to better assess the implication of location sharing activities.

They concluded that:

"it is highly feasible to infer rich personal information about users
and their mobility users’ spatiotemporal movement tracks and pat-
terns.

e Users’ absence and presence in particular places.

e Visiting frequencies and possible degree of association with spe-
cific places or place types.

e Users’ commuting habits.

e Co-location patterns with other users and friends"

2.5 Usable Security and Privacy Guidelines and
Methods

Similar to the regular usability evaluation, usable security and privacy uses two
major methods, user studies and expert evaluation. Techniques widely used in
Human Computer Interaction (HCI) are aimed at improving user effectiveness,
efficiency or satisfaction, but they do not consider the requirements of the po-
tential threats and vulnerabilities. Many usability studies have been conducted
dealing with email encryption, authentication systems or secure devices paring
[67],124],3],[33],[30],[64]. All these studies apply HCI methods that primarily
ailm to improve the ease of use. These methods have been developed for the
overall usability evaluation of software and products. For the evaluation of
security critical products it is necessary to consider both security and usability.
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In this section we present guidelines and frameworks from literature that
deal with the trade-off between usability and security and consider factors of
both disciplines.

Researchers have developed guidelines and procedures to be followed to close
the gaps between usability and security and privacy. The author of "Tradeoffs
between Usability and Security" [56] presents a series of guidelines that consider
the trade-offs between usability and security. Hof [27] presents a set of guidelines
that should help software developers to improve end user usability of security-
related mechanisms. The proposed guidelines are listed below.

G1 Understandability, open for all users.

G2 Empowered users.

G3 No jumping through hoops.

G4 Efficient use of user attention and memorization capability.
G5 Only informed decisions.

G6 Security as default.

G7 Fearless System.

G8 Security guidance, educating reaction on user errors.

G9 Consistency.

Another work [42] presents a quantification approach for assessing usable se-
curity in authentication mechanisms. The paper [29] proposes ten guidelines
for secure interaction design. The guidelines are divided into three categories:
General principles, Maintaining the actor—ability state und communicating with
the user. The following list provides all guidelines defined by [G8].

General principles

e Path of least resistance. The most natural way to do a task should also
be the safest.

e Appropriate boundaries. The interface should draw distinctions among
objects and actions along boundaries that matter to the user.

Maintaining the actor—ability state

e Explicit authorization. A user’s authority should only be granted to an-
other actor through an explicit user action understood to imply granting.

e Visibility. The interface should let the user easily review any active au-
thority relationships that could affect security decisions.

e Revocability. The interface should let the user easily revoke authority that
the user has granted, whenever revocation is possible.
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e Expected ability. The interface should not give the user the impression of
having authority that the user does not actually have.

Communicating with the user

e Trusted path. The user’s communication channel to any entity that ma-
nipulates authority on the user’s behalf must be unspoofable and free of
corruption.

e Identifiability. The interface should ensure that identical objects or actions
appear identical and that distinct objects or actions appear different.

e Expressiveness. The interface should provide enough expressive power to
let users easily express security policies that fit their goals.

e Clarity. The effect of any authority-manipulating user action should be
clearly apparent to the user before the action takes effect.

Kainda et al. [31] propose an HCISec security threat model (see Figure
that represents the critical factors that need to be considered when assessing
usability and security. They argue in their work that it is not enough to conduct
a conventional usability evaluation without addressing the security factors. In
their model, the authors have defined four usability factors, five security factors,
and another two factors affecting both areas. Moreover, they presented a matrix

for measuring the security and usability elements and usage and threat scenarios
shown in Figure 2.6]

Usability ) o Security

Aftention
Vigilance
| Conditioning
' Mativation

Social context

Effectiveness )

Satisfaction Memorability
Accuracy Knowledge/Skill
Efficiency -~

Figure 2.5: Security-usability threat model [31].

The assessment framework for usable-security (AFUS) aims to assess and
integrate security, usability, and usable-security during the requirements engi-
neering phase of the Software Development Life Cycle. The authors propose an
Assessment Framework for Usable-Security based on two well-known techniques
from the decision science field, OWASP Risk Rating Methodologyﬂfor security
and the SALUTA Attribute Preference Table [2I] for usability [26]. Mairiza
et al. [39] describe a framework (sureCM) to manage security and usability

2https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
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Figure 2.6: Process for security-usability analyses [31].
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requirement conflicts. The framework consists of three major phases: the con-
ception phase, the elaboration phase, and the definition phase. The proposed
framework is shown in Figure 2.7 below.
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Figure 2.7: Security and Usability conflict requirement [39].
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3.1 On the Usability of Agile Authentication

User authentication, as a crucial step for most electronic services, typically re-
lies on multi-factor authentication to strengthen their authentication processes.
Used technologies are, however, not flexible enough to keep pace with the rapid
progress of new authentication factor implementations or changed security prop-
erties. Increasing the security of the authentication process often comes at the
cost of significantly decreased usability —consequently, the trade-off between
security and usability results with unsatisfying compromises that are neither
secure nor usable.

To improve this situation, we propose ALAP, an Agile Authentication Provid-
er. ALAP provides authentication factors from different categories and levels
of assurance (LoA). The system allows Service Providers to define their secu-
rity requirements regarding the user-authentication process through policies by
claiming a global LoA dynamically and flexibly. Based on this policy, ALAP
dynamically assembles an authentication process for the respective service to
fulfill its security requirements; at the same time, the user can choose the pre-
ferred authentication factor. In this paper, we demonstrated the feasibility of
the proposed solution through a fully functional prototype and investigated the
usability of the system in a multi-stage Usable Security Evaluation. In advance,
an online survey with 200 participants was conducted to get a first impression of
the attitudes and mental models of potential users of the ALAP system concern-
ing two-factor-authentication. In the next step, an analytical Usable Security
Inspection was conducted. Finlay, an empirical Usable Security Evaluation, was
carried out. Based on the results, we identified usability and security issues and
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derived possible improvements for dynamical agile authentication.

3.2 Introduction

Nowadays, the Internet is omnipresent and permeates many areas of everyday
life. Many electronic services are consumed in a variety of domains such as e-
Government, e-Banking, or Social Media. Most of them require authentication
of users to ensure data security and privacy by restricting access for unautho-
rized persons. One of the first and still most common forms of authentication
is the simple provision of knowledge like username and password [I]. This
causes a potentially large number of passwords the user has to remember. Also,
password-based authentication is considered insecure because it is vulnerable
to a large number of attacks, such as brute-force attacks or phishing[3]. The
latest work on password security [4] shows that users and their passwords are
still considered the weakest link. Using additional authentication factors usu-
ally increases the security and reliability of user authentication. This concept is
called multi-factor authentication (MFA). In MFA, two or more authentication
factors are chosen from four different categories: something the user knows (e.g.,
password, PIN), something the user is (biometric factors), something the user
typically does (behavior pattern) and something the user has (device signature,
hardware device containing a credential, private key). More and more services
offer their users access via MFA as an optional security feature. Currently, MFA
is mandatory for state-of-the-art implementations of sensitive Internet services
like eBanking or transactional eGovernment services. To maintain a sufficient
level of security, implemented authentication processes need to be able to keep
up with the technological developments and must react immediately to changing
threat scenarios and upcoming attack strategies. This can become challenging
in practice, as many technologies are often not flexible enough to keep pace with
evolving requirements. In the design of security-relevant applications usually,
resistance against malicious attacks is the primary design goal.

Moreover, the level of security that can be achieved is not only determined by
the technical implementation. Of course, the algorithms applied, the technical
components used, and the quality of the software implementation is indeed
highly crucial for security, but a high level of security can only be reached if a
holistic view of security is applied. Taking into account a comprehensive view of
security, Usable Security and Privacy evaluation is seen as an essential activity
throughout the development process. Usable Security and Privacy evaluation
looks at the user’s interaction with the application and investigates how easy
users can complete their tasks and achieve their goals by utilizing the application
under evaluation. The aim is to reveal flaws and aspects of the application that
potentially lead to usability issues. In addition to looking at usability issues,
Usable Security and Privacy evaluation also investigates how easy users can
unintentionally compromise the security of the system. Security and usability
cannot be assessed separately, as these concepts are highly interrelated: on the
one hand improving usability may compromise security, and on the other hand,
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implementation of measures that increase security may cause severe usability
problems. Usable Security and Privacy evaluation helps to apply an integrated
approach in the development of security applications, which strives to optimize
security without neglecting usability.

There is a lack of modern authentication systems considering all those as-
pects. To close this gap, we developed an Agile Authentication Provider (ALAP),
a secure and user-oriented prototype system providing a flexible solution for
multi-factor authentication. ALAP provides an architecture that supports easy
adding and compliant exchange of authentication factors. It enables the im-
plementation of secure and reliable authentication solutions, which can react
flexibly and fast on technological and strategic developments. Furthermore, it
allows the user to choose the preferred authentication process by which the
required LoA can be achieved. Through this mechanism, it is possible to con-
sider both the needed security as well as a user-friendly authentication process.
For these reasons, ALAP represents a modern, secure, and user-friendly au-
thentication system that accommodates the required flexibility regarding rapid
technological development and which can easily be extended. We conducted
a Usable Security Evaluation of the ALAP system to investigate the usability
of them and detect potential usability issues. In a preparatory step, closer in-
sight into the knowledge, attitudes, and "mental models" of prospective users
of the ALAP system concerning 2FA was gained by a survey. Based on these
findings, a multi-stage Usable Security Evaluation was designed. First, an an-
alytical Usable Security inspection, utilizing an adapted combination of the
usability inspection methods Heuristic Evaluation and Cognitive Walkthrough,
was conducted. The aim of this Usable Security inspection was to detect the
most obvious usability issues. In the second stage, an empirical Usable Security
Evaluation was carried out. This empirical Usable Security Evaluation included
fourteen Thinking Aloud tests with users.

The contents of this paper are structured as follows. In Section 2, the ex-
isting authentication solutions for dynamic identity providers are discussed and
assessed using these requirements. Section 3 defines requirements for an agile
authentication system. Based on these requirements, an appropriate agile au-
thentication architecture is proposed in Section 4. In Section 5, the usability
evaluation of the presented prototype is discussed. Section 6 concludes and
provides an outlook for possible future work. Finally, Section 7 provides an
overview of the extension of the ALAP’s authentication Policy. We introduce
CALA - Convenient Agile Authentication — which is much more focused on
the needs of users during an authentication process.

3.3 Related Work

In the past, service providers have mostly authenticated their users, which has
increased implementation effort and costs. For economic reasons, often only
one or just a few authentication methods are available, because establishing
an infrastructure that can process different authentication factors is costly and
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time-consuming. These are the main reasons why SP today often chooses to
include third parties as identity providers (IDP) like Amazon, Facebook, or
Google for outsourcing the authentication processes, which handles the iden-
tification and authentication of a user. In more detail, the IDP handles the
authentication process of a user to provide an identity with a certain level of
security to a Service Provider.

Consequently, the Service Provider does not necessarily have to handle user
registration and authentication on its.[8]. To achieve a certain degree of sys-
tem security, multiple authentication factors like the possession of a key, the
knowledge of a password or biometric characteristics, should be combined [13].
The technical feasibility provided by the system often mainly determines the
authentication factors that can be used. This aspect leads to static policies that
enforce predefined combinations of specific authentication methods.

Nevertheless, it has to be considered that the bandwidth of possible meth-
ods is steadily growing and improving. To be able to react to the technology
progress and use them for making the authentication more secure, the offered
systems must be able to adapt or add authentication methods at any time. Oth-
erwise, not only the security aspect but also the usability suffers from inflexibil-
ity. Multiple authentication factors should be replaced by more straightforward
approaches if possible [9].

In modern approaches, users should be able to choose the authentication
method they prefer [I0]. Many different IDPs can be combined to be able to
provide a broad selection of available methods. The proposed architecture in [6]
represents an IDP proxy that offers secure authentication by combining multiple
IDP authentication methods. The proxy selects specific IDP to authenticate the
user based on the required LoA that must be reached and a pre-defined selection
algorithm. However, this approach only considers the security aspect, whereby
the usability is neglected. As stated in existing standards [I1], overall user
experience is critical to the success of any authentication methods. The prior
experiences of users may influence their expectations. This is why the user
experience should be as smooth as possible.

To mandate specific permissions, many existing systems use policies for au-
thentication and authorization. Policies represent clear regulations by deter-
mining particular access requirements and their required types of authentication
requests. They enable a mechanism by which Service Providers can establish
their security requirements in which they determine the kind of accepted au-
thentication methods to reach a specific LoA. Not only for Service Provider but
also users, policies could be established for selecting authentication paths they
want to go through to fulfill the requirements of an Service Provider. This can
lead to increased user experience. The paths are mainly determined by their
LoA and their related technical requirements. The LoA is a suggestion on how
to secure sensitive data by describing the authentication process and by defining
standards and requirements for each level, which are to be met.

However, we did not found any related work that has investigated the usabil-
ity of a flexible authentication system like the one proposed by [6] or [7], which
can change authentication factors on demand and enable Service Provider to
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define risk-based authentication through a policy. To close this gap, we firstly
define requirements derived from related work, provide a suitable architecture
and implementation, and conduct a comprehensive Usable Security and Privacy
evaluation. The objective of the Evaluation was to get first insights into the
user’s mental model, usage approach, preferences, considerations, and concerns
related to the dynamic authentication system.

3.4 Requirements

As can be derived from Section[3.3] there are many requirements for a dynamic,
secure, and at the same time usable authentication system. It requires a flexible
authentication path, which in turn needs the ability to customize the authenti-
cation process according to the security requirements. To achieve this flexibility,
the use of dynamic policies is recommended, and a modular structure is neces-
sary to fulfill this required adaptability for entire authentication systems. We
define four requirements for agile authentication in more detail as follows:

R1- Flexible authentication path:

An agile authentication system should propose a flexible authentication path
to a user through the authentication process. The user should have the pos-
sibility to choose an authentication factor in each step of the authentication
process.

R2- Flexible authentication policy:

An agile authentication system should allow the Service Provider to define
an authentication policy in which it claims a global LoA on authentication. The
agile authentication system is responsible for the execution of this policy and
should be able to reflect the assurance levels of authentication factors. The
policy should create decisions based on the attributes provided by the user and
information defined in the authentication request. The flexible authentication
path should also facilitate flexibility to a user through the authentication pro-
cess.

R3 - Exchange of authentication factors:

An agile authentication system needs the ability to insert, delete or change
the authentication factors in a quick and easy manner. Authentication factors
should be easily and quickly exchangeable.

R4- Registration and Account Management:

An agile authentication system needs a registration process to be able to
create an account on that system. Furthermore, an agile authentication system
needs to provide the user with the ability to manage their active authentication
factors. Each factor should have the ability to be added, changed, revoked or
deleted.

Under consideration of these requirements, an agile authentication provider
is proposed. The architecture and implementation are derived in the following
section.
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3.5 General Architecture

ALAP is an authentication provider that acts as an authentication proxy to
combine different authentication factors dynamically. Each authentication fac-
tor is implemented as an independent Authentication Factor Provider (AFP) to
fulfill the requirement of exchange of authentication factors. Figure [3.1] shows
this general architecture of ALAP graphically.
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D | Factor Provider 1

Service Provider

?| o A _l-"""_f - Q Authentication
e' Factor Provider 2
t .
I ]
R 6 T .
I
[ & Q Authentication
User Factor Provider n

Figure 3.1: ALAP General Architecture

In more detail, ALAP provides authentication of users to a Service Provider,
by combining different authentication factors. However, instead of verifying the
credentials directly, ALAP dispatches an authentication request from a Service
Provider to Authentication Factor Providers and awaits the authentication re-
sponses, so ALAP becomes an accumulating authentication system and acts
in this process as an authentication proxy. The dispatching and accumulation
of authentication factors are implemented as a policy that defines the required
LoA and the available authentication factors. By using this policy-based ap-
proach, the ALAP system has two advantages. On the one hand, ALAP can
exchange the authentication factors easily as they are not integrated into the
system directly. On the other hand, ALAP allows each Service Provider to
configure its authentication policy. This authentication policy is a JavaScript
file that runs within a well-defined runtime environment in the ALAP system.
The policy builds a set of authentication factors, which are selected based on
the currently available environment attributes. Such environment attributes
are the Service Provider metadata and settings, possible authentication factors,
the information so far collected from the user, information from the original
authentication request sent from Service Provider to ALAP, and information
from already received assertions from Authentication Factor Providers.

Additionally, the policy allows the user to choose an authentication factor
in each authentication factor selection step of the policy. So, ALAP meets the
requirement RI1- Flexible authentication path and the requirement R2- Flexible
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authentication policy, by using the proposed policy-based approach. To facili-
tate this policy based authentication, ALAP provides two main functionalities
to the users and Service Providers. The first functionality provides all required
Registration and Account Management process to users, and the technical au-
thentication of users.

3.5.1 Registration and Account Management

The registration and account-management functionality are implemented as an
ALAP Web application that facilitates all functions to register new users or to
manage already existing user accounts.

Registration.

According to NIST 800-63-3 [5], the registration process consists of two main
parts, the identity proofing and the issuance of credentials. The ALAP sys-
tem is an agile authentication provider. Therefore the main task of account
management is to issue and manage credentials that should be used as authen-
tication factors. So, identity proofing is out of the scope of the ALAP system
and thus identify proofing is limited too issuing of unique identifiers only. The
registration process, which can be initiated by any entity, only generates a new
unique identifier that identifies the user in the context of ALAP. Afterward,
ALAP executes the registration policy of the account management to calculate
the set of possible authentication factors that have to be initialized during the
registration process. This set of authentication factors represents the minimum
set of user credentials that are necessary to use ALAP. Since ALAP is only
an authentication proxy, the user is redirected to every AFP that implements
an authentication factor from the available set. Therefore, each AFP has to
provide a management page that implements all functions to manage a specific
authentication factor. By using this page, the AFP issues the credential to the
user and response to ALAP with a unique identifier that represents the user in
the AFP context. After the successful issuing of the first authentication factor,
ALAP continues with the registration of the next authentication factor.

Once the registration of all authentication factors is complete, all context-
specific identifiers of AFPs are bound to the unique identifier of the ALAP
system to identify the user at each AFP. After binding, the registration process is
complete, and the user can use the ALAP system for multi-factor authentication.

Account Management.

Every registered user can use the account management application to manage
her user account on the ALAP system. This management application allows
the user to request new authentication factors to issue new credentials or to
revoke already granted one. Access to the management page is protected by
ALAP’s account management access policy that includes the authentication
factors from the registration policy. Consequently, a user can use its registered
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credentials for a log-in on the account management application. After the log-in,
the management application shows all already registered authentication factors
and provides the functionality to register additional authentication factors that
are currently supported by ALAP. The registered authentication factors can be
easily managed on every AFP by using the AFP context-specific user identi-
fier and a single sign-on approach between ALAP and the AFP. That allows
users to renew or revoke already existing credentials on the AFP side. If a new
authentication factor should be issued, the issuance procedure is equal to the
registration procedure of an authentication factor describe in Therefore,
the proposed registration process, together with the account management func-
tionality, fulfills the requirement R4- Registration and Account Management.

In the next section, we will show the whole authentication process of ALAP
and demonstrate how the system meets the requirements.

3.5.2 Authentication

This subsection describes the authentication process of the proposed architec-
ture, which is independent of the user authentication protocol between ALAP
and the AFP. Figure [3:2] shows an abstracted version of an authentication pro-
cess that illustrates the usage of two authentication factors. Since ALAP can
combine any number of authentication factors, the following enumeration gives
more details on the authentication process proposed in our architecture.

1. SP sends an authentication request to ALAP by using a standard authen-
tication protocol.

2. ALAP detects the SP that originates the request and fetches its policy.

3. ALAP executes the first part of the policy and provides a set of authen-
tication factors or failure response if a set can not be found.

e If a set of authentication factors is returned, this set contains authen-
tication factors that are selected based on the requested authentica-
tion assurance level defined in the policy minus the authentication
factors which are already used during the current authentication pro-
cess. The user chooses the preferred authentication factor that fulfills
the policy.

e If a failure is returned from the policy ALAP sends a negative au-
thentication response to the SP.

4. Once, an authentication factor is selected, ALAP sends an authentication
request to the selected AFP. The AFP performs the authentication with
the user. After the user authentication has successfully performed on AFP
side, the AFP response to ALAP with an assertion, containing the AFP
specific identifier of the user.
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5. ALAP verifies the assertion and merges the user identifier provided by the
AFP with the user information stored in the ALAP to determine the user
profile.

e If success was provided by the AFP in the assertion and the assertion
is valid, ALAP match’s the identifier. If the identifier provided by
the currently used AFP matches to the user profile on ALAP and to
identifiers provided by other already used AFPs than the matching
was successful and the authentication factor is marked as valid used.

e If an error response is returned from the authentication factor, the
processing continues in step four.

e If the assertions are not valid, or the identity provided by the AFP
does not match to the identifiers bound to ALAP, ALAP sends a
negative authentication response to the SP.

6. ALAP executes the policy again and checks if the set of validly used
authentication factors fulfills the requested LoA defined in the policy.

e If the set of validly used authentication factors does not fulfill the
requested LoA, the process continues in step three and the selection
of the next authentication factor.

o If the set of validly used authentication factors fulfills the requested
LoA, the authentication process is finished, resume in step 7.

7. ALAP generates an assertion that includes the unique user identifier on
ALAP system which was determined by the executed authentication fac-
tors. ALAP stores all collected assertions from AFPs, a hash of the used
policy, and the generated assertion sent to the SP, for potential incident
revision. The generated assertion is sent as an authentication response to
the SP.

3.6 Usable Security and Privacy Evaluation

It is crucial to take into account usable security aspects, even in the planning
and development phase of security-related systems [14]. Having that in mind,
we conducted a multi-step US study of ALAP in an early stage of develop-
ment to be able to react on user feedback in further architecture development.
This evaluation aimed to find out people’s usage approach, preferences, consid-
erations, and concerns related to dynamic authentication systems like ALAP.
Specifically, the objectives of this study were to answer the following questions:

Q1 How well do users with different domain knowledge understand the under-
lying concepts, such as MFA, authentication factors, IDP?

Q2 Is the workflow that needs to be followed when using ALAP clear to users?
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Q3 Is the information provided by the system to the users sufficient and clear
for people with different knowledge background?

To answer the defined research questions we followed a well-defined method for
the Usable Security and Privacy study, described in the next subsection.

3.6.1 Methodology

To answer the research questions a multi-step approach was taken for this eval-
uation. For designing a successful US evaluation, it is important to have a good
knowledge of the relevant user group. As a preparatory step for the US study,
a small-scale online survey with 200 participants was conducted, to get first
impressions of the attitudes and mental models of potential users concerning
2FA. Based on the findings of the conducted survey, the design of the US study
was elaborated as proposed by L. Cranor [15]. For the first evaluation step an
analytical US inspection of ALAP was conducted. The aim of this inspection
was to identify the most usability and security-related issues so that they could
be fixed before asking test-users to evaluate ALAP. For the analytical US in-
spection a combination of the usability inspection method Heuristic Evaluation
proposed by [20], [2I] and an extended version of Cognitive Walkthrough [22],
[21] was applied. After first improvements to the deployed prototype system
had been made, a Thinking Aloud (TA) test was conducted with fourteen test
users. TA test was described by Nielsen in 1989 [I6] for qualitative usability
studies and is one of the standard methods applied in usability evaluation since
more than 20 years. While in HCI usability evaluation such test is conducted
to detect usability issues, in US evaluation the purpose is not only to detect
usability issues, but moreover to help to find security threats resulting from
the users’ interaction with the system. After completing each task of the TA
test, the users were asked to assess how easy the completion was by rating the
"Single Easy Question" on a 7-point Likert scale ranging from "very easy"' to
"extremely difficult". To obtain a metric for the test-users perception of the
overall usability of the system, the test-user fill in the System Usability Scale
(SUS) questionnaire after they had completed the TA test[I7]. SUS consists of
10 alternating positively and negatively formulated questions, which must be
rated by the user on a 5-point scale. After the last task, we have a wrap-up
session where the evaluator interviewed the test-user and discussed the main
issues found during the session. At that stage, the evaluator also asked why the
user was behaving in a certain way during the test. The following subsection
describes the evaluation setup used for the Usable Security Study. Figure [3.3
illustrates the outline of the evaluation structure in more detail.

Evaluation Setup.

The evaluation has been based on ALAP’s prototype implementation acces-
sible at https://demo.egiz.gv.at/about ALAP. The deployed components have
been arranged according to the evaluation setup shown in Figure For the
registration with ALAP, we used the Austrian eID solution, the Mobile Phone
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Figure 3.3: Outline of the structure of the evaluation

Signature. Five different authentication factors (One Time Password, Username
Password, SMS Tan, QR Tan and Google login) were provided by ALAP. Fur-
thermore, a SP PDF-Signature Online, which requires user authentication, has
been implemented. PDF-Signature is also known concept from Austrian eGov-
ernment. The evaluation setup reflects the general architecture as introduced
in Section [3:5] With the evaluation setup, ALAP-based user-authentication
processes as proposed in Section [3.5.2] could be carried out.

3.6.2 User Survey

An essential precondition for designing a successful Usable Security and Privacy
study is a good knowledge of the relevant user groups and their mental models,
their notions, and expectations regarding the functionality of the system as
well as their approach and aims regarding the usage of the system [18], [I9]. We
tested ALAP in the area of Austrian eGovernment, therefor Austrian citizens are
seen as a relevant user group for the system, so the online survey was conducted
among them. Invitations to participate in the survey were spread via email and
personal contacts among the private and business network of the authors. 38 %
of the survey participants were younger than 35 years, whereby 40 % of them
were women.

The questionnaire started with some introductory questions regarding gen-
der, age, IT background, computer and mobile phone ownership and Internet
usage habits of the participants. These introductory questions were followed by
a group of questions regarding the Austrian Mobile Phone Signature, the Aus-
trian eID solution which allows the use of Austrian transactional e-Government
services as well as private sector services that require reliable authentication.

56



- PDF-5ignature Online
— @ Fingerprint
i Cne Time
= -
| Password
| — B Username
R % Password
— D S5MS Tan
User
EiEE
ALAP N QRTanApp
=z
L - | Google

Figure 3.4: Evaluation Setup

The Austrian Mobile Phone Signature utilizes 2FA, whereby proof of possession
of the user’s phone is used as the second authentication factor. The second part
of the questionnaire was about 2FA and included questions such as:

e Have you already used 2FA?

e Which kind of 2FA?

For which services/websites have you used 2FA?

Which factors would you prefer to use?

Why do you use 2FA?
e Why don’t you use 2FA voluntarily?

In the following section, we will describe lessons learned from the results
of the survey among potential users of the ALAP prototype system, which are
perceived to be important for the design and conduction of the Usable Security
and Privacy Evaluation.

Lessons learned from Survey.

Survey results indicate that IT background might be the most important fac-
tor concerning user segregation in MFA because the questionnaire answers of
participants with and without IT background were different. Figure [3.5 shows
that authentication factors used by the participants are not always factors they
would like to use. For example, only 5.3% of the participants from the "IT
Group" use biometrics, but 23.0% of them would prefer such authentication
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method. Similar results can be observed for the Authentication App with push
notification or barcode scanner.

The survey participants know 2FA primarily form eBanking. Mobile appli-
cations like Google Authenticator seem to be not known among the participants
and seem to be not used by people without IT background. The majority of
the survey participants preferred SMS-TAN as an authentication factor. As
shown in Figure [3.6] participants do not use 2FA for various reasons, for exam-
ple, they think that authentication via password is sufficiently secure or they do
not know, where and how to use 2FA. Another reason is that they think that
usage of 2FA is cumbersome. The survey shows that there are big differences
between participants with IT background and the one without regarding 2FA
and security considerations in general. Participants without IT background do
not use 2FA voluntary; they use it only if they have to. So they are only familiar
with the technology they rely must use for certain services like eBanking. In
Austria, most banks use SMS-TAN as the second factor so most participants
are familiar with it. Authentication applications like Google Authenticator are
not common especially by the participants without IT background.

3.6.3 Analytical Usable Security Inspection

The analytical US inspection of ALAP basically involved the following four
steps:

e Creation of Sequence Models.

e Conduction of the first US inspection round following the sequences of
steps as listed in the sequence model and applying the adapted Heuristics
and the adapted Cognitive Walkthrough questions.

e Conduction of second US inspection round testing corner cases by leaving
the correct path of steps as described in sequence model and by simulating
user errors, to check failure behavior of the system.

e Rating the relevant usability issues.

Main Findings:

During the analytical US Inspection 66 potential usability issues were revealed
by three evaluators. Almost all of the identified issues were primarily related
to problems like typing errors, inconsistent wording, usage of technical terms
without explanation, lack of information, obscure or confusing layout, missing
feedback of the system or unclear error messages. The evaluators strongly rec-
ommended a redesign of ALAP’s account management, as the process flow for
factor authentication is not always understandable. Furthermore, users should
get more help from the system with the activation of the authentication fac-
tors. For example, the system should suggest the user which factor should be
activated next and provide more feedback about already activated factors. All
results were used for the further development of ALAP. Minor improvements
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could be implemented before the empirical US evaluation. Some findings could
not be solved immediately because a complete redesign of the underlying archi-
tecture or the user interface would be necessary to address that issues.

3.6.4 Empirical Usable Security Inspection

The purpose of the empirical US evaluation was to find out which aspects of
the system hinder easy and secure usage of ALAP and the deployed environ-
ment. Firstly, we define three research questions listed before in the section.
Subsequently, we clarify Use Cases that should answer that research questions.

Use Case I: Registration to ALAP and activation of the authentication fac-
tors.

Use Case 1I: Using the SP "PDF-Signature Online", authentication with ALAP.

We conducted a TA test with fourteen participants, whereby two of the test
participants were pre-test users. From the previous analysis of potential ALAP
user, we already know that I'T background is the most important factor regard-
ing 2FA, whereby age and gender are no suitable user segregation factors as
no significant differences were observed between the answers of survey partici-
pants of different age groups and between different gender. So, two groups of
test-users were recruited, which differed mainly in their IT background. Six
test users from the "IT Group" were students of computer science at the Graz
University of Technology, the six test- users of the "Non-IT Group" did not have
any IT related education or work. Each tests sessions took one and a half hour
and were conducted in the lab of the Graz University of Technology. At the be-
ginning of the session, each test-user was asked to answer a short introductory
questionnaire, which included some demographical questions as well as some
questions regarding the level of IT experience and usage of 2FA.

The TA test was split into two blocks related to Use Case I, the registration
to ALAP and account management, and Use Case II, using the PDF-Signature
Online for signing a pdf-document. In the first session the test-users were asked
to complete the following four tasks:

1. Inform yourself about ALAP on https://demo.egiz.gv.at/aboutALA .

2. Register to ALAP.

3. Configure ALAP so that you can use it to authenticate yourself on a SP.
4. Activate also the remaining authentication factors provided by ALAP.

In the second part of the test, which was related to Use Case II, was about
using PDF-Signature Online, where the user authentication is done by ALAP.

1. Inform yourself on www.buergerkarte.at about PDF-Signature.

2. Use the service on https://demo.egiz.gv.at/g2f-pdfas and sign the "test-
document" file electronically.
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Main Findings:

In total, 182 different usability issues were revealed by the twelve TA tests which
severity was rated according to their potential influence on the task completion.
For this severity rating, four categories were defined: 1 - cosmetic problem, 2 -
medium usability issues, 3 - severe usability issues, 4 - security-related usability
issues. Most of the issues (65,4%) were from category 1 and 2, which means that
users were still able to complete the task. 30.2% of the problems found were
from category 3, so they are potentially hindering some users from completing
their task.

e - o x
[} PDOF-Signatur x \WR @TOTP
&« C | @ Bur [AT] | https://ds oefpdf. | @ (EHE -
‘ | dsMSTan
Signaturdaten
QR-Code scannen
In der Authenticator App den QR-Code
@ coogieaccount scannen.
Signaturdaten Verwenden Sie die Kamera Ihres mobilen

Gerates, um diesen QR-code zu scannen

Benutzername Code eingeben

Code Uber die Kennwortgenerator App
anfordern.

6-stelligen Code eingeben
fergleichswert JGLFTxAGB1Eq

Abbrechen

ergleichswert: gL73pA0659LX

Abbrechen

Figure 3.7: Authentication process of PDF-Signature Online

In addition to the classical usability problems, we were able to identify 4.4%
persisting security-related weaknesses caused by the user interface from cate-
gory 4. One example of such an issue was the graphical presentation of the
authentication window of PDF-Signature Online, as demonstrated in Figure
As the first authentication factor, users could choose between login with
Google account or Username/Password. All test-users interpreted the "Google
Account” link as the heading of that form, and thus filled-in their Google ac-
count credentials into this form. This is a security-related usability issue that is
caused by a mismatch of the mental model of the developers and the users. On
the contrary, the selection of the second factor did not lead to such problems.
For more detail see Table [B.11

Figure illustrates the actual task completion rate, which varied from 50%
for Task 1.3 to 100% for Task 1.2. 50% of the test-users did not know which
factors they should activate to authenticate them by "PDF-Signature Online".
Four test-users needed some help from the moderator to complete this task,
and two could not complete this task even with help and give up. Some test-
users believed that ALAP was ready to use as soon as they had activated the
"Username/Password" factor. Other test-users believed that they had finished
the task as soon as they hat installed the Authenticator Application for QR-
Code and OTP on their Smartphone but did not provide the activation in
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Figure 3.8: Task Completion

ALAP. After completion of each test-task, the test-users were asked to assess
how easy the task completion was 7-point Likert scale. For the "IT Group" all
test-tasks were easier than for the test-users of "Non-IT Group" (see Figure
and ??). From Use Case I, the activation of authentication factors, especially
the activation of "QRTanApp" and the "TOTP" factor, were perceived to be
the most difficult task by both groups. From the test-task of Use Case II, the
authentication on "PDF Signature Online" was perceived as the most difficult
task by both test-user groups. However, this task showed the largest differences
in the assessments from the two user groups. While this task was assessed as
only slightly difficult by the "IT Group', it was perceived as very difficult by
the "Non-IT Group".

The test-users fill in the System Usability Scale (SUS) questionnaire after
they had completed the TA test to obtain a metric for the test-users perception
of the overall usability of ALAP. It can be seen from Table [3.2] that the average
of the SUS scores assigned by the test-users of the "IT Group", with a score of
49,2, was significantly higher than the average of the SUS score assigned by the
"Non-IT Group" which was 27.8.

6,8 7.0
! 6,3 6,4
52 56 57 W Average SEQ Rating "IT Group”
42 43
! m Averzge SEQ Rating "Mon-IT Group"
3,2
1,8 Rating Scale:
14 1 =very difficult
I I 7 =very easy

Takll Takl2 Takl3 Takl4 TaskIill Takll.2

Figure 3.9: Perceived Ease of Test-Task
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Table 3.1: Number of different issues revealed per severity category

Issues Issues
Severity Category and description re- .
in %
vealed
1: Only cosmetic problem, not affecting users’ 13 7.9%
ability to complete their task. =0
2:. Medium usability issues, makes it more com- | ;e 58.2%
plicated for some users to complete their task.
3: Severe usability issue, potentially hinders some
. 55 30.2%
users to complete their task.
4: Security related usability issues, rated as se-
8 4.4%

vere since it potentially causes security problems.

poor

worstimaginable (notacceptable) Ok (marginal)

good (acceptable)

excellent  pest imaginable

| | ! ! I [
0 10 20 30 40 50

Average 5US score assigned by ,Non-IT Group” to ALAP Average 5US score assigned by ,IT Group” to ALAP

100

Figure 3.10: Average SUS score of ALAP concerning the adjective rating scale

Table 3.2: SUS score assigned to ALAP Prototype by the Test-Users.

Test-

User 1 2 3 4 5

8 9 10

11

12

SUS

score cal-
culated
from the
question-
naires

62.0 55.0 25.5 65.5 53.5

33.5

33

23.0 49.5 23.5 10

38.5

Average
SUS
Score per 49.2
Test-User
Group

27.8
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3.6.5 System Usability Scale

To interpret the SUS score, we use the seven-point adjective-anchored Likert
scale introduced by Bangor et al. [23]. Therefore the SUS score of ALAP can
be translated to "marginal" for the "I'T Group" and "worst imaginable" for the
"Non-IT Group". For more detail, see Figure 3.10]

Observation and Results from Interviews. Valuable feedback for the
future development of ALAP comes just from observing the users by using
ALAP as well as from the wrap-up interviews after the usability tests. We get
insights into users’ acceptations and observe how they use the system. From
the observations, we get an idea of how we could redesign the account manage-
ment page to make the activation process of the authentication factors more
usable. Once the factors were activated, users did not have difficulties to use
them, especially the choice of the second factor did not lead to problems. All
test-users positively mentioned the possibility of choosing their authentication
factor during the authentication process. Some of the users would like to have
the option to select preferred factors in the account management of ALAP.
From the interviews, it has become clear that test-users would prefer to have
more explanations and descriptions throw the whole registration, activation,
and authorization process. They were not familiar with the used language and
authentication therms. They mentioned that most of the problems would not
occur if ALAP would provide more information.

3.6.6 Discussion

The conducted Usable Security Evaluation yielded many interesting results. In
this section, we interpret these results to answer the predefined research ques-
tions. From the conducted user survey as well as from the TA test, we can infer
that users’ background knowledge is the most critical factor regarding ALAP.
To answer research question Q1, we can reveal that users with IT education or
work understand the purpose of MFA and also the overall workflow of ALAP.
On the contrary, people without IT background had difficulties to follow all
necessary steps needed for the usage of the ALAP, so the overall purpose of the
system was not clear for them. For example, they do not know the difference
between ALAP registration and activation of the authentication factors. Some
of them did not even know why they must activate the authentication factors
they want to use in ALAP. Despite these, all users mentioned in the interview
that they would like to use such a dynamic authentication system like ALAP in
practice, as they want to choose between all possible factors. We can answer the
research question Q2 by concluding that the workflow of ALAP is not clear to
all users and should be improved in the way that all people can use it regardless
of their education or work.

Regarding research question Q3, the Usable Security Evaluation revealed
that the test-users from the "Non-IT Group" were not familiar with the language
used in the authentication process in general. All test-users from the "Non-IT
Group" state that the information provided by ALAP is insufficient, or they did
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not understand used therms like Authentication Application, Youbikey, or Pass-
word generator. So, they need much more information about the authentication
provider’s purpose as well as a detailed description of each authentication factor
offered by the system.

3.7 Conclusion and Future Work

We presented the architecture and implementation of a dynamic, Agile Au-
thentication Provider. ALAP provides authentication factors from different
categories and allows SP to define its security requirements through policy by
claiming a global LoA. Our solution dynamically assembles an authentication
process for a service to fulfill its security requirements, whereby the users can
choose the preferred authentication factor. With the implementation of a fully
functional solution, we demonstrated the feasibility of the system. To evaluate
the system from the users’ perspective, we conducted a multi-step Usable Secu-
rity study. The evaluation of ALAP in a real-world scenario has lead to valuable
findings. The obtained results show that users with IT background would like
to use systems like ALAP as they could choose their preferred authentication
method. All participants from "IT Group" were able to register to ALAP suc-
cessfully, activate all authentication factors, and authenticate them with ALAP
to an SP. In contrast, test-users from "Non-IT Group needed assistance from
the evaluator to accomplish the whole process. By observing users’ interaction
with ALAP and collect user feedback through different questionnaires, we were
able to identify persisting weaknesses and a further room for improvement.

3.8 Authentication Policy - Convenient AgiLe
Authentication (CALA)

The dynamic IdP-Proxy algorithm from related work and also our ALAP imple-
mentation of a dynamic authentication provider are developed from the security
point of view. There is a need for a multi-factor IdP-Proxy that is, of course,
secure but also user-oriented and convenient to use. From our first conducted
pilot studies, we know that end-users are mostly overwhelmed with the Agile
Authentication system. Most of them do not know much about multi-factor
authentication and do not want to waste time on sophisticated authentication.
Therefore, we propose CALA- the Convenient Agil.e Authentication.

3.8.1 Level of Assurance (LoA):

The strength of an authentication process is indicated by a measurement known
as the Authentication Assurance Level (AAL). The National Institute of Stan-
dards and Technologies (NIST) defines three different AAL’s.

A AL1 provides some assurance that the claimant controls the authenticator,
it requires at least single-factor authentication.
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A AL2 provides high confidence that the claimant controls authenticators. Two
different authentication factors and approved cryptographic techniques are
required.

A AL3 provides very high confidence that the claimant controls the authentica-
tor. Authentication is based on proof of possession of a key through a cryp-
tographic protocol, it requires a hard cryptographic authenticator. For the
selection of the authentication factors in ALAP only security requirements
are considered: The global LoA claimed by the Service Provider.

Many other attributes like user’s location or preferred authentication factors
from the user’s view could be used for the selection which would improve the
usability of the system.

In this section we propose CALA the Convenient Agile Authentication. In
CALA, we calculate the global AAL based on security under consideration of
usability. Firstly, we calculate the AAL based on the probability of false accep-
tance as proposed by [6]. Accordingly, the assurance level indicates the proba-
bility that the claimant is someone else. Afterwards, we categorize all available
authentication factors by means of their usability. The CALA authentication
selection algorithm will calculate the most usable authentication factor set that
meets the security requirements defined by the Service Provider policy. CALA
will be able to ensure the claimed security and at the same time suggest the
most usable authentication factor available at each step of authentication with
the help of machine learning.

First ideas for the selection algorithm of the authentication factors:
Each authentication factor will be presented as a node of a directed graph. The
nodes will be weighted with different weights: security, usability, privacy. The
Authentication Assurance Level (security) is calculated from the probability of
false acceptance. All nodes will be weighted with a usability weight. The selec-
tion algorithm proposed in the literature do only take the security requirement
into account, we will try to develop an algorithm with the possibility to consider
different attributes while selecting the most usable authentication factor for a
specific user and at the same time fulfill the security requirements of the Service
Provider.

Algorithm
Users Profile:

e ID - Identifier of the user
e List of all available IdPs the claimant is authenticated.

o IdP Usability Level (IdP- UL): Usability level of the authentication factor
provided by an IdP. We assume that the authentication factors are divided
in three usability categories. The usability level is derived from claimant
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ratings on authentication factors and known usability considerations of
the authenticator types.

e List of used IdP’s
e List of unused IdP’s

e C-AAL: current authentication assurance level

Service Provider:
e ID of the application server

e R-AAL: AAL is an authentication assurance level that a relying party
(RP) requests to authentication for providing an application service.

Authentication Factor Profile:
e ID- Identifier of the Authenticator
e IdP-AAL: Authentication Assurance Level agreed by an IdP.

e Authentication Method

1. Read C-AAL from user profile
2. Read R-AAL from IdP profile
Is CAAL > = RAAL

Success if CAAL > RAAL

ooe w

. If CAAL < RAAL then select authentication factor with greatest IdP-UL

e Must be from the List of unused IdP’s

e Selected authentication factor must be from different category as
already used IdP’s

6. Sending Authentication Request to selected Authenticator
7. The selected IdP performs the authentication with the claimant

8. Updated the claimant profile if authentication

Account Management: The IdP-Proxy account management page is a very
important part of the architecture. The user is using the account management
page to register and to organize the authentication factors (activate, change,
delete and revoke the factors). So the user is not only using the account man-
agement page ones, moreover it is the most relevant part of the system for
the end-user. Based on the findings from the Usable Security Evaluations pro-
pose a new solution for the registration and account management process for
CALA should be designed with strong involvement of end-users. In order to
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reach that goal we need to use usability techniques from HCI and other fields
but also modify and develop new methods for the usability evaluation of agile
IdP-Proxies.

Open research question: which methods can be used in order to evaluate
a dynamic Agile Authentication system? Is there a methodology that we can
follow for our evaluation or should we modify and design our own methods for
the usable security evaluation? The results from the redesign should contribute
to the body of knowledge in the context of usability of dynamic authentication
systems and development of user-oriented IdP proxies so that the researchers in
the same field can benefit from it.
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Abstract. Electronic signatures play an important role in e-Business and e-
Government applications. In particular, electronic signatures fulfilling certain
security requirements are legally equivalent to handwritten signatures.
Nevertheless, existing signature-creation tools have crucial drawbacks with
regard to usability and applicability. To solve these problems, we define
appropriate requirements for signature-creation tools to be used in e-
Government processes. Taking care of these requirements we propose a
modular architecture for adaptable signature-creation tools. Following a user-
centered design process we present a concrete implementation of the
architecture based upon the Austrian Citizen Card. This implementation has
been used to prove the applicability of the architecture in real life. Our tool has
been successfully tested and has been assessed as usable and intuitive. It has
already been officially released and is widely used in productive environments.

Keywords: Electronic Signatures, Qualified Signature, Signature-Creation,
Usability, User-Centered Design.

1 Introduction

Electronic services have gained importance in the last years. Compared to
conventional services they allow cost reduction and more efficient procedures. An
increasing number of electronic services are being provided in all e-Business
domains. For security and privacy sensitive services such as e-Government, electronic
signatures guarantee authenticity and integrity.

Especially in the e-Government sector the legal aspects of electronic signatures
play a major role. In 1999, the European Commission published the EU Signature
Directive [1]. The Directive had to be implemented by national laws and defines
equivalence between a handwritten signature and an electronic signature fulfilling
certain security requirements ( ‘qualified signature’).

The European Commission Decision 2011/130/EU [2] defines standard signature
formats for advanced electronic signatures. In addition, the Digital Agenda for Europe

M.A. Wimmer, M. Janssen, and H.J. Scholl (Eds.): EGOV 2013, LNCS 8074, pp. 274-285, 2013.
© IFIP International Federation for Information Processing 2013
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[4] and the e-Government action plan [5] aims to create a single digital market for
Europe. Obviously, these activities demand for appropriate signature tools.

Currently a variety of signature-creation tools and applications are on the market.
Unfortunately most of them lack usability or applicability. Either they do not support
‘qualified signatures’ or all standard formats, or they are available as online tools
only. Nevertheless, many citizens and companies want or have to use an offline tool
due to security and privacy obligations. Therefore there is a need for an offline tool
creating ‘qualified signatures’. In addition, current signature-creation tools do not
allow to freely position a visual representation of the signature in the document. To
fill this gap our paper presents a modular and adaptable architecture for signature-
creation tools. In addition — to validate the applicability of our proposed architecture —
we present a concrete and user-oriented implementation of the architecture based on
the Austrian Citizen Card. The main reasons for choosing the Austrian Citizen Card
as a basis are: (a) electronic signatures are widely used in Austria and thus we expect
a high volume of users and (b) the Austrian official signature as introduced by Leitold
et al. [12] defines a visual representation of the signature and therefore an adequate
positioning of this representation is needed.

The remainder of this paper is structured as follows: Section 2 gives an overview
of the legal and technical framework our solution is based on. In Section 3 we
elaborate on requirements for adaptable and secure signature-creation tools and
applications. Section 4 presents our modular architecture for signature-creation tools.
In addition, details about the implementation of this architecture are given. Section 5
describes the user-centered design method we followed to achieve a high grade of
usability of our solution. Finally, we draw conclusions and discuss future work.

2 Legal and Technical Framework

2.1  Legal Regulations

The Digital Agenda for Europe aims to “develop a digital single market in order to
generate smart, sustainable and inclusive growth in Europe” [6]. To achieve this
objective, (cross-border) electronic services are one of the key enabling factors. This
has been refined in the e-Government action plan for the period 2011-2105 [5]. The
action plan objective is to create a new generation of administrative services.
However, electronic signatures are necessary to provide secure and reliable electronic
services.

Electronic signatures have been discerned as a key factor for successful e-
Government early on. Already in 1999, the European Commission published the
Directive on a Community framework for electronic signatures' [1]. The Directive
defines a basis for legal recognition of electronic signatures. It includes a definition of
different characteristics of electronic signatures and defines their legal effect. In

! Better known as the EU Signature Directive.
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particular, it defines that an advanced electronic signature must meet the following
requirements:

“(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatory can maintain under his sole con-
trol; and

(d) it is linked to the data to which it relates in such a manner that any subsequent
change of the data is detectable;” [1]

In addition, Article 5 of the Directive defines that “advanced electronic signatures
which are based on a qualified certificate and which are created by a secure-
signature-creation device [...] satisfy the legal requirements of a signature in relation
to data in electronic form in the same manner as a handwritten signature satisfies
those requirements in relation to paper-based data”? [1]. This means that such
‘qualified signatures’® are legally equivalent to handwritten signatures which is a
common precondition for e-Government processes.

2.2 Technical Background

From a technical perspective we concentrate on the Austrian Citizen Card concept
[10] as the implementation of our solution is based on it. This concept defines the
Citizen Card as a technology neutral instrument that enables to create and verify
electronic signatures according to the Austrian e-Government act [8] and e-Signature
law [9]*. That means different forms of Citizen Card tokens can exist. Currently,
smart card-based as well as mobile phone-based Citizen Card implementations are
available.

To integrate these various tokens a middleware is used. This Citizen Card Software
(CCS) implements a high level interface’ that provides diverse functionality such as
the creation and verification of electronic signatures. Different types of this citizen
card software exist:

o Online-based CCS: This smart card-based CCS runs on the server side and
provides the desired functionality via a Java applet to the user. Actually, the only
available online based CCS is MOCCA Online®.

% The terms ‘qualified certificate’ and ‘secure signature creation’ and their requirements are
defined in Article 2 of the Signature Directive.

3 The term ‘qualified signature’ is not explicitly defined in the Signature Directive. However,
this term is usually used in literature.

4 The Citizen Card offers additional functionality, such as identification of citizens and data
encryption. However, these are not needed for our use cases.

> The so-called ‘Security Layer ’

¢ MOCCA Online: http://joinup.ec.europa.eu/
software/mocca/description
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e Local/Client-based CCS: This CCS is also smart card-based and has to be installed
locally on the client machine. Here, different implementation exists, e.g. MOCCA
Loca17, a.sign Client® or TrustDesk’.

e Mobile phone signature-based CCS: This CCS which uses a simple mobile phone
is available at https://www.handy-signatur.at/. It is based upon a two factor
authentication using a password and a TAN (sent via SMS to the mobile phone).

Concerning signature formats, the European Commission, in their Decision
2011/130/EU [2] from 2011, published a set of standard signature formats which must
be processable by all competent authorities acting under the EU Services Directive
[3]. Namely these formats are the advanced electronic signatures CAdES, XAdES,
and PAdES. However, Austria has rolled out a proprietary PDF-based signature
format (PDF-AS) several years ago [11,12]. This format is going to be replaced by
PAJES, but currently it is still widely used. Therefore, we have chosen this signature
format to implement in our signature tool (see Section 4 for details).

3 Requirements

The secure and reliable signature-creation of electronic documents plays a central role
in most e-government solutions. Signature-creation tools must meet several
requirements to satisfy legal regulations as well as the needs of all user groups. On the
one hand, the signature-creation tools must fulfill the requirements for the public
sector and organizations. On the other hand, the tools should be intuitive and
convenient to use for every single citizen. Considering the needs of all user groups,
reliability, usability, adaptability, and modularity are identified as core requirements
for signature-creation tools. These requirements are refined as follows:

e Reliability and Privacy

Signature-creation tools typically process sensitive personal and business data. Misuse
of this data may seriously compromise citizens and businesses. Hence, reliability and
trustworthiness of this data is an essential requirement. In addition, the public
administration needs certainty about the identity of the citizens or businesses. The same
applies for the identity of the public administration. So, reliability of the affected parties
must be achieved. Finally, citizens, businesses, and public administration need
assurance that the data processing satisfies legal and privacy regulations.

o Usability

Usability is another major requirement for signature-creation tools. Signature-creation
tools are using cryptographic techniques like public key infrastructure (PKI) or secure
signature creation devices (SSCD) such as smart cards as required for generating
‘qualified signatures’. Most likely, users do not have the necessary background

" MOCCA Local: http://joinup.ec.europa.eu/
software/mocca/description

8 http://www.a-trust.at/

o http://www.itsolution.at/digitale-signatur-produkte/
desktop/trustDesk.html
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knowledge about complex cryptographic concepts and legal regulations. Plenty of
security-sensitive tools are simply too complex for most users. In general, users are
not interested in technical details. To improve the usability of signature-creation tools,
this complexity must be hidden from the user. Instead, the focus has to be on
presenting important information to users. To ensure usability, identified user groups
must be involved in the design and development process of such tools.

e Comprehensive Format Support

In the next years a significant increase of electronic signature enabled cross-border
services is expected (see Digital Agenda for Europe [6] or EU Services Directive [3]
for instance). Although the European Commission Decision 2011/130/EU [2] has
defined standard signature formats, various other (partly proprietary and nation-wide)
formats are still in use. This implies that the support of these signature formats is still
required. Hence, the ability to enhance signature-creation tools to support additional
signature formats is crucial. Obviously these enhancements should be possible with
minimal effort.

¢ Cross-Platform Applicability

Usually, e-Government applications and services must not be limited to specific
hardware or software components. Services provided by public authorities must be
accessible for all citizens without any restrictions and irrespective of the used
environment. Thus, the availability of cross-platform applications is an essential
requirement for signature-creation tools.

e Offline Availability

In many cases electronic documents contain personal or sensitive data. Therefore
document owners are interested in keeping this data undisclosed, either due to privacy
regulations, business policies or because of other privacy reasons. Server-based
approaches are problematic in this context, because users do not want to upload
sensible data to a remote server. Therefore, signature creation tools should offer a
client-based implementation for creating electronic signatures.

4 Architectural Design

In this section we elaborate on a modular architecture and design for signature-
creation tools satisfying the identified requirements. To verify the applicability of this
architecture we have implemented a signature-creation tool for use cases of the
Austrian e-Government. Due to the widespread usage of the Austrian signature format
PDF-AS we have given this format priority. The following subsections describe the
proposed architecture and give details on the implementation.

4.1  Architecture

Fig. 1 illustrates our proposal for a modular and adaptable architecture for signature-
creation tools. The architecture supports various document formats, allows for the
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creation of different signature formats and makes use of different signature-creation
devices. This modular approach is achieved by defining a generic signature-creation
process. Depending on the current state of the process, specific implementations of
the various components are used to create a signature for the current document. All
those generic components are adaptable and open for further implementations and
extensions to support new document types, signature formats, or signature-creation
devices. Subsequently we describe our architecture and the involved components or
modules (see Fig. 1):

e Input

The input module reads a given document and determines the MIME type'® for
further processing. It generates a document dependent state which is used during the
whole signature-creation process. This module can support local files, network files or
even streams, and presents this input data in a common form to the other modules.
When the input module has finished its task, the state is handed over to the viewer
module.

e Viewer

The viewer module enables presentation of the document to be signed. It uses
document-specific implementations for the presentation. These may be e.g. PDF
renderer, MS-Word renderer, XML renderer, HTML renderer, and so on.

Depending on the used signature format, a visual signature representation and a
customized signature positioning can be supported. In this case the viewer module
provides a Positioning component which presents an overlay to allow the user to
position the visual signature representation. The chosen position is then stored in the
state of the signature process.

e Signer

The signer module is responsible for the delegation between the signature component
adapter and the signature creation device component. Depending on the state, the
signer component chooses an appropriate signature component for the given
document, or uses a preconfigured component for the given document class. It
provides the chosen signature component adapter with a specific instance of a
matching signature creation device, which again is either chosen on the fly or may be
preconfigured.

e Signature Component Adapter

This adapter is used to provide a common interface to e.g. a signature library. The
signature format implementation generates the signature data and uses an abstract
signature-creation device to obtain a valid signature for this signature data. Given
the signature and the signer certificate the concrete signature component is able to
create a valid digitally signed document. This signed document is again stored in the
process state.

10 The MIME type defines the document format.
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Fig. 1. Modular and adaptable architecture for signature-creation tools

e Signature Creation Device

The signature creation device is an abstraction layer for signature-creation. It
translates the given requests to implementation specific commands to create a
signature. The specific implementations can support any kind of signature-creation
device, e.g. smart card '’ -based or server-based signature-creation devices, or
hardware security modules. In addition, it supports Austrian citizen card software,
which is integrated via the standardized interface ‘Security Layer’. Thus, all citizen
card software implementations (online, local and mobile phone-based) are supported.

e Qutput

When a signed document is available within the process state, the output module
allows the user to save the signed document, to open it with the default application or
to view it again with the appropriate viewer module.

4.2 Implementation

To put the proposed architecture into practice and to verify its applicability, a well-
defined subset of this architecture has been implemented: signing of PDF documents
with the Austrian PDF-based signature format PDF-AS was chosen. Our
implementation is based on Java, thus achieving platform independence. Fig. 1

! Using the PC/SC (Personal Computer/Smart Card) interface.
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highlights the modules that have been implemented in our application. Namely these
main modules are:

e PDF-Viewer module including positioning of the visual signature representation

e Signature Component Adapter PDF-AS

e Signature-Creation Devices based on the Austrian Citizen Card via ‘Security
Layer’

The process flow starts with the input component, which allows the user to select a
PDF document to sign, either via drag and drop, or via an operating system file
selection dialog. The viewer displays the PDF document and enables the user to
position the visual signature representation. This step can be skipped if the user
configured the application for automatic signature positioning. The signer component
receives the document to be signed and the desired position of the signature block.
With this information, a signature request for the citizen card software is built by the
signature component. Here, the user chooses the concrete implementation of the
signature creation software (online, local or mobile phone-based implementation).
Subsequently, the signature request is signed using the selected citizen card software.
Finally, this signature is incorporated into the PDF document by the PDF-AS
signature component and the thus signed document is sent to the output component.
Within the output component the user is able to save and open the signed PDF
document.

The user interface is based on this linear process flow and guides the user through
the necessary steps. Fig. 4 shows a screenshot of this interface. Depending on the
configuration of the tool, certain process steps can be shortened or entirely skipped
for daily use by advanced users. For instance, the document to be signed can be
selected by dropping it on the program icon, the signature block can be positioned
automatically, the citizen card software can be preselected, or the output filename or
folder can be set in advance.

Our tool called PDF-Over has been officially launched in Austria'? and is already
widely used". As we followed a user-centered design method for the implementation,
the tool has been assessed as easily understandable and usable as well as intuitive.
The following section gives detailed insights into this design methodology as applied
to PDF-Over.

5 User-Centered Design Method

To fulfill the usability requirements of signature-creation tools discerned above, we
followed the user-centered design (UCD) principles [14] in order to implement a
security-sensitive application that is effective and usable in practice. UCD is a design
methodology that at each stage of the design process focuses on user’s needs, goals,

'> PDF-Over, Version 4.0.0, 15.1.2013, http: / /www.buergerkarte.at/
pdf-signatur.de.php
13 Since the official launch about 2.000 users per month are gained.
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preferences, and limitations. It is an iterative design process that requires continuous
user feedback and tests. As shown in Fig. 2 the methodology consists of four design
stages: analysis, design, implementation and validation. The method enables a
complete remodel and rethinking of the design by early testing of conceptual models
and design ideas. For the development of PDF-Over we have defined to repeat the
entire design process three times'* before launching an official release. The different
stages in the creation of PDF-Over were:

- .
A analysis J\
g —
-

Zﬂ

) \ S
|vaI|dat|0nJ L design
\ kL y
o> //
\ implementation |-
N

Fig. 2. Four design phases of User-Centered Design Process

e Analysis

At the beginning of the process we identified the end-users of PDF-Over. It turned out
that the user groups of the signature-creation tool are citizens and authorities. In both
groups users can again be divided into standard users and advanced users. After
identifying those user groups we posed the question what each user group’s main
tasks and goals are and what functions are needed to accomplish those. The use case
for citizens as standard users is to electronically sign a PDF document. They expect a
simple und useable interface without any complexity. The authorities as standard
users are interested in applying official signatures. To fulfill the Austrian official
signature as introduced by Leitold et al. [12] certain criteria must be met, such as the
placement of the visual signature representation. Additionally, advanced users need
the possibility to e.g. pre-selected citizen card software, or enable automatic
positioning of the visual signature representation. We also analyzed user’s need of
previous knowledge. In our case the end-user must know what the Austrian Citizen
Card is and how to use it.

e Design
The second step in the iteration process is the design process. First, paper-based
prototypes (see Fig. 3) and the initial architectural design were created. The focus on

14 This is a common approach for most developments as indicated in
http://www.nngroup.com/articles/iterative-design/
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Fig. 3. Design prototypes

the end-users is very important in the early phase of the design. In order to get
feedback from the users before writing code or beginning with the development, we
performed usability tests with paper mockups.

¢ Implementation

In the implementation stage the detailed design and specifications were implemented
and first source code was written. This stage builds upon the results of all prior stages.
End-users were not directly involved during the implementation. Fig. 4 illustrates a
first implementation of the tool, showing the positioning of the visual signature
representation.

e Validation

After the implementation phase two approved usability methods have been applied to
evaluate PDF-Over. First of all, an expert review was conducted. Here, an evaluator
used the tool and assessed its usability against a set of usability principles, the so-
called heuristics'"”. The heuristic evaluation provided quick and inexpensive feedback
to the design. In the following implementation iteration the results from the heuristic
evaluation were implemented.

In the last iteration, we performed a thinking-aloud test with five representative
end-users. As indicated by Nielsen [13], five test users are sufficient to find almost all
usability problems one would find using many more test participants. Test users have
been asked to do representative tasks, while observers, including the developers,
watched the test and took notes. The obtained results were analyzed and implemented
in the last iteration. With the conducted usability analysis we improved the
acceptability and usability of PDF-Over.

15 http://www.nngroup.com/articles/ten-usability-heuristics/
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6 Conclusions

Signature-creation is essential for many e-Government processes. Especially the
creation of ‘qualified signatures’ is of high importance. In this paper we have
presented a modular architecture for adaptable signature-creation tools. To prove the
practical applicability and flexibility, we have given a concrete implementation of this
architecture. To achieve a high impact our solution is based on the Austrian Citizen
Card concept. We have followed a user-centered design to achieve a high usability of
our tool. This tool has been successfully tested and is ready to accept current and
upcoming challenges. The tool has already been officially launched in Austria and is
licensed under the European Public Licence EUPL [7]. The current number of
downloads amounts to about 2000 per month which confirms the high acceptance and
usability of our solution.

Currently, we are integrating additional signature formats. Based upon the
European Commission Decision 2011/130/EU we are implementing a PAdES
signature component adapter to support PDF advanced electronic signatures. In
addition, we are working on the support of batch signatures to allow signing of
several documents in one step.
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Abstract. Security and usability are key requirements of e-Government
solutions. Security requirements are often met by reliance on smart card
technology. In Austria, the open source components MOCCA Local and
MOCCA Online facilitate the integration of smart cards into national
e-Government applications. While MOCCA Local and MOCCA Online
guarantee security, their capability to meet given usability requirements
has not been assessed so far.

To bridge this gap, the usability of MOCCA Local and MOCCA On-
line has been evaluated by means of a usability test. The obtained results
show that MOCCA Local and MOCCA Online basically meet given us-
ability requirements. Still, some minor issues have been identified that
threaten to reduce the usability of these components.

In this paper we introduce the basic architecture of MOCCA Local
and MOCCA Online and present results of the conducted usability test.
Based on these results we identify existing usability issues and derive
possible improvements.

Keywords: E-Government, Smart cards, Usability, MOCCA.

1 Introduction

Secure authentication of citizens and creation of electronic signatures are com-
mon requirements of e-Government applications. These requirements are per-
fectly met by smart cards as they support the secure storage of authentication
information and can be used as Secure Signature Creation Devices (SSCD). This
way, smart cards fulfill the requirements of qualified electronic signatures accord-
ing to the Directive 1999/93 /EC of the European Parliament and of the Council
on a Community framework for electronic signatures [1].

Besides their security enhancing features, their wide acceptance is another
key advantage of smart cards. Bank institutes have recognized the potential
of smart card technology early and nowadays provide customers with multi-
functional bank account cards. In various countries, smart cards are also used
in the health sector. For instance, in Austria citizens are supplied with health
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insurance cards that facilitate use and charging of public health services. Due
to their various fields of application, smart cards can nowadays be regarded as
well accepted and approved technology.

Its wide acceptance and its capability to fulfill given security requirements
make smart card technology perfectly suitable for e-Government solutions. It is
thus less astonishing that e-Government strategies of various European countries
foresee the use of smart cards. In Austria, smart cards are used in e-Government
applications as they are able to meet given legal requirements such as the Aus-
trian Signature Act [2] and the Austrian e-Government Act [3]. Also in nu-
merous other European countries smart cards are an integral part of current
e-Government solutions. A comprehensive overview of national eID solutions is
given in [13].

Unfortunately, the use of smart cards in e-Government applications also raises
various challenges for citizens, governments, and application developers. For gov-
ernments, the implementation of appropriate card roll-out and personalization
processes is a serious challenge as this usually involves significant organizational
and financial efforts. For citizens, the need for appropriate card reader devices
often represents a serious barrier as off-the-shelf PCs and laptops do usually
not support this functionality by default. The integration of smart card technol-
ogy into e-Government applications also raises several technological challenges
for application developers. For instance, in[4], Orthacker et al. have discussed
accessibility challenges that arise with the use of smart cards in e-Government
applications. So far, less attention has actually been paid to usability aspects
of smart card based solutions. Although smart card vendors often advertise the
usability of their products, there is still a lack of scientific research on this topic.

Nevertheless, usability is a crucial factor that heavily influences user accep-
tance. Since e-Government applications allow for more efficient administrative
and governmental proceedings, a high degree of user acceptance is desirable to
improve efficiency and to save costs. The requirement for user acceptance di-
rectly leads to the demand for an appropriate level of usability in e-Government
solutions. Significant effort has already been made to optimize the usability of
Web based e-Government solutions. Related work has been discussed in [5] and
[6]. At the same time, less attention has been paid to the usability of different
approaches to integrate smart cards into these applications. We filled this gap
by conducting a comprehensive usability analysis of established smart card inte-
gration methods of the Austrian e-Government infrastructure. In this paper we
present results of the conducted usability analysis and propose several enhance-
ments that can help to improve the usability of existing smart card integration
approaches.

This paper is structured as follows. In Section 2 we discuss relevant concepts
of the Austrian e-Government infrastructure and introduce MOCCA Local and
MOCCA Online in more detail. We provide details of the methodology that
has been followed to evaluate the usability of these components in Section 3.
Results of the conducted usability test are presented in Section 4 and discussed
in Section 5. Finally, conclusions are drawn.
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2 Smart-Card Integration: The Austrian Approach

The integration of smart cards is a serious technological challenge for developers
of e-Government applications. In this section we introduce different approaches
that are followed in Austria to overcome this challenge. Usability aspects of these
approaches will be discussed later in this paper.

Austrian e-Government solutions are based on the so called Citizen Card
concept. The Citizen Card represents a token that allows citizens to authenticate
at remote services and to create qualified electronic signatures according to the
EU Signature Directive. Although the term Citizen Card might suggest the use
of smart cards, the Citizen Card concept is actually technology-independent
and can also be applied to e.g. mobile phones'. Despite of its technology-neutral
nature, smart cards still play an important role in the Austrian Citizen Card
concept. Currently, Citizen Card implementations that rely on health insurance
cards, bank account cards, or special signature cards are available in Austria.

[ Application 1 ] [ Application 2 ]

i i

[ Security Layer (SL) ]

Citizen Card Software (CCS) ‘

=

Citizen Card A Citizen Card B  Citizen Card C

Fig. 1. The Security Layer provides e-Government applications a common interface to
different Citizen Card implementations

The support of different cards is beneficial for citizens as they can use their
preferred card type. However, this flexibility significantly complicates the inte-
gration of Citizen Card functionality into e-Government applications, as support
for each card type has to be implemented separately. With a growing number of
Citizen Card implementations (i.e. smart card types), development of new and
maintenance of existing applications increase complexity and cause additional
costs.

To overcome this problem, the Austrian Citizen Card concept follows a mid-
dleware approach and defines the so called Security Layer (SL) interface as shown
in Fig. 1. The Security Layer has been introduced in [7] and represents a common
XML based interface between e-Government applications and different Citizen
Card implementations. The Security Layer interface is implemented by the so
called Citizen Card Software (CCS). This software provides access to all Citizen
Card implementations and makes their functionality available to e-Government

! A Citizen Card implementation using mobile phones has been introduced in [8].
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applications through the common SL interface. This way, application developers
are released from integrating and maintaining different smart card types, as this
task is outsourced to and implemented by the CCS.

The middleware approach shown in Fig. 2 raises the question about possible
implementation variants for the CCS. Following the most obvious approach,
the CCS is often implemented as software running on the user’s local system
(cf. Fig. 2). This way, the CCS has access to locally connected smart cards
through the system’s PC/SC interface. Following this approach, the SL interface
is provided by the CCS through a local network port. This way, also Web based
e-Government applications can easily access the SL interface through the user’s
Web browser. Since all specifications of the SL interface are open and publicly
available, there are already various CCS implementations from different vendors
available on the market. Some of these solutions such as the A-Trust a-sign
client [9] are for free, others charge a license fee. The only open source CCS
available in Austria so far is called MOCCA Local and has been introduced
n [10]. MOCCA Local represents one of the main outcomes of the MOCCA
(Modular Open Citizen Card Architecture) project [11] that aims to provide
Austrian citizens with Java based open source CCS implementations. Fig. 3
shows MOCCA Local’s GUI that allows users to review data to be signed and

to confirm it by pressing the Sign button.
Signature data ﬂ
a Display signature data

Web Browser
e-Government

Security Layer Application
Interface

% Burgerkarte E”E@

Web
Interface

w  PC/SC
~wlnterface

Fig.2. MOCCA Local is a software
that runs on the user’s local system
and acts as intermediary between the
Web browser and locally connected

Fig. 3. The GUI of MOCCA Local al-
lows users to review data to be signed
and to start the signature creation
process

smart cards

All solutions mentioned above including MOCCA Local follow the approach
shown in Fig. 2 and make use of software running on the user’s local system.
While this approach works fine from a functional point of view, it raises several
problems for citizens. Especially inexperienced users sometimes have problems
to carry out software installations on their own. In some cases, users do not
even have the privileges to install software on the computer they are currently
using. To overcome these issues, a minimal footprint CCS implementation has
been developed in the course of the MOCCA project. According to this mini-
mal footprint approach, users are not required to install software on their local
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system. To underline the installation-free nature of this approach, this solution
has been named MOCCA Online. Similar to MOCCA Local, MOCCA Online
is based on the Java framework. Java has been chosen as underlying technology
for all MOCCA components in order to achieve platform independence. Reliance
on Java requires a current Java Runtime Environment (JRE) to be installed on
the user’s local system.

Web
Interface,

W= 1f

MOCCA
Applet
Web Browser Security Layer e-Government m ﬂ
Interface Application

Proprietary’ . -
Display signature data

PC/sC Interface
Interface
MOCCA Online -
=carclll Server Component

Sign ‘

Fig. 4. MOCCA Online follows a dis-
tributed approach and consists of a
server component and a Java Applet

Fig. 5. The GUI provided by MOCCA
Online’s Java Applet allows users to
review data to be signed and to start

the signature creation process

MOCCA Online has been introduced and discussed by Centner et al. in [10].
The basic architecture of MOCCA Online is shown in Fig. 4. The main idea
behind MOCCA Online is to split the entire CCS functionality into two core
components. The first component runs on a server and implements the SL in-
terface. E-Government applications communicate with this server component to
access smart card functionality. A Java Applet represents the second core com-
ponent of MOCCA Online. The Java Applet runs in the user’s Web browser and
implements smart card communication based on the PC/SC protocol. Further-
more, the Applet provides a GUI through which users can review and confirm
the data to be signed. The Applet’s GUI is shown in Fig. 5 and has been de-
signed similar to the GUI provided by MOCCA Local (cf. Fig. 3). This way,
a similar user experience is achieved irrespective of the used MOCCA variant.
Typically, the Applet is integrated into Web based e-Government applications
by means of a HTML IFRAME tag. The two components of MOCCA Online,
i.e. the server component and the Java Applet, communicate with each other
over a proprietary interface.

Currently, MOCCA Local and MOCCA Online are among the predominating
CCS implementations in Austria. During the past few years, much effort has been
invested to assure and improve the security of these components. Less attention
has been paid to usability aspects so far. To bridge this gap, we have conducted
an extensive usability analysis of MOCCA Local and MOCCA Online in order to
identify usability problems and to further improve the user acceptance of these
components. In the following section we discuss the applied methodology of the
conducted usability test.
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3 Methodology

Approved usability evaluation methods have been applied to analyze the usabil-
ity of MOCCA Local and MOCCA Online. This section defines a set of research
questions and discusses the followed methodology to answer them by means of
the conducted usability test.

3.1 Research Questions

The following research questions have been defined in order to cover all relevant
usability aspects of the evaluated components.

Q1 Does reliance on Java technology cause additional usability problems?

Q2 What are the main usability problems that have been encountered during
the installation of MOCCA Local and which user groups are especially
affected?

Q3 Once MOCCA Local is correctly installed, what are the main usability
problems that have been encountered during the usage of MOCCA Local
and which user groups are especially affected?

Q4 What are the main usability problems that have been encountered during
the usage of MOCCA Online and which user groups are especially affected?

Q5 Which MOCCA variant appears more secure and trustworthy to users and
are there significant differences between different user groups?

3.2 Test Method and Setup

To find answers to the predefined research questions, a thinking-aloud test has
been conducted. A Thinking-aloud test is an approved method to evaluate the
usability of software products or websites and has been discussed by Nielsen in
[12]. In a thinking-aloud test, test users are asked to carry out a set of well-
defined tasks with the software to be evaluated and to articulate their thoughts
during the test run. This way, users’ interactions with the software under test
can be observed and valuable user feedback can be collected. Since the users’
emotional state can also be of interest, test users are usually recorded with a
camera during the test.

Thinking-aloud tests typically consist of two phases. During the test phase,
test users are asked to carry out predefined tasks. In the subsequent analysis
phase, data recorded and collected during the test phase is analyzed in order to
identify common usability problems and to find answers to predefined research
questions.

We have used special software during both phases. During the test phase,
the used software assisted in recording and collecting relevant data by track-
ing test users’ mouse movements and keyboard inputs. Furthermore, the used
software has automatically related additionally recorded video and sound data
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to the tracked user inputs. During the test phase, additional user feedback has
been collected by means of different questionnaires and a conclusive interview.
Recorded user sessions and collected user feedback have been analyzed in the
subsequent analysis phase. Again, the used software has facilitated an efficient
analysis of the collected data sets and the application of statistical methods.

All tests have been carried out on an off-the-shelf PC with Microsoft Windows
7 operating system. Test users were asked to use the Microsoft Internet Explorer
8 Web browser. We have chosen this system configuration as it represents a
common OS/Web browser combination. To facilitate a systematic analysis of
the collected data and to ease comparisons between different test users, we did
not give test users the opportunity to choose their preferred operating system
or Web browser configuration.

3.3 Test Users and User Groups

In total, 20 test users participated in the conducted usability test. In order to
achieve convincing and sound results, test users have been chosen in a way that
they approximately form a representative sample of the Austrian society. All test
users have been asked to carry out the following three tasks using their personal
smart card based Citizen Card.

T1 Install MOCCA Local using a provided Java Web Start based installing
routine.

T2 Use MOCCA Local to carry out a given e-Government procedure including
identification and signature creation.

T3 Use MOCCA Online to carry out a given e-Government procedure including
identification and signature creation.

To avoid the influencing of results by learning effects, test users were split into
two groups. Group A was asked to carry out the tasks in the order given above
and hence started with installation and usage of MOCCA Local. Contrary, Group
B was asked to carry out task T3 first, followed by task T1 and task T2. Thus,
test users of Group B started with an evaluation of MOCCA Online first.

Both MOCCA Local and MOCCA Online require a current Java Runtime
Environment (JRE) to be installed on the client system. As we were also in-
terested in the usability of the Java installation process and its integration in
the evaluated MOCCA components, the test system was provided without an
installed JRE. Test users were requested to install the required JRE during the
test. Depending on their assigned group, Java had to be installed either during
the installation of MOCCA Local or during the first usage of MOCCA Online.
This way, we were able to compare the usability of the Java installation processes
of MOCCA Local and MOCCA Online.

The assignment of test users to Group A and Group B was completely ran-
dom. Additionally, all test users have been subdivided into different user groups
according to different characteristics. This way, we were able to assess the impact
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of given usability flaws on different user groups. The following table summarizes
user groups that have been analyzed separately. Details of the obtained results
are discussed in the next section.

Table 1. Test users have been classified according to four different characteristics

1D Description Users
Group ALL This group comprises all test users. 20
Group A Test users of this group started with the evalua- 10

tion of MOCCA Local.

Group B Test users of this group started with the evalua- 10
tion of MOCCA Online.

Group 30+ Test users of this group are more than 30 years 8

old.
Group 30- Test users of this group are 30 or less years old. 12
Group U Test users of this group have a university degree. 12
Group NU Test users of this group have no university degree. 8
Group T Test users of this group are technicians. 7
Group NT Test users of this group are no technicians. 13

4 Results

All results provided in this section have been obtained by analyzing data col-
lected during the usability test. The obtained results are presented in the fol-
lowing subsections.

4.1 Installation of the Java Runtime Environment

Both MOCCA Local and MOCCA Online represent Java based solutions. To an-
swer research question Q1, we assessed whether the given dependency on Java
raises additional usability issues. Both MOCCA Online and MOCCA Local au-
tomatically check for an installed JRE upon start-up. If no JRE can be detected,
MOCCA Local automatically redirects the user to the Java installation page pro-
vided by Oracle?. Similarly, MOCCA Online provides users an appropriate error
message containing a link to the Java installation page. Users have to follow this
link manually.

Surprisingly, it turned out that without exception all test users were basically
aware of Java. When being requested by MOCCA Local or MOCCA Online to
install a JRE, 95% of the test users started the Java installation process using
the provided link or button. Only 5% did not know what to do in this situation.

? http://www.java.com/en/download/
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After starting the Java installation process, 20% of all test users had problems
to successfully complete it. These users mostly successfully downloaded Java but
did not realize that the downloaded installer file had to be executed afterwards.
User group specific results are illustrated in Fig. 6 and show that the Java
installation process was especially problematic for older and non-graduate users.
As expected, also test users without technical background were more prone to
problems during the Java installation process. Interestingly, users of Group B,
i.e. users who had to install Java in the course of using MOCCA Online, had
more problems with the Java installation compared to users of Group A.
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Fig. 6. The installation of Java was Fig. 7. Especially users of Group NT
problematic especially for wusers of had problems to proceed after the
Group 30+, Group NU, and Group Java installation process
NT

After completion of the Java installation process, users had to manually restart
the Java Webstart based installation process of MOCCA Local or to manually
reload the Java Applet of MOCCA Online. It turned out that this was problem-
atic for 45% of all test users. The group specific results illustrated in Figure 7
show that especially technically inexperienced users had problems in this situa-
tion. This time, users of Group A were slightly more prone to usability problems.
Obviously, after completion of the Java installation process it was more intuitive
for users to manually reload the website containing the Java Applet of MOCCA
Online than to manually restart the installation procedure of MOCCA Local.

4.2 Installation of MOCCA Local

The installation of MOCCA Local is based on Java Webstart technology. Hence,
test users simply had to click a provided button on a website to start the in-
stallation process. This was intuitive for 95% of all test users. After completion
of the Java Webstart based installation process, a new Web-browser tab was
opened automatically. The website shown in this tab asked test users to install a
certificate into their Web browser?. The certificate to be installed was provided

3 This certificate is required to establish an appropriate trust status between the Web
browser and MOCCA Local.
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via a link. 20% of all test users just ignored this message and didn’t install the
certificate at all. Fig. 8 shows that this affected all user groups. 15% of all test
users downloaded the certificate but did not install it. Another 10% were not
able to complete the certificate installation process on their own.

The certificate to be installed was not recognized as trusted by the used Web
browser. Hence, a security warning was shown during the installation process.
35% of all test users felt irritated by this security warning and were not sure
whether to proceed with the installation process or not. Fig. 9 shows that again
there were only marginal differences between different user groups.

4.3 Card Reader Interaction

MOCCA Local and MOCCA Online support both smart card reader devices with
and without integrated PIN pads. Experience has shown that usually devices
with integrated PIN pad cause more usability problems. Thus, we have used a
Reiner SCT card reader device with integrated PIN pad during the conducted
usability test.

It turned out that 25% of all test users had problems to enter the PIN through
the integrated PIN pad correctly. In most cases, users didn’t realize that entered
PINs had to be confirmed using a green OK button. Fig. 10 shows that especially
graduated users had problems to enter the PIN correctly. Interestingly, test users
starting with the evaluation of MOCCA Local (Group A) were also more prone
to problems during the entering of PINs.

A significant learning effect could be observed. Test users, who ran into an
timeout because of not confirming the PIN entry by pressing the OK button,
did not make the same mistake twice. Already the second PIN entry could be
completed successfully by all test users.
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Fig. 10. Users of Group A had significantly more problems to enter the PIN correctly

4.4 Usage of MOCCA Local

In order to test the usability of MOCCA Local, test users were asked to carry out
a typical e-Government procedure using their Citizen Card and MOCCA Local.
This procedure comprised the reading of identification data from the user’s smart
card and the electronic signing of an application form.

Usually, when MOCCA Local is requested to access the locally connected
smart card, there is a short delay until MOCCA Local starts up its GUI. How-
ever, it turned out that only 5% of all test users were irritated by this delay.

The GUI basically serves two purposes. First, it allows users to enter secret
PINs if no card reader with integrated PIN pad is used. Furthermore, it allows
users to review the data that is about to be signed during a signature creation
process. Users can follow a link labeled “Signature Data” in order to open a
separate window that finally contains the data to be signed. Interestingly, the
conducted usability test revealed that only 40% of all test users were interested
in the provided signature data and followed the shown link to inspect them. All
other test users just completed the signature process without reviewing the data
to be signed. Fig. 11 shows that this affected all user groups. Interestingly, test
users with technical background showed most interest in the provided signature
data.

In general, all test users were able to carry out the e-Government procedure
using MOCCA Local. Severe usability issues did not arise. The usability, secu-
rity, and trustworthiness of MOCCA Local has also been attested by the test
users. Most of them perceived MOCCA Local as secure and trustworthy. Fig. 12
illustrates group specific results.

4.5 Usage of MOCCA Online

Similar to MOCCA Local, the usability of MOCCA Online has been evaluated
by requesting test users to carry out a typical e-Government procedure. Again,
this procedure comprised the reading of identity data from the user’s smart card
and the electronic signing of an application form.
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User reviews signature data

m User does not review signature data ® Agree = Neither agree nordisagree ® Disagree
Fig. 11. The majority of all test users Fig.12. Most users perceived
was not interested in the data to be MOCCA Local as secure and trust-
signed worthy

On the client system, a Java Applet represents the key component of MOCCA
Online. The Applet implements access to the locally connected smart card and
offers the user a GUIL Again, this GUI can be used to enter PINs (if a smart
card reader without integrated PIN pad is used) and to access and review data
to be signed. Compared to MOCCA Local, the Java Applet usually takes more
time to load and to provide the user with the GUI. In total, 20% of all test users
were irritated by the delay caused by the Applet loading process.

Since the used Java Applet requires access to local resources (i.e. the smart
card), the Applet needs to be signed. For the conducted usability test we used
a test instance of MOCCA Online that was signed with a test certificate only.
This certificate was not recognized to be trusted by the used Web browser.
Hence, during the loading of the Java Applet a security warning was shown.
35% of all test users were irritated by this security warning and considered to
cancel the loading process. Fig. 13 illustrates group specific results and shows
that especially non-graduated users were irritated by the displayed security
warning.

Similar to MOCCA Local, only a small percentage of all test users showed
interest in the provided signature data. 80% completed the electronic signing
process without verifying the data to be signed. Fig. 14 shows that escpecially
non-graduated test users were not interested in the data to be signed.

As shown in Fig. 15, the majority of all test users perceived MOCCA Online
as secure and trustworthy. Especially older and well-educated test users rated
the security and trustworthiness of MOCCA Online positively.
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5 Discussion

The conducted usability test yielded various interesting results. In this section
we interpret these results to answer the five predefined research questions. Fur-
thermore, we sum up the most relevant lessons learned and derive possible im-
provements for the evaluated CCS implementations.

To answer research question Q1, we can conclude that reliance on Java tech-
nology does not automatically lead to usability problems. All test users were
aware of Java and most of them were able to complete the Java installation
process successfully. Still, usability problems could be identified regarding the
integration of the Java installation process. After completion of the Java instal-
lation process, some users did not know how to proceed. This especially applied
to technically inexperienced users. In order to overcome this problem and to im-
prove the integration of the Java installation process, users should be provided
with more information and guidance during the installation process.

Regarding research question Q2, the conducted usability test revealed that
the Java Webstart based installation process of MOCCA Local does not cause
severe usability problems. Most users were able to install MOCCA Local without
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assistance. However, several users had problems with the subsequent certificate
installation that had to be carried out in the used Web browser. Again, this
problem can be overcome by providing users with more information and guidance
during the installation process. Additionally, used certificates should always be
chosen such that their trust status is recognized by common Web browsers.
Otherwise, displayed security warnings might irritate users and lead to an abort
of the certificate installation process.

The use of MOCCA Local turned out to be unproblematic for users. Minor
problems occurred only during the first PIN entry, when users did not know
that entered PINs had to be confirmed using the green OK button on the card
reader device. To avoid possible errors already during the first use of MOCCA
Local, users should be informed appropriately if a PIN confirmation is required.
It also turned out that most users did not verify provided signature data before
electronically signing them. To solve this issue, the link that has to be followed
in order to display the signature data should be placed more prominently in
the shown GUI window (cf. Fig.3). Despite these minor issues, we can answer
research question Q3 by concluding that MOCCA Local is usable for most users
without problems.

Similar results have been obtained for research question Q4. Evaluation of
MOCCA Online has shown that additional information about an expected con-
firmation of PIN entries could improve usability. Similar to MOCCA Local,
signature data to be signed was hardly ever reviewed by test users. A more
prominent placement and design of the shown link that leads to the signature
data (cf. Fig. 5) thus seems reasonable. The conducted usability test has also
shown that users are often irritated by displayed security warnings. Hence, it
should be guaranteed that the trust status of used signing certificate of the
MOCCA Applet is recognized by common Web browsers.

To answer research question Q5, we can conclude that both security and trust-
worthiness of MOCCA Local and MOCCA Online have been rated positively by
most test users. A direct comparison of the results obtained for MOCCA Local
and MOCCA Online shows that MOCCA Local has been rated slightly better
than MOCCA Online. Interestingly, older and graduated users rated both evalu-
ated CSS implementations better than younger and non-graduated users. Accord-
ing to the obtained results, technicians rated the security and trustworthiness of
MOCCA Local higher. For users without technical background MOCCA Online
appeared to be more secure and trustworthy. For both CCS implementations, it
turned out that the use of untrusted certificates significantly reduces the perceived
security and trustworthiness. Hence, it is crucial that CCS implementations rely
on certificates that are recognized as trusted by common Web browsers.

6 Conclusions

The conducted usability evaluation of MOCCA Local and MOCCA Online has
led to valuable findings. The obtained results show that both MOCCA Local and
MOCCA Online basically fulfill given usability requirements. Most test users
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were able to successfully install and use the evaluated components without as-
sistance.

Still, some minor usability problems could be identified. Provision of more
detailed information and improved guidance through installation routines will
probably solve most of the identified issues. Additionally, reliance on certificate
being recognized as trusted by common Web browsers is crucial for the perceived
security and trustworthiness of MOCCA Local and MOCCA Online.

All obtained results and findings will be incorporated in future releases of
the evaluated CCS implementations. This way, the conducted usability test will
contribute to the usability of MOCCA Local and MOCCA Online and will help
to improve the user acceptance of e-Government applications that rely on these
components.
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Zusammenfassung

Sicherheit ist eine zentrale Anforderung vieler E-Government-Ldsungen. Das nétige MaR an Sicher-
heit wird dabei in der Regel durch den Einsatz von Chipkarten, die an Biirgerinnen und Biirger ausge-
geben werden, erfiillt. Diese weisen jedoch eine Reihe von Nachteilen in Bezug auf Benutzerfreund-
lichkeit auf. VVor allem die Notwendigkeit eines Chipkartenlesegeréts stellte sich in der VVergangenheit
oft als Problem heraus. In Osterreich wurde aus diesem Grund vor einigen Jahren die Handy-Signatur
entwickelt, die eine Alternative zu chipkartenbasierten Ansétzen darstellt. Die Handy-Signatur erlaubt
oOsterreichischen Birgerinnen und Birgern eine sichere Authentifizierung an E-Government-
Anwendungen und die Erstellung qualifizierter elektronischer Signaturen.

Eine Erhdhung der Benutzerfreundlichkeit und in weiterer Folge eine Steigerung der Akzeptanz oster-
reichischer E-Government-Ldsungen war ein zentrales Motiv fur die Entwicklung der Handy-
Signatur. Im Rahmen einer Usability-Studie wurde Gberprift, ob dieses Ziel erreicht werden konnte.
Zwanzig Testpersonen wurden dazu gebeten, einige typische Abléufe sowohl mit der Handy-Signatur,
als auch mit chipkartenbasierten Ldsungen durchzufiihren. Die erhaltenen Ergebnisse zeigen, dass die
Handy-Signatur in Bezug auf Benutzerfreundlichkeit und Akzeptanz chipkartenbasierten Ansétzen
durchwegs Uberlegen ist und von einem Grof3teil der Testpersonen positiv bewertet wurde. Die durch-
geflihrte Usability-Analyse zeigte damit, dass die Osterreichische Handy-Signatur sowohl gegebene
Sicherheitsanforderungen erfiillt, als auch ein entsprechendes MaR an Benutzerfreundlichkeit und Ak-
zeptanz gewabhrleistet.

1 Einleitung

Sicherheit spielt in E-Government-Anwendungen eine zentrale Rolle. Der Schutz persénlicher
Daten, die im Rahmen von E-Government-Verfahren (bertragen und verarbeitet werden,
muss jederzeit hdchste Prioritat haben. Zur geeigneten Absicherung von E-Government-
Verfahren kommen daher in der Regel erprobte kryptographische Methoden zur Anwendung.
Um Biirgerinnen und Birger geeignet lber das Internet authentifizieren zu kdnnen — pass-
wortbasierte Verfahren bieten bekanntenmaRen im Allgemeinen kein ausreichendes Sicher-
heitsniveau — kommen h&ufig Hardware-Token, die die Implementierung von Zwei-Faktor-
Authentifizierungen ermdglichen, zum Einsatz. In den meisten européischen Landern sind fir
diesen Zweck Chipkarten das Mittel der Wahl.

Die Integration dieser Hardware-Token in zumeist webbasierte E-Government-Anwendungen
stellt Diensteanbieter immer wieder vor Herausforderungen. VVor allem wenn zusétzliche An-
forderungen wie Plattform- oder Browserunabhangigkeit die Implementierungsalternativen
einschranken, miissen zur Integration von Hardware-Token in E-Government-Anwendungen

N. N * N. N (Hrsg.) - DACH Security 2012 - syssec (2012) pp-pp.
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mitunter komplexe Losungswege beschritten werden. In vielen Féllen werden Hardware-
Token Uber entsprechende Middleware-L&sungen in bestehende E-Government-Verfahren in-
tegriert. Dieser Ansatz wird unter anderem in Osterreich verfolgt und konnte sich aus rein
funktionaler Sicht bereits seit vielen Jahren bewéhren.

Die osterreichische E-Government-Strategie sieht eine groRtmdgliche Flexibilitat in Bezug
auf die zu verwendenden Technologien vor. Als gemeinsame Basis dient die Birgerkarten-
Spezifikation [BURG12], die abstrakte Anforderungen an zu verwendende Hardware-Token
definiert, jedoch keine Einschrankungen beziiglich derer Umsetzung macht. Durch diese Fle-
xibilitét entstand in den letzten Jahren in Osterreich ein Okosystem an unterschiedlichen Lo-
sungen. So konnen osterreichische Birgerinnen und Blrger neben verschiedenen Chipkarten
auch ihre Mobiltelefone verwenden, um sich sicher an E-Government-Anwendungen zu au-
thentifizieren und um qualifizierte elektronische Signaturen gema EU Signaturrichtlinie zu
erstellen.

Bei der Entwicklung all dieser Lésungen hatte verstandlicherweise die Erfullung gegebener
Sicherheitsanforderungen oberste Prioritdt. Fir den Erfolg und die Akzeptanz von IT-
Lésungen im Allgemeinen und E-Government-Ldsungen im Speziellen spielt neben der Si-
cherheit jedoch auch die Benutzerfreundlichkeit eine entscheidende Rolle. Diese wurde in
Vergangenheit jedoch oft nur am Rande beachtet und im Design- und Entwicklungsprozess
verschiedenster E-Government-Ldsungen nicht geeignet beruicksichtigt.

Vor allem die Verwendung von Mobiltelefonen anstelle von Chipkarten als Hardware-Token
scheint jedoch ein vielversprechender Schritt in Richtung einer verbesserten Benutzerfreund-
lichkeit zu sein, entféllt bei der Verwendung von Mobiltelefonen doch die Notwendigkeit ei-
nes Chipkartenlesegerats. Eine genaue Untersuchung der Benutzerfreundlichkeit und Akzep-
tanz der auf Mobiltelefonen beruhenden Ldsung im Vergleich zu etablierten chipkartenbasier-
ten Losungen wurde bisher jedoch in Osterreich noch nicht durchgefiihrt.

Um diese Liicke zu schlieBen, wurde im Rahmen einer Usability-Analyse die Benutzerfreund-
lichkeit und Akzeptanz chipkartenbasierter und mobiltelefonbasierter E-Government-
Losungen in Osterreich verglichen. Dieser Artikel stellt die evaluierten Komponenten vor, be-
schreibt Design und Durchfiihrung des zur Evaluierung angewendeten Usability-Tests und
diskutiert schlieBlich im Detail die erhaltenen Resultate.

2 Biurgerkarten-Implementierungen

Die Biirgerkarte ist die zentrale Grundlage aller E-Government-Lésungen in Osterreich und
erflllt prinzipiell zwei Aufgaben. Mit der Birgerkarte kdnnen sich dsterreichische Birgerin-
nen und Burger einerseits sicher tber das Internet an E-Government-Applikationen authenti-
fizieren und andererseits qualifizierte elektronische Signaturen erstellen. Die Biirgerkarte fun-
giert damit als sichere Signaturerstellungseinheit und ist in der Lage, sdmtliche Anforderun-
gen der Signaturrichtlinie der Europdischen Union fur die Erstellung qualifizierter Signaturen
[EuPa99] zu erfillen.

Obwohl der Begriff Birgerkarte die Verwendung von Chipkarten zu suggerieren scheint, ist
das Konzept der dsterreichischen Burgerkarte tatsachlich weitgehend technologieneutral und
erlaubt grundsatzlich verschiedene Implementierungsvarianten. Aktuell kénnen in Osterreich
sowohl Chipkarten als auch Mobiltelefone als Biirgerkarte verwendet werden. Die Unterstiit-
zung verschiedener Implementierungen ist aus Sicht der Biirgerinnen und Blrger durchaus
vorteilhaft, konnen diese doch die von ihnen préferierte Implementierungsvariante wéhlen.
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Aus Sicht von Dienstanbietern kann sich daraus jedoch ein betréchtlicher Mehraufwand erge-
ben, da mehrere verschiedene Birgerkarten-Implementierungen (Chipkarten, Mobiltelefone,
etc.) unterstiitzt werden missen.

Um die Komplexitat in Grenzen zu halten, wurde fiir das 6sterreichische Biirgerkartenkonzept
ein middlewarebasierter Ansatz vorgesehen. Zentrales Element der gewéhlten Architektur ist
der sogenannte Security Layer, der in [LeHP02] vorgestellt und diskutiert wurde. Der Security
Layer ist eine abstrakte XML-basierte Schnittstelle zwischen E-Government-Applikationen
und verschiedenen Biirgerkarten-Implementierungen. Applikationen kénnen (ber diese abs-
trakte Schnittstelle auf Birgerkartenfunktionalitdt (Authentifizierung, Signatur, etc.) zugrei-
fen, ohne Uber Implementierungsdetails der verwendeten Burgerkarte Bescheid wissen zu
mussen.

Da in der Regel weder Chipkarten noch Mobiltelefone in der Lage sind, eine XML-basierte
Schnittstelle zu implementieren, bedarf es einer Middlewarekomponente, die diese Aufgabe
Ubernimmt. Gemal? der Nomenklatur des Osterreichischen E-Governments wird diese Midd-
lewarekomponente Biirgerkartenumgebung (BKU) genannt. Abb. 1 zeigt das prinzipielle Zu-
sammenspiel von Security Layer und Birgerkartenumgebung. Durch die offene Spezifikation
der Security Layer Schnittstelle gibt es in Osterreich aktuell mehrere verschiedene Biirgerkar-
tenumgebungen (d.h. Middleware-Implementierungen) [MOWS12][TrDB12]. Auch hier kdn-
nen Birgerinnen und Burger die von ihnen préferierte Losung wéhlen. Jene BKUs, deren Be-
nutzerfreundlichkeit in weiterer Folge naher untersucht werden soll, werden in den folgenden
Unterabschnitten ausfiihrlicher vorgestellt.

( Applikation A J ( Applikation B J

( Security Layer (SL) J
[ Burgerkartenumgebung (BKU) ]
ecard

Abb. 1. Die Birgerkartenumgebung implementiert die Security Layer Schnittstelle und fungiert als Middleware zwischen
Applikationen und Biirgerkarten-lmplementierungen.

2.1 MOCCA Lokal

Die Integration von Chipkarten in (zumeist webbasierte) E-Government-Applikationen ist ei-
ne nicht-triviale Aufgabe. Nahezu alle verfligbaren Biirgerkartenumgebungen verfolgen zur
Lésung dieses Problems einen sogenannten lokalen Ansatz. Bei diesem muss am lokalen Sys-
tem der Burgerin bzw. des Birgers eine Software installiert werden, die in der Lage ist, mit
der lokal am System der Benutzerin bzw. des Benutzers vorhandenen Chipkarte (z.B. tiber das
PC/SC-Protokoll) zu kommunizieren. Die Software stellt auBerdem das Security Layer Inter-
face uber einen lokalen Netzwerk-Port zur Verfiigung. Webbasierte E-Government Applikati-
onen kdnnen damit auf dieses Interface und in weiterer Folge auf die Biirgerkarte einfach tiber
den Web-Browser der Benutzerin bzw. des Benutzers zugreifen. Abb. 2 zeigt den prinzipiel-
len Aufbau von BKUSs, die dem lokalen Ansatz folgen.
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Web Browser

E-Government
Security Layer Web-Applikation

ecard pC/sC

Burgerkarte
Abb. 2. Der lokale Ansatz beruht auf Software, die am lokalen System installiert werden muss.

Aktuell ist in Osterreich eine Reihe von BKUs, die dem lokalen Ansatz folgen, verfiigbar
(z.B. [TrDB12]). MOCCA Lokal [MOWS12] ist jedoch derzeit die einzige Ldsung, die als
Open Source zur Verfigung steht. MOCCA Lokal wurde im Rahmen des MOCCA Projekts
[MOCCI12] entwickelt und stellt derzeit eine der meistverwendeten BKUs flir den Zugriff auf
chipkartenbasierte Birgerkarten-Implementierungen dar.

2.2 MOCCA Online

Wahrend der im vorherigen Abschnitt beschriebene lokale Ansatz durchaus zuverléssig funk-
tioniert, ergeben sich fiir diesen diverse Méangel in Bezug auf die Benutzerfreundlichkeit. Vor
allem die Notwendigkeit der Installation einer lokalen Softwarekomponente erwies sich in der
Praxis in vielen Fallen vor allem fir wenig erfahrene Computerbenutzerinnen und Benutzer
als problematisch. Um diesem Problem entgegenzuwirken, wurde im Rahmen des oben er-
wahnten MOCCA-Projekts eine installationsfreie BKU-Alternative namens MOCCA Online
entwickelt.

MOCCA Online wurde in [CeOB10] bereits ausfiihrlich vorgestellt und diskutiert. Der prin-
zipielle Aufbau von MOCCA Online ist in Abb. 3 dargestellt. MOCCA Online besteht aus ei-
ner zentralen Server-Komponente und einem lokal im Web-Browser der Birgerin bzw. des
Birgers gestarteten Java Applets. Die zentrale MOCCA-Komponente implementiert das
Security Layer Interface. Das am lokalen System laufende Java Applet ist hingegen fir den
Zugriff auf die Chipkarte am lokalen System verantwortlich. Die beiden Komponenten kom-
munizieren Uber ein internes, proprietéres Interface.

MOCCA
:
E-Governmen
Web Browser ; oo ? i e
Security Layer, Applikation
Proprietédres
Interface
MOCCA Online -

Server Komponente

Burgerkarte
Abb. 3. MOCCA Online beruht auf einer verteilten Architektur bestehend aus einer zentralen Server-Komponente und einem
lokalen Java Applet.
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Durch die Auslagerung eines Teils der BKU-Funktionalitat auf eine zentrale Komponente und
die Verwendung eines Java Applets ist bei diesem Ansatz auf dem lokalen Systems der Blir-
gerin bzw. des Burgers keinerlei Softwareinstallation nétig. Die einzige Anforderung an das
lokale System ist eine entsprechend aktuelle Java Laufzeitumgebung zur Ausfiihrung des Java
Applets.

2.3 Osterreichische Handy-Signatur

Fur chipkartenbasierte Burgerkarten-Implementierungen konnte durch MOCCA Online be-
reits eine signifikante Verbesserung der Usability erreicht werden. Generell bergen chipkar-
tenbasierte Ansétze jedoch das Problem, dass Biirgerinnen und Birger ber ein entsprechen-
des Chipkartenlesegerét verfiigen missen. Die Erfahrung zeigte, dass dies in der Praxis oft ei-
ne ernstzunehmende Hurde darstellte.

Um dieses Problem zu umgehen, wurde in Osterreich die Handy-Signatur als Alternative zu
chipkartenbasierten Biirgerkarten-Implementierungen entwickelt. Die Handy-Signatur wurde
in [OrCK10] vorgestellt und diskutiert. Der prinzipielle Aufbau der Handy-Signatur ist in
Abb. 4 dargestellt. Kernkomponente der Handy-Signatur ist das zentrale Handy-Signatur Ser-
vice. Dieses stellt dhnlich wie MOCCA Online die Security Layer-Schnittstelle zur Verfi-
gung, Uber die E-Government-Applikationen Zugriff auf die Burgerkartenfunktionalitat erlan-
gen konnen. Im Gegensatz zu MOCCA Online werden bei der Handy-Signatur alle Schliissel
und Zertifikate zentral vom Handy-Signatur Service sicher in einem HSM gehalten. Fir einen
Zugriff auf diese Daten bedarf es einer entsprechenden Autorisierung der Birgerin bzw. des
Burgers. Dazu muss in einem ersten Schritt ein geheimes Passwort zusammen mit der Mobil-
telefonnummer (ber ein abgesichertes Web-Formular an das Handy-Signatur Service ibermit-
telt werden. Konnte dieses Passwort positiv verifiziert werden, wird ein zeitlich begrenzt gil-
tiges Einmalpasswort (TAN) an das Mobiltelefon der Birgerin bzw. des Biirgers gesendet.
Zur endgltigen Autorisierung des Zugriffs auf die Burgerkartenfunktionalitdt muss dieses
Einmalpasswort tiber das Web-Formular ebenfalls an das Handy-Signatur Service Ubermittelt

werden.
*/’V—\—IEE//"
Web Browser “
E-Government
Security Layer, Applikation
Formular

TAN

Handy-Signatur
Service

Abb. 4. Die Handy-Signatur sieht eine zentrale Signaturerstellung in einem serverseitigen HSM vor.

Wie bei chipkartenbasierten Ldosungen implementiert auch die Handy-Signatur eine Zwei-
Faktor-Authentifizierung. Die Sicherheit dieses Verfahrens ist damit vergleichbar zu jener
von chipkartenbasierten Ansétzen. Eine ausfuhrliche Diskussion der Sicherheit der Osterrei-
chischen Handy-Signatur und ein Vergleich zu anderen mobilen Signaturerstellungsvarianten
kann unter anderem in [ZeTL11] nachgelesen werden.
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Die Handy-Signatur funktioniert unabhéngig von chipkartenbasierten Lésungen. Osterreichi-
sche Burgerinnen und Birger kdnnen daher die Handy-Signatur und alternative chipkartenba-
sierte Losungen parallel verwenden. Personen, die bereits iber eine giltige chipkartenbasierte
Burgerkarte verfiigen, kénnen diese zudem verwenden, um die Birgerkartenfunktionalitat auf
ihrem Mobiltelefon Uber ein entsprechendes Web-Portal freischalten zu lassen. Das Aufsu-
chen einer Registrierungsstelle ist in diesem Fall nicht mehr nétig.

3 Test-Design

Alle drei in Abschnitt 2 vorgestellten Birgerkarten-Implementierungen (bzw. BKU-
Implementierungen) kommen in Osterreich regelmaBig zur Anwendung. Wahrend der Fokus
im Rahmen der Entwicklung dieser Komponenten hauptsachlich auf Funktionalitat und Si-
cherheit lag, wurde Aspekten der Benutzerfreundlichkeit oft zu wenig Aufmerksamkeit zuteil.
Im Rahmen einer umfangreichen Usability-Analyse wurde diesem Umstand Rechnung getra-
gen und die Benutzerfreundlichkeit der in Abschnitt 2 beschriebenen Komponenten (MOCCA
Lokal, MOCCA Online, Handy-Signatur) evaluiert. Dazu wurde ein Thinking-Aloud-Test
[BoRa99] mit insgesamt zwanzig Testbenutzern durchgefiihrt. Durch diesen Test sollte vor al-
lem festgestellt werden, ob die Handy-Signatur gegeniiber chipkartenbasierten Ldsungen aus
Sicht von Benutzerinnen und Benutzern signifikante Vorteile aufweist. Das gewahlte Test-
Design, sowie Details zu dessen Umsetzung werden in diesem Abschnitt diskutiert.

3.1 Fragestellungen

Zur Sicherstellung einer strukturierten VVorgehensweise wurden in einem ersten Schritt spezi-
fische Fragestellungen definiert. Ziel der durchgefiihrten Usability-Analyse war es, geeignete
Antworten auf die im Folgenden angefiihrten Fragestellungen zu finden.

e Wie wird die Benutzerfreundlichkeit der Aktivierung der Handy-Signatur aus Sicht
der Benutzerinnen und Benutzer wahrgenommen?

o Wie wird die Benutzerfreundlichkeit der Verwendung der Handy-Signatur aus Sicht
der Benutzerinnen und Benutzer wahrgenommen?

o Welche Birgerkarten-Implementierung wird von Benutzerinnen und Benutzern gene-
rell bevorzugt?

e Wie wird die Sicherheit und Vertrauenswirdigkeit der einzelnen Biirgerkarten-
Implementierungen durch Benutzerinnen und Benutzer bewertet?

Die durch die durchgefiihrte Usability-Evaluierung erhaltenen Antworten zu diesen Fragestel-
lungen werden in Abschnitt 4 dieses Artikels ausfuhrlich diskutiert.

3.2 Testmethode und Setup

Die Benutzerfreundlichkeit der evaluierten Komponenten wurde im Rahmen eines Thinking-
Aloud-Tests untersucht. Bei einem Thinking-Aloud-Test werden Benutzerinnen und Benutzer
gebeten, eine Reihe von praktischen Aufgaben durchzufiihren. Die Téatigkeiten der Testperso-
nen werden dabei beobachtet und mit technischen Hilfsmitteln aufgezeichnet. Dadurch kon-
nen in einem folgenden Analyseschritt auffallige Verhaltensweisen im Umgang mit den zu
evaluierenden Komponenten analysiert und das Verhalten verschiedener Testpersonen vergli-
chen werden.

109



Usability-Evaluierung der osterreichischen Handy-Signatur 7

Im Rahmen des durchgefiihrten Usability-Tests kam eine spezielle Software zum Einsatz?.
Diese erlaubte die Aufzeichnung samtlicher Benutzereingaben und ermdglichte zudem die
Aufnahme der von den Testpersonen wahrend des Tests getatigten AuRerungen. Zusétzlich
wurde das Gesicht der Testpersonen aufgezeichnet, um etwaige Stimmungsschwankungen
Uber deren Mimik ablesen und analysieren zu kénnen. Die eingesetzte Software ermdglichte
eine strukturierte Aufzeichnung und Speicherung der gesammelten Daten und bot zudem Un-
terstiitzung bei deren nachfolgenden Auswertung.

Die Aufzeichnung der Benutzerinteraktion ermdglichte eine objektive Analyse verschiedener
Aspekte der evaluierten Komponenten. Dar(iber hinaus war jedoch auch der subjektive Ein-
druck der Testpersonen, den diese von den untersuchten Komponenten hatten, von Interesse.
Um diesen festhalten zu kénnen, wurden alle Testpersonen gebeten, nach Durchfiihrung der
einzelnen ihnen gestellten Aufgaben die verwendeten Komponenten uber einen Fragebogen
zu bewerten. Zusétzlich wurden alle Testpersonen im Rahmen eines abschlieRenden Inter-
views gebeten, personliche Eindrucke und Préferenzen zu artikulieren.

Nach Abschluss des Thinking-Aloud-Tests wurden die gesammelten Daten analysiert und
entsprechend statistisch aufbereitet. Dadurch war es schlussendlich mdglich die zu Beginn der
Usability-Uberpriifung definierten Fragestellungen zu beantworten und somit wertvolle Er-
kenntnisse in Bezug auf die Benutzerfreundlichkeit der evaluierten Komponenten zu gewin-
nen.

3.3 Aufgabenstellungen

Um bestmdgliche Antworten auf die definierten Fragen zu erhalten, wurden die im Rahmen
des Thinking-Aloud-Tests durchzufiihrenden Aufgaben auf die gegebenen Fragestellungen
zugeschnitten. Aus den gegebenen Fragestellungen wurden daher folgende Aufgaben gene-
riert und den Testpersonen zur Ausfiihrung vorgelegt.

e Fihren Sie ein gegebenes E-Government-Verfahren unter Verwendung ihrer chipkar-
tenbasierten Biirgerkarte und MOCCA Lokal durch!

e Fhren Sie ein gegebenes E-Government-Verfahren unter Verwendung ihrer chipkar-
tenbasierten Burgerkarte und MOCCA Online durch!
Aktivieren Sie die Handy-Signatur mit Hilfe Ihrer chipkartenbasierten Birgerkarte!

e Fuhren Sie ein gegebenes E-Government-Verfahren unter Verwendung der Handy-
Signatur durch!

Um etwaige Verfalschungen der Resultate, die sich durch Lerneffekte ergeben héatten kénnen,
zu verhindern, wurden die oben genannten Aufgaben teilweise in unterschiedlicher Reihen-
folge ausgefiihrt. Dadurch konnte die Auswirkung von Lerneffekten groRtenteils ausgeglichen
und die Gultigkeit und Aussagekraft der erhaltenen Resultate verbessert werden.

3.4 Testpersonen

Zur Evaluierung der Benutzerfreundlichkeit der verschiedenen 6sterreichischen Biirgerkarten-
Implementierungen wurde der Thinking-Aloud-Test mit insgesamt zwanzig Testpersonen

1 Fir die Durchfiihrung der Tests wurden die Softwareprodukte Morae® Recorder, Morae® Observer und Mo-
rae® Manager der Firma TechSmith® verwendet. Weitere Informationen zu diesen Softwareldésungen finden
sich unter http://www.techsmith.com/morae.html.
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durchgefiihrt. Bei der Auswahl der Testkandidatinnen und Testkandidaten wurde darauf ge-
achtet, die Osterreichische Bevolkerung moglichst genau abzubilden. Es wurden daher Perso-
nen unterschiedlichen Alters und mit verschiedenem Bildungsniveau zur Teilnahme eingela-
den. Ebenso wurde darauf geachtet, dass auch technisch wenig versierte Birgerinnen und
Birger an diesem Usability-Test teilnahmen.

Die folgenden Abbildungen zeigen die Verteilung der an dem Usability-Test teilnehmenden
Testpersonen in Bezug auf Alter, Ausbildungsniveau und technischem Vorwissen. Die perso-
nenbezogenen Daten wurden fiir jede Testkandidatin bzw. jeden Testkandidaten vor Durch-
fiihrung des Tests im Rahmen eines Einfiihrungsgesprachs erhoben. Wie aus den Abbildun-
gen ersichtlich ist, konnte fir jede Kategorie eine entsprechend ausgewogene Verteilung er-
reicht werden.

Nicht-
Akademiker

Alter 30- I 40%

-

Abb. 5: Altersverteilung der teilnehmenden Testpersonen.  Abb. 6: Ausbildungsniveau der teilnehmenden Testpersonen.
Nicht-

Techniker
\ 65% '

Abb. 7: Technisches Vorwissen der teilnehmenden Testpersonen.

4 Resultate

Ziel des durchgefuhrten Usability-Tests war die Evaluierung der Benutzerfreundlichkeit und
Akzeptanz der Osterreichischen E-Government-Komponenten MOCCA Lokal, MOCCA On-
line und Handy-Signatur. Dadurch sollte Gberprift werden, ob durch die chipkartenlose mobi-
le Alternative die Akzeptanz von E-Government-Applikationen generell entscheidend erhdht
werden kann. In diesem Abschnitt werden die erhaltenen Resultate des durchgefihrten Usabi-
lity-Tests préasentiert und diskutiert. Die folgenden vier Unterabschnitte geben dabei Antwor-
ten auf die vier zu Beginn des Usability-Tests festgelegten Fragestellungen.

4.1 Aktivierung der Handy-Signatur
Bevor die osterreichische Handy-Signatur als Alternative zu chipkartenbasierten Lésungen verwendet werden kann,
muss diese flr das Mobiltelefon der Burgerin bzw. des Biirgers aktiviert werden. Die Aktivierung kann in eigens da-
fur vorgesehenen Registrierungsstellen oder unter Verwendung einer chipkartenbasierten Biirgerkarte von der Bur-
gerin bzw. dem Burger selbst vorgenommen werden. Die Benutzerfreundlichkeit letzterer Variante wurde im Rah-
men des Usability-Tests Uberprift.
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Abb. 8 zeigt, dass die Aktivierung der Handy-Signatur von den Testpersonen durchwegs posi-
tiv bewertet wurde. Der Aktivierungsvorgang konnte in allen abgefragten Kategorien gute bis
sehr gute Ergebnisse erreichen. Insgesamt kann festgehalten werden, dass die Aktivierung der
Handy-Signatur von beinahe allen Testpersonen selbststdndig und problemlos durchgefiihrt
werden konnte und diesbeziglich keine groben Méngel festgestellt werden konnten.

intuitiv I‘ nicht intuitiv
vertrauenswirdig suspekt
postiv ‘{ negativ
bersichtlich 1 uniibersichtlich
nicht frustrierend \ frustrierend
vertraut ungewohnt
schnell I/ langsam
einfach ——— T T T T T  kompliziert

1 2 3 4 5 6 7 8

Abb. 8: Die Aktivierung der Handy-Signatur wurde von allen Testpersonen positiv bewertet.

4.2 Verwendung der Handy-Signatur

Die wohl interessanteste Frage, die im Rahmen des Usability-Tests untersucht wurde, betraf
die Verwendung der Handy-Signatur und deren Abschneiden im Vergleich zu chipkartenba-
sierten Birgerkarten-Implementierungen. Die Testpersonen wurden aufgefordert, ein typi-
sches E-Government-Verfahren sowohl mit einer chipkartenbasierten Birgerkarte (unter
Verwendung von MOCCA Lokal und MOCCA Online), als auch mit der Handy-Signatur
durchzufithren und danach verschiedene Aspekte der Benutzerfreundlichkeit zu bewerten.
Abb. 9 zeigt die erhaltenen Resultate.

intuitiv — nicht intuitiv
vertrauenswiirdig - suspekt
postiv  ———4¢- negativ

Gbersichtlich uniibersichtlich

frustrierend

nicht frustrierend

vertraut ungewohnt
schnell langsam
einfach T T T T 1 kompliziert
1 2 3 4 5 6 7 8
--------- MOCCA Lokal — - — MOCCA Online —— Handy-Signatur

Abb. 9. Die Handy-Signatur wurde in fast allen Aspekten positiver bewertet als chipkartenbasierte Ldsungen.

Die Handy-Signatur wurde im Vergleich zu chipkartenbasierten Lésungen in fast allen Kate-
gorien positiver bewertet. Diese Beobachtung gilt unabhangig von der verwendeten Biirger-
kartenumgebung bei der Verwendung von Chipkarten. Einzig in der Kategorie Einfachheit
konnte sich MOCCA Lokal knapp gegentiber der Handy-Signatur durchsetzen.

4.3 Bevorzugte Implementierung

Nach Abschluss der Tests wurden alle Testpersonen gefragt, welche Birgerkarten-
Implementierung (Chipkarte oder Handy-Signatur) bzw. welche BKU (MOCCA Lokal,
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MOCCA Online, etc.) sie im Rahmen einer zukiinftigen privaten Nutzung der Biirgerkarte
bevorzugen wirden. Auch hier ging die Handy-Signatur als Klarer Sieger hervor. Abb. 10 il-
lustriert die erhaltenen Resultate im Detail.

MOCCA
Lokal
15%

Weder noch
10%

MOCCA
Online
20%

Handy-
Signatur
55%

Abb. 10. Mehr als die Hélfte aller Testpersonen wiirde die Handy-Signatur im Rahmen einer zukiinftigen privaten Verwen-
dung der Biirgerkarte bevorzugen.

Wie erwartet erreichte MOCCA Online etwas besserer Werte als MOCCA Lokal. Hier wurde
von den Testpersonen unter anderem der Umstand gewdrdigt, dass MOCCA Online im Ge-
gensatz zu MOCCA Lokal keiner Softwareinstallation bedarf. Sowohl MOCCA Online als
auch MOCCA Lokal liegen jedoch deutlich hinter der Handy-Signatur zuriick, die insgesamt
55% der Testbenutzerinnen und Benutzer (iberzeugen konnte.

Weder MOCCA d
noch Lokal we Er MOCCA
noci Lokal
0% 9% MOCCA 25%
Online

8%

-5%

Handy-
Signatur
Handy- 13% MOCCA
Signatur
Online

9
83% 37%

Abb. 11. Linkes Diagramm: Bei unter 30-jahrigen Testpersonen konnte sich die Handy-Signatur klar durchsetzen.
Rechtes Diagramm: Bei &lteren Testpersonen wurden chipkartenbasierte Losungen klar bevorzugt (rechts).

Eine getrennte Betrachtung der Resultate &lterer und jlingerer Testpersonen fiihrte zu Giberra-
schend deutlichen Ergebnissen. Abb. 11 zeigt, dass die Handy-Signatur offenbar vor allem bei
Benutzerinnen und Benutzern, die jinger als 30 Jahre sind, auRerordentlich beliebt ist. Bei &l-
teren Testpersonen konnten sich in dieser Frage hingegen chipkartenbasierte Ansétze
(MOCCA Lokal und MOCCA Online) durchsetzen. Auch in dieser Gruppe behielt MOCCA
Online Klar die Oberhand gegenuber MOCCA Lokal.

4.4 Sicherheit und Vertrauenswurdigkeit

Aus Sicht von Dienstanbietern und Applikationsbetreibern ist auch das MaR an Sicherheit und
Vertrauenswirdigkeit, das Benutzerinnen und Benutzer den verwendeten Lésungen attestie-
ren, von Interesse. Alle Testpersonen wurden daher nach Absolvierung der ihnen gestellten

113



Usability-Evaluierung der osterreichischen Handy-Signatur 11

Aufgaben gefragt, ob sie die verwendeten Birgerkarten-Implementierungen und Software-
komponenten als sicher und vertrauenswirdig einstufen wiirden.

60%
40%

20%

Handy-Signatur
MOCCA Online
MOCCA Lokal

0%

ja, auf

. eherja
jeden Fall

vielleicht .
eher nein .
nein, auf

keinen Fall

Abb. 12. Testbenutzerinnen und Testbenutzer hatten das Gefiihl, dass alle Versionen der Biirgerkartenumgebungen eher ver-
trauenswiirdig sind.

Die in Abb. 12 dargestellten Ergebnisse zeigen, dass generell allen evaluierten Implementie-
rungen ein entsprechendes Mal an Sicherheit und Vertrauenswirdigkeit attestiert wurde.
Auch bei dieser Frage konnte sich die Handy-Signatur schlussendlich gegentber chipkarten-
basierten Ldsungen durchsetzen. Die Unterschiede waren hier jedoch nicht so signifikant wie
bei den zuvor diskutierten Fragestellungen.

5 Fazit

Seit der Vorstellung des Konzepts der Biirgerkarte in Osterreich wurden betrachtliche Res-
sourcen in die Entwicklung entsprechender Implementierungen investiert. Erste Varianten lo-
kaler Birgerkartenumgebungen fur chipkartenbasierte Burgerkarten-Implementierungen
konnten funktionale Anforderungen erfiillen, waren jedoch oft nicht in der Lage, ein geeigne-
tes MaR an Benutzerfreundlichkeit zu bieten. Die nachfolgende Entwicklung von MOCCA
Online konnte einige dieser Nachteile beseitigen, beruhte jedoch ebenfalls noch auf der Chip-
kartentechnologie. Die &sterreichische Handy-Signatur reprasentiert die aktuelle Stufe der
Entwicklung, in der erstmals eine vollstandige Alternative zu chipkartenbasierten Lésungen
geboten wird.

Die durchgefiihrte Usability-Analyse zeigte, dass der eingeschlagene Weg stimmt. In den
meisten evaluierten Punkten konnte sich MOCCA Online gegeniiber der lokalen BKU-
Implementierung durchsetzen. Die Abkehr vom lokalen Ansatz und die Entwicklung einer in-
stallationsfreien BKU-Alternative fiir chipkartenbasierte Birgerkarten-Implementierungen
kann im Nachhinein daher als richtige Entscheidung bewertet werden.

Noch deutlicher fiel das Ergebnis der Evaluierung der Benutzerfreundlichkeit in Bezug auf
die Handy-Signatur aus. Diese konnte in allen untersuchten Punkten die ebenfalls evaluierten
chipkartenbasierten Ldsungen Kklar Gbertreffen. Sowohl in puncto Benutzerfreundlichkeit, als
auch in Bezug auf die Akzeptanz ging die Handy-Signatur jeweils als klarer Sieger hervor.
Die Entscheidung, eine mobile Alternative zu chipkartenbasierten Burgerkarten-
Implementierungen zu entwickeln stellte sich damit im Nachhinein als richtig heraus.

Die erhaltenen Resultate der durchgefiihrten Usability-Analyse decken sich groftenteils mit
den Erfahrungen des Alltags. Diese zeigen, dass die Handy-Signatur in der dsterreichischen
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Bevolkerung im Vergleich zu chipkartenbasierten Lsungen eine breitere Akzeptanz findet.
Die 0sterreichische Handy-Signatur scheint damit in der Lage zu sein, den Spagat zwischen
strikten Sicherheitsanforderungen und einem addquaten Level an Benutzerfreundlichkeit zur
Zufriedenheit der der dsterreichischen Bevdlkerung zu meistern.
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ABSTRACT

Usability and security are crucial requirements of e-Government applications. Security requirements are typically met by
approved cryptographic methods such as qualified electronic signatures. These methods usually rely on integration of
cryptographic hardware tokens such as smart cards or mobile phones. Integration of these tokens into e-Government
applications introduces additional complexity and often affects the usability of these solutions. To date, research on
usability in e-Government has primarily focused on the evaluation of e-Government websites. Usability issues raised by
the integration of cryptographic hardware tokens into e-Government applications have not been considered in detail so
far. We filled this gap by conducting a usability analysis of three core components of the Austrian e-Government
infrastructure. The evaluated components act as middleware and facilitate integration of cryptographic hardware tokens
into e-Government applications. We have tested the usability and perceived security of these middleware components by
means of a thinking-aloud test. This paper introduces the evaluated components, discusses the followed methodology of
the conducted usability test, and presents obtained results.

KEYWORDS
Usability, E-Government, Security, Austrian Citizen Card, MOCCA, Mobile Phone Signature.

1. INTRODUCTION

In many countries, governments and public administrations make use of information and communication
technologies (ICT) to improve the efficiency of administrative procedures and to ease interaction with
citizens. These attempts have become commonly known under the term electronic government (e-
Government). Current e-Government applications range from simple informational services (e.g. publication
of relevant information on governmental websites) to complex transactional applications (e.g. filing tax
documents and payments over the Internet). Transactional e-Government applications potentially comprise
the transmission and processing of security and privacy sensitive data. Hence, these applications typically
have to fulfill increased security requirements. To meet these requirements, approved cryptographic methods
such as strong user authentication schemes and electronic signatures are employed.

Electronic signatures play an important role especially in the European Union, where qualified electronic
signatures are legally equivalent to handwritten signatures according to the Directive 1999/93/EC of the
European Parliament and of the Council on a Community framework for electronic signatures (EU
Parliament and Council, 2000). To meet the requirements of qualified electronic signatures as defined by this
directive, a secure signature creation device (SSCD) has to be used for the signature creation process. Since
SSCDs typically rely on a secure hardware token, implementation alternatives are actually limited. Following
the current state of the art, e-Government solutions usually require citizens to use personalized smart cards to
create legally binding electronic signatures. Smart card based e-Government solutions have been deployed
successfully in Austria, Belgium, Estonia, Portugal, Spain, and various other European countries. A couple of
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European countries such as Austria or Estonia additionally provide citizens mobile signature solutions that
employ mobile phones as hardware tokens instead of smart cards.

Regardless of the nature of the used hardware token, the question arises how these tokens can be used and
accessed by e-Government applications. Currently, most countries rely on some kind of middleware that acts
as intermediary between cryptographic hardware tokens and e-Government applications. This approach is
also followed in Austria where several middleware solutions have been developed during the past decade.
These solutions allow for a smooth integration of qualified electronic signatures and assure the security of e-
Government applications.

Besides security, usability is another key success and acceptance factor of e-Government solutions.
Schultz et al. have shown that the demand for usability often conflicts with given security requirements
(Schultz et al., 2001). While an appropriate level of security requires the application of complex
cryptographic methods and protocols, the increased complexity often significantly affects usability. It is thus
hardly surprising that usability is often neglected in e-Government applications with high security
requirements. This is problematic as it potentially leads to a scenario, in which e-Government applications
are virtually restricted to expert users. To make e-Government solutions usable for all social and educational
classes, usability has to be recognized as important requirement for e-Government applications and solutions.

The importance of usability in e-Government has been subject to ongoing research. However, most
related work has focused on the usability of rather simple e-Government websites so far. For instance, a
quality inspection method for the evaluation of e-Government sites has been proposed by Garcia et al.
(Garcia et al., 2005). The usability of different e-Government websites in the UK has been evaluated by Ma
et al. (Ma et al., 2003). Recently, also the usability of Norwegian e-Government websites has been discussed
(Sorum, 2011). Without doubt, the usability of e-Government websites is an important topic. However,
techniques to integrate qualified electronic signatures into Web based e-Government applications definitely
need to be considered as well. Otherwise, usability evaluations of current e-Government solutions threaten to
remain incomplete and to miss relevant aspects.

In Austria, electronic signatures are integrated into e-Government applications by means of different
middleware solutions. We have evaluated the usability of these core components of the Austrian e-
Government infrastructure by means of a usability test. The basic goal of this test was to compare the
usability and user acceptance of different middleware implementations and to identify persisting weaknesses.
In this paper we briefly introduce the evaluated components, discuss the followed methodology of the
conducted usability test, and present obtained results.

The paper is structured as follows. In Section 2 we discuss core concepts of the Austrian e-Government
and introduce the evaluated components in detail. The methodology of the conducted usability test is
explained in Section 3. Subsequently, obtained results are discussed in Section 4. Conclusions are finally
drawn in Section 5.

2. EVALUATED E-GOVERNMENT COMPONENTS

The key concept of the Austrian e-Government infrastructure is called Citizen Card (CC). The Citizen Card
is an abstract definition of a cryptographic token that allows citizens to securely authenticate at e-
Government services and to create qualified electronic signatures. The Citizen Card concept complies with
the EU Signature Directive and fulfills all requirements of a secure signature creation device. This way, the
Citizen Card represents an important enabler of secure e-Government applications in Austria.

Although the term Citizen Card might suggest the use of smart cards, the Citizen Card specifications
(Hollosi, 2008) are actually rather abstract and not limited to a certain technology. This flexibility has led to
the development of different Citizen Card implementations. Currently, both smart card based and mobile
phone based Citizen Card implementations are available in Austria.

Irrespective of the underlying technology, all Citizen Card implementations facilitate secure user
authentication and creation of qualified electronic signatures. Due to the technology neutral approach,
citizens can individually choose their preferred implementation. Unfortunately, this flexibility significantly
increases the complexity of application development processes. In order to integrate Citizen Card
functionality, e-Government applications need to support all available Citizen Card implementations. To
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overcome this problem, the Austrian e-Government strategy follows the middleware based approach
illustrated in Figure 1.

E-Government E-Government E-Government
Application A Application B Application C

Security Layer (SL)

Citizen Card Software J

|
Bl

Figure 1. Access to Citizen Card implementations is provided by the Citizen Card Software.

The core element of this approach is the so called Security Layer (SL) interface that has been introduced
and discussed by Leitold et al. (Leitold et al., 2002). The Security Layer is an abstract XML based interface
that can be used by e-Government applications to access Citizen Card functionality. This way, applications
do not need to integrate specific Citizen Card implementations, since all implementations can be accessed
through a common interface. All implementation specific functionality is outsourced to the so called Citizen
Card Software (CCS). The CCS implements access to specific Citizen Card implementations (e.g. smart
cards) and provides their functionality through the common SL interface. Acting as middleware between e-
Government applications and Citizen Card implementations, the Citizen Card Software plays a central role in
the Austrian e-Government infrastructure. Since the SL specifications are open, different CCS
implementations have emerged during the past years. The following figures show the basic concepts of the
three most popular CCS implementations that are currently available in Austria.
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Figure 2. MOCCA Local. Figure 3. MOCCA Online. Figure 4. Mobile Phone Signature.

Browser
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Figure 2 shows the basic architecture of the CCS MOCCA Local. The MOCCA (Modular Open Citizen
Card Architecture) project' has been started in 2008 and aims to provide open source CCS solutions for
Austrian citizens. MOCCA Local is one outcome of this project and implements a CCS by means of software
being installed and running on the user’s local system. MOCCA Local typically runs in the background and
features a minimalistic user interface. If access to a locally connected smart card is requested by an e-
Government application, a GUI window pops up. Through this window, users are provided with relevant
information (e.g. the data that is about to be signed) and required user input (e.g. secure PIN to authorize the
signature creation on the smart card) is collected.

From a usability point of view, the main drawback of MOCCA Local is the need to install software on the
local computer, which can be problematic especially for technically inexperienced users. To overcome this
problem, the MOCCA project has also investigated possibilities to implement an installation-free alternative.
These efforts finally led to the development of MOCCA Online.

The basic architecture of MOCCA Online has been discussed by Centner et al. (Centner et al., 2010) and
is shown in Figure 3. MOCCA Online follows a server based approach. The SL interface is not implemented
by locally installed software, but by the central MOCCA Server component. E-Government applications
contact the MOCCA Server in order to access citizens' smart cards. Physical access to the locally connected
smart card is implemented by a Java Applet running on the citizen's local computer. MOCCA Applet and
MOCCA Server together represent the CCS and exchange data through an internal interface. The MOCCA

! http://joinup.ec.europa.eu/software/moccarhome
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Applet acts as user interface for the provision of relevant information (e.g. the data to be signed) and the
collection of required user input (e.g. PINSs).

MOCCA Online renders the need for local software installations unnecessary but still requires users to
buy and use appropriate smart card reader devices. The goal to render smart cards completely unnecessary
has been the main driver behind the development of mobile CCS solutions. In Austria, the so called Mobile
Phone Signature (Orthacker et al., 2010) represents a mobile alternative to established smart card based
approaches. The general architecture of the Mobile Phone Signature is shown in Figure 4.

Similar to MOCCA Online, a central service (Mobile Phone Signature Service) implements the SL
interface. A hardware security module (HSM) that is attached to this central service acts a SSCD. The HSM
is capable of creating qualified electronic signatures on behalf of users. To access Citizen Card functionality,
e-Government applications send an appropriate request to the Mobile Phone Signature Service. Provision of
the requested functionality (e.g. signature creation) has to be authorized by the citizen. Therefore, the Mobile
Phone Signature Service requests the citizen to enter the phone number and a secret password through a Web
form. The password is defined by the user during the personalization and activation process. If the provided
credentials can be verified correctly, an SMS message is sent to the citizen's mobile phone containing a one-
time password (Transaction Authentication Number - TAN). This TAN has to be entered in the Mobile
Phone Signature Service's Web form in order to authorize execution of the e-Government application's
request. The main advantage of this mobile approach is the central HSM, which renders smart cards
unnecessary. By relying on a strong two-factor authentication scheme that makes use of two separated
communication channels (i.e. Web and SMS), an adequate level of security is assured.

All three CCS implementations — MOCCA Local, MOCCA Online, and Mobile Phone Signature — meet
given security requirements. To check whether these components are also able to fulfill given usability
requirements, a usability test has been conducted. The followed methodology of this test is discussed in the
next section.

3. METHODOLOGY

To evaluate the usability of MOCCA Local, MOCCA Online, and Mobile Phone Signature, the following
four research questions have been defined beforehand.
e Q1I: Do required software installations on the local system represent a barrier and reduce usability?
e Q2: How do users rate the overall usability of MOCCA Local, MOCCA Online, and Mobile Phone
Signature?
e Q3: How do users rate the security and trustworthiness of MOCCA Local, MOCCA Online, and
Mobile Phone Signature?
e Q4: Which CCS implementation do users prefer in general?
Answers to these questions have been obtained by the conducted usability test. We have applied a thinking-
aloud test with 20 test users in order to evaluate the usability of the three different Austrian CCS
implementations. The selected set of test users represented different social classes of the Austrian society. A
well balanced distribution has been achieved regarding test users’ ages, educational levels, and technical
background.

The basic test run was identical for all test users and consisted of the following four phases.

e P1 - Welcome: Test users have been welcomed, have been provided with relevant information
about the usability test, and have been asked to sign a non-disclosure agreement.

e P2 - Background questionnaire: At the beginning of the usability test, relevant information about
the participating test user has been collected using a prepared questionnaire.

e P3 - Execution of tasks: In this phase, test users have been asked to carry out a sequence of
predefined tasks using the three CCS implementations to be evaluated. After each task, test users
have been asked to fill out a prepared questionnaire and to rate the tested component (post-task
rating).

e P4 - Conclusive interview: After completion of all tasks, a conclusive interview has been
conducted with all test users. After the interview, test users have been asked to fill out a final
questionnaire (post-study rating) covering some general questions.
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During Phase P3, test users have been asked to carry out predefined tasks using an off-the-shelf desktop
PC. Representing a common configuration, all tests have been carried out using the Microsoft Windows 7
operating system and Microsoft Internet Explorer 8 Web browser. The desktop PC was equipped with a
Reiner SCT card reader device. Test users were not allowed to use other system configurations (e.g. a
different Web browser) as this would have rendered direct comparisons between test users difficult. An
extension of the conducted usability test to other test system environments (e.g. alternative operating systems
and Web browsers) is regarded as future work.

The used test system was equipped with Morae® Recorder software. This software allows the tracking
and recording of user sessions including all user activities such as mouse movements and keyboard inputs.
Additionally, comments and facial expressions of test users have been recorded with a web cam and stored
together with the recorded user session for later analysis. Additionally, we have used a standard camera to
record user comments during Phase P2 and Phase P4.

The filled questionnaires have represented an important data source for later analysis. To obtain as much
valuable feedback as possible, we relied on semantic differentials. The method of semantic differentials
(Boslaugh et al., 2008) is frequently used in social sciences and user experience research. In general,
semantic differentials are used to measure the connotative meaning of an object and to further derive the
attitude towards this object. We used semantic differentials to allow users to assign weighted properties to the
evaluated software components.

Besides the filled questionnaires, also the recorded user sessions and user comments have been
incorporated in the analysis process. These data has turned out to be extremely helpful in order to understand
the collected user feedback and to identify reasons for negative ratings. Obtained results of the evaluation
process will be presented in Section 4.

Most relevant information has been collected during Phase P3 of the usability test, i.e. during the
execution of predefined tasks by test users. We have defined these tasks such that answers to the predefined
Research Questions Q1-Q4 could be derived easily from the collected data. All test users have been asked to
carry out the following five tasks.

T1: Install the Citizen Card Software MOCCA Local on the local system.
T2: Use MOCCA Local to file a demo e-Government application.

T3: Use MOCCA Online to file a demo e-Government application.

T4: Activate the Mobile Phone Signature for your mobile phone.

e T5: Use the Mobile Phone Signature to file a demo e-Government application.

A valid smart card based Citizen Card was the only prerequisite for test users. The first three tasks covered
the evaluation of the smart card based CCS implementations MOCCA Local and MOCCA Online. The last
two tasks covered the evaluation of the Austrian Mobile Phone Signature. In order to cancel out learning
effects that might have biased the obtained results, we split the group of test users randomly into two
subgroups. Group A started with Task T1 and carried out all tasks in the order shown above. In contrast,
Group B was asked to start with Task T3 followed by T1, T2, T4, and T5 instead. This way, half of the test
users started with evaluating MOCCA Local, while the other half started with testing MOCCA Online. Since
the use of MOCCA Local or MOCCA Online was required to carry out Task T4 and T5, these two tasks have
been carried out at the very end by both user groups. As the Mobile Phone Signature follows a completely
different approach than the two smart card based solutions MOCCA Local and MOCCA Online, learning
effects could be neglected.

4, RESULTS
Following the methodology discussed in Section 3, the usability test has been carried out with 20 test users in

total. Obtained results of the conducted usability test and answers to the predefined research questions are
presented in the following subsections.

4.1 Usability of installation-based CCS

In order to answer Research Question Q1, we evaluated whether the required installation process of MOCCA
Local represents a barrier for users and hence reduces usability. To install MOCCA Local using Java
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Webstart technology, test users had to navigate to a given website and click a launch button. After that, test
users were asked to manually install a certificate into the used Web browser. Figure 5 shows that most test
users rated the usability of the installation process positively. This corresponds to the observations that have
been made during the test runs. Most users were able to complete the installation on their own.

An analysis of the recorded user sessions revealed that for some user the required certificate installation
was problematic. To answer Research Question Q1, we can conclude that the required software installation
process of MOCCA Local does not raise severe usability issues. Still, installation routines for certificates
should be simplified in order to make this a feasible task also for inexperienced users.

VS

intuitive not intuitive

trustworthy X/ suspicious

postive negative

clear \ unclear
not frustrating < frustrating
familiar / unfamiliar
fast slow
simple y\% T T T T v complex

1 2 3 4 5 6 7 8
Figure 5. Evaluation results of the installation process of MOCCA Local.

4.2 Usability of different CCS implementations

According to Research Question Q2, we analyzed how the use of MOCCA Local, MOCCA Online, and
Mobile Phone Signature had been rated by the test users in terms of usability. All test users have been asked
to file a demo e-Government application using their Citizen Card and each of the three evaluated CCS
implementations as defined by Tasks T2, T3, and T5.
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clear unclear
i/ |
not frustrating —RC\ frustrating
familiar /‘-:/- unfamiliar
fast —7' slow
simple éJ T T T T T v complex

1 2 3 4 5 6 7 8
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Figure 6. Perceived usability of different CCS implementations.

Figure 6 illustrates the results that have been obtained from analysis of the collected user. In general, all
tested CCS implementations have been rated positively. Direct comparison of the obtained results shows that
users rated the Mobile Phone Signature’s usability best in most categories, followed by MOCCA Local and
MOCCA Online.

4.3 Security and trustworthiness

Besides usability, the security and trustworthiness of used components is crucial for the acceptance of e-
Government solutions. According to Research Question Q3, we have analyzed whether the three evaluated
CCS implementations appear secure and trustworthy for users. To answer this question, test users have been
asked to rate the perceived level of security and trustworthiness for all three CCS implementations. Ratings
have again been collected by means of a questionnaire.

Figure 7 illustrates the obtained results for the three evaluated CCS implementations. Again, the Mobile
Phone Signature achieved the best results. 84% of all test users rated the Mobile Phone Signature as secure
and trustworthy. MOCCA Local obtained only slightly worse results. 74% of all test users perceived
MOCCA Local as secure and trustworthy. Analysis of the recorded user sessions and of information
extracted from the conducted interviews revealed main reasons for potential suspiciousness. During the
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installation process of MOCCA Local, users were asked to install a certificate in the used Web browser. This
is necessary in order to establish an appropriate trust relationship between the Web browser and MOCCA
Local. Unfortunately, the trust status of the used certificate was not accepted by default by the used Web
browser. Hence, test users were faced with a security warning during the installation of this certificate. While
most users simply ignored it, some test users were unsettled by the shown security warning.

100%

0% || —
60%
40%
20%
0% . .

MOCCA Local MOCCA Online Mobile Phone
Signature

M Secure Neither secure nor insecure M Insecure
Figure 7. Perceived security and trustworthiness of the evaluated CCS implementations.

MOCCA Online obtained the worst ratings regarding security and trustworthiness. Still, 55% of all test
users assumed MOCCA Online to be secure and trustworthy. Similar to MOCCA Local, suspiciousness was
mainly caused by shown security warnings. Since the Java Applet of MOCCA Online accesses local
resources (i.e. the user's smart card), the Applet needs to be signed. Again, the trust status of the signing
certificate was not accepted by the used Web browser. Hence, a security warning was shown during the
loading of the Applet.

To answer Research Question Q3 we can conclude that users basically attested all three CCS
implementations an appropriate level of security and trustworthiness. Still, there is some room for
improvement especially for smart card based solutions, which definitely need to improve their handling of
SSL certificates. A direct comparison of the three CCS implementations shows that the Mobile Phone
Signature appears to be the most secure and trustworthy solution, followed by MOCCA Local and MOCCA
Online.

4.4 Personal preferences

Personal preferences of individual test users have been identified in the course of conclusive interviews. All
test users have been asked whether they will continue to use their Citizen Card and which of the three tested
CCS they prefer. Most test users have been convinced of the Citizen Card and stated to use it in the future for
e-Government procedures. Regarding the preferred CCS, the Mobile Phone Signature has turned out to be the
favored alternative. Figure 8 illustrates the obtained results. The Mobile Phone Signature has been selected
by more than 50% of all test users to be the favored CCS. 20% of the test users stated that MOCCA Online is
their preferred solution. For approximately 15%, MOCCA Local is the favored implementation alternative. In
order to answer Research Question Q4, we can conclude that the Mobile Phone Signature is definitely the
favored CCS implementation for citizens.

60%
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40%
30%
20%

10% +— —_—

MOCCA Local MOCCA  Mobile Phone Don't know
Online Signature

I

Figure 8. Preferred CCS implementation.
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5. CONCLUSIONS

The goal of this work was to evaluate the usability of three core components of the Austrian e-Government
infrastructure. Four research questions have been defined to cover relevant usability aspects. In order to
answer these questions, a thinking-aloud test has been conducted. By analyzing the data that has been
collected during these tests we were able to find appropriate answers to all previously defined research
questions. In general, the conducted usability test revealed the following basic findings:

e The need for local software installation represents no serious barrier for users. However, the
provided routine for the installation of certificates should be improved.

e All evaluated CCS implementations could be used without major problems and have been rated
positively in terms of usability. The Mobile Phone Signature is the clear winner and appears to be
the most usable solution for most test users.

e All evaluated CCS implementations have been rated positively regarding security and
trustworthiness. Unsettledness has only been caused by the use of certificate with missing trust
status. The Mobile Phone Signature has obtained the best ratings regarding security and
trustworthiness.

e Ingeneral, the Mobile Phone Signature is the preferred CCS implementation for most test users.

While the two smart card based solutions MOCCA Local and MOCCA Online obtained comparable ratings
in most categories, the Mobile Phone Signature turned out to be the clear winner in terms of popularity,
security, trustworthiness, and usability. Hence, we can conclude that reliance on mobile solutions seems to be
a good strategy also for future developments.

The conducted usability test delivered deeper insights into the usability of core components of the
Austrian e-Government from the citizen point of view. By observing users’ interactions with these
components and collecting user feedback by means of different questionnaires we were able to identify
persisting weaknesses and further room for improvement. Obtained results will be incorporated into future
releases of the evaluated CCS implementations and help to further improve the usability of these solutions.
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Chapter 4

Measuring Usability to Improve the Efficiency
of Electronic Signature-Based e-Government
Solutions

Thomas Zefferer, Vesna Krnjic, Klaus Stranacher, and Bernd Zwattendorfer

Abstract Usability and security are crucial requirements of efficient e-Government
services and applications. Given security requirements are mostly met by integra-
tion of approved cryptographic methods such as two-factor authentication and qual-
ified electronic signatures. Integration of these technologies into e-Government
applications usually introduces additional complexity and often affects the usability
of these solutions. So far, research on usability as efficiency-measuring instrument
in e-Government has primarily focused on the evaluation of e-Government Web
sites only. Usability issues raised by the integration of security-enhancing technolo-
gies into e-Government applications have not been considered in detail yet. We
filled this gap by conducting a usability analysis of three core components of the
Austrian e-Government infrastructure to improve efficiency in this domain. The
evaluated components act as middleware and facilitate integration of e-ID and
e-Signature tokens such as smart cards and mobile phones into e-Government appli-
cations. We have assessed the usability and perceived security of these middleware
components by means of a thinking-aloud test with 20 test users. This chapter intro-
duces the evaluated components, discusses the followed methodology, and presents
obtained results of the conducted usability test.

4.1 Introduction

During the past years, e-Government solutions have evolved towards complex
systems involving a broad spectrum of different players and stakeholders. In this
context, particularly citizenry represents an important stakeholder. Citizens play
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acentral role in e-Government solutions mainly for two reasons. First, citizens indirectly
finance the development and maintenance of e-Government solutions through taxes.
Second, citizens represent one of the main beneficiaries of e-Government solutions.
Therefore, citizens have a strong interest in successful, high-qualitative, and efficient
e-Government solutions.

While efficiency apparently represents a global requirement for e-Government
solutions, the term efficiency itself can actually have diverging meanings and impli-
cations for different stakeholders. Regarding the special importance of the stake-
holder citizenry, citizens’ interpretation of the term efficiency needs to be taken into
account when evaluating e-Government solutions.

For citizens, e-Government solutions are typically efficient if they help to reduce
efforts and save costs. Hence, from citizens’ point of view, e-Government solutions
should mainly be fast, cheap, and convenient to use. In other words, e-Government
solutions should provide an appropriate level of usability. Hence, there is obviously
a close correlation between the usability of an e-Government solution and its effi-
ciency. This obvious correlation between the aspects efficiency and usability has
been discussed in detail by Frokjaer et al. (2000). From a citizen-centric view on the
term efficiency, usability can hence be derived as key requirement and success
factor of efficient e-Government solutions that aim to satisfy citizens’ needs
(Gil-Garcia and Pardo 2005).

While usability definitely represents a key requirement for efficient e-Government
solutions especially from the citizens’ point of view, also other aspects need to be
taken into account. As citizens have a strong interest that private data being pro-
cessed in e-Government processes are appropriately protected, suitable security
measures usually need to be integrated into nowadays e-Government solutions.

Security is of special importance for complex transactional applications that
potentially comprise transmission and processing of security-critical and privacy-
sensitive data. This has been discussed by Zavareh et al. (2012) in detail. The find-
ings obtained by Zavareh et al. are consistent with several other studies, such as
those from Geetha and Malarvizhi (2010), Howcroft et al. (2002), and White and
Nteli (2004). To meet given security requirements, usually approved cryptographic
methods such as strong user authentication schemes and electronic signatures are
employed. In this context, electronic signatures play an important role especially in
the European Union, where qualified electronic signatures are legally equivalent to
handwritten signatures according to the Directive 1999/93/EC of the European
Parliament and of the Council on a Community framework for electronic signatures
(EU Parliament and Council 2000)." To meet the requirements of qualified signatures
as defined in this directive, a secure signature-creation device (SSCD) has to be
used to securely store cryptographic keys and to compute electronic signatures.

Since SSCDs typically rely on a secure hardware token, implementation alterna-
tives are limited. Most e-Government solutions require citizens to use personalized

"At the present time, this Directive is still the basis for electronic signatures across Europe.
However, the European Commission is currently working on a new proposal for a regulation
(EU Parliament and Council 2012).
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smart cards in order to create legally binding electronic signatures. Smart card-
based solutions are already in productive operation in Austria, Belgium, Estonia,
Portugal, Spain, and various other European countries (Siddhartha 2008). Some
European countries such as Austria or Estonia additionally provide citizens mobile
signature-creation solutions. These solutions use mobile phones as hardware tokens
instead of smart cards.

Regardless of the type of the used hardware token, the question arises how these
tokens can be used and accessed by e-Government applications, e.g., to securely
authenticate citizens or to create electronic signatures. Currently, most countries
rely on some kind of middleware, which acts as intermediary between hardware
tokens and e-Government applications. This approach is also followed in Austria,
where several different middleware implementations have been developed during
the past decade. These implementations allow Austrian citizens to securely authen-
ticate at remote services and to create qualified electronic signatures by using either
personalized smart cards or their personal mobile phones.

Representing core components of the Austrian e-Government infrastructure, the
different middleware implementations being currently in use in Austria have often-
times proven to be secure and to be able to meet given functional requirements.
Unfortunately, in general there is a well-known trade-off between the security and
the usability of IT solutions. Highly secure solutions usually tend to be less usable
and vice versa (Schultz et al. 2001). Hence, it still can be observed that citizens often
hesitate to actively use provided e-Government services due to lacking usability.
We tried to find out the main reasons for this lack of user acceptance by conducting
a usability analysis. The basic goal of this analysis was to measure and compare the
usability and hence the efficiency of different Austrian middleware implementations
in order to identify persisting weaknesses and to find out user preferences. Given the
close correlation between usability and efficiency, the conducted usability evalua-
tion has revealed interesting insights on the usability and efficiency of the assessed
e-Government components. In this chapter we introduce the evaluated components
of the Austrian e-Government infrastructure, discuss the followed methodology of
the conducted usability test, and present obtained results.

The chapter is structured as follows. Section 4.2 discusses basic requirements of
current e-Government applications and emphasizes existing trade-offs between
security and usability. Subsequently, Sect. 4.3 introduces relevant concepts and
components of the Austrian e-Government infrastructure. The methodology that
has been followed to assess the usability of these core components is discussed in
Sect. 4.6. Results of the conducted usability analysis are presented in Sect. 4.8.
Finally, conclusions are drawn.

4.2 Requirements of E-Government Applications

Development and implementation of successful e-Government solutions are non-
trivial tasks. Identification of critical success factors have been discussed for instance
by Gil-Garcia (2007) and Altameem et al. (2006). If we focus on the development of
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transactional e-Government applications that require remote interaction with citizens,
then security, usability, and efficiency turn out to be key for success. We will discuss
these three requirements, their relation to each other, and possible implications in the
following in more detail.

4.2.1 Security

Security is crucial for most governmental and administrative procedures. If citizens
go to a public office, e.g., to file an application, they usually have to prove their
identity first by showing a valid identification document. Furthermore, citizens have
to sign their applications in order to confirm that all data are correct and to preclude
later repudiation. Reliable identification of citizens and handwritten signatures have
been key concepts of governmental procedures for many years.

When such procedures are mapped to the digital world, the basic requirements
remain the same. However, when using e-Government applications, citizens are not
required to go to public offices any longer. Instead, they make use of their PC, laptop,
or mobile device to carry out administrative procedures. Still, citizens need to be iden-
tified reliably and need to sign their applications to meet given security requirements.

The requirement for security in e-Government applications hence directly leads
to the requirement for secure and reliable authentication mechanisms and to the
requirement for a secure electronic pendant to handwritten signatures. Both require-
ments can be met by applying approved cryptographic methods such as two-factor
authentication’? schemes and qualified electronic signatures. We will discuss later
how these methods are used in Austrian e-Government solutions to provide an
appropriate level of security.

4.2.2 Usability

Usability is another key success factor of e-Government solutions that heavily influ-
ences user acceptance and that is closely related to efficiency (Frokjaer et al. 2000).
Unfortunately, the demand for usability often conflicts with the demand for security.
This problem has been discussed by Schultz et al. (2001). While an appropriate
level of security requires the application of complex cryptographic methods and
protocols, the increased complexity often significantly affects usability.

This dilemma is comparable to the problem regarding accessibility in
e-Government applications that has been discussed by Orthacker and Zefferer
(2011). The authors conclude that accessibility is crucial for e-Government

>Two-factor authentication defines an authentication approach requiring the presentation of two
different authentication factors, e.g., something the user possesses (e.g., smart card) and something
the user knows (e.g., password).
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applications but is often difficult to achieve in practice due to limited implementa-
tion alternatives caused by given security requirements.

It is thus less surprising that usability is often neglected in current e-Government
applications. This is problematic and potentially leads to scenarios in which
e-Government applications can be used by expert and technical-affine users only.
This phenomenon has become commonly known under the term digital divide
(Norris 2003). To counter digital divide and to make e-Government solutions usable
and efficient for all social and educational classes, usability has to be recognized as
important requirement for efficient e-Government applications and solutions.

4.2.3 Efficiency

The basic goal of e-Government initiatives and solutions is to speed up governmen-
tal procedures to save time and costs. In this context, efficiency is of course an
important aspect, since the efficiency of an e-Government solution is directly pro-
portional to its potential to save money. However, the term efficiency can actually
have different meanings for different stakeholders of e-Government solutions.
Especially for citizens, usability is a key aspect of efficient e-Government solutions,
as usable solutions provide more potential to save time when doing governmental
procedures online. Since usable solutions are more likely to be frequently used by
citizens, usability is also an important issue for governments providing e-Government
solutions, which are willing to tap the full potential of their electronic services.
Hence, usability, which has already been defined as key requirement above, is actu-
ally closely related to the requirement for efficiency (Chircu and Hae-Dong Lee
2005). Hence, when designing and implementing efficient e-Government solutions,
usability definitely needs to be taken into account.

Considering the well-known trade-off between usability and security and taking
into account the close relation between usability and efficiency, the integration of
security-enhancing technologies into e-Government solutions can be a serious chal-
lenge in practice, which needs to be tackled.

4.3 e-Government in Austria: Concepts and Core
Components

Security, usability, and efficiency have been defined as crucial requirements of
e-Government solutions. It has been shown that there is a close correlation between
efficiency and usability, while at the same time security and usability requirements
are often contradictory. This section discusses the Austrian approach to cope with
this situation and to meet all given requirements. For this purpose, basic concepts
and core components of the Austrian e-Government infrastructure are briefly
sketched in the following subsections.
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Fig. 4.1 Basic architecture of the Austrian Citizen Card

4.3.1 The Austrian Citizen Card Concept

The key concept of the Austrian e-Government infrastructure is called Citizen Card
(CC). The CC is an abstract definition of a cryptographic token that allows citizens
to securely authenticate at e-Government services and to create qualified electronic
signatures. According to its specification (Hollosi et al. 2008), a CC securely stores
cryptographic keys, which allow citizens to create qualified electronic signatures.
Furthermore, a CC contains an XML-based data structure called Identity Link. The
Identity Link itself contains—among others—the citizen’s name, her unique ID,
and references to the citizen’s cryptographic public keys. This way, the Identity
Link unambiguously links the citizen’s identity with her personal cryptographic
keys. Figure 4.1 summarizes the relevant components of the Austrian Citizen Card.

The CC concept perfectly meets the predefined security requirements. The iden-
tifier stored on the CC allows citizens to be unambiguously identified and authenti-
cated at e-Government services. Since Austria is a member state of the European
Union, the CC concept complies with the EU Signature Directive and fulfills all
requirements of a SSCD. Thus, the CC allows citizens to create qualified electronic
signatures that are legally equivalent to handwritten signatures.

Although the term Citizen Card might suggest the use of smart cards, the CC
specifications are abstract and not limited to a certain technology. This flexibility
has led to the development of different CC implementations during the past decade.
These implementations can be classified into two categories. In smart card-based
approaches, the CC is implemented by a smart card. For instance, Austrian citizens
can use their health insurance card as CC. Alternatively, also bank account cards or
smart card-based ID documents can be used as CC after an appropriate activation
and personalization process.

Mobile approaches represent the second category of CC implementations.
Mobile approaches render the use of smart cards unnecessary and make use of the
citizen’s mobile phone to achieve an adequate level of security. The Austrian Mobile
Phone Signature, which is based on a concept that has been introduced by Orthacker
et al. (2010), is the main representative of this category and currently in productive
operation in Austria.
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4.3.2 Application Integration

Irrespective of the underlying technology, all CC implementations facilitate secure
user authentication and creation of qualified electronic signatures in e-Government
processes. The technology-neutral concept guarantees that each citizen can indi-
vidually choose her preferred implementation.

Of course, this flexibility increases the complexity of application-development
processes. In order to integrate CC functionality without preferring a particular solu-
tion, e-Government applications would need to support all available CC implemen-
tations. Also, the introduction of new CC implementations would cause significant
maintenance costs for already deployed applications. In order to overcome this
problem, the Austrian e-Government strategy follows a middleware-based approach.’

Figure 4.2 illustrates the basic architecture of this middleware approach. Central
element is the so-called Security Layer (SL) interface, which has been introduced
and discussed by Leitold et al. (2002). The Security Layer is an abstract XML-based
interface that can be used by e-Government applications to easily access Citizen
Card functionality. This way, applications do not need to integrate different and
special CC implementations. Actually, applications do not even need to be aware of
the used implementation, since all implementations can be accessed through a
common interface. All implementation-specific functionality is outsourced to the

3In this context, a middleware constitutes an intermediary layer between the application and the
underlying CC implementation. The middleware thereby hides CC-implementation specifics and
provides easy access to CC functionality for the application.

134



52 T. Zefferer et al.

so-called Citizen Card Software (CCS). The CCS implements access to specific CC
implementations (e.g., smart cards) and provides their functionality through the
common SL interface.

Acting as middleware between e-Government applications and CC implementa-
tions, the CCS plays a significant role in the Austrian e-Government infrastructure.
This raises the question how the CCS can be implemented efficiently in practice.
This question will be answered in the following subsections for smart card-based
CC implementation approaches as well as for mobile CC implementation approaches.

4.4 CCS for Smart Card-Based Approaches

After introduction of the CC concept in Austria in 2002, smart card-based approaches
have soon been available for citizens. First, smart cards following the CC specifica-
tion have already been issued in 2002. Today, citizens can use their health insurance
cards as CC for free, making this a popular smart card-based alternative.

The efficient implementation of CCS acting as middleware between smart cards
and e-Government application is no trivial task and still subject to ongoing research.
The most obvious approach is the use of software that has to be installed by citizens
on their local computers. This approach is illustrated in Fig. 4.3. The locally installed
software (i.e., the CCS) communicates with locally connected smart cards over the
PC/SC* protocol and provides their functionality to e-Government applications
through the standardized SL interface. Applications can access this interface through
the citizen’s Web browser and a local network socket that is opened by the CCS.

For many years, this approach has been the only available alternative. Still, local
CCS solutions are offered by different vendors such as the Austrian certification

E-Government
Application

F N

Web/Internet

PC/SC

ecard
Browser _
Fig. 4.3 Local Citizen

Card Software (CCS) Local System
implementations

“http://www.pcscworkgroup.com
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authority A-Trust’ or the Austrian software company IT Solution.® The only
open-source solution following the local approach is called MOCCA Local. The
MOCCA (Modular Open Citizen Card Architecture) project’ has been started in
2008 with the goal to provide open-source CCS solutions for Austrian citizens.

MOCCA Local features a minimalistic user interface and typically runs in the
background. If access to a locally connected smart card is requested by an
e-Government application, a small window pops up. Through this window, users are
provided with relevant information (e.g., the data to be signed) and required user
input (e.g., secure PIN to authorize the signature-creation process) is collected.

The local approach, which is shown in Fig. 4.3, works fine from a functional
perspective. However, several years of field experience have revealed several draw-
backs of this solution (Kubicek 2011). The main problem of this approach is the
need to install the CCS on the local system. It turned out that this can be a severe
problem especially for inexperienced users. Also, the need for a local software
installation renders this approach infeasible in situations in which citizens do not
have the required privileges to install software on the used system.

To overcome these problems, the MOCCA project has also investigated technical
capabilities of an installation-free alternative. These efforts finally led to the devel-
opment of MOCCA Online, an installation-free CCS. The basic architecture of
MOCCA Online has been discussed in Centner et al. (2010) and is shown in Fig. 4.4.
MOCCA Online follows a server-based approach. The SL interface is not imple-
mented by locally installed software, but by the central MOCCA Server component.
e-Government applications contact the MOCCA Server in order to access citizens’
smart cards. Physical access to the locally connected smart card is implemented by
a Java Applet running on the citizen’s local system. MOCCA Applet and MOCCA
Server together represent the CCS and communicate with each other through an
internal interface. The MOCCA Applet is usually integrated in the Web front-end of

Shttp://www.a-trust.at/info.aspx ?ch=2&lang=GE&node=733
Shttp://www.itsolution.at/trustDesk-basic.html
"https://joinup.ec.europa.eu/software/mocca/home
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e-Government applications by means of an HTML IFRAME element. This way, the
used Web browser can act as user interface for the provision of relevant information
(e.g., the data to be signed) and the collection of required user input (e.g., PINs).

Since all required communication steps with locally connected smart cards are
implemented by an automatically deployed Java Applet, no manual software instal-
lation is needed. The only requirement for the client system is availability of a cur-
rent Java Runtime Environment (JRE).

Compared to local CCS approaches such as MOCCA Local, MOCCA Online is
easier to use as it does not require any software installation. Unfortunately, local
software installations are not the only barrier that can be identified for smart card-
based solutions. For many citizens, the use of smart cards itself is already problem-
atic as this requires appropriate reader devices.

4.5 CCS for Mobile Approaches

The goal to render smart cards completely unnecessary has been the main driver behind
the development of mobile CCS solutions. In Austria, the so-called Mobile Phone
Signature, which is based on a concept that has been discussed in 2010 by Orthacker
etal. (2010), represents a mobile alternative to established smart card-based approaches.
The general architecture of the Mobile Phone Signature is shown in Fig. 4.5.

Similar to MOCCA Online, a central service (Mobile Phone Signature Service)
implements the SL interface. Instead of a smart card, a hardware security module
(HSM) that is attached to this central service acts an SSCD. The HSM is capable of
creating qualified electronic signatures on behalf of the citizen. To access CC func-
tionality, e-Government applications send an appropriate request to the Mobile
Phone Signature Service. Provision of the requested functionality (e.g., signature
creation) or data (e.g., Identity Link) has to be authorized by the citizen. Therefore,
the Mobile Phone Signature Service requests the citizen to enter her phone number
and a secret password through a Web form. This Web form is usually integrated into
e-Government applications by means of an HTML IFRAME element.

(E-Government st | Mobile Phone HSM 1
Application Signature Service
\
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F y -~

Web/Internet Web/Internet SMS
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A
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If the provided credentials can be verified correctly, an SMS message is sent to
the citizen’s mobile phone containing a one-time password® (TAN). This TAN has
to be entered in the Mobile Phone Signature Service’s Web form to authorize execu-
tion of the e-Government application’s request.

The main advantage of this mobile approach is the central HSM, which renders
smart cards unnecessary. By relying on a strong two-factor authentication scheme
that makes use of two separated communication channels (i.e., Web and SMS), a
sufficient level of security is assured.

4.5.1 Usability Considerations

The importance of usability—also as criterion for measuring efficiency—in
e-Government has been subject to ongoing research for many years. However, most
work has focused on the usability of e-Government Web sites so far. For instance, a
quality inspection method for the evaluation of e-Government sites has been pro-
posed by Garcia et al. (2005). In Ma and Zaphiris (2003), the authors have evaluated
the usability of different e-Government Web sites in the UK. Recently, also the
usability of Norwegian e-Government Web sites has been discussed by Sgrum (2011).

Without doubt, usability of e-Government Web sites is an important topic.
However, integration of security-enhancing technologies such as smart cards into
Web-based e-Government applications definitely needs to be considered as well.
Otherwise, usability evaluations of current e-Government solutions threaten to
remain incomplete and to miss relevant aspects.

According to the Austrian e-Government strategy, security-enhancing technolo-
gies are integrated into e-Government applications by means of different CCS
implementations. Currently, MOCCA Local, MOCCA Online, and the Austrian
Mobile Phone Signature represent frequently used implementations of Citizen Card
Software. We have assessed the usability of these three components to identify per-
sisting usability problems and to analyze user preferences in order to further improve
the efficiency of the Austrian e-Government. Details of the conducted usability test
are provided in the next section.

4.6 Methodology

A usability test has been conducted to assess the usability and to measure the effi-
ciency of the three CCS implementations that have been introduced in the previous
section. In this section, relevant aspects of the methodology that has been followed

8 A one-time password constitutes a password which is valid for one transaction or one login only.
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for the conducted usability test are discussed. We define research questions to define
the scope of the conducted usability test first. In the following, we present the
applied test method and introduce the used test setup. Finally, we discuss the con-
crete design of the conducted test and discuss details regarding the selection and
classification of test users.

4.6.1 Research Questions

The general goal of this empirical study was to find out which CCS implementation
model is favored by Austrian citizens to further improve usability and efficiency in
e-Government services. This investigation was based on a thorough usability analy-
sis of the individual CCS implementations. The usability of MOCCA Local,
MOCCA Online, and Mobile Phone Signature has been assessed by means of the
following research questions. By answering these research questions, we attempted
to find out whether the different CCS implementations satisfy usability require-
ments and are able to achieve an appropriate level of user acceptance:

QI. Do required software installations represent a barrier and reduce usability?

Q2. Does reliance on Java-based solutions cause any additional usability issues?

Q3. How do users rate the overall usability of MOCCA Local, MOCCA Online,
and the Mobile Phone Signature?

Q4. How do users rate the security and trustworthiness of MOCCA Local, MOCCA
Online, and the Mobile Phone Signature?

Q5. Which CCS implementation variant do users prefer in general?

To answer these questions, a usability test has been conducted. Details of the
applied test method and the used test setup are provided in the following section.

4.6.2 Test Method and Setup

We have applied a thinking-aloud test with 20 test users to evaluate the usability of
different Austrian CCS implementations. We have chosen this number of test users,
as this is a sufficiently large number to produce reliable and meaningful results
(Nielsen 2013). The basic test run was identical for all 20 test users and consisted of
the following four phases.

P1. Welcome: Test users have been welcomed, have been provided with relevant
information about the usability test, and have been asked to sign a nondisclo-
sure agreement.

P2. Background questionnaire: At the beginning of the usability test, relevant infor-
mation about the participating test user has been collected using a prepared
questionnaire.
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P3. Execution of tasks: In this phase, test users have been asked to carry out a
sequence of well-defined tasks using the three CCS implementations to be eval-
uated. After each task, the test user has been asked to fill out a prepared ques-
tionnaire and to rate the tested component (post-task rating).

P4. Conclusive interview: After completion of all tasks, a conclusive interview has
been conducted with the test users. After the interview, test users have been
asked to fill out a final questionnaire (post-study rating) covering some general
questions.

During Phase P3, test users have been asked to carry out predefined tasks using
an off-the-shelf desktop PC. In order to use a common configuration, all tests have
been carried out using the Microsoft Windows 7 operating system and Microsoft
Internet Explorer 8 Web browser. The desktop PC was equipped with a Reiner SCT
card reader device. Test users were not allowed to use other system configurations
(e.g., a different Web browser) as this would have rendered direct comparisons
between test users difficult.

The used test system was equipped with Morae Recorder software.” The use of
this software allowed tracking and recording of user sessions including all user
activities such as mouse movements and keyboard inputs. Additionally, comments
and facial expressions of test users have been recorded with a Web cam and stored
together with the recorded user session for later analysis. To be able to record all
user comments during Phases P2 and P4, we have additionally used a standard cam-
era to record the entire test.

The filled questionnaires have represented the most important data sources for
later analysis. To obtain as much valuable feedback as possible, we relied on seman-
tic differentials. The method of semantic differentials has been discussed by
Boslaugh and Watters (2008) and is frequently used in social sciences and user-
experience research. In general, semantic differentials are used to measure the con-
notative meaning of an object and to further derive the attitude towards this object.
We used semantic differentials to allow users to assign weighted properties to the
evaluated software components.

Besides the filled questionnaires, also the recorded user sessions and user com-
ments have been incorporated in the analysis process. These data have turned out to
be extremely helpful in order to understand the collected user feedback and to iden-
tify reasons for negative ratings. Obtained results of the evaluation process will be
presented in Sect. 4.8.

4.6.3 Tasks

Most relevant information has been collected during Phase P3 of the usability test,
i.e., during the execution of predefined tasks. We have defined these tasks such

*http://www.techsmith.com/morae.html
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that answers to the predefined research questions could be derived easily from the
collected data. All test users have been asked to carry out five tasks. For these tasks
we have set our focus on the typical standard use case within the Austrian
e-Government. This includes the installation process of the required software for
the Citizen Card Software MOCCA Local and MOCCA Online, the activation of
the Mobile Phone Signature, and using a typical demo e-Government application'®
with these three CCS implementations. A valid smart card-based Citizen Card was
the only prerequisite for test users. In the following we elaborate on the tasks related
to the smart card-based and mobile phone-based CCS implementations.

Tasks related to the smart card-based CCS implementations MOCCA Local and
MOCCA Online:

T1. Install the Citizen Card Software MOCCA Local on the local system.
T2. Use MOCCA Local to file a demo e-Government application.
T3. Use MOCCA Online to file a demo e-Government application.

MOCCA Local and MOCCA Online are Java-based solutions. To cover all pos-
sible real-life scenarios, the used test system has been provided without a JRE. The
JRE had to be installed by the test user during the test run. Both MOCCA Local and
MOCCA Online automatically check for an installed JRE upon start-up and guide
users through the Java installation process if no JRE is found on the local system. In
order to be able to evaluate the usability of this functionality for both MOCCA vari-
ants, we split the test users randomly into two groups. Group A started with Task T1
as shown above. Hence, this group had to install Java during the installation process
of MOCCA Local. In contrast, Group B was asked to start with Task T3 followed
by T1 and T2. This way, users of this group had to install Java during the first use of
MOCCA Online.

By splitting test users into two groups, we were able to directly compare the
integration of the Java installation process into MOCCA Local and into MOCCA
Online. Furthermore, we were able to cancel out learning effects that would other-
wise have biased obtained results.

After completing T1-T3, the users had to execute the following tasks related to
the Mobile Phone Signature:

T4. Use your smart card-based Citizen Card to activate the Mobile Phone Signature
for your mobile phone.
T5. Use the Mobile Phone Signature to file a demo e-Government application.

The activation of the Mobile Phone Signature can be done by users themselves,
using an existing smart card-based Citizen Card. Hence, the only prerequisite was
to have a valid smart card-based Citizen Card and having a smart card-based CCS
implementations installed.!!

10This typical demo e-Government application consists of filling out a form and signing it (using a
CCS) afterwards.

"' Therefore, the test users have been requested to execute Tasks T1, T2, and T3 beforehand.
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4.7 Test Users and User Group

The usability test has been conducted with 20 test users in total. According to
Nielsen (2013), this is a sufficient number of test users to obtain reliable results. In
order to obtain meaningful results, we have selected a representative sample of the
Austrian population for our test.

As explained above, test users have been randomly assigned to two different user
groups. Depending on the assigned group, test users have been asked to execute the
predefined tasks in a different order. While the assignment of users to Group A and
Group B was completely random, users have additionally been assigned to different
user groups according to several personal characteristics. This way, we have split
test users according to their age, education, and technical experience. Table 4.1 lists
all predefined user groups.

4.8 Results

The goal of the conducted usability test was to answer the five research questions
defined in the previous section. Results of the conducted usability test and answers
to these research questions are presented and discussed in this section.

4.8.1 Usability of Installation-Based CCS

To answer Research Question QI, we assessed whether the required installation
process of MOCCA Local represents a barrier for users and hence reduces the
usability of local CCS implementations. To install MOCCA Local using Java
Webstart'? technology, test users had to navigate to a given Web site and click a
“Launch” button. After that, test users were asked to manually install a certificate
into the used Web browser.

Table 4.1 User groups Group ID  Description Users
Group ALL  This group comprises all test users 20
Group A Users of this group started with Task T1 10
Group B Users of this group started with Task T3 10
Group 30+  Users of this group were more than 30 years 8

Group 30— Users of this group were 30 or less years old 12
Group U Users of this group had a university degree 12
Group NU  Users of this group had no university degree 8
Group T Users of this group had a technical education 7
Group NT  Users of this group had no technical education 13

Zhttp://www.oracle.com/technetwork/java/javase/tech/index-jsp-136112.html
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Installation of MOCCA Local
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Fig. 4.6 Evaluation results of the installation process of MOCCA Local

Figure 4.6 shows that in general most test users rated the installation process
positively. This corresponds to the observations that have been made during the test
runs. Most users were able to successfully complete the installation on their own.

A user group-specific analysis yielded several interesting results. For instance, it
turned out that users of Group B rated the installation process of MOCCA Local
better than users of Group A. This is probably due to the fact that users of Group B
already had the chance to gain experience with another CCS implementation, i.e.,
MOCCA Online, before.

Also the educational level of users has influenced the rating of the installation
process. University graduates rated all aspects of the installation process more posi-
tively than nongraduate users. An analysis of the recorded user sessions revealed
that especially the required certificate installation was problematic for those users.
The reason is probably that the use of digital certificates is not well known to techni-
cally inexperienced users. However, this step is not directly related to the CCS
implementation.

Interestingly, neither the age nor the technical background of users has influ-
enced the obtained results significantly. Details of group-specific results are illus-
trated in Fig. 4.7. To answer Research Question Q1, we can conclude that a required
software installation process does not raise severe usability issues. Still, installation
routines should be simple and intuitive in order to make this a feasible task also for
inexperienced users.

4.8.2 Usability Issues of Java-Based Approaches

In order to answer Research Question Q2, we tried to find out whether reliance on
Java-based approaches raised any usability issues. Since both MOCCA Local and
MOCCA Online represent Java-based solutions, test users had to install Java either
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Fig. 4.7 Group-specific evaluations of the installation process of MOCCA Local
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Fig. 4.8 Evaluation results of the Java installation process

during the installation of MOCCA Local (Task T1) or during the first usage of
MOCCA Online (Task T3), depending on the assigned user group. The conducted
usability analysis revealed that hardly any user had problems with the Java installa-
tion process. Therefore, the Java installation process and its integration into MOCCA
Local and MOCCA Online have been rated positively by most users. Figure 4.8
illustrates these results.

The user group-specific analysis again yielded interesting results. We expected
users without technical background and with higher age to have more problems
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Fig. 4.9 Group-specific evaluation of the installation process of Java

with the Java installation process. Hence, we expected worse ratings from these user
groups. However, the obtained results have shown that there are only marginal dif-
ferences between these user groups. Again, users with a university degree rated the
Java installation process more positively than nongraduate users. Details of the
obtained user group-specific results are illustrated in Fig. 4.9.

To answer Research Question Q2, we can conclude that reliance on Java does
obviously not raise significant usability issues. Most users had no problems to start
and complete the Java installation process on their own. Surprisingly, Java was well
known to virtually all test users. Analysis of the recorded user sessions revealed that
most problems were encountered right after the installation process. Users were left
on the Java Web site after the installation process and not automatically redirected
back to MOCCA Local or MOCCA Online, respectively. This caused confusion
with some test users. Although this has not significantly affected the overall rating
of the Java installation process, this issue should be addressed.

4.8.3 Usability of Different CCS Implementations

According to Research Question Q3, we have analyzed how MOCCA Local, MOCCA
Online, and the Mobile Phone Signature have been rated by the test users. Test users
have been asked to file a demo e-Government application using their Citizen Card and
each of the three evaluated CCS implementations as defined by Tasks T2, T3, and T5.
We discuss obtained results for the three CCS in the following subsections.
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4.9 Evaluation of MOCCA Local

Figure 4.10 shows that in general the use of MOCCA Local has been rated posi-
tively by all test users. This corresponds to the observations that have been made
during the test runs. Most test users were able to complete the assigned task using
MOCCA Local without any problems.

Comparison of the results obtained for Group A and Group B yielded interesting
results. The use of MOCCA Local has been rated more positively by test users of
Group B. This is probably due to learning effects. Test users of Group B started with
the evaluation of MOCCA Online. Hence, these users were already more familiar
with the handling of their Citizen Card than test users of Group A, who started
directly with the evaluation of MOCCA Local.

Significant differences could again be identified between graduate and nongrad-
uate test users. Again, ratings from nongraduate users were more negative than rat-
ings from graduate users. The user’s technical background had a similar impact on
the user ratings. However, differences between users with technical background and
users without technical background were not as significant as between graduates
and nongraduates. Contrary, the user’s age had no significant impact on the rating of
MOCCA Local. Details of group-specific results are provided in Fig. 4.11.

4.10 Evaluation of MOCCA Online

Similar to MOCCA Local, also the use of MOCCA Online has been rated predomi-
nantly positive. Figure 4.12 illustrates the obtained results. Again, most users were
able to complete the assigned task and to file a demo e-Government application
using MOCCA Online on their own.

The group-specific analysis revealed that this time users of Group A provided
more positive ratings than users of Group B. This result supports the theory that
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Fig. 4.10 Usability evaluation results of MOCCA Local
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Fig. 4.11 Group-specific evaluation of MOCCA Local user experience
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Fig. 4.12 Usability evaluation results of MOCCA Online

gained experience and learning effects influence user ratings. Again, users, who had
already evaluated MOCCA Local before, rated MOCCA Online better.

Analysis of other group-specific results yielded interesting results. Surprisingly,
users with technical background rated the use of MOCCA Online less positively
than non-technicians. Significant differences in the obtained results could also be
observed between graduate and nongraduate users. Again, nongraduates rated
MOCCA Online less positively in most aspects. Details of obtained group-specific

results are provided in Fig. 4.13.
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Fig. 4.13 Group-specific evaluation of MOCCA Online use

4.11 Evaluation of the Mobile Phone Signature

Test users were also asked to file a demo e-Government application using their
mobile phone and the Austrian Mobile Phone Signature and to rate the usability of
this approach. Figure 4.14 shows that also the use of the Mobile Phone Signature
has been rated mainly positively.

Comparison of group-specific results shows that again graduate users rated the
usability more positively that nongraduates. This time, no significant differences
could be observed between the results of Group A and Group B. This is comprehen-
sible, since both groups have evaluated the Mobile Phone Signature after using
MOCCA Local and MOCCA Online. Thus, users of both groups had the same level
of experience before testing the Mobile Phone Signature.!* Group-specific results
are provided in Fig. 4.15.

"3 Note that we were forced to schedule the evaluation of the Mobile Phone Signature after evalua-
tion of the two smart card-based CCS implementations. This was due to the fact that the activation
process of the Mobile Phone Signature was part of the usability test (Task T4). Since the activation
process required a Citizen Card-based user authentication, either MOCCA Local or MOCCA
Online was required to activate the Mobile Phone Signature.
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Fig. 4.14 Usability evaluation results of Mobile Phone Signature
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Fig. 4.15 Group-specific evaluation of Mobile Phone Signature

4.12 Comparison of Different CCS Implementations

A direct comparison of the obtained ratings for all three CCS implementations is
shown in Fig. 4.16. In total, the usability of the Mobile Phone Signature has been
rated best, followed by MOCCA Local.
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Fig. 4.16 Comparison of different CCS implementations

In order to answer Research Question Q3, we can conclude that the usability of
all three CCS implementations has been rated positively. Significant differences can
be mainly identified between graduate users and nongraduates. The latter have rated
all three CCS implementation less positively. In total, the Austrian Mobile Phone
Signature has achieved the best results and thus seems to be the favored solution for
Austrian citizens.

4.12.1 Security and Trustworthiness

Besides usability, the security and trustworthiness of used components is crucial for
the acceptance of e-Government solutions. According to Research Question Q4, we
have analyzed whether the three evaluated CCS implementations appear secure and
trustworthy for users. To answer this question, test users have been asked to rate the
perceived level of security and trustworthiness for all three CCS implementations.
The ratings have been collected by means of a questionnaire.

Figure 4.17 illustrates the obtained results for MOCCA Local. In general, the
majority of users rated MOCCA Local to be secure and trustworthy. Only few test
users assumed this CCS to be insecure and not trustworthy at all. Users of Group B
rated the security and trustworthiness of MOCCA Local more positively than users
of Group A. Younger test users regarded MOCCA Local with more suspicion than
older users. Also nongraduate users turned out to be slightly more skeptical than
graduates. Similar differences could be observed between technicians and users
without technical background. The latter regarded MOCCA Local with more suspi-
cion than technically experienced users.
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Security and Trustworthiness of MOCCA Local
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Fig. 4.17 Perceived security and trustworthiness of MOCCA Local

Analysis of the recorded user sessions and of information extracted from the
conducted interviews revealed the main reasons for potential suspiciousness. As
explained above, users were asked to install a certificate in the used Web browser
during the installation process of MOCCA Local. This is necessary in order to
establish an appropriate trust relationship between the Web browser and MOCCA
Local. Unfortunately, the trust status of the used certificate was not accepted by the
used Web browser. Hence, test users were faced with a security warning during the
installation of this certificate. While most users simply ignored it, some test users
were unsettled by the shown security warning.

Compared to MOCCA Local, MOCCA Online received worse ratings regarding
security and trustworthiness. Obtained results are illustrated in Fig. 4.18. This time,
similar results could be obtained for Group A and Group B. Again, older test users
rated the security and trustworthiness of MOCCA Online more positively than
younger users. Worst ratings have actually been obtained from nongraduate users.
Less than 40 % of nongraduates rated MOCCA Online to be secure and trustworthy.
No significant differences could be observed between technicians and users without
technical background.

Similar to MOCCA Local, suspiciousness was mainly caused by shown
security warnings. Since the Java Applet of MOCCA Online accesses local
resources (i.e., the user’s smart card), the Applet needs to be signed. Again, the
trust status of the signing certificate was not accepted by the used Web browser.'*

14This was due to the fact that a test instance of MOCCA Online has been used during the tests.
The Java Applet of this test instance was signed with a test certificate only.
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Fig. 4.18 Perceived security and trustworthiness of MOCCA Online

Security and Trustworthiness of Mobile Phone Signature
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Fig. 4.19 Perceived security and trustworthiness of Mobile Phone Signature

Hence, a security warning was shown during the loading of the Applet. Some users
were unsettled by this security warning.

In comparison to the two smart card-based CCS implementations MOCCA Local
and MOCCA Online, the Mobile Phone Signature obtained significantly better rat-
ings. Results are illustrated in Fig. 4.19. In all user groups, more than 70 % of the test
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Fig. 4.20 Preferred CCS implementation

users rated the Mobile Phone Signature to be secure and trustworthy. Most significant
differences in group-specific results could again be observed between graduates and
nongraduate users. Also users without technical background rated the security and
trustworthiness of the Mobile Phone Signature significantly better than technicians.

To answer Research Question Q4, we can conclude that users attested all three
CCS implementations an appropriate level of security and trustworthiness. Still,
there is some room for improvement especially for smart card-based approaches.
A direct comparison of the three CCS implementations shows that the Mobile
Phone Signature appears to be the most secure and trustworthy solution, followed
by MOCCA Local and MOCCA Online.

4.12.2 Personal Preferences

Personal preferences of the individual test users have been identified in the course
of the conducted conclusive interviews. All test users have been asked whether they
will continue to use their Citizen Card for private affairs and which of the three
tested CCS they will use.

Obviously, most test users have been convinced of the Citizen Card and stated to
use it in the future for e-Government procedures. Regarding the preferred CCS, the
Mobile Phone Signature has turned out to be the favored alternative. Figure 4.20
illustrates the obtained results. The Mobile Phone Signature has been selected by
more than 50 % of all test users to be the favored alternative. 20 % of the test users
stated that MOCCA Online is their preferred CCS. For approximately 15 % of all
test users, MOCCA Local is the favored implementation alternative.

Again, interesting results can be obtained by comparing different user groups. While
no major differences could be identified between users of Group A and Group B,
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Fig. 4.21 Group-specific preferred version of CCS

the user’s age obviously influenced the choice of the preferred CCS significantly.
In the group of users being 30 or more years old, only about 10 % selected the
Mobile Phone Signature as favored CCS alternative. In this group, most users pre-
ferred MOCCA Online. Even MOCCA Local achieved a higher acceptance than the
Mobile Phone Signature in this group. In contrast to that, in the group of users being
younger than 30, more than 80 % of all test users favored the Mobile Phone
Signature, while the two smart card-based CCS implementations were favored by
less than 10 % only.

Significant differences could also be observed between graduate test users and
nongraduates. In both groups, the Mobile Phone Signature was the favored choice.
However, while in the graduate group the Mobile Phone Signature was the clear
winner, results were less unambiguous in the group of nongraduate test users.
Similar results could be observed between technicians and users without technical
background. Technicians clearly preferred the Mobile Phone Signature. This was
also the favored choice of users without technical background. However, results
were less unambiguous in this user group. All group-specific results are illustrated
in Fig. 4.21.

In order to answer Research Question Q5, we can conclude that the Mobile
Phone Signature is definitely the favored CCS implementation for citizens. This
especially applies to young and well-educated people. Also users with a technical
background clearly prefer the mobile CCS implementation variant.
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4.13 Conclusions

The goal of this work was to evaluate the usability of several core components of the
Austrian e-Government infrastructure, namely, different CCS implementations, in
order to measure their efficiency. In total, five research questions have been defined
to cover relevant usability aspects and to clearly define the scope of this work. To
find answers to these questions, a thinking-aloud test has been conducted with 20 test
users in total.'’> By analyzing the data that had been collected during these tests, we
were able to find appropriate answers to all previously defined research questions.

Obtained results show that most recent developments have positively influenced
the usability of Austrian e-Government processes. For instance, results show that
reliance on Java technology does not raise severe usability problems. Hence, we can
conclude that it was the right decision to base most Austrian e-Government compo-
nents on Java. While it allows for platform-independent solutions, Java technology
does not cause any severe usability problems for the evaluated solutions.

As shown in Figs. 4.17 and 4.18, the usability, security, and trustworthiness of
MOCCA Online has been rated slightly worse compared to MOCCA Local.
However, more users finally stated to personally prefer MOCCA Online to MOCCA
Local. Obviously, the required software installation process of MOCCA Local is the
decisive argument for users to rely on the installation-free alternative provided by
MOCCA Online.

While MOCCA Local and MOCCA Online obtained comparable ratings in most
categories, the Mobile Phone Signature turned out to be the clear winner in terms of
popularity, security, trustworthiness, and usability. As depicted in Fig. 4.21, espe-
cially young and well-educated users clearly preferred the Mobile Phone Signature
over smart card-based approaches. Hence, we can conclude that reliance on mobile
technologies and solutions was the right decision and that this strategy appears to be
promising also for future developments. This conclusion is consistent with the find-
ings of Hung et al. (2013).

The conducted usability test delivered deeper insight into the usability of core
components of the Austrian e-Government from the citizens’ point of view. By col-
lecting user feedback via various questionnaires, we were able to identify persisting
weaknesses and further room for improvement. Valuable findings have also been
obtained from an analysis of recorded user sessions. All results will be incorporated
into future releases of the three evaluated CCS implementations. Thus, the con-
ducted usability test contributes to the future security and usability of MOCCA
Local, MOCCA Online, and the Mobile Phone Signature and hence to more effi-
cient e-Government services.

1> According to Nielsen (2013), a group of five people is fully sufficient for such tests (this number
has been also reached for each subgroup of the test users).
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Zusammenfassung

Um ein addquates Level an Qualitdt und Sicherheit zu gewdhrleisten sind im Rahmen der Entwicklung
von E-Government Komponenten umfangreiche Tests von besonderer Wichtigkeit. E-Government
Komponenten diirfen im Rahmen von Tests jedoch nicht nur isoliert betrachtet, sondern miissen auch
im Zusammenspiel mit der Umgebung, in der sie betrieben werden, Gberpruft werden. Fir clientseitige
Applikationen ergibt sich dadurch ein betréchtlicher Aufwand, da aufgrund der Pluralitat an verfligba-
ren Betriebssystemen, Browsern oder auch Kartenlesegeraten eine Vielzahl an méglichen Konfigura-
tionen der Umgebung berucksichtigt werden mussen.

Géngige Testtools und Teststrategien sind fiir E-Government Komponenten oft nur bedingt anwend-
bar. Dieses Paper skizziert einen alternativen Ansatz basierend auf virtuellen Maschinen und stellt eine
konkrete Umsetzung dieses Ansatzes vor. Wir diskutieren Vor- und Nachteile des entwickelten virtu-
ellen Testframeworks und zeigen, dass dieses in der Lage ist, das Testen von E-Government Kompo-
nenten signifikant zu erleichtern und damit zu deren Qualitdt und Sicherheit beizutragen.

1 Einleitung

Im Zuge der professionellen Entwicklung von Software sind speziell fir sicherheitskritische
Komponenten geeignete Teststrategien zur Gewahrleistung vordefinierter Qualitatsstandards
unumganglich. Im Besonderen gilt dies auch fiir Softwarekomponenten aus dem Bereich des
E-Governments. Da von diesen Komponenten sicherheitskritische Funktionen wie beispiels-
weise elektronische Signatur oder sichere Benutzerauthentifizierung zur Verfugung gestellt
werden, ist deren Sicherheit und Integritat von besonderer Relevanz. Daher sind auch ausfiihr-
liche und umfassende Tests einzelner E-Government Kernkomponenten fiir den Betrieb einer
sicheren und vertrauenswirdigen E-Government Infrastruktur notwendig.

In Osterreich stellen beispielsweise die Softwaremodule MOCCA (Modular Open Citizen
Card Architecture) [CeOB10] fiir den Java Applet basierten Zugriff auf Chipkarten (Blrger-
karten), PDF-AS (PDF Amtssignatur) [LePR09] zur Erstellung von birgerkartenbasierten
PDF-Signaturen, oder MOA-ID [LeHP02] fiir die blrgerkartenbasierte Benutzerauthentifizie-
rung derartige sicherheitskritische Kernkomponenten dar. Aufgrund derer Bedeutung fiir das
Osterreichische E-Government werden Releases dieser Komponenten in einigen Féllen zusétz-
lichen externen Sicherheitsiiberpriifungen unterzogen um so einen hohen Level an Qualitét
und damit einen hochstmdglichen Grad an Sicherheit zu gewahrleisten.

Wiahrend Qualitatsanspriiche zentraler und serverseitiger Softwaremodule wie Web-Services
relativ effizient erfullt werden kdnnen, stellt sich die Situation fiir clientseitige Softwarekom-
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ponenten meist ungleich komplexer dar. Hier zeigte die Erfahrung, dass unabhangig von der
Softwarekomponente selbst auch die Umgebung, in der diese Komponente ausgefiihrt wird,
einen negativen Einfluss auf deren Funktionalitat haben kann. Beispielsweise verursachte vor
wenigen Monaten ein Update des Java Runtime Environments (JRE) Probleme im Graphical
User Interface (GUI) des MOCCA Applets und filhrte dazu, dass Labels in der GUI unter ge-
wissen Umsténden nicht mehr korrekt dargestellt werden konnten. Benutzer waren dadurch
nicht mehr in der Lage im Rahmen der Erstellung elektronischer Signaturen die zu signieren-
den Daten einzusehen. Dadurch stand eine wichtige Funktion im Rahmen der Signaturerstel-
lung nicht mehr zur Verfligung, was negative Auswirkungen auf die Sicherheit des Signatur-
erstellungsprozesses hatte. Weitere konkrete Beispiele, in denen die Umgebung, in der sicher-
heitskritische E-Government Komponenten betrieben werden, negative Auswirkungen auf die
Sicherheit der eigentlichen Komponente haben kann, werden im Verlauf dieses Papers noch
ausfihrlicher diskutiert.

Die Problematik negativer, unvorhersehbarer Auswirkungen der Umgebung auf sicherheits-
kritische Softwarekomponenten ist vor allem fiir clientseitige Software gegeben. Wahrend
zentrale, serverseitige Komponenten in einer wohldefinierten und getesteten Umgebung be-
trieben werden kdnnen, sind Annahmen tber Clientumgebungen aufgrund der Vielzahl an Be-
triebssystemen, JREs und Browsern nur schwer zu treffen. Die Pluralitit an méglichen Client-
systemen und Konfigurationen wird durch diverse Verbreitungsstatistiken fiir Betriebssyste-
me und Web Browser verdeutlicht [NMS11] [BS11]. Verschérft wird diese Problematik zu-
sétzlich durch den Umstand, dass die einzelnen Komponenten der Umgebung (Betriebssys-
tem, Browser, etc.) in der Regel relativ kurzen Updatezyklen unterworfen sind, wodurch sich
die Sammlung moglicher Umgebungen und Konfigurationen standig andert und erweitert.
Dariiber hinaus bedingen Anderungen in den Umgebungen unter Umstinden Anderungen an
den E-Government Komponenten selbst, wodurch sich auch fiir diese verkiirzte Updatezyklen
—und somit hdufigere Testdurchldufe — ergeben.

Durch die Dynamik und Pluralitat moglicher Zielumgebungen gestaltet sich die Durchfiihrung
vollstandiger Tests clientseitiger Softwarekomponenten komplex und aufwéndig. Ein syste-
matischer Ansatz zur Durchflihrung von Tests in unterschiedlichen Zielumgebungen ist daher
unumganglich. Die Erfahrung zeigte, dass herkdémmliche Testframeworks in diesem Zusam-
menhang nur bedingt einsetzbar sind. Vor allem die fur E-Government Komponenten typi-
sche Integration der Chipkartenkommunikation stellt in der Praxis oft eine ernstzunehmende
Hirde dar und erschwert die Durchfiihrung systematischer Testdurchléaufe.

Dieses Paper beschreibt, wie durch den Einsatz eines virtuellen Testframeworks den typi-
schen Problemen, die beim Testen clientseitiger E-Government Softwarekomponenten auftre-
ten kdnnen, begegnet werden kann. Das in diesem Paper beschriebene Framework ermdglicht
flexible, effiziente und nachvollziehbare Tests von Softwarekomponenten mit unterschied-
lichsten virtuellen Systemen und Umgebungen und tragt somit entscheidend zur Qualitétssi-
cherung und damit auch zur Gewdhrleistung der Sicherheit von E-Government Kernkompo-
nenten bei.

Dieses Paper ist wie folgt aufgebaut. Abschnitt 2 diskutiert die Wichtigkeit von umfassenden
Tests von E-Government Komponenten in verschiedenen Umgebungen und definiert Anfor-
derungen fir ein entsprechendes Testframework. Abschnitt 3 gibt einen Uberblick iiber exis-
tierende Testtools und Strategien und zeigt, dass diese die in Abschnitt 2 definierten Anforde-
rungen meist nur bedingt erfiillen kénnen. In Abschnitt 4 wird schlielich ein alternativer An-
satz vorgestellt, dessen konkrete Umsetzung in Form eines virtuellen Testframeworks gezeigt
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und gesammelte Erfahrungen diskutiert. Abschnitt 5 fasst schlieBlich die wichtigsten Punkte
dieses Papers zusammen.

2 Anforderungen von E-Government Komponenten

Elektronische Behdrdenwege spielen im Zeitalter des Internets eine zunehmend wichtige Rol-
le. Einerseits erlauben sie Birgern oder Unternehmen eine raschere Abwicklung von Antra-
gen bzw. einen ,Rund um die Uhr“-Zugang zu Behdrden, andererseits erleichtert E-
Government auch den Behdrden selbst die vereinfachte Durchfihrung gewisser Aktivitaten
wie z.B. die Bearbeitung von elektronischen Akten [BKAO01] im Back-Office Bereich.

Haufig werden bei behdrdlichen Verfahren sensible und schiitzenswerte Daten von Birgern
oder Unternehmen verarbeitet. Im Rahmen von E-Government Anwendungen muss Birgern
und Unternehmen daher die gleiche Sicherheit, Vertrauenswirdigkeit oder Transparenz wie
bei traditionellen behérdlichen Prozessen geboten werden. Um diesen Anforderungen gerecht
zu werden, missen eingesetzte E-Government Komponenten nicht nur sorgféltig entworfen
und entwickelt, sondern nach deren Fertigstellung auch ausgiebig auf ihre korrekte Funktiona-
litdt und ihr Verhalten getestet werden. Wahrend solche Tests flir serverseitige Komponenten
zumeist relativ unkompliziert und automatisiert bewerkstelligbar sind, stellt sich die Situation
bei clientseitigen Komponenten ungleich komplexer dar. Zu heterogen ist die Betriebssystem-
bzw. Browserlandschaft, die auf den lokalen Rechnern von Benutzern installiert ist, was auch
durch diverse Statistiken belegt wird [NMS11] [BS11].

Wesentliche Forderungen im E-Government sind oftmals Technologieunabhangigkeit bzw.
die Moglichkeit der Nutzung fiir alle Biirger [Dig0O08]. In Osterreich sind diese Forderungen
sogar gesetzlich verankert [EGovGO04]. Fur E-Government Komponenten soll dabei die Un-
abhéngigkeit von speziellen Hardware- und Softwarekomponenten als Ziel verfolgt werden,
um sich auch in Zukunft in keine Abhéangigkeit von einzelnen externen Komponenten bege-
ben zu missen und Technologieneutralitit gewahrleisten zu kénnen.

Fur die Entwicklung von E-Government Komponenten bedeutet dies, dass nicht speziell nur
auf eine Hardware oder bestimmte Umgebung gesetzt werden kann. Die Forderung nach
Plattformunabhéngigkeit und Technologieneutralitat schlagt sich auch auf Test-Prozeduren
von E-Government Komponenten nieder. So darf flir Tests nicht nur die E-Government Soft-
ware isoliert betrachtet werden, sondern ebenfalls ihr Verhalten in unterschiedlichen Umge-
bungen, da diese unter Umstéanden die Funktionalitéat der Software beeinflussen kénnen.

Die Erfahrung zeigte, dass die Umgebung, in der eine E-Government Komponente betrieben
wird, tatsdchlich schwerwiegende negative Auswirkungen auf Funktionalitdt und Sicherheit
der eigentlichen E-Government Komponente haben kann. Im Folgenden wird anhand einiger
Fallbeispiele gezeigt, inwiefern unterschiedliche Umgebungen die Funktionalitit und Sicher-
heit von E-Government Komponenten negativ beeinflussen kénnen.

e Integration von Chipkarten (Kartenleser): Chipkarten spielen im Bereich des E-
Governments in vielen L&ndern eine zentrale Rolle. Einerseits werden sie haufig zur ein-
deutigen elektronischen Identifikation und Authentifizierung verwendet, anderseits finden
sie Einsatz als Secure Signature Creation Device (SSCD) zur Erstellung von elektroni-
schen Signaturen gemé&R der Signaturrichtlinie [EP99]. Identifikation oder elektronische
Signaturen bilden wesentliche Bestandteile eines sicheren und zuverldssigen E-
Governments. Sollte diese Funktionalitit nach einem Software-Update in der Umgebung
des Benutzers nicht mehr gegeben sein, so erfolgt eine gravierende Einschrankung in der
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Nutzung von E-Government Anwendungen. Im Rahmen von Tests Osterreichischer E-
Government Komponenten konnte festgestellt werden, dass Treiber-Updates im Betriebs-
system dazu fiihren kénnen, dass einzelne Kartenleser nicht mehr ordnungsgeman funkti-
onieren und so die Funktionalitat der E-Government Anwendung nicht mehr gegeben ist.
Diese Problematik erstreckt sich nicht nur auf ein Betriebssystem, sondern konnte auf
mehreren Systemen (darunter MS Windows, Linux und Apple Mac OS) beobachtet wer-
den:

e Microsoft Windows: Hier zeigte sich unter anderem das Verhalten, dass die mit MS
Windows ausgelieferten Default-Treiber fiir Kartenlesegerate nicht immer korrekt
funktionierten. AuBerdem konnte ein unterschiedliches Verhalten bei verschiedenen
Versionen der von den Herstellern bereitgestellten Treiber festgestellt werden.

e Linux: Die Unterstitzung flir Kartenleser-Treiber ist unter Linux oft mangelhaft. In
einigen Distributionen fehlen entsprechend fertige Treiber-Pakate, sodass Benutzer an-
gehalten werden, selbst Treiber-Binaries zu erstellen und zu installieren. Des Weiteren
ist die Funktionalitat von Pinpad-Kartenleser unter Linux nicht immer verfugbar.

e Apple Mac OS: Auch unter Apple Mac OS konnte der Effekt festgestellt werden, dass
Pinpad-Kartenleser nicht funktionieren, da der in MAC OS enthaltene PCSC Daemon
die Pinpad Funktionalitdt nach dem PCSCv2 Standard nicht unterstitzt. Probleme tra-
ten nach Betriebssystemupdates unter anderem auch mit der PCSC-Schnittstelle, wel-
che fir die Chipkartenkommunikation zusténdig ist, auf.

Abhéngigkeit von Java: Im Rahmen des Osterreichischen E-Governments wird vermehrt
auf Java gesetzt, um die gewinschte Plattformunabhéngigkeit zu erreichen. So ist bei-
spielsweise die dsterreichische Burgerkartenumgebung MOCCA, welche eine Client-
Middleware fiir die Kommunikation mit der dsterreichischen Burgerkarte darstellt, als Ja-
va Applet implementiert. Aufgrund dessen ist die korrekte Funktionalitidt von Java eine
wichtige Vorrausetzung fiir ein korrektes Verhalten der Biirgerkartenumgebung. Vergan-
gene Tests haben gezeigt, dass z.B. ein Bug in einem neuen Java-Update unter bestimmten
Umsténden (wenn das Applet aus dem Browser-Cache geladen wurde) das Nichtanzeigen
von Labels in Java-Applets zur Folge hatte. Die Auswirkung auf die Blrgerkartenumge-
bung war, dass der zu signierende Text flir den Blirger nicht mehr dargestellt wurde und
somit der Birger die zu signierenden Daten nicht mehr einsehen konnte. Dies ist ein
sicherheitskritisches Beispiel dafur, wie ein Update einer Umgebungskomponente eine E-
Government-Komponente negativ beeinflussen kann. Da Java selbst regelmaBigen Up-
date-Zyklen ausgesetzt ist, ist es daher notwendig, samtliche auf Java basierende kritische
E-Government Komponenten nach jedem Java-Update auf deren korrekte Funktionalitét
hin zu Uberprifen.

Web-basierte Services (Browser): Web-basierte Services bzw. Web Browser spielen ei-
ne wesentliche Rolle bei der Verwendung von E-Government Anwendungen. Obwohl
einheitliche Spezifikation fur z.B. HTML oder das HTTP-Protokoll existieren, so unter-
scheiden sich trotzdem meist die Implementierungen dieser Spezifikationen. Diese (oft
ungewollte) unterschiedliche Auffassung der Spezifikationen durch Entwickler kann dazu
fuhren, dass sich bei Verwendung von E-Government Komponenten in verschiedenen
Umgebungen ebenfalls ein unterschiedliches Verhalten zeigt. Ein konkretes Beispiel ist
die Implementierung der Same-Origin-Policy (SOP), die in vielen Browsern leicht unter-
schiedlich interpretiert und umgesetzt wird und bereits 6fters zu Problemen bei der Ver-
wendung diverser E-Government Komponenten gefiihrt hat. Aus diesem Grund ist es un-
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erlésslich, die Funktionalitdt von E-Government Komponenten in unterschiedlichen Um-
gebungen auf Korrektheit zu berpriifen.

e Anderungen in Betriebssystemen: Gravierenden Anderungen an Betriebssystemen kon-
nen negative Auswirkungen auf die Funktionalitét einzelner Softwarekomponenten haben.
Dies gilt natlrlich auch fir Komponenten, die im Rahmen von E-Government Anwen-
dungen eingesetzt werden. Als konkretes Beispiel kann hier die Einfihrung virtueller Ver-
zeichnisse in Microsoft Windows Versionen ab Vista genannt werden. Hier konnten einige
Probleme beobachtet werden, die zwar nicht unmittelbar die Sicherheit der E-Government
Anwendung, sehr wohl jedoch deren Funktionalitat in Mitleidenschaft zogen. Es ist jedoch
grundsatzlich nicht auszuschlieRen, dass sich Anderungen an Betriebssystemen unter Um-
stdnden auch negativ auf das Sicherheitsniveau von E-Government Komponenten auswir-
ken kénnen.

Wie die beschriebenen Beispiele bzw. Probleme zeigen, ist es im Rahmen der Qualitatssiche-
rung von E-Government Komponenten wichtig, dass diese Komponenten nicht nur isoliert,
sondern auch im Kontext mit unterschiedlichen Umgebungen auf korrekte Funktionalitét
Uberprift werden. Um der Heterogenitét der Systeme der einzelnen Benutzer-Clients gerecht
zu werden, ist es notwendig, die entwickelte Software auf unterschiedlichen Systemkonfigu-
rationen zu testen, um auf etwaige Einfliisse der Benutzerumgebung rechtzeitig und entspre-
chend reagieren zu kénnen. Im Wesentlichen kénnen die Anforderungen, welche ein fur diese
Zwecke geeignetes Testframework erfiillen muss, folgendermaRen zusammengefasst werden:

e Zentrale Verfligbarkeit: Entwicklern bzw. Testingenieuren soll mittels eines geeigneten
Testsystems die Arbeit zur Qualitatssicherung abgenommen bzw. erleichtert werden. Das
Testsystem mit unterschiedlichen Umgebungen (z.B. Betriebssystemen oder Browserver-
sionen) sollte deshalb zentral verwaltet werden, um so auch mehreren Personen gleichzei-
tig ein einheitliches System zur Verfiigung stellen zu kénnen.

e Dynamische Adaptierbarkeit: Die Update-Zyklen von Softwareprodukten sind Ubli-
cherweise sehr dynamisch und finden nicht immer zu fixen Zeitpunkten statt. Um daher
auf Anderungen wie z.B. ein neues Browser-Update rasch reagieren zu kénnen, bedarf es
eines Testsystems, welches rasch angepasst oder erweitert werden kann.

e Effiziente Verwaltung: Der Mix aus unterschiedlichen Betriebssystemen, Browsern oder
Java-Versionen kann schnell zu einer uniibersichtlichen Test-Matrix flhren. Aus diesem
Grund ist eine effiziente Verwaltung des Testframeworks eine weitere zentrale Anforde-
rung.

¢ Nachvollziehbarkeit: Das Testen von Komponenten in einer bestimmten Umgebung ist
kein einmaliger Vorgang. Sollte es beispielsweise trotz positiver Testergebnisse zu Prob-
lemen kommen, so sollte die verwendete Testumgebung leicht wiederherstellbar sein, um
die durchgefiihrten Tests nochmals nachvollziehen zu kénnen.

Die Erfullung dieser Anforderungen ist fur die Durchfihrung von effizienten und umfangrei-
chen Tests von E-Government Komponenten unerlésslich. Im folgenden Abschnitt werden
bestehende Teststrategien und Frameworks diskutiert und deren Tauglichkeit zur Erflllung
der oben genannten Anforderungen evaluiert.

3 Teststrategien und Frameworks

Aufgrund der Wichtigkeit von systematischen Tests zur Qualitatssicherung in der Software-
entwicklung existieren bereits eine Vielzahl an bewéhrten Strategien und Werkzeugen. In die-
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sem Abschnitt werden einige dieser Ansatze diskutiert und auf deren Tauglichkeit fir E-
Government Komponenten hin Gberprift.

Sicherheitskritische Softwarekomponenten werden hdufig geméaR dem Common Criteria for
Information Technology Security Evaluation (Common Criteria, CC) Standard [CCMBO09]
formell evaluiert und zertifiziert. Dieser international abgestimmte Standard zur Informations-
sicherheit enthdlt allgemeine Kriterien fir die Prufung und Bewertung der Sicherheit von In-
formationstechnologien. VVor einer Common Criteria Evaluierung wird das sogenannte Target
of Evaluation (TOE), das meistens das zu evaluierende System darstellt, genau definiert und
von anderen Komponenten, die der Umgebung zugeordnet werden, abgegrenzt. Die Kriterien
werden nur auf dieses TOE angewendet, wahrend die Umgebung nicht ndher betrachtet wird.

Wahrend sich dieser Ansatz zur Uberpriifung und Evaluierung einzelner isolierter Komponen-
ten bewadhrt hat, reicht die Common Criteria Evaluierung einzelner Komponenten fiir kom-
plexe E-Government Lésungen oft nicht aus. Wie die Erfahrung zeigte, kann eine an sich si-
chere Komponente durch diverse Gegebenheiten der Umgebung in Funktion und Sicherheit
signifikant beeintrachtigt werden. Komplexe E-Government Softwareldsungen kénnen es sich
daher nicht leisten, nur einen bestimmten und definierten Teilbereich einer intensiven Quali-
tats- und Sicherheitsuberprifung zu unterziehen. Vielmehr muss die Anwendungen als Ein-
heit mit ihrer Umgebung, mit der diese in Wechselwirkung steht, gesehen werden. Dement-
sprechend ist auch die Teststrategie auszurichten.

Durch die Miteinbeziehung der Umgebung in die Teststrategie gestalten sich die Anforderun-
gen an ein Testframework flir clientseitige oder webbasierte E-Government Softwarekompo-
nenten umfangreich und komplex, da eine Vielzahl an Faktoren bei der Durchfiihrung von
Softwaretests beriicksichtigt werden missen. Eine besondere Rolle spielt hier die lokale Um-
gebung des Benutzers. Durch die unterschiedlichen Betriebssysteme und die Fiille an géngi-
gen Browsern, die diversen Java Runtime Environments (JRE) Versionen, und der Vielzahl
an unterschiedlichen Kartenlesern und Chipkarten ergibt sich eine komplexe Testmatrix mit
einer erheblichen Anzahl an abzudeckenden Testszenarien.

Das Testen webbasierter Anwendungen auf unterschiedlichen Clientsystemen ist keine auf
den E-Government Bereich beschrankte Herausforderung. Dementsprechend existieren be-
reits eine Vielzahl an Tools und Frameworks, die systematische und teilweise automatisierte
Tests webbasierter Anwendungen erlauben.

e Selenium [HoKe06] ist ein auf HTML und JavaScript basierendes Testframework fir
Web Anwendungen. Durch die Aufzeichnung der Benutzerinteraktion mit der Web An-
wendung kénnen Tests automatisch wiederholt werden, wodurch Testdurchlaufe schneller
und zuverlassiger durchgefiihrt werden kdnnen. Selenium wird in den vier Ausfilhrungen
Selenium Core, Selenium IDE , Selenium Remote Control (RC) und Selenium Grid ange-
boten. Das Framework ist betriebssystemunabhéngig und kann mit allen Browsern ver-
wendet werden. Selenium unterstiitzt zwar die wiederholte Durchfiihrung von Testdurch-
laufen, bietet jedoch keine Moglichkeiten um Tests auf verschiedenen Systemkonfigurati-
onen systematisch durchzufiihren.

e Die HP Functional Testing Software [HP11] und IBM Rational Functional Tester
[IBM11] sind géngige Testwerkzeuge, welche Aufnahmen der Benutzerinteraktion mit ei-
ner Softwarebenutzeroberflache erlauben und damit ein automatisiertes Testen ermdgli-
chen. Diese Tools unterstiitzen die Erzeugung von Funktions- und Regressionstests. Die
Testaufnahmen konnen einfach Uber einen Rekorder erstellt werden. Alternativ kann fir
die Erzeugung der automatischen Testfalle auch eine Skriptsprache verwendet werden.
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Dadurch kénnen Aufnahmen verandert und parametrisiert werden. Ahnlich wie Selenium
bendtigen auch diese Test-Frameworks eine Testumgebung auf der sie eingesetzt werden
kénnen. Da diese Tools nicht plattformunabhéngig sind, kénnen sie zum Testen von E-
Government Anwendungen jedoch nur bedingt eingesetzt werden.

e Im Gegensatz zu den bereits genannten Tools verfolgen AdobeBrowserLab [Adobell]
und CrossBrowserTesting [CBT11] einen anderen Ansatz. Diese Online-Tools ermégli-
chen die Evaluierung einer Webseite mit unterschiedlichen Betriebssystemen und Brow-
sern. Durch Angabe einer URL wird die unter dieser URL erreichbare Seite automatisch
uberprift. Uber diese Tools sind prinzipiell Tests auf verschiedenen Plattformen moglich.
Die fiir E-Government Anwendungen relevanten Aspekte wie Kompatibilitat zu Kartenle-
segeraten oder verschiedenen JREs kénnen mit diesen Tools jedoch ebenfalls nicht abge-
deckt werden.

Obwohl bereits eine Vielzahl an Ansdtzen und unterstitzenden Tools fiir automatisiertes Tes-
ten existiert, sind diese fir komplexe E-Government Anwendungen nur bedingt einsetzbar.
Vor allem die fiir E-Government Anwendungen spezifischen Aspekte wie Chipkartenkom-
munikation oder die Abhdngigkeit von Java Laufzeitumgebungen machen einen effizienten
Einsatz bestehender Tools und Frameworks oft unmdglich.

Aus diesem Grund wurde fir Elemente des dsterreichischen E-Governments ein alternativer
Ansatz entwickelt und in Form eines virtuellen Testframeworks, welches im nachsten Ab-
schnitt néher beschrieben wird, umgesetzt.

4 Virtuelles Testsystem

Durch die besonderen Anforderungen, die umfangreiche Tests von E-Government Kompo-
nenten mit sich bringen, bietet die Verwendung herkdmmlicher Testframeworks oft keine zu-
friedenstellende Lésung. Um der Dynamik sich standig verdndernder Umgebungen begegnen
zu kdnnen, wurde von den Autoren ein alternativer Ansatz verfolgt. Ziel war die Entwicklung
eines zentralen virtuellen Testframeworks, welches flexibel auf sich &ndernde Anforderungen
angepasst und einfach fir effiziente Tests verschiedener E-Government Komponenten ver-
wendet werden kann.

In diesem Abschnitt werden Aufbau und Funktionen des entwickelten Frameworks né&her
vorgestellt. Anhand praktischer Erfahrungen, die mit diesem Framework bisher gesammelt
werden konnten, werden Vorteile dieses Ansatzes diskutiert und weitere Verbesserungsmog-
lichkeiten skizziert.

4.1 Aufbau

Es wurde ein Ansatz virtualisierter Systeme verfolgt. Das beschriebene Framework verwendet
Komponenten der Firma VMware, die zur besseren Veranschaulichung fur den Leser im Fol-
genden auch mit Produktnamen genannt sind. Das grundlegende Konzept ist aber auch auf
andere Virtualisierungsldsungen tbertragbar.

Das erstellte Testframework bietet Benutzern ein umfangreiches Repository an unterschiedli-
chen Testumgebungen und Systemkonfigurationen in Form von virtuellen Maschinen. Zur
Verwaltung der virtuellen Maschinen kommen im Speziellen die Komponenten VMware ESX
Server [VmS11], VMware vCenter Server [VmC11] und VMware LabManager Server
[VmL11] zum Einsatz. Abb. 1 zeigt den prinzipiellen Aufbau des Testframeworks.
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T LabManager Server

«

ESX Host vCenter Server

cata

Datenspeicher

Virtuelle Maschinen

Abb. 1: Allgemeiner Aufbau des virtuellen Testframeworks

Ein zentraler VMware ESX Server, welcher tiber ausreichend Rechenleistung, sowie Arbeits-
und Datenspeicher verfligt, dient als zentrale Komponente und stellt eine Reihe definierbarer
virtueller Maschinen fiir Testzwecke zur Verfiigung. Die Verwaltung dieser virtuellen Ma-
schinen kann Uber ein Web-Interface vorgenommen werden. Dieses wird vom zentralen
VMware LabManager Server zur Verfligung gestellt, welcher seinerseits tiber einen VMware
vCenter Server auf den zentralen ESX Host Zugriff hat. Aus Sicht der Benutzer sind sowohl
ESX Server als auch vCenter Server vollig transparent.

Der Zugriff auf die einzelnen virtuellen Maschinen kann entweder tber den VMware LabMa-
nager Server und eine VMware Konsole in Form eines Browser Plug-ins, oder auch direkt
liber Remote-Desktop Protokolle erfolgen.

Vmware Vmware
vCenter Server LabManager
I
Windows 2008 || | Windows 2003 I ~ .-
‘ Vmware ESX Server I
‘ Sun Server I

Abb. 2: Verwendete Infrastruktur

Der in Abb. 1 dargestellte prinzipielle Aufbau wurde gemaR dem in Abb. 2 dargestellten
Schema umgesetzt. Als einzige physikalische zentrale Komponente kam dazu ein Sun Server
zum Einsatz. S&mtliche anderen Komponenten wurden basierend auf dieser physikalischen
Komponente rein virtuell ausgefiihrt. Der VMware ESX Server wurde direkt auf dem Sun
Server installiert und dient als Basis fiir alle weiteren virtuellen Komponenten. Auf dem ESX
Server wurden zwei virtuelle Microsoft Windows Rechner aufgesetzt, auf welchen die beiden
VMware Produkte vCenter Server und LabManager Server installiert wurden®. Der ESX Ser-
ver bildet des Weiteren die Grundlage fir alle anderen virtuellen Maschinen des Testframe-
works.

1 Ein Betrieb dieser beiden VMware Komponenten auf einem einzigen System war aufgrund unterschiedlicher
Anforderungen an das Betriebssystem nicht moglich.
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4.2 Funktionen

Die verwendeten VMware Komponenten bieten Benutzern prinzipiell eine Fiille an Mdglich-
keiten und Funktionen. Fir Tests von E-Government Kernkomponenten ist folgende Verwen-
dung des Testframeworks vorgesehen.

1. Der Benutzer verbindet sich mit dem VMware Lab Manager Server und 6ffnet das
webbasierte Interface zur Verwaltung von Konfigurationen? und virtuellen Maschinen.

2. Der Benutzer wahlt aus einer vorhandenen Sammlung von Konfiguration die fur den
jeweiligen Test passenden virtuellen Maschinen aus und klont daraus eine eigene Ar-
beitskopie.

3. Der Benutzer startet die in der Arbeitskopie enthaltenen geklonten virtuellen Maschi-
nen.

4. Der Benutzer verbindet sich zu den gestarteten virtuellen Maschinen iber die webba-
sierte VMware Konsole oder direkt tiber Remote Desktop Protokolle.

5. Der Benutzer flhrt die vorgesehenen Tests aus.
6. Nach Beendigung der Tests fahrt der Benutzer die verwende Arbeitskopie herunter.
7. Die Arbeitskopie wird ja nach Einstellung nach einer bestimmten Zeit geldscht.

Neben dieser Grundfunktionalitat bietet das Testframework zahlreiche zusatzliche Funktio-
nen, sodass samtliche in Abschnitt 2 definierte Anforderungen erfillt werden kdnnen. Im
Speziellen bieten sich durch den Einsatz dieses Systems fur Benutzer unter anderem die im
Folgenden naher erlauterten Mdglichkeiten und Vorteile.

4.2.1 Zentrale Verfligbarkeit

Durch den Einsatz zentraler Komponenten und den Betrieb des Testframeworks auf einem
allgemein zugénglichen Server kann das Framework von mehreren Personen (auch gleichzei-
tig) genutzt werden. Der zentrale Ansatz erleichtert zudem die Wartung der verschiedenen
virtuellen Maschinen und ermdglicht eine effiziente Nutzung von Ressourcen.

4.2.2 Dynamische Adaptierbarkeit

Das Testframework verfugt ber ein Set an vordefinierten virtuellen Maschinen mit unter-
schiedlichen Konfigurationen. Diese reichen von Systemen mit neu installierten Betriebssys-
temen bis hin zu Systemen mit diversen vorinstallierten Softwarekomponenten wie JRE,
Browser und Birgerkartenumgebungen. Somit ist ein GroRteil aller gdngigen Systemkonfigu-
rationen fur die Durchfuhrung von Tests sofort verfugbar.

Die vordefinierten Systeme kénnen von Benutzern jederzeit geladen, geklont und fiir eigene
Testzwecke beliebig verwendet werden. Nach Abschluss der Tests kdnnen diese Klone ent-
weder geldscht, oder aber dem Set an vordefinierten Systemen hinzugefigt und so fiir eine
spatere Wiederverwendung (auch durch andere Benutzer) aufbewahrt werden. Der Zeitpunkt
des Loschens, kann bei der Erstellung der Konfiguration bestimmt und jederzeit dem Testver-
lauf angepasst werden. Durch das Klonen werden die Basiskonfigurationen erhalten wodurch
der Urzustand des jeweiligen Systems fir den ndchsten Testdurchlauf wieder verwendet wer-
den kann. Sollte keine der im Testframework vordefinierten virtuellen Maschinen fiir den

2 Unter einer Konfiguration versteht man eine Sammlung virtueller Maschinen.
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durchzufilhrenden Test geeignet sein, kdnnen Benutzer Betriebssysteme, die sich unter den
VM Vorlagen befinden, zu einem eigenen Set hinzufiigen und verwenden.

4.2.3 Effiziente Verwaltung

Eine effiziente Verwaltung des Testframeworks wird prinzipiell durch den zentralen Ansatz
beglinstigt. Der verwendete VMware LabManager Server erlaubt neben dem raschen Hinzu-
fugen, Klonen und Entfernen von virtuellen Maschinen auch eine flexible Gruppierung und
Avrchivierung von virtuellen Maschinen. Durch ein flexibles Benutzerverwaltungs- und Rech-
temanagementsystem kénnen zudem Berechtigungen fiir Benutzer dynamisch angepasst und
auf gegebene Anforderungen abgestimmt werden.

4.2.4 Nachvollziehbarkeit

Der VMware LabManager Server verfligt Uber eine umfangreiche Archivierungsfunktion.
Diese kann dazu genutzt werden um bestimmte Systemkonfigurationen zu konservieren und
fur eine spétere erneute Verwendung verfligbar zu halten. Damit kann die Nachvollziehbar-
keit von Testdurchldufen auf bestimmten Systemkonfigurationen jederzeit gewahrleistet wer-
den.

4.3 Evaluierung

Im praktischen Einsatz zeigt sich sehr rasch, dass durch die Verwendung des virtuellen Test-
frameworks die Effizienz und der Umfang von Testdurchlaufen gesteigert werden konnte.
Vor allem ermdglicht das Testframework eine erhéhte Frequenz von Tests sicherheitsrelevan-
ter Komponenten, wodurch etwaige durch Anderungen der jeweiligen Umgebung hervorgeru-
fene Probleme frith erkannt werden kénnen. Daneben offenbarten sich wéahrend der Verwen-
dung des Testframeworks auch einige Probleme, die jedoch im Zuge einer weiteren Optimie-
rung des Frameworks I8sbar sein sollten.

Ein klarer Vorteil des bei diesem Framework verfolgten Ansatzes ist dessen zentraler Ansatz.
Dadurch stehen Entwicklern und Supportmitarbeitern jederzeit beliebige Testumgebungen zur
Verfligung. Vor allem im Zuge der Bearbeitung von Supportanfragen erwies sich das Frame-
work als hilfreich, da dieses ein rasches Rekonstruieren bestimmter Umgebungen und Durch-
fuhren entsprechender Tests erlaubt. Von der raschen Verfligbarkeit beliebiger Konfiguratio-
nen profitieren auch Entwickler von E-Government Komponenten, da diese bereits wahrend
des Entwicklungsprozesses einzelne Komponenten auf deren Kompatibilitat zu verschiedenen
Umgebungen hin (berpriifen kénnen. SchlieBlich konnte durch das virtuelle Testframework
auch die Durchfiihrung abschlieBender, systematischer Tests signifikant verbessert werden.

Der intensive Einsatz des virtuellen Testframeworks offenbarte auch diverse Verbesserungs-
potentiale. Im Zusammenhang mit E-Government Komponenten erwies sich vor allem die bei
manchen Betriebssystemen fehlende Unterstutzung fur eine Weiterleitung der USB Schnitt-
stelle an das virtuelle Testsystem als stérend. Dies betrifft jedoch hauptsachlich Linux basierte
Testumgebungen und sollte durch Verwendung alternativer Remote Desktop Programme 18s-
bar sein. Als relativ aufwéndig erwies sich auch die Wartung der unterschiedlichen virtuellen
Maschinen des Testframeworks. Durch den Einsatz entsprechender Skripts (z.B. zur automa-
tisierten Durchflihrung von Betriebssystemupdates) konnte jedoch auch dieser Herausforde-
rung begegnet werden. Probleme ergaben sich auch aufgrund lizenzrechtlicher Rahmenbedin-
gungen, die beispielsweise eine Virtualisierung von Mac OS Betriebssystemen verhindert.
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Diese Limitierung l&sst sich durch ein Ausweichen auf physikalische Systeme umgehen, fiihrt
jedoch zu erhéhtem Aufwand und geringeren Variationsmoglichkeiten.

Insgesamt fiihrte der praktische Einsatz der virtuellen Testumgebung zu einer deutlichen Er-
héhung der Effizienz in der Durchfiihrung von Applikationstests und trug so zur Gewabhrleis-
tung addquater Qualitats- und Sicherheitsstandards bei.

5 Fazit

Umfangreiche Tests sind fir die Qualitatssicherung in der Softwareentwicklung im Allgemei-
nen und fir E-Government Komponenten im Speziellen von besonderer Bedeutung. Vor al-
lem im E-Government Bereich, in dem hdufig mit sensiblen und sicherheitskritischen Daten
gearbeitet wird, ist eine korrekte Funktionalitat der eingesetzten Software wichtig, um einen
adaquaten Schutz dieser Daten zu gewahrleisten. Die Erfahrung zeigte, dass Ubliche Test- und
Evaluierungsansatze wie z.B. die Common Criteria Evaluierung oft zu kurz greifen, da diese
zwar eine definierte Softwarekomponente detailliert betrachten, die Umgebung, in der diese
Komponente eingesetzt wird, jedoch oft auler Acht lassen. Vor allem in clientseitigen E-
Government Anwendungen spielt die Umgebung (Betriebssystem, Browser, JRE, etc.) jedoch
oft eine entscheidende Rolle und kann Funktionalitdt und Sicherheit der eigentlichen E-
Government Komponente kompromittieren. Aus diesem Grund ist eine Miteinbeziehung der
Umgebung in die Durchflihrung von Tests unerldsslich.

Aufgrund der groRen Anzahl an géngigen Betriebssystemen, Browsern und anderen Kompo-
nenten der Umgebung stellt die Durchfiihrung vollstandiger Tests eine ernstzunehmende Her-
ausforderung dar. Erschwert wird die Situation zusatzlich durch hdufige Updates der Kompo-
nenten der Umgebung (Browser-Updates, Betriebssystem-Updates, etc.), die stets neue Test-
durchldufe erforderlich machen. Um dieser Komplexitét und Dynamik Herr zu werden, sind
systematische Ansétze notwendig. Eine Analyse bestehender Tools und Frameworks zeigte,
dass diese vorhandenen Testwerkzeuge meist nicht in der Lage sind die Anforderungen fir
Tests von E-Government Komponenten zu erflllen. Hier stellte sich besonders die Integration
von Chipkarten als schwer zu automatisierendes Problem dar.

Aufgrund der Unzulanglichkeiten existierender Ansatze und Frameworks wurde ein alternati-
ver Ansatz entwickelt und in diesem Paper vorgestellt. Basierend auf Produkten der Firma
VMware Inc. wurde ein virtuelles Testframework erstellt. Diese besteht aus einem einfach zu
verwaltenden Repository virtueller Maschinen, die unterschiedliche Umgebungen fiir Tests
zur Verfligung stellen. Durch den Einsatz dieses virtuellen Testframeworks konnten der Um-
fang und die Effizienz der Tests Osterreichischer E-Government Komponenten signifikant
verbessert werden. Die dadurch erreichbare Steigerung der Qualitat fihrte auch zu einer Er-
héhung der Sicherheit der getesteten Komponenten. Das in diesem Paper vorgestellte Test-
framework tragt somit wesentlich zur Qualitdt und Sicherheit der 6sterreichischen E-
Government Infrastruktur bei.
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Zusammenfassung

Fur softwarebasierte Anwendungen in sicherheitskritischen Bereichen wie E-Government stellt die
Durchfuihrung umfassender Tests ein wichtiges Mittel zur Sicherstellung definierter Qualitats- und Si-
cherheitsmerkmale dar. Aufgrund der standig zunehmenden Komplexitét von Softwarelésungen auch
in sicherheitskritischen Anwendungen, werden fir die Durchfiihrung von Testroutinen im verstérkten
MafRe entsprechende Frameworks und Tools eingesetzt. Vor allem im Bereich des E-Government er-
geben sich jedoch mitunter besondere Anforderungen, die von bisher verfiigbaren Frameworks und
Tools nicht vollstandig erflllt werden kénnen. Zur Lésung dieses Problems stellen wir in diesem Arti-
kel ein neuartiges Testframework vor. Dieses kombiniert die Vorteile etablierter virtueller Testframe-
works mit Konzepten des Cloud Computing. Damit bietet das vorgestellte Testframework Entwickle-
rinnen und Entwicklern von E-Government-Anwendungen eine umfassende Ldsung zum systemati-
schen Testen sicherheitskritischer Komponenten im Bereich des E-Government und trégt zur Siche-
rung definierter Qualitats- und Sicherheitsmerkmale bei.

1 Einleitung

Fir die professionelle Entwicklung von Software ist die Gewéhrleistung ihrer Qualitat von
zentraler Bedeutung. Nach ISO/IEC 25010:2011 [ISO11] werden fir die Messung der Quali-
tat von Software u.a. die Faktoren Funktionalitat, Zuverlassigkeit, Benutzbarkeit, Effizienz,
Wartbarkeit und Portabilitat herangezogen. Formale Nachweise fiir die Einhaltung dieser Fak-
toren sind aufgrund der zunehmenden Komplexitat von Software in der Praxis schwierig bis
unmdoglich zu erbringen. Aus diesem Grund stellen umfassende und ausgekliigelte Testme-
thoden derzeit den wichtigsten Ansatz zur Uberpriifung der Einhaltung definierter Qualitats-
merkmale dar.

Die Einhaltung dieser Qualitatsmerkmale durch umfassende Tests ist besonders fur sicher-
heitskritische Applikationen von zentraler Bedeutung, da hier auftretende Méangel unmittelbar
zu Schéden unterschiedlicher Natur fiihren kénnen. Prominente Beispiele fiir sicherheitskriti-
sche Anwendungen sind beispielsweise Softwareldsungen in den Bereichen E-Government
oder E-Banking. Fehlerhafte bzw. mangelhafte Software kann in diesen Bereichen zu erhebli-
chen finanziellen Schiden (E-Banking), oder auch zur Kompromittierung privater und schiit-
zenswerter Daten (E-Government) flihren. Problematisch ist dies auch vor allem dann, wenn
Software zur Erstellung qualifizierter — und damit rechtsgiiltiger — elektronischer Signaturen
gemal EU Signaturrichtlinie [EP99] fehlerhaft ist. Speziell fiir die Bereiche E-Banking und
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2 Effizientes Testen von E-Government Komponenten in der Cloud

E-Government sind daher geeignete Testmethoden zur Sicherstellung der erforderlichen Qua-
litdt im Zuge der Entwicklung von Softwarelésungen unumganglich.

Vor allem im Bereich E-Government ergeben sich zumeist komplexe und verteilte Software-
lI6sungen bestehend aus sich ergénzenden Server- und Client-Komponenten. So werden E-
Government-Dienste haufig Uber zentrale Web- und Applikationsserver angeboten. Fir die
Authentifizierung an diesen Diensten kommen jedoch auch clientseitige Komponenten wie
zum Beispiel Chipkarten und Middleware-Komponenten [CeOB10] fiur den lokalen Zugriff
auf diese Chipkarten zum Einsatz.

Da Server-Komponenten in der Regel in kontrollierten Umgebungen zum Einsatz kommen,
kénnen diese im Zuge der Softwareentwicklung relativ einfach und effizient getestet werden,
da deren Zielplattform und Infrastruktur bekannt oder beeinflussbar ist. Fir Client-
Komponenten stellt sich die Situation als schwieriger dar. Da diese direkt am System der
Endbenutzerin bzw. des Endbenutzers installiert und betrieben werden, missen hier eine
Vielzahl an moglichen Systemkonfigurationen bericksichtigt werden, die sich potentiell un-
terschiedlich auf die Funktionalitit und damit auf die Qualitat der jeweiligen Softwarelésung
auswirken. Relevante Unterschiede kénnen sich hier beispielsweise in Bezug auf das verwen-
dete Betriebssystem oder den verwendeten Web-Browser ergeben.

Im Zuge der Softwareentwicklung ergibt sich bei der Erstellung clientseitiger E-Government-
Losungen damit die Herausforderung, qualitativ hochwertige Losungen fiir eine moglichst
groBe Anzahl unterschiedlicher Systemkonfigurationen zu implementieren. Daflir bedarf es
geeigneter Testmethoden, (ber die unterschiedliche Konfigurationen potentieller Ziel-
Systeme effektiv und effizient abgedeckt werden kénnen.

In der Vergangenheit zeigte sich, dass virtuelle Testframeworks [ZeKZ11] im Unterschied zu
herkdmmlichen Frameworks [HP11][IBM11] ein geeignetes Mittel darstellen, um der groRRen
Anzahl unterschiedlicher zu testender Systemkonfigurationen Herr zu werden. Bei diesem
Ansatz werden verschiedene Systemkonfigurationen durch virtuelle Maschinen reprasentiert,
die durch geeignete Software effizient verwaltet und verwendet werden kénnen. Obwohl die-
ser Ansatz rasch zu den erwiinschten Ergebnissen fiihrt, manifestieren sich im praktischen
Einsatz nach einiger Zeit einige zentrale Nachteile virtueller Testframeworks. Beispielsweise
wadchst durch die rasch steigende Anzahl an unterschiedlichen Betriebssystem- und Browser-
versionen auch die Anzahl maoglicher und zu berlicksichtigender Systemkonfigurationen und
damit die Anzahl der fiir die Durchfiihrung umfangreicher und moglichst vollstandiger Tests
bendtigten virtuellen Maschinen. Damit stof3en virtuelle Testframeworks mit begrenzten loka-
len Ressourcen relativ rasch an ihre Grenzen und sind nicht mehr in der Lage, alle zu testen-
den Systemkonfigurationen abzudecken.

Um dieser Problematik zu begegnen, stellen wir in diesem Artikel eine Weiterentwicklung
des Konzepts der virtuellen Testframeworks vor. Dabei bedienen wir uns des Konzepts des
Cloud-Computing, welches in den letzten Jahren enorm an Bedeutung gewonnen hat. Wir
zeigen, dass durch die Kombination des Konzepts virtueller Testframeworks mit jenem des
Cloud-Computing das bestehende Problem der mangelnden Skalierbarkeit elegant geldst wer-
den kann. Die praktische Umsetzbarkeit dieses neuen Ansatzes wird anhand einer konkreten
Implementierung gezeigt. Diese Implementierung ist bereits im produktiven Einsatz und wird
seit einiger Zeit erfolgreich flr systematische Tests Osterreichischer E-Government-
Komponenten eingesetzt. Damit tragt dieses System zur Gewahrleistung der Qualitat und da-
mit auch der Sicherheit dsterreichischer E-Government-L&sungen bei.
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2 Anforderungen an Testframeworks

Die stetig wachsende Verbreitung von Informations- und Kommunikationstechnologien (IKT)
bewirkte in den letzten Jahren Verdnderungen in vielen Bereichen des taglichen Lebens. Die-
se Entwicklung machte auch vor der éffentlichen Verwaltung nicht halt. Unter dem Begriff E-
Government entstanden in den letzten Jahren zahlreiche Losungen, die unter Verwendung von
IKT Burgerinnen und Birgern die Mdglichkeit bieten, Amtsgeschafte und Behdrdenwege ef-
fizient auf elektronischem Wege abzuwickeln. Durch die strikten Sicherheitsanforderungen,
die sich vor allem fiir transaktionale E-Government-Dienste ergeben, weisen E-Government-
Losungen mitunter einen beachtlichen Grad an Komplexitat auf und machen die Integration
zusatzlicher sicherheitssteigernder Konzepte wie beispielsweise Chipkarten notwendig [Ce-
OB10].

Als zusétzlich erschwerender Faktor kommt hinzu, dass Technologieunabhéngigkeit in der
Regel eine zentrale Anforderung an E-Government-Dienste darstellt. Die Bereitstellung tech-
nologieunabhéngiger Losungen ist wichtig, um eine moglichst breite Masse an potentiellen
Benutzerinnen und Benutzern zu erreichen und niemanden von der Verwendung bereitgestell-
ter Dienste auszuschlieRen. In einigen Landern wie Osterreich ist die Notwendigkeit techno-
logieunabhangiger Losungen sogar gesetzlich verankert [EGov04].

Fir die Entwicklung von E-Government-Diensten und Applikationen stellt die Forderung
nach Technologieunabhédngigkeit eine ernstzunehmende Herausforderung dar. Vor allem im
Bereich clientseitiger Komponenten ergibt sich durch die Forderung nach Technologieunab-
hangigkeit eine Vielzahl mdglicher Endbenutzersystemkonfigurationen, die im Zuge von
Funktionstests entsprechend beriicksichtigt werden missen. In diesem Zusammenhang zeigt
die langjahrige Erfahrung in Entwicklung und Betrieb von E-Government-Ldsungen, dass vor
allem die Integration wvon Chipkarten, gegebene Abhdngigkeiten von Java-
Laufzeitumgebungen, die stetig steigende Anzahl an im Umlauf befindlichen Web-Browser-
Varianten und Version, sowie unerwartete Anderung von im Umlauf befindlichen Betriebs-
systemen die Funktionalitdt von E-Government-Lésungen beeintréchtigen kénnen [ZeKZ11].

Bisherige Testframeworks, die Entwicklerinnen und Entwickler dabei unterstiitzten, der stetig
wachsenden Anzahl an unterschiedlichen Systemkonfigurationen Herr zu werden, versuchen
hauptséchlich, folgende Kriterien zu erfiillen [ZeKZ11]:

o Dynamische Adaptierbarkeit: Updatezyklen von Betriebssystemen und Software
sind oft unregelmé&Rig und anlassbezogen. Ein bestehendes Testframework muss daher
sehr rasch und einfach in Hinblick auf neue Versionen und damit auf neue Systemkon-
figurationen adaptierbar sein.

o Effiziente Verwaltung: Durch standig neue Versionen von Betriebssystemen und an-
deren Softwarekomponenten steigt die Anzahl potentieller Systemkonfigurationen
stets an. Effiziente Mechanismen zur einfachen und {bersichtlichen Verwaltung der
einzelnen im Testframework abgebildeten Systemkonfigurationen ist daher ein weite-
res wichtiges Kriterium.

e Zentrale Verflgbarkeit: In der Regel arbeiten mehrere Entwicklerinnen und Ent-
wickler bzw. verschiedene Teams an der Erstellung von E-Government-Diensten und
Applikationen. Um Ressourcen zu sparen, sollte das Testframework zentral zugang-
lich sein und allen berechtigten Entwicklerinnen und Entwicklern zur Verfiigung ste-
hen.
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Nachvollziehbarkeit: Durchgeflihrte Tests sollten jederzeit wieder nachvollziehbar
sein, um im Falle von Problemen, die direkt bei Endbenutzerinnen oder Endbenutzern
auftreten, entsprechende Systemkonfigurationen einfach wiederherstellen zu kénnen.

Obwohl diese Kriterien durchaus ihre Berechtigung haben und ohne Zweifel die Grundlage
entsprechender Testframeworks bilden missen, zeigt die Erfahrung im praktischen Umgang
mit entsprechenden Umsetzungen, dass diese Kriterien in dieser Form unvollstandig sind und
einige wichtige Aspekte auBer Acht lassen. Dementsprechend schlagen wir eine Erweiterung
der 0.g. Liste an Kriterien und Anforderungen an Testframeworks um folgende Punkte vor:

Kompatibilitat mit Chipkartentechnologie: Obwohl laufend neue technologische
Ansétze zur Umsetzung qualifizierter Signaturldsungen entwickelt und erprobt wer-
den, stellen Chipkarten nach wie vor eine zentrale und haufig genutzte Technologie im
Rahmen von E-Government-Lésungen dar. Fir systematische Tests — und hier vor al-
lem flr automatische Tests — stellt dies eine bedeutende Herausforderung dar. Test-
frameworks, die fur die Evaluierung von E-Government-Losungen verwendet werden
sollen, mussen daher in der Lage sein, mit Chipkarten entsprechend umgehen zu kon-
nen.

Kompatibilitat zu Java: Vor allem im Zusammenhang mit der Integration von Chip-
kartentechnologie stellt Java nach wie vor eine wichtige Technologie dar. Zudem er-
laubt Java die Erstellung plattformunabhangiger Losungen, was einen Einsatz dieser
Technologie vor allem im Bereich des E-Government als sinnvoll erscheinen lasst.
Testframeworks, die in diesem Bereich eingesetzt werden sollen, missen daher in der
Lage sein, mit Java entsprechend umgehen zu kénnen, um Probleme, die sich im Um-
gang mit dieser Technologie ergeben konnen, geeignet abbilden und simulieren zu
kénnen.

Skalierbarkeit: Durch die relativ kurzen Updatezyklen gangiger Betriebssysteme und
Anwendungen ergibt sich in kurzer Zeit eine relativ groe Anzahl an potentiellen Sys-
temkonfigurationen, die durch das Testframework abgedeckt werden missen. Die Er-
fahrung zeigte, dass bestehende Testframeworks hier oft sehr rasch an ihre Grenzen
stoRen. Nachhaltige Testframeworks missen daher einen entsprechenden Grad an
Skalierbarkeit aufweisen, um mit einer stdndig wachsenden Anzahl an potentiellen
Systemkonfigurationen umgehen zu kénnen.

Einfache Wartung der Testumgebungen: Softwarekomponenten werden in unre-
gelmé&Rigen Abstanden mit Patches versorgt, die beispielsweise kritische Sicherheits-
licken in Web-Browsern schliefien. Derartige Patches miissen in alle Systemkonfigu-
rationen, die von einem Testframework unterstiitzt werden, eingespielt werden, um
diese auf einem aktuellen Stand zu halten. Mit einer steigenden Anzahl an unterstiitz-
ten Konfigurationen kann dies zu einem erheblichen Wartungsaufwand fiihren. Test-
frameworks sollten daher Mdglichkeiten vorsehen, diesen Wartungsaufwand so gering
wie moglich zu halten.

Kosteneffizienz: Betrieb und Wartung eines Testframeworks kann mit zunehmender
Komplexitat (d.h. steigender Anzahl an unterstitzten Systemkonfigurationen) signifi-
kante Kosten verursachen, da mitunter umfangreiche Hardware-Ressourcen bendtigt
werden. Testframeworks sollten dementsprechend so ausgelegt werden, dass Ressour-
cen moglichst effizient und sparsam genutzt und Kosten gespart werden.

Im Laufe der letzten Jahre wurden diverse Testframeworks entwickelt, die zum Ziel haben,
Entwicklerinnen und Entwickler bei der Erstellung komplexer Softwareldsungen zu untersttit-
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zen. Ob und inwieweit diese Frameworks in der Lage sind, die hier definierten Anforderungen
zu erfllen, wird im folgenden Kapitel ndher untersucht.

3 Bestehende Losungen

Das systematische Testen von Softwarekomponenten zur Qualitatssicherung und Qualitats-
verbesserung ist keine neue Thematik und betrifft nicht nur den speziellen Bereich des E-
Government. Aus diesem Grund existieren bereits eine Vielzahl an Strategien und Werkzeu-
gen, die sich mit dem Thema des qualitativen und automatisierten Testens beschéftigen. Im
Rahmen dieses Kapitels werden daher UberblicksmaRig existierende Lésungen vorgestellt und
deren Tauglichkeit flr einen Einsatz zum Testen von E-Government-Komponenten analysiert.

3.1 Uberblick

Im Folgenden wird ein kurzer Uberblick (iber existierende Systeme und Frameworks gegeben,
die das Testen Web-basierter Anwendungen auf unterschiedlichen Client-Systemen erlauben.

3.1.1 Selenium

Selenium [HoKe06] ist ein auf HTML und JavaScript basierendes Testframework, welches
speziell fur das Testen von Web-basierten Anwendungen optimiert ist. Wesentliche Idee da-
bei ist die Aufzeichnung und automatische Wiederholung von Benutzerinteraktionen. Neben-
bei bietet Selenium noch die Mdglichkeit, Testfalle in unterschiedlichen Programmierspra-
chen wie Java, PHP oder Perl zu schreiben, welche gegen die meisten modernen Web-
Browser durchgefiihrt werden konnen. Aufgrund seines Web-basierten Kerns ist Selenium be-
triebssystemunabh&ngig und kann daher auch mit den meisten Browsern verwendet werden.

3.1.2 TestingBot

TestingBot* setzt ein automatisiertes Testframework mittels des zuvor vorgestellten Frame-
works Selenium in der Cloud um. Dabei kénnen Webseiten rund um die Uhr beziiglich Brow-
ser-Kompatibilitdt getestet werden. TestingBot bietet dabei 96 Browser-Betriebssystem-
Kombinationen in der Cloud an und unterstiitzt unterschiedliche Plug-Ins wie z.B. fir PHP
oder Ruby. Testfélle kdnnen einfach Uber das Selenium IDE Add-On erstellt und in das Test-
Lab von TestingBot importiert werden. Wesentlicher Vorteil dieser Losung ist die Mdéglich-
keit, unterschiedliche Browser-Betriebssystem-Kombinationen parallel in der Cloud zu testen.

3.1.3 testCloud

Im Gegensatz zu den zuvor erwahnten Losungen verfolgt testCloud? einen kontroversen An-
satz. Dabei werden Tests Uber eine Crowd von menschlichen Testern letztendlich manuell
durchgefiihrt. Im Gegensatz zu technologiebasierten Cloud-Lésungen werden in diesem Fall
jedoch nicht nur IT-Ressourcen, sondern auch ,echte” Menschen und ,,echte Gerdte zum
Testen bei Bedarf bereitgestellt. TestCloud bietet explorative Tests sowie Testfalle fir alle
Browser und Betriebssysteme an. Von den ,,gemieteten* Testern gefundene Fehler werden
Uber spezielle Bug-Report-Tools wie z.B. Jira® oder Redmine* bereitgestellt und kénnen von

1 http://testingbot.com
2 https://www.testcloud.de

3 http://www.atlassian.com/software/jira/overview 178
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Kundinnen und Kunden einfach exportiert werden, um diese an die entsprechenden Entwick-
lerinnen und Entwickler weiterzuleiten.

3.1.4 Virtuelles Testframework fur E-Government-Komponenten

Das Virtuelle Testframework fiir E-Government-Komponenten (VT-EGOV) [ZeKZ11] stellt
bereits einen fundamentalen Ansatz dar, um E-Government-Komponenten sicher und zuver-
lassig zu testen. Dieser Ansatz verwendet als Basis virtuelle Maschinen, auf denen unter-
schiedliche Betriebssysteme, Browser und E-Government-Komponenten installiert werden
kdnnen. Zentrale Idee dabei ist, der Dynamik sich standig verdndernder Umgebungen von
Client-Systemen gerecht zu werden und somit ein effizientes Testen von sicherheitskritischen
Komponenten zu ermdglichen.

3.2 Analyse

Im Rahmen dieses Unterabschnitts werden die zuvor beschriebenen Test-Frameworks auf de-
ren Tauglichkeit hinsichtlich der in Abschnitt 3 beschriebenen Anforderungen analysiert. Ta-
belle 1 gibt einen pragnanten Uberblick, inwiefern die einzelnen Anforderungen von den vor-
gestellten Tools erfiillt werden kénnen. Ein Pluszeichen ,,+* bedeutet dabei, dass die Anforde-
rung erfullt werden kann, ein Minuszeichen ,,-“, dass sie nicht erfiillt werden kann.

Tabelle 1 - Analyse bestehender Test-Systeme

Anforderung Selenium TestingBot testCloud VT-EGOV
Dynamische Adaptier- i i i N
barkeit
Effiziente Verwaltung - + - +
Zentrale Verfugbarkeit - + + +
Nachvollziehbarkeit + + + +
Kompatibilitat mit i i ) N
Chipkartentechnologie
Kompatibilitat zu Java - - - +
Skalierbarkeit - + - -
Einfache Wartung der
- + - -
Testumgebungen
Kosteneffizienz - + + -

4 http:// .redmine.or
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Die Anforderung der dynamischen Adaptierbarkeit kann im Wesentlichen nur vom VT-
EGOV-Framework erflllt werden, da hier einfach und schnell neue Systemkonfigurationen
erstellt werden kénnen. Die anderen Tools sind hingegen zu allgemein fiir Browser-basierte
Anwendungen gehalten, sodass die gewinschte Flexibilitat nicht erreicht werden kann. Tes-
tingBot bietet zwar ber 96 Browser-Betriebssystem-Kombinationen an, jedoch kann keine
individuelle Kombination erstellt werden. Eine effiziente Verwaltung ist nur bei zwei der vor-
gestellten Losungen gegeben (TestingBot und VT-EGOV), da nur diese mit der Mdglichkeit
ausgestattet sind, mit zahlreichen Browser-Betriebssystem-Kombinationen effizient umzuge-
hen. Eine zentrale Verfugbarkeit des Testsystems ist mit allen Systemen bis auf Selenium
mdoglich. Dieses Framework alleine, ohne weiteres Rahmenwerk wie beispielsweise bei Tes-
tingBot, ist speziell nur auf die Konfiguration jenes Rechners, auf dem Selenium installiert ist,
zugeschnitten. Alle vorgestellten Systeme erfiilllen das Kriterium der Nachvollziehbarkeit.
Das heiflt, dass durchgefiihrte Tests und Testkonfigurationen jederzeit reproduzierbar sind
und Test einfach wiederholt werden kdnnen. Eine Kompatibilitat zu Chipkartentechnologien
ist hingegen nur beim VT-EGOV gegeben, da die anderen Systeme keine Mdglichkeit anbie-
ten, Zugriffe auf Kartenlesegerate fir Chipkarten in ihr Test-Framework einzubinden. Eine
Kompatibilitdt zu Java ist ebenfalls nur beim VT-EGOV gegeben, da dieses System das ein-
zige ist, welches erlaubt, Java in das Test-Framework einzubinden. Alle anderen Systeme sind
im Wesentlichen flr reine Web-Anwendungen optimiert.

Skalierbar ist im Wesentlichen nur die vorgestellte Cloud Lésung TestingBot, da hier das
Cloud Computing-Paradigma vollstdndig ausgenutzt werden kann und mehrere Tests parallel
abgearbeitet werden kénnen. Benétigte 1T-Ressourcen wie z.B. Arbeitsspeicher spielen dabei
keine Rolle, wohingegen die anderen Lésungen in diesem Bereich an ihre Grenzen stoRen
kdnnen. Auch das Kriterium der einfachen Wartung kann nur von der vorgestellten Cloud-
Losung erflllt werden, da sich hier der Cloud-Anbieter um die unter dem Test-Framework
liegende Infrastruktur kimmert. Bei allen anderen Losungen muss die Wartung selbsténdig
von den Entwicklerinnen und Entwicklern oder Administratorinnen und Administratoren,
welche fir das Testsystem zustandig sind, Ubernommen werden. Letztendlich ergibt sich die
beste Kosteneffizienz bei der Cloud-Ldsung TestingBot und bei der Crowd-L6sung testCloud.
Bei beiden Ldsungen ist es moglich, nur die wirklich benétigten Ressourcen anzufordern.
Dadurch werden auch nur die wirklich konsumierten Leistungen verrechnet, was wiederum
die Kosteneffizienz sicherstellt.

Insgesamt kann festgehalten werden, dass Lésungen basierend auf virtuellen Testumgebungen
(VT-EGOV) bzw. Cloud-basierte Losungen klare Vorteile gegenuber anderen Ansétzen auf-
weisen. Im folgenden Kapitel zeigen wir, wie durch eine Kombination dieser beiden Ansétze
ein Testframework geschaffen werden kann, das allen in Kapitel 2 definierten Anforderungen
genligt.

4 Cloud-basiertes Testframework

Testlésungen im Bereich des E-Government miissen besonderen und vor allem sich standig
verandernden Anforderungen geniigen. In Osterreich wurde zu diesem Zweck in den vergan-
genen Jahren ein virtuelles Testframework basierend auf der in Kapitel 3 vorgestellten L6-
sung VT-EGOV eingesetzt. Im praktischen Einsatz stellte sich jedoch heraus, dass dieses
Testframework trotz des vielversprechenden Ansatzes einige Méngel aufweist, was sich vor
allem in der mangelhaften Skalierbarkeit des Systems widerspiegelt. Um hier eine Verbesse-
rung der Situation herbeizufiihren und die vorhandene zentrale virtuelle Losung an die flexib-
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len sich stdndig andernden Anforderungen anzupassen, wurde die bestehende Lésung adap-
tiert und erweitert, um ein einfaches und effizientes Testen von E-Government-Komponenten
zu ermdglichen. Die resultierende Lésung, welche den Ansatz virtueller Testframeworks wei-
terverfolgt und diesen um Aspekte des Cloud Computing erweitert, wird in diesem Kapitel
néher vorgestellt.

Die Architektur der vorgeschlagenen Losung wird anhand eines konkreten in Osterreich im
produktiven Einsatz befindlichen Testframeworks veranschaulicht. Dieses Framework ver-
wendet Komponenten und Module des Unternehmens VMware®. Das grundlegende Konzept
des vorgestellten Testframeworks ist jedoch nicht auf Komponenten dieses speziellen Herstel-
lers beschrankt, sondern kann prinzipiell mit Hilfe beliebiger virtueller Cloud-Infrastrukturen
umgesetzt werden.

Grundidee des hier vorgestellten Frameworks ist es, Benutzerinnen und Benutzern entspre-
chend dem VT-EGOV Konzept vorkonfigurierte Testumgebungen in Form virtueller Maschi-
nen zur Verfugung zu stellen. Als Basis fiir die virtuelle Architektur dienen bei der hier vor-
gestellten Implementierung VMware ESXi Server [VMwS13], die ein gemeinsames Set von
virtuellen Maschinen anbieten. Aufbauend darauf stellt VMware vCenter Server [VMwC13]
eine zentrale Plattform fur das Management der gesamten virtuellen Infrastruktur dar. Die
Verwaltung der einzelnen fiir Testzwecke vorgesehenen virtuellen Maschinen wird (iber die
Komponente vCloud Director [VMwD13], die Benutzerinnen und Benutzern einen rollenba-
sierten Zugang Uber eine Web-Konsole bietet, durchgefihrt.

Die verwendeten VMware-Produkte bilden eine Private Cloud und ermdéglichen so eine ge-
meinsame Nutzung der Infrastruktur. In Abb. 1 werden die wichtigsten Komponenten der vir-
tuellen Cloud-Infrastruktur gezeigt. Sowohl ESXi Server als auch vCenter Server sind fir
Endbenutzerinnen und Endbenutzer transparent und nur fur Administratorinnen und Adminis-
tratoren des Testframeworks sichtbar. Zentraler Zugangspunkt flir Benutzerinnen und Benut-
zer ist die vCloud Director Komponente.

vCloud Director

vCenter Server

@bt W

VM1 VM2 VM3 VM4 VM n

ESXi1 ESXi 2 ESXi m

Abb. 1: Verwendete Architektur

Die grundlegende Architektur, die fiir die Bereitstellung des vCloud Directors notwendig ist,
ist in Abb. 2 dargestellt. Benutzerinnen und Benutzer erreichen den vCloud Director Uber ei-
nen Web-Browser. Mehrere vCloud Director Server-Instanzen kénnen bei Bedarf breitgestellt
werden. Diese verwenden eine gemeinsame Datenbank und verbinden sich mit einem oder
mehreren vCenter Servern.

S http://f .vmware.com
p WWW.VMWw, 181
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Zentrale Einheit bei der Verwaltung virtueller Maschinen Gber den vCloud Director sind so-
genannte Organisationen. Eine Organisation ist eine Verwaltungseinheit, die Benutzerinnen
und Benutzer, Gruppen und Rechenressourcen umfasst. Eine solche Einheit wird von Organi-
sationsadministratorinnen und Organisationsadministratoren verwaltet.

vCloud Director :
Server Instanzen : ESXi Hosts

Q
|
— oz
[— o — @ vCenter

vCloud Director Web |

Interface @ i ﬁ

It

Cloud Director
Datenbank

vCenter
Datenbank

Abb. 2: Architektur des vCloud Directors

Administratorinnen und Administratoren kénnen Organisationen Ressourcen wie Netzwerke,
CPU-Kerne und Speicher zur Verfuigung stellen. Dabei werden Ressourcen zu entsprechenden
Klassen zusammengefasst. Abb. 3 illustriert dies flr die vordefinierten Klassen Gold und Sil-
ber. Die Gold-Klasse beinhaltet CPUs mit erweiterten Befehlssétzen fiir kryptographische
Operationen und Solid-State Disks fiir bessere Performance. Virtuelle Maschinen und vApps
— Ansammlungen von virtuellen Maschinen — mit erhéhten Anforderungen kénnen sehr ein-
fach der entsprechenden Klasse zugewiesen werden. Intern werden die vorhandenen Ressour-
cen dynamisch und entsprechend der jeweiligen Klasse auf die zugewiesenen vApps aufge-
teilt, wodurch eine effiziente Nutzung von Hardware-Ressourcen gewéhrleistet wird.

Eine weitere Effizienzsteigerung bei der Verwendung von Ressourcen kann durch das Kon-
zept des Over-Provisioning erreicht werden. Dabei werden vorhandene Ressourcen mehrfach
an Organisationen vergeben. Die Ressourcennutzung der Organisationen wird stetig tber-
wacht, um bei Engpéssen entsprechend rasch reagieren zu kénnen. Dadurch ist es moglich,
Ressourcen anhand des Nutzungsverhaltens der Organisationen entsprechend nur bei wirkli-
chem Bedarf zu kaufen. Frilhere Systeme wurden oft {iberdimensioniert und Ressourcen blie-
ben dadurch ungenutzt.

Organization 1 Organization 1

e

Org. T Org. g
vDCs vDCs

Gold Silber Gold Silber

H vApps H vApps H vApps H vApps
] ] ] T

(e [ )

Provider virtual datacenter (vDC)

Abb. 3: Organisationen eines vCloud Directors
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Benutzerinnen und Benutzer kénnen uber die Web-Konsole mit den Ressourcen der ihnen zu-
geteilten Organisation interagieren und neue virtuelle Maschinen und vApps erzeugen, ver-
wenden und verwalten. Vordefinierte virtuelle Maschinen und vApps, die in typischen Test-
szenarien im E-Government-Bereich verwendet werden, sind in Katalogen gespeichert, die
bei der Erstellung virtueller Maschinen als Vorlage dienen kénnen. Je nach zugeteilter Rolle
und Bedarf kann eine Benutzerin oder ein Benutzer neue Kataloge anlegen, vApps erstellen,
VApps vom Katalog in die eigene Cloud hinzufiigen, bestehende vApps der zugeteilten Grup-
pe starten, oder nur speziell fir die Benutzerin oder den Benutzer vordefinierte vApps ver-
wenden. Die virtuellen Maschinen werden in der Cloud gestartet. Der Zugriff auf die gestarte-
ten Maschinen erfolgt tber die Web-Browser-Konsole oder tiber Remote-Desktop-Protokolle.
Bei der Bereitstellung der virtuellen Maschinen wird bereits festgelegt, wie lange vApps ma-
ximal ausgefuhrt werden kénnen. Damit kann verhindert werden, dass nicht verwendete vA-
pps unndtigerweise Ressourcen verbrauchen.

5 Evaluierung

Durch die Kombination des Ansatzes virtueller Testsysteme mit den Konzepten des Cloud
Computing erreicht die hier vorgestellte Losung im Vergleich zu anderen Ansétzen ein hohe-
res Mal} an Flexibilitdt und Funktionalitdt. Um die Tauglichkeit der hier vorgestellten Lésung
im Kontext des E-Government zu evaluieren, wird diese im Folgenden hinsichtlich der im
Kapitel 2 definierten Anforderungen analysiert.

e Dynamische Adaptierbarkeit: Durch den Einsatz von Cloud Computing und damit
verbundener zentraler Lésungen, kann der Aufwand fir die Zusammenstellung neuer
Systemkonfigurationen gering gehalten werden. Benutzerinnen und Benutzer kdnnen
aus einer groflen Anzahl an virtuellen Maschinen eine eigene Testumgebung dyna-
misch erstellen. Dafur werden vordefinierte vApps, die eine oder mehrere virtuelle
Maschinen beinhalten kdnnen, herangezogen. Typische E-Government-Testszenarien
kdnnen durch diese vorkonfigurierten virtuellen Maschinen rasch nachgestellt werden.
Die Zusammensetzung der vApps beginnt bei Systemen mit neuinstallierten Betriebs-
systemen, reicht Uber Systeme mit vorinstallierten Web-Browsern und geht bis hin zu
Systemen mit speziellen vorinstallierten Softwarekomponenten aus dem E-
Government-Bereich.

o Effiziente Verwaltung: Die VMware-Komponente vCloud Director bietet umfangrei-
che Mechanismen fir die Verwaltung komplexer Testlandschaften. Virtuelle Maschi-
nen kdnnen dabei sehr schnell benutzerspezifischen vApps hinzugefigt, verlinkt und
wieder entfernt werden. Eine dynamische Erweiterung der Testumgebung durch neue
VMs ist einfach moglich. Der praktische Einsatz dieser Losung zeigt, dass die vorde-
finierten Systeme, die typische Testszenarien aus dem E-Government-Bereich repré-
sentieren, Benutzerinnen und Benutzern viel Zeit bei der Erstellung der gewiinschten
Testumgebung ersparen. Die integrierte Benutzerverwaltung und das umfangreiche
Rechtemanagementsystem kénnen dynamisch angepasst werden. Je nach Anforderung
besteht so die Mdoglichkeit, Benutzerinnen und Benutzern entsprechende Rechte zu-
zuweisen.

o Zentrale Verfugbarkeit: Eines der Hauptmerkmale von Cloud Computing ist die
zentrale Verfiigbarkeit. Durch die Integration von Cloud Computing-Aspekten erfiillt
auch das hier vorgestellte Testframework diese Anforderung vollstdndig. Der Einsatz
dieser Technologie ermdglicht eine gemeinsame Nutzung von Ressourcen. Sowohl
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das Testframework als Ganzes, als auch einzelne virtuelle Maschinen kénnen von
mehreren Benutzerinnen und Benutzern gleichzeitig verwendet werden.

¢ Nachvollziehbarkeit: Jede Benutzerin und jeder Benutzer besitzt seine eigene Test-
Cloud mit eigenen vApps. Bestimmte Systemkonfigurationen, die fur weitere Tests
und eine spatere Nachvollziehbarkeit nltzlich sind, kdnnen langerfristig gespeichert
oder als Basiskatalog fur alle Benutzerinnen und Benutzer zu Verfiigung gestellt wer-
den. Testsysteme kdnnen somit jederzeit einfach und rasch aus Basiskatalogen geklont
werden, wodurch die spatere Nachvollziehbarkeit von Tests gewéhrleistet ist.

o Kompatibilitdt mit Chipkartentechnologie: Benutzerinnen und Benutzer kdnnen
sich zu einer virtuellen Maschine (iber Remote-Desktop-Protokolle verbinden, welche
eine Weiterleitung von USB-Geréten unterstutzen. Somit ist gewahrleistet, dass auch
USB-Kartenlesegerdte am Testsystem verwendet werden konnen. Auf diese Weise
kdnnen auch Tests mit Chipkarten sehr einfach durchgefiihrt werden.

o Kompatibilitdt mit Java: Java-Technologien kdnnen nach Belieben in das Testsys-
tem eingebunden werden. Benutzerinnen und Benutzer kdnnen innerhalb einer virtuel-
len Maschine jede beliebige Technologie verwenden, die flir die Durchfiihrung der
Tests notwendig ist.

o Skalierbarkeit: Durch die dahinterliegende Cloud-Infrastruktur ist das Testsystem in
jeder Hinsicht beliebig erweiterbar. Sowohl Hardware- als auch Softwarekomponenten
kénnen dem bestehenden System jederzeit hinzugefligt werden.

e Einfache Wartung der Testumgebung: Sowohl der Wartungsaufwand fur Administ-
ratorinnen und Administratoren des Systems Uber den zentralen vCenter Server als
auch die Wartung der vApps jeder einzelnen Benutzerin bzw. jedes einzelnen Benut-
zers kann effizient und teilweise automatisch durchgefiihrt werden. Der zentrale An-
satz und die gemeinsam genutzte Infrastruktur beglinstigt eine kostenglinstige und ein-
fache Wartung.

o Kosteneffizienz: Das Testsystem besteht aus einer virtuellen Private Cloud-Ldsung,
die geringe Infrastrukturkosten hat. Storage-Kosten sind die einzigen Hardwarekosten,
die bei dieser Lésung anfallen. Die Linked Clone-Technologie [VMwD13] ermdglicht
das Klonen von Basis-vApps in untergeordnete vApps, indem nur die Anderungen ge-
speichert werden, die von den untergeordneten vApps stammen, wahrend die restli-
chen Daten aus den Basis-vApps verwendet werden. Durch den Einsatz dieser Tech-
nologie kdnnen Storage-Kosten reduziert werden. Durch die einfache Bereitstellung
der virtuellen Maschinen und die effiziente Wartung der Testumgebung kénnen eben-
falls Kosten gespart werden.

6 Fazit

Umfangreiche und systematische Tests stellen vor allem auch bei sicherheitskritischen 1T-
Loésungen eine wichtige Methode zur Gewahrleistung der Einhaltung gegebener Qualitats-
standards dar. VVor allem im Bereich des E-Government zeigt die langjahrige Erfahrung, dass
die Durchfuhrung systematischer Tests durch spezielle Anforderungen von E-Government-
Loésungen oftmals schwierig und aufwandig ist. Bisher vorgestellte und etablierte Testframe-
works kdnnen die zahlreichen Anforderungen oft nur teilweise und auf unbefriedigende Art
und Weise erfiillen.

Um dieser Problematik geeignet zu begegnen, wurde in diesem Artikel ein neuartiges Kon-
zept zur Durchfiihrung effizienter und effektiver Tests im Bereich des E-Government vorge-
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stellt. Dieses Konzept kombiniert Aspekte etablierter virtueller Testsysteme mit jenen des
Cloud Computing und erlaubt so die Entwicklung eines Testframeworks, das in der Lage ist,
allen Anforderungen an E-Government-Testsysteme zu genligen. Die praktische Umsetzbar-
keit der hier vorgestellten Losung wurde anhand einer konkreten Implementierung positiv
evaluiert. Diese Implementierung basiert auf Virtualisierungskomponenten und Cloud-
Losungen der Firma VMware. Das vorgeschlagene und in diesem Artikel im Detail diskutier-
te Konzept ist jedoch prinzipiell auch uber beliebige andere Komponenten mit entsprechender
Funktionalitdt umsetzbar. Unabhéngig von der gewahlten Umsetzung bietet das vorgeschla-
gene Konzept Entwicklerinnen und Entwicklern von E-Government-Komponenten die M6g-
lichkeit, bereitgestellte Losungen effektiven und effizienten Tests zu unterziehen und dadurch
geforderte Qualitats- und Sicherheitsmerkmale einzuhalten.
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Trust and Reliability for Public Sector Data

Klaus Stranacher, Vesna Krnjic, and Thomas Zefferer

Abstract—The public sector holds large amounts of data of
various areas such as social affairs, economy, or tourism. Various
initiatives such as Open Government Data or the EU Directive on
public sector information aim to make these data available for public
and private service providers. Requirements for the provision of
public sector data are defined by legal and organizational
frameworks. Surprisingly, the defined requirements hardly cover
security aspects such as integrity or authenticity.

In this paper we discuss the importance of these missing
requirements and present a concept to assure the integrity and
authenticity of provided data based on electronic signatures. We
show that our concept is perfectly suitable for the provisioning of
unaltered data. We also show that our concept can also be extended
to data that needs to be anonymized before provisioning by
incorporating redactable signatures. Our proposed concept enhances
trust and reliability of provided public sector data.

Keywords— Trusted Public Sector Data, Integrity, Authenticity,
Reliability, Redactable Signatures.

|. INTRODUCTION

URING the past few years, various developments in the

IT sector have been significantly influenced by the so
called “open movement”. For instance, Open Source has
become a well-known term that describes the philosophy of
making source code publicly available to everybody. Also
related concepts such as Open Access or Open Content have
continuously gained popularity during the past years.
Recently, especially the concept of Open Data has attracted
attention. The general idea behind Open Data is that data
should be freely available for everyone to be used and
republished. Focus is thereby mainly put on non-textual data
such as maps, genomes, or statistics, to name but a few.

Considering the different categories of data that are
potentially affected by Open Data, it is hardly surprising that
the public sector represents one of the most relevant data
sources. The importance of governments and related public
sector institutions is emphasized by different initiatives that
deal with the provision of open data by the public sector.

An example is the Open Government Data (OGD)
initiative. OGD can be seen as a subset of Open Data and
pertains to data being under control of governmental
institutions. Numerous OGD initiatives have been started
recently in various countries and allow the provision of
services based on data supplied by governmental
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organizations. For instance, in Vienna, Austria, more than 40
applications® that make use of OGD provided by the city
government are already available for citizens ranging from
various mobile smartphone apps to complex applications for
desktop computers.

In addition, the public sector collects, creates, reproduces,
and disseminates comprehensive sets of data in many areas
such as social affairs, economy, weather, tourism, business,
and education. Based on these data, new digital-content based
products and services can be developed. The European Union
considers this as a key factor for accessing and acquiring
knowledge as well as rapid job creation, especially in small
emerging companies. Therefore, the Directive 2003/98/EC of
the European Parliament and of the Council of 17 November
2003 on the re-use of public sector information [10]
(hereinafter referred to as PSI Directive) has been published.
The directive defines a common legal framework for the
provision of public data and the re-use of information sources
enabling the “harmonisation of the rules and practices in the
Member States relating to the exploitation of public sector
information” [10].

In general, the term public sector data denotes all kinds of
electronic data being produced, collected, provided, or simply
processed by the public sector. In this paper we focus on
public sector data used in the context of the OGD initiative
and the PSI Directive. However, the methods proposed in this
paper are not limited to these use cases.

Given the growing relevance and popularity of using public
sector data in the public domain, security issues have been
astonishingly rarely discussed so far. In literature, several
requirements have been defined for OGD solutions [9].
However, security aspects such as data integrity or
authenticity are hardly ever mentioned. Also the PSI Directive
defines a set of basic requirements for solutions dealing with
public sector information but does not clearly define data
integrity or authenticity as a requirement.

Security in general and selected security aspects such as
data integrity and authenticity in particular are without doubt
important factors that should also be considered by public
sector data based solutions. The use of forged data might for
instance lead to resource claims. In such cases, the supplier of
data should be able to proof that originally provided data has
been altered. Current solutions based on public sector data
usually do not support this feature.

In this paper, we propose a method that makes use of
electronic-signature concepts in order to assure the integrity
and authenticity of provided public sector data and
information.  Electronic signatures rely on public-key
cryptography and basically represent the electronic equivalent

* See http://www.data.gv.at/
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to hand-written signatures. By applying a cryptographic
method incorporating a private key to a set of data, the data is
unambiguously linked to (i.e. signed by) the holder of the
private key. The electronic signature can be verified using the
corresponding public key. The verification process can only
succeed, if the correct public key is used, and if the signed
data is unaltered. Each modification of the signed data
immediately breaks the electronic signature. This way,
illegitimate alterations of signed data can be detected easily.

While the proposed solution is able to assure the integrity
and authenticity of open public sector data, the application of
electronic signatures also raises new challenges. In order to
meet privacy requirements, data provided for public use needs
to be redacted?, i.e. altered. Of course, the modification of data
would break any electronic signature on these data. To
overcome this issue, we extend our approach by replacing the
concept of electronic signatures by redactable signatures.
Redactable signatures are a special kind of electronic
signatures that allow for a (limited) modification of signed
data without breaking the applied signature. We use redactable
signatures to assure the integrity and authenticity of redacted
data. This way, the proposed concepts enhance the overall
security of solutions relying on public sector data.

The remainder of this paper is structured as follows. In
Section Il we discuss common requirements of public sector
data and argue the need for additional requirements that cover
data integrity and authenticity. We discuss electronic signature
concepts that will be employed to meet these additional
security requirements in Section I11. Based on this theoretical
foundation, we introduce our concepts to assure integrity and
authenticity of public sector data using electronic and
redactable signatures in Section IV. Final conclusions are
drawn in Section V.

I1l. COMMON REQUIREMENTS FOR PUBLIC SECTOR DATA

OGD and PSI are main areas regarding the publishing and
provisioning of public sector data. There are already a number
of well-defined requirements for OGD as well as for the re-use
of public sector information. In 2007, the Open Government
Working Group [9] published a set of fundamental principles
for Open Government Data. Also the PSI Directive establishes
a minimum set of rules governing the re-use of existing
documents® held by public sector bodies of the EU Member
States.

In general, provision of government data in public sector
should fulfil a set of requirements in order to assure an
appropriate level of quality. In this context, the following
aspects should be considered:

1) Completeness: OGD principles specify that all
government data that are not subject to privacy or security
restrictions should be made publicly available. The PSI

2 Redact means to make (portions of) a text unrecognizable
(anonymization) or to substitute it with another text.

® The PSI Directive defines documents as “any content whatever its
medium (written on paper or stored in electronic form or as a sound, visual or
audiovisual recording)™ [10]. For our following considerations we refer on
electronically available data, which come under the Directive.
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Directive does not mention completeness of data explicitly.
Provision of all appropriate documents held by the public
sector is one of the goals of PSI. With regard to privacy, the
PSI Directive states that: “The Directive should be
implemented and applied in full compliance with the
principles relating to the protection of personal data in
accordance with Directive 95/46/EC of the European
Parliament and the Council of 24 October 1995 on the
protection of individuals with regard to the processing of
personal data and of the free movement of such data.” [10].

2) Primary Source: OGD principles state that: ““Data should
be published and collected at the source with the finest
possible level of granularity, not in aggregate or modified
forms.” [9]. The PSI Directive does not explicit provide any
guidance for a primary source of data. It can be assumed that
data provided by a public sector body fulfil this requirement.

3) Timely Available: OGD should be made available as fast
as possible to the public. The benefit for the public can be
enhanced through real-time update of time-dependent data.
For PSI, there are no explicit rules for regulating the timely
provision of documents. In the PSI Directive (12) is recorded
that “public sector bodies should make the documents
available in a time-frame that allows their full economical
potential to be exploited.” [10].

4) Accessibility: Public data must be made available barrier-
free to widest range of users. The need for physical access to
data (e.g. the attendance of special premises) should be
avoided as well as the use of special electronic technologies.
PSI data are not constricted to electronic data so the access to
these data is not only through the Internet. Article 3 of the PSI
Directive states that “Where possible, documents shall be
made available through electronic means.” [10].

5) Machine Processible: OGD should be stored in widely
used file formats so that they could be automatically processed
in order to ensure an easy integration in software applications.
If data were normalized a sufficient documentation should be
provided about the used file format. Likewise, the raw data
should be available, which can be downloaded automatically.
Article 5 of the PSI Directive states that “Public sector bodies
shall make their documents available [...] through electronic
means where possible and appropriate.”” [10].

6) Data Access: An anonymous access to the OGD should
be possible for all users at any time. The access to the data
should not be restricted to certain organizations or groups of
people. Furthermore, users should not be forced to use certain
software applications. In general PSI documents are not
available for free. Therefore public sector documents usually
need request for reuse (e.g. licence is needed).

7) Non-Proprietary: OGD specify the use of open standards
to ensure that reading and processing of provided data does
not require specific software. In most cases, it is necessary to
provide data in different formats. PSI Directive states that
“Public sector bodies shall make their documents available in
any pre-existing format or language [...].”” [10].

8) License: Open Government Data are license-free and not
subject to any copyright. While in contrast the re-use of PSI
imposes no strict guidelines. The Directive (Article 8)
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proposes that: “Public sector bodies may allow for re-use of
documents without conditions or may impose conditions,
where appropriate through a licence, dealing with relevant
issues.” and ““In some cases the re-use of documents will take
place without a licence being agreed. In other cases a licence
will be issued imposing conditions on the re-use by the
licensee dealing with issues such as liability, the proper use of
documents,  guaranteeing  non-alteration and  the
acknowledgement of source.” [10]. In addition, the Directive
states that charges “shall not exceed the cost of collection,
production, reproduction and dissemination [...]” [10].

Table | summarizes the different requirements of public
sector data and compares their impact on OGD and PSI.

TABLEI
OVERVIEW OGD AND PSI DIRECTIVE REQUIREMENTS

Open Government

Data PSI Directive

Requirement

Data must be complete
and privacy
regulations must be
taken into account.
Data must originate
from the primary
source.

Data should be

Privacy regulations must be
Completeness taken into account.

Not explicit mentioned, but
public sector body should
count as primary source.

Primary Source

Timely . Data should be provided in
available published as fast as an appropriate time-frame.
possible. .
;E)L?k;?i::sslk?a?reier-free Data is not restricted to
Accessibility and the need for electrumc_ data, but shall be
physical access made available
avoided. electronically.
. Data should be provided
Machine zﬁfg;ﬁgﬁl be in through electronic means
processible Healy (where possible and
proccesible formats. :
appropriate)
fAn ANoNYMOUS ACCESS iy jg usually not publicly
‘or anybody at any "
Data Access time should be available and a request for
; reuse is needed.
provided.

Data formats should
base upon open
standards to ensure the
long-term readability.

Non-Proprietary Data should be available in

any pre-exlstlng format.
No strict guidelines
defined. Data may be
provided under designated
and non-discriminatory
conditions

Data must be license-
free and not subject to
any copyright

License

The focus of the above-mentioned principles of OGD and
the re-use of PSI targets on completeness, timeliness, and
accessibility of data. Security aspects have not been included,
except the usage restriction of personal data. However,
depending on the use case scenario we strongly recommend
compliance with appropriate security requirements, especially
for providing and publishing public sector data. We consider
the previously defined requirements for public sector data (for
certain scenarios) as incomplete and hence insufficient.
Therefore, we extend the general principles by the following
two requirements in order to appropriately consider security
aspects:
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1) Authenticity and Integrity: The authenticity and integrity
of public sector data should be ensured by the use of
appropriate cryptographic procedures. This shall establish that
recipients of these data can check unauthorized modification
(integrity) and beyond everyone can identify the provider of
the data unambiguously (authenticity).

2) Authenticity and Integrity for Redacted Government
Data: As defined in previous section of general requirements
for public sector data, personal data must not be published as
Open Government Data or be provided as public sector
information because they underlie data privacy constraints.
Often, the general information linked to these personal data
can be of interest for the public and still be useful. Therefore,
such data should be redacted in an appropriate way and
thereafter be published without any privacy violation. This
requirement must not be in conflict with the demand for
authenticity and integrity. In any case, the authenticity and
integrity of the redacted data must be ensured.

The discussed requirements extension for public sector data
is a serious challenge for public sector bodies. A consideration
of these extensions will necessarily include the integration of
well-established and upcoming electronic signature concepts.

Therefore, the following Section 111 will present and discuss
the cryptographic concepts that allow consideration of the
defined extended requirements. Concrete concepts to
implement appropriate procedures to take account of the
extended requirements are finally discussed in Section V.

I1l. CONCEPTS FOR ELECTRONIC SIGNATURES

In general, electronic signatures are used to provide a proof
of genuineness for electronic data. Hence, electronic
signatures represent the counterpart to hand-written signatures
on paper based documents. Electronic signatures basically
assure authenticity, data integrity, and non-repudiation of
origin. The receiver of a signed document is able to uniquely
identify the creator of the signature® (authenticity) and is able
to verify that the signed data has not been modified (integrity).
At the same time, the creator of an electronic signature cannot
deny to have signed the data (non-repudiation). Especially the
validation of data integrity becomes important for security-
critical applications. For instance, in case of an electronically
signed contract the content of the contract cannot be
unilaterally modified without invalidating the electronic
signature. We use the properties of electronic signatures to
ensure both integrity and authenticity for public sector data. In
the European Union, electronic signatures are widely used in
transactional e-government processes and rely on a common
legal basis formed by the EU Signature Directive [11] and
their national implementations.

During the past decades, different forms of electronic
signatures with different properties and characteristics have
been developed. The security-enhancing concepts proposed in
this paper basically rely on conventional electronic signatures
and redactable signatures. We discuss relevant properties of
these cryptographic methods in the following subsections.

“ The creator of a signature is also called signatory.
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A. Conventional Electronic Signatures

The technical basis for electronic signatures is public key
cryptography. The creator of an electronic signature holds a
private and a public key. The creator has sole control over the
private key, which is used to create the signature®. Fig. 1 (a)
illustrates the basic principle of a typical signature-creation
process. In a first step, the signed data is mapped to a hash
value of a fixed length using a so called hash function®. This
hash value is then signed using the signatory’s private key.
The corresponding public key is published” and the receiver of
the signed data is able to verify the validity of the signature by
means of this public key.

Usually, the receiver of signed data wants to verify the
validity of the obtained electronic signature. Therefore, the
receiver executes a signature verification process as shown in
Fig. 1 (b). As a first step, a hash value comparison is carried
out. To do so, the verifier computes a hash value over the
received signed data. The resulting hash value is then
compared to the original hash value that can be extracted out
of the obtained electronic signature. If these two hash values
match, the data has not been altered®. If there is a difference
between the two hash values, the data has obviously been
modified after the signing process. In a second step (if the
hash values are equal) the verifier checks if the public key
matches the private key by applying the public key on the
obtained signature value. If there is a match®, the signature is
called valid, otherwise invalid.

S
!

ey
Verification

) Signat

Fig. 1 Basic principle of electronic signatures

A fundamental property of conventional electronic signatures

® An important characteristic is that the private key cannot be determined
out of the public key and is infeasible to guess.

® A hash function is a one-way function, which creates a fixed length
checksum (hash value) out of arbitrary length data. Fundamental properties of
hash functions are that it is neither possible to determine the original data out
of a given hash value (pre-image resistance), nor to find another data, which
maps to the same hash value (second-pre-image and collision resistance). The
main reason for applying a hash function is that, in general, the data to be
signed is quite large and signing large data is very inefficient and time
consuming for practical applications.

" The public key is usually published via a trusted third party using an
electronic certificate. This certificate holds the public key of the signatory and
binds the signatory’s identity to this key.

® This means the integrity of the data has been successfully checked.

¢ This means the signatory is the very person he or she claims to be.
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is that each modification of signed data leads to an invalidity
of the signature. During the signature verification process, the
hash value of the modified data is compared to the hash value
of the original data. As the hash value of the modified data
differs from the original hash value, the verification process
results in an invalid signature. This way, the receiver of the
signed data is able to detect modifications during the signature
verification process.

For conventional electronic signatures a variety of different
signature formats have been developed. For instance,
XMLDSIG [12] and XAdES [13] are well established XML
based signature formats. Similarly, Adobe PDF signatures [14]
or PAdES [15] are commonly used signature formats for the
signing of PDF documents.

B. Redactable Signatures

There exist use cases, in which a modification of signed
data should be possible without leading to an invalidity of the
signature. Such a use case is for instance the anonymization of
data including personal and private data, which must not be
published for legal and privacy reasons. Redactable signatures
are a cryptographic concept, which allows a subsequent
modification of signed data without invalidating the original
signature. The person who is able to perform such
modification is called the redactor.

The concept of redactable signatures is discussed in detail in
[1]. The authors of this article define different properties of
redactable signatures. These properties can be used to classify
the different existing schemes for redactable signatures. The
following properties exist:

1) Property P1 — Designated Redactor: This property
defines if signed data can be modified by everybody or
exclusively by a designated redactor, which is explicitly
defined by the signatory.

2) Property P2 — Replacement of Blocks: This property
defines if a redactor is able to delete (blacken out) text blocks
only, or if the redactor is also able to replace it with other text
blocks.

3) Property P3 — Designated Parts: A signatory is able to
determine if a redactor is able to redact all text blocks or only
designated blocks.

4) Property P4 — Recognizable Modification: This property
defines if a modification of a redactor is recognizable
afterwards.

5) Property P5 — Controlled Replacement: This property
specifies if a signatory is able to control which text blocks can
be used for the replacement (e.g. a certain text block can be
defined to be replaceable by the text blocks “Yes” or “No”
only).

By combining these properties, several different redactable
signature schemes can be derived. The following Table I gives
an overview of different redactable signature schemes and
compares their properties.
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TABLE|
REDACTABLE SIGNATURE SCHEMES AND THEIR PROPERTIES [1]

Signature Schema P1 P2 P3 P4 P5

Content Extraction

Signatures [2] No No Partly Yes No
Sanitizable Signatures [3] Yes No Yes No No
Homomorphic Signature

Schemes [4] No No No Yes No
Extended Sanitizable

Signatures [5] Yes  Yes Yes Yes  Yes
Extended Sanitizable

Signature Schemes [6] Yes Yes Yes Yes Yes
Generalizations and

Extensions of Redactable No Yes Partly Yes Yes
Signatures [7]

Efficient signature schemes No No Yes Yes No

[8]

Independent from the respective scheme, the basic principle
of all redactable signatures is the same. All schemes base on
retention of the hash value of the original and unmodified
data. For conventional electronic signatures, a different hash
value indicates a modification of the signed data and leads to
an invalid signature. However, if the original hash value is
retained and used during the signature verification (instead of
the new calculated hash value) the original signature can be
validated successfully.

Fig. 2 shows the basic principle of redactable signatures by
means of a simple example. It explains how a text is signed,
afterwards redacted, and finally verified successfully. For the
signature creation, a message m is divided into five text blocks
m; to ms. For each of these blocks, a hash function H is
applied and the hash values h; to hs are computed. Based on
these hash values, a total hash value Hrora. is calculated. This
total hash value is then signed to create the signature S.

According to the example shown in Fig. 2, the text block
“redacted” is then blacked out (message block mgs). This
leads to a hash value h,, which differs from the original hash
value' and would result in an invalid signature. To avoid this
invalidity, the original hash value is used during the signature
verification process*’.

Of course, this approach requires the receiver of the
signature, who usually performs the signature verification, to
receive the hash value h, in addition to the signature. Hence,
the receiver, who only knows the redacted message, is able to
verify the original signature without knowing the text block
m,. Due to the one-way functionality of the hash function, the
receiver is not able to determine the redacted text block. By
using conventional hash functions in association with a small
number of potential text blocks (e.g. if only first names are
possible for the redacted text block), there is a risk that the
redacted text can be reconstructed by just trying all possible
combinations. Thus, for real applications randomized hash
functions are used. These hash functions are using an
additional random value to calculate the hash value, which
hinders a simple guessing of the text block.

Conventional electronic signatures are able to ensure

10 H(my) is unequal to H(m,-).
1 1.e. H(m,) is used for calculating Hrora instead of H(m).
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authenticity and integrity for public sector data, whereas
redactable signatures work well to fulfil the requirement for
authentic and integrity-protected redacted public sector data as
defined in Section Il. In the following section we introduce
our concept for a trusted public sector data, which bases on
conventional and redactable signatures.

ature

Total Hashvalue

Hioru=H(h,

Hashvalue Hashvalue Hashvalue Hashvalue Hashvalue

he=H(my) h=H(m,) hiH(m,) hiH(m,) heH(m,)

DD e
m m; m m, m ms

[ mis is T e text

Fig. 2 Basic principle of redactable signatures

IV. TRUSTED PUBLIC SECTOR DATA

The objective of the presented concept is to ensure
authenticity and integrity for public sector data including the
possibility to anonymize or redact (parts of) these data. To
fulfil these requirements, the proposed concept integrates
conventional and redactable signature schemes as outline in
Section 111. In the following we discuss details of this concept
and show how providers as well as recipients of public sector
data benefit from this approach.

By using electronic signatures for public sector data, two
general use cases can be distinguished. Depending on the use
case, our concept makes use of different schemes for
electronic signatures. In the following, the two general use
cases covered by our concept are presented in detail.

A.Use Case 1: Ensuring Authenticity and Integrity for
Public Sector Data

In this scenario we show how a provider of public sector
data is able to provide authentic and integrity-protected data.
Providing such secured data has following advantages:

1) Integrity of the Data: By ensuring the integrity of data,
subsequent modifications of the data can be detected. Both,
the data provider and the recipient of the data benefit from this
feature. The recipient is able to trust the validity and
correctness of the provided data. For the provider this feature
guarantees that recipients cannot claim to have received
incorrect data.

2) Authenticity of the Data Provider: The recipient of the
public sector data is able to reliably determine the identity of
the data provider. This leverages the trust in the reliability and
trustworthiness of the provided data.
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The means of choice for implementing authentic and
integrity-protected public sector data are conventional
signature schemes. Fig. 3 illustrates the basic approach. The
original public sector data source is located in the domain of
the public sector data provider. These data is signed with the
private signature key of the provider. Depending on the data
format, different signature formats are possible. For instance,
XML-based or PDF-based signatures are promising
candidates, but basically each suitable signature format is
applicable. Afterwards, the signed data is provided or
published through appropriate communication channels as
trusted public sector data?.

To verify the authenticity and integrity of the data, the
recipient can verify the electronic signature. In case of a valid
signature the recipient has evidence that the data has not been
altered or modified. Additionally, the recipient is assured that
the data has been provided by the respective provider.

Arbitrary
Domain
A
Domain Domain
Public Sector Data Public Sector Data
Provider Recipient

Lorem ipsum

dolor sit amet,
consetetur

sadipscing elitr, [
sed diam

Lorem ipsum
dolor it amet,
consetetur
sadipscing elir,

d

nonumy eirmod
tempor invidunt

tempor i

Trusted
Public Sector Data

Original
Data Source

Fig. 3 Use case 1 — Ensuring authenticity and integrity for public
sector data

B.Use Case 2: Authenticity and Integrity for Redacted
Public Sector Data

This use case covers all applications, in which the original
data set contains personal and private data. Usually, such data
is prohibited for processing due to legal and privacy reasons.
However, there exist applications where general data being
linked to the private data is suitable to be reused. Hence, there
is a need to anonymize or to redact the original personalized or
private data.

For use case 1, a concept using conventional signatures to
achieve authenticity and integrity has been proposed. This
approach is not practical for the second use case. The
anonymization process leads to a modification of the signed

2 Eg. in the context of Open Government Data, these data may be
published through publicly accessible interfaces. For data based on the PSI
Directive the provider may give the recipient an appropriate access to the data.
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data and therefore to an invalid signature. In order to achieve
trusted public sector data, the anonymized or redacted data
must be signed again. For some applications, this is however
no practical or feasible approach. For instance, the original
signatory could not be available or a renewed signature
creation could not be possible for other reasons. At this point
redactable signatures produce a relief.

Fig. 4 shows the basic principle of trusted public sector data
based on redactable signatures. The provider of the public
sector data uses its private key to create a redactable signature.
The redactor anonymizes or redacts the data and updates the
redactable signature (i.e. adding the appropriate original hash
values of the redacted blocks). For this purpose, the redactor
must use his or her private key, if the provider has defined that
only designated redactors are able to modify the signed data.
After this, the redactable signature and the modified data are
made available for the recipient. The recipient is able to verify
the original signature without gaining access to the
anonymized or redacted data. In case of a positive signature
verification result, the recipient can again trust on the
authenticity and integrity of the obtained data.

Depending on the concrete use case, different redactable
signature schemes may be used. Depending on the properties
of the chosen signature scheme, the provider is able to define
designated redactors (property P1) or may define which parts
of the data can be anonymized or redacted (property P2).

V. CONCLUSION

In this paper, we have proposed two concepts to assure the
integrity and authenticity of public sector data being provided
for re-use. Our first concept makes use of conventional
electronic signatures to guarantee integrity and authenticity of
arbitrary provided data. As conventional electronic signatures
cannot be successfully applied if the signed data needs to be
modified after the signature-creation process, this concept is
not suitable for the provision of data that needs to be redacted.
For these scenarios, we have proposed a second concept that
relies on redactable signature schemes. These signature
schemes allow for a successful signature-verification process,
even if signed data needs to be modified.

By applying the proposed concepts, providers of public
sector data can easily assure the integrity and authenticity of
data intended for re-use by external parties. This leverages an
appropriate level of security for solutions based on provided
public sector data and is advantageous for both providers and
recipients of data. Recipients can be sure that obtained data is
genuine, unmodified, and stems from the expected source. At
the same time, data providers benefit from the application of
electronic signatures, as recipients cannot claim to have
obtained incorrect data.

The different signature schemes, which the proposed
concepts rely on, are already well established and frequently
used in various security-sensitive fields of application.
Software modules that facilitate the creation and verification
of electronic signatures are publicly available and already
frequently used in e-government and related fields of
application. The implementation of a prototype application
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Fig. 4 Use case 2 — Authenticity and integrity for redacted public sector data

that relies on existing software solutions and incorporates the
concepts proposed in this paper will demonstrate the practical
applicability of our approach and is regarded as future work.
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Abstract. Due to the increased application of information and communication technologies in the public sector,
the amount of data being produced and processed by the public sector has been constantly growing during the
past years. As these data can also be useful for the general public and the corporate sector, current initiatives
attempt to make these data publicly available. Recent work on this topic has shown that publishing of public
sector data potentially raises several issues regarding data integrity and authenticity. These issues render the
implementation of solutions based on trusted and reliable public sector data difficult. However, recent work has
proposed electronic signatures in general and redactable electronic signatures in particular as adequate means
to address these issues. While a variety of redactable signature schemes has been introduced in literature, their
capabilities to assure the integrity and authenticity of published public sector data has not been assessed so far.
This renders a concrete implementation of solutions based on redactable signatures impossible.

To overcome this problem, this paper first identifies and discusses legal, organisational, and technical
requirements that need to be met by redactable signature schemes when applied to public sector data to be
published. Afterwards, different existing redactable signature schemes are examined and discussed in more
detail. Based on the previously identified requirements, the different redactable signature schemes are then
assessed in detail. The conducted assessment reveals that sanitizable signature schemes, which represent a
subset of redactable signature schemes, are especially suited to meet the predefined requirements. Among the
wide set of existing sanitizable signature schemes, the conducted survey has revealed two concrete schemes to
be best suited to assure the integrity and authenticity of public sector data to be published. The results obtained
from the conducted survey will serve as input and basis for the implementation of solutions based on trusted and
reliable public sector data.

Keywords: eGovernment, Redactable Signatures, Sanitizable Signatures, Public Sector Data

1. Introduction

The public sector produces, collects, processes, and provides large amounts of electronic data.
These public sector data can be of interest also for the general public as well as for the corporate
sector. In the area of e-Government, two main approaches have evolved to take up the challenge of
providing public sector data. The Open Government Data (OGD) initiative bases on the concept of
open data and claims that data should be freely available for everyone’s use. In addition, the EU
Directive on the re-use of public sector information (PSI Directive) (European Union, 2003) defines a
legal framework for the provision of public data within the European Union.

Both approaches define partly different requirements for applications dealing with OGD and PSI
related data. Surprisingly, security related aspects such as data integrity of authenticity of data are not
part of these requirements. To bridge this gap, supplementary security requirements have been
defined in literature recently (Stranacher et al., 2013). In this work, the authors have also proposed a
concept to meet these additional requirements in practice. The proposed concept employs electronic
signatures to allow for the realization of trusted and reliable public sector data. Furthermore, the
proposed concept also includes a mechanism to assure the integrity and authenticity of data even if
these data need to be redacted. For instance, a redaction can be necessary if the data contain
security-sensitive or individual-related information. For such scenarios Stranacher et al. (2013)
propose the use of redactable signature schemes, which allow third parties (redactors) to modify
signed data without invalidating the original signature.

Redactable signature schemes have already proven their usefulness in different fields of
application. During the past years, especially the e-Health sector has turned out to be predestinated

1 EGIZ is a joint initiative of the Austrian Federal Chancellery and the Graz University of Technology
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for an application of redactable signature schemes (Bauer et al., 2009) (Slamanig and Rass, 2010).
So far, several different redactable signature schemes have been proposed and discussed in
literature. These schemes differ in various fundamental properties, such as the possibility to explicitly
define a designated redactor, or to allow the redacting of predefined data blocks only. Unfortunately,
current concepts that propose a use of redactable signatures in order to assure authenticity and
integrity of public sector data lack on an assessment and definition of appropriate redactable
signature schemes so far.

In this paper we bridge this gap by assessing existing redactable signature schemes and
evaluating their capabilities to meet the requirements of public sector data. For this purpose, we first
recap the concept of trusted and reliable public sector data in Section 2. In Section 3, we then derive
concrete requirements that have to be met by redactable signature schemes when being applied to
the concept of trusted and reliable public sector data. Potential candidates of redactable signature
schemes are examined in Section 4. In Section 5, we map the derived requirements to the examined
redactable signature schemes in order to assess them schemes’ capabilities to meet the given
requirements.

2. Trusted and Reliable Public Sector Data

This section comprises a brief overview of the findings of Stranacher et al. (2013). Since the re-use
of public sector information and the open publishing of governmental data do not define new issues,
several requirements for such data provisioning techniques have already emerged over the past
years. For instance, the Open Government Working Group (2007) has published eight fundamental
principles for open government data. While also the PSI Directive includes some general and
common requirements for providing public sector data, security requirements have not been defined.

Stranacher et al. (2013) define security requirements, namely data integrity and authenticity, when
publishing public sector data. Both requirements ensure data consumers that published data have not
been altered and are provided by a trustworthy authority. The authors also propose a concept for
trusted and reliable public sector data. They distinguish two main use cases. In the first use case
public sector data are published as it is. To ensure data integrity and authenticity, conventional
electronic signatures are applied to these data. In the second use case, the public sector data contain
personal and private data that need to be anonymized before publishing. Redactable signatures are
used in this case. Figure 1 illustrates this use case and shows how trusted and reliable anonymization
of public sector data without applying a new signature to the modified data is achieved. Avoiding the
re-generation of electronic signatures e.g. might be useful if the person, who has originally signed the
data, is not available anymore for re-signing for some reason.

Domain Domain Domain LArbitrary
Public Sector Data Public Sector Data Public Sector Dara o
Provider /“5 Reductor D Recipient
W § Reductor
l’ . -
»| SIGNATURE . » | REDACT | Ay | o
CREATION | VERIFICATION
Original Trasted
Datu Source Public Sector Data

Figure 1: Authenticity and integrity for redacted public sector data (Stranacher et al., 2013)

In the following Section 3 we define concrete requirements redactable signatures for this use case.
Additionally we give some more details on different redactable signature schemes and their
applicability for public sector data in the sections 4 and 5.

3. Requirements for Redactable Signature Schemes

The proposed concept of Stranacher et al. (2013) for anonymized public sector data elaborates on the
different properties of redactable signature schemes, but lacks on defining concrete requirements for
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redactable signature schemes applied to anonymized public sector data. In order to close this gap,
this section defines legal, organisational and technical requirements for redactable signature
schemes.

3.1. General Legal Requirements

The concept of trusted and reliable public sector data bases on electronic signatures. The legal
basis for electronic signatures is formed by the Directive 1999/93/EC of the European Parliament and
of the Council of 13 December 1999 on a Community framework for electronic signatures (European
Union, 1999). In addition, the national regulatory authorities are responsible for implementation of the
Signature Directive on the national level. Therefore, following general legal requirements are defined:

Advanced Electronic Signatures: Such a signature defines, among other things, that the
signature is “uniquely linked to the signatory” and “is capable of identifying the signatory”.
There a redactable signature scheme must satisfy the requirements of an advanced
electronic signature as defined by European Union (1999). This is a prerequisite for
accountability and to identify the original signer.

Qualified Electronic Signature: In addition to the requirements for advanced electronic
signatures a qualified signature requires to base on a qualified certificate and must be created
using a secure signature creation device. These additional requirements are not necessarily
needed for the public sector data use cases. Nevertheless a redactable signature scheme
may, optionally, meet also the requirements for qualified electronic signatures as defined by
European Union (1999).

Accountability: In case of a dispute the signatory must be able to prove that certain
modifications have been done by a certain redactor. Accountability can be achieved by
technical means (see also technical requirements below).

3.2. General Organisational Requirements

Beside legal requirements, there exist also some general requirements on organisational level.
These requirements concern mainly the role of the redactors and the signatory, i.e. the party, which
holds the public sector data. So, following general organisational requirements are defined:

Definition and Revocation of Redactors: Designated redactors should be easily definable
by using existing systems (to avoid additional investments) and the signatory should also
have the opportunity to revoke redactors.

Non-Disclosure Agreement: Designated redactors must sign an appropriate confidentiality
agreement. In particular regarding the data protection as redactors usually have access to
private and personal data, which is governed by data protection regulations.
Responsibilities: Responsibilities must be clearly defined both by the signatory and the
redactors (e.g. who is allowed to sign/redact, who is responsible in case of a dispute).

Service Level Agreement/Security Compliance: Redactors must ensure to redact data
within an appropriate time frame (especially for real time data). In addition, redactors must be
compliant to current security regulations as they operate on private and personal data.

3.3. Technical Requirements

On a technical level there exists also some requirements, which are tightly bound the particular
redactable signature schemes. Therefore, we have defined following technical requirements:

Designated Redactors: Designated redactors must be able to be specified by the redactable
signature scheme. That means that the signatory must be able to determine who is allowed to
modify the signed data. Persons except the signatory and the designated redactors must not
be able to redact data without breaking the originally signature applied. Any change of the
data by unauthorized persons must be recognizable.

Privacy: The redactable data as well as the original signature must not allow revealing the
redacted message blocks.
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e Designated Parts: The signatory must be able to specify which data blocks may be modified.
Editing unauthorized data must be recognized and must lead to an invalid signature.

e Accountability: See definition in legal requirements.

e Applicability: The scheme must be applicable on structured data such as XML (W3C
Recommendation, 2008).

e Compatibility: The signature scheme should be compatible with existing signature
standards, such as XMLDSIG (W3C Recommendation, 2008) or XAdES (ETSI, 2010).

4, Examination

Redactable Signatures provide a cryptographic mechanism to allow redactors to apply
modifications to signed messages without invalidating the original signature and have been
introduced by Steinfeld et al. (2001) and Johnson et al. (2002). This mechanism has many
applications in electronic healthcare as shown by Slamanig and Rass (2010) and several other areas
presented in Ateniese et al. (2005). A main property of redactable signatures is that they only allow
blacking certain parts of the signed data. To remove or replaced designated parts of the signed
messages with an arbitrary string, Ateniese et al. (2005) proposed Sanitizable Signatures. Sanitizable
signatures can be seen as a small subset of redactable signatures, as they are basically redactable
signatures where the replacement part is permanently exchanged.

Figure 1 shows an overview of about the most relevant redactable and sanitizable signature
schemes proposed in the last years and their relation to each other. There exist also other schemes
(not shown in Figure 1), but either they have been the basis for one of the mentioned schemes or they
have been proven as insecure or not applicable. For instance, the authors of Yuen et al. (2008) lacks
on accountability of the proposed schema or Pohls et al. (2011) contains only minor updates on the
property transparency (which is not of special interest for our use cases).

For our following examination we have looked initially on the redactable signature schemes
proposed by Steinfeld et al. (2001), Johnson et al. (2002), Slamanig and Rass (2010), Chang et al.
(2009) and Brzuska et al (2010a). Right at the beginning of the examination we have figured out that
all of these schemes do not support the specification of designated redactors. As this is one of the
main requirements for the public sector data use cases, all of these schemes are not applicable for
these scenarios. Therefore we omitted an in-depth analysis of these schemes and concentrated on
sanitizable signature schemes instead.
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Figure 2: Overview about redactable and sanitizable signature schemes

Figure 2 shows the sanitizable signature schemes we have chosen for our examination (highlighted
in grey). A few sanitizable signature schemes we have skipped from our examination due to following
reasons:

e Brzuska et al. (2009) proposed a rigorous security model. This model has been incorporated
by Canard and Jambert (2010), which is examined below. Therefore we have skipped it from
our analysis.

e Brzuska et al. (2010b) proposed an update of Ateniese (2005) which does not permit creating
a link between different signatures over the same original message. This functionality is not of
interest for the public sector use cases, so we have skipped this scheme.

Following sub-sections give the examination of the chosen sanitizable signature schemes. In
addition, we examine on the proposal of Slamanig and Hanser (2013) on Blank Digital Signature,
which incorporates the findings of redactable and sanitizable signatures.

4.1. Sanitizable Signatures by Ateniese et al. (2005)

The basic principle of redactable signatures bases upon commitments?, which in turn build upon
hash-functions. This principle basis upon retaining the original hash values for redacted message
blocks and to use them during the signature verification process (instead of calculating a new hash
value over the redacted data). This process is described in Stranacher et al. (2013) and in more detail
in Johnson et al. (2002) and Steinfeld et al. (2001).

2 Commitments are often used in cryptographic protocols. They allow a committer to publish a commitment (= a
value), which binds the committer to a certain message, but without revealing it. If a verifier wants to check if
the message is consistent with the commitment, the committer may open the commitment to reveal the
message.
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Ateniese et al. (2006) proposed the first scheme for sanitizable signatures, where a designated
redactor is able to modify designated parts of a signed message. Here the basic principle bases on
chameleon hash-functions instead of conventional hash-functions for conventional signatures. Such
chameleon hash-functions are parameterized with the public key of the redactor. Because of the
parameterization, the redactor is able to compute collisions. This means the redactor is able to
generate messages, which lead to the same hash value as for the data, which is going to be
redacted. Based on this mechanism the redactor can replace message blocks with arbitrary message
blocks and the verification of the original signature will not fail. In this case it is neither possible to
detect if a message has been redacted nor it is possible to detect which message blocks have been
modified. Therefore the authors propose to add non-redactable meta information after each
redactable message block indicating the restriction for the message to be replaced. Obviously, this is
a very inefficient solution.

4.2. Extended Sanitizable Signatures by Klonowski and Lauks (2006)

Klonowski and Lauks (2006) extended the scheme of Ateniese et al (2005). They omitted the
added meta information and extended the schema itself to allow the signatory to limit the message
blocks which are modifiable by the redactor and to limit the messages which are replaced. This
scheme also bases on chameleon hash-functions. For the message replacement restrictions they
propose to use accumulators? or bloom filters*.

4.3. On Extended Sanitizable Signature Schemes by Canard and Jambert (2010)

Canard and Jambert (2010) presented a second approach to limit the modification of message
blocks and the message to be replaced by the scheme itself. As for the other sanitizable signature
schemes, the authors base their proposal on chameleon hash-functions. In addition, they use
pseudorandom generators and accumulators to implement the message replacement restrictions.

4.4. Blank Digital Signatures by Slamanig and Hanser (2013)

Slamanig and Hanser (2013) proposed a new signature scheme, which bases on redactable and
sanitizable signatures. They specified a message template, which is defined by an originator and
describe a message containing fixed message blocks and multiple choices of message blocks, which
are exchangeable. This template is signed by the originator. A proxy® is then able to sign an
instantiation of this template, i.e. selecting concrete message blocks of the defined choices. Finally,
the resulting message can be verified by a third party using the originator's and proxy's verification
keys. Their proposal builds upon conventional signature schemes, elliptic curve cryptography and
polynomial commitmentss®.

5. Assessment

5.1. Legal and Organisational Assessment

In this section, we evaluate redactable and sanitizable signature schemes based on legal and
organisational requirements. In order to use redactable and sanitizable signatures for ensuring trusted

3 An accumulator is a one-way hash function which satisfies a quasi-commutative property. See Benaloh and
Mare (1994) for details.

4 Bloom filters are data structures which allow to efficient test whether an element is a member of a certain set or
not. See Bloom (1970) for details.

5 For the public sector use cases the proxy can be seen as the redactor.

6 Polynomial commitments are conventional commitments applied to polynomial functions.
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and reliable public sector data, all defined requirements must and can be fulfilled by the proposed
signature schemes.

The European Union has published the EU Signature Directive (European Union, 1999) to define
how electronic documents can achieve statutory trust within its Member States. While this directive
primarily considers conventional electronic signatures, the use of redactable and sanitizable
signatures compliant with this directive has been only slightly discussed so far. Héhne et al. (2012)
and Brzuska et al. (2012), for instance, examine legal consequences of redactable and sanitizable
signatures. They especially argue that redactable and sanitizable signatures are compliant to
advanced electronic signatures but cannot be used for qualified electronic signatures according to the
EU Signature Directive. The reason for being not compliant with qualified electronic signatures
constitutes missing displaying possibilities for the signatory. According to the Signature Directive, the
data to be signed must be viewable by the signatory before the signature creation process. This
requirement cannot be fulfilled by redactable and sanitizable signatures as modifications of signed
data are possible also after signature creation, which the signatory cannot be aware of at the time of
the signature creation process regardless the signatory is able to define which message parts are
able to be modified and how they can be modified. Another legal requirement to be fulfilled by the
proposed signature schemes is accountability. Accountability means that redactors, who used her
private keys to modify signed data, can be determined. This requirement cannot be met by all
described signature schemes (see following Section 5.2).

Equal to legal requirements, several organisational requirements must be met by the proposed
signature schemes in order to successfully apply redactable and sanitizable signatures to public
sector or open government data. In fact, all organisational requirements identified in Section 3.2 are
independent of the technical implementation of the proposed signature schemes. While some
organisational requirements may be fulfilled using technical means, others require solutions on
organisational level. For instance, the requirement on revoking designated redactors can be fulfilled
on technical level as all of the proposed schemes rely on a public key infrastructure (PKI) and hence
on existing and well-established revocation mechanisms. However, other organisational requirements
still require organisational measures. This particularly means that a fulfilment of those requirements
requires e.g. some kind of contractual agreements between all involved parties. Within such
agreements, especially individual responsibilities, signature validity limitations, or liability questions
must be thoroughly elaborated.

5.2 Technical Assessment

This sub-section comprises the technical assessment of the examined sanitizable signature
schemes according to the defined requirements in Section 3. In the following, the schemes are
assessed in detail and Section 5.2.5 summarizes the findings of this technical assessment.

5.2.1 Assessment of Sanitizable Signatures by Ateniese et al. (2005)

Ateniese et al. (2005) states “[...] as a secure digital signature scheme that allows a semi-trusted
censor to modify certain designated portions of the message [...]"”. That means the requirement for
designated redactor and designated parts is fulfilled. In addition the privacy is also fulfilled as “[...] the
indistinguishhability requirement provides for privacy”. The author also state that “accountability
follows from the unforgeability requirement”, but this has been proven by Brzuska et al. (2009) as not
true. So the Ateniese sanitizable signature scheme does not provide accountability.

5.2.2 Assessment of Extended Sanitizable Signatures by Klonowski and Lauks (2006)

The extended sanitizable signature scheme of Klonowski and Lauks (2006) provides a designated
redactor and designated parts as stated by the authors: “[...] in this scheme the designated censor
can change the content of designated (so called mutable) parts of a signed message [...]". They also
state that privacy is fulfilled due to the basement of their extended scheme on Ateniese et al. (2005).

7 They used the name censor for the redactor.
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Concerning accountability we have to distinguish between the two characteristics of this scheme. The
accumulator technique provides accountability whereas bloom filter does not. Nevertheless, the
authors miss a concrete security model and proofs for their proposed schema.

5.2.3 Assessment of Extended Sanitizable Signature Schemes by Canard and Jambert (2010)

As this scheme strongly bases on Ateniese et al. (2005), it provides designated redactors as
needed by our defined requirements. In addition, Canard and Jambert (2010) state that “[...] to force
some admissible blocks of a signed message to be modified only into a predefined set of sub-
messages.”® and “[...] privacy is also included by transparency in the extended model.”. Thus, the
scheme fulfils the requirements for designated parts and privacy. In addition, the authors prove that
“Unforgeability (and thus accountability) is reached thanks to the computation of a new tag per
message.”. This is one of the major extensions of Ateniese et al. (2005).

5.2.4. Assessment of Blank Digital Signatures by Slamanig and Hanser (2013)

Slamanig and Hanser (2013) state that “Immutability guarantees that no malicious proxy can
compute message templates or templates instantiations not intended by the signer.” and “[...] is called
private, if for any polynomial-time algorithm A the probability of winning Game 2 is negligible as a
function of security parameter k.” It follows that the proposed scheme provides a designated redactor
and privacy. The requirement, that designated parts must definable, is fulfiled because of the
proposed template mechanism, where the signatory defines a message template. Additionally
accountability is also fulfilled as the proxy signs the template instantiations with a conventional
signature, which provides accountability.

5.2.5. Technical Assessment Summary

The requirements for applicability to structured data and compatibility with existing signature
standards can be assessed together for all examined schemes. Pohls et al. (2011) have shown
several implementations of sanitizable signatures based upon XML and the W3C Recommendation
(2008) on XML-Signature Syntax and Processing (XMLDSIG). The authors have proven that
sanitizable signatures are applicable to structured data and fit into XMLDSIG without invalidating the
recommendation. In addition, the findings of Pohls et al. (2011) may be applied to the examined
schemes with slight changes.

Table 1 summarizes the results of the assessment. It shows that Ateniese et al. (2005) lacks on the
requirement on accountability. Furthermore Klonowski and Lauks (2006) miss a security model and
proofs for the proposed scheme. Therefore these two schemes are assessed to be not suitable for the
public sector data use cases.

In contrast, the sanitizable signature schemes of Canard and Jambert (2010) and Slamanig and
Hanser (2013) meet all technical requirements. Hence these schemes are appropriate to the use
cases of redacted public sector data as defined in Stranacher et al. (2013).

Table 1: Technical assessment of examined sanitizable signature schemes

Applicable
Signature Design. . Design. | Account- to
Scheme Redactor Privacy Parts ability Structured Compatibility | Comment
Data
Ateniese et
al. (2005) Yes Yes Yes No Yes Yes
Canard and
Jambert Yes Yes Yes Yes Yes Yes
(2010)

8 Message parts which can be modified by a redactor are often called admissible blocks.
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No

Klonowski security
and Lauks Yes Yes Yes Yes® Yes Yes model and
(2006) no proofs

are given
Slamanig
and Hanser Yes Yes Yes Yes Yes Yes
(2013)

6. Conclusions

The emerging trend to make public sector data available to the general public and to the corporate
sector raises the demand for innovative techniques to meet arising security requirements. Electronic
signatures in general and redactable electronic signature schemes in particular have recently been
proposed as adequate enabler for such security preserving techniques.

In this paper we have made the next step towards a concrete implementation of these techniques
by evaluating different proposed schemes for redactable signatures and by assessing their
capabilities to enhance the security of publishing (anonymized) public sector data. The assessment
has been based on a set of legal, organisational, and technical requirements, which have previously
been defined and discussed. The conducted assessment of existing redactable signature schemes
has revealed that especially sanitizable signature schemes, which represent a subset of redactable
signatures schemes, are well suited to enhance the security of published public sector data. Among
the set of evaluated sanitizable signature schemes, especially two schemes proposed by Canard and
Jambert (2010) and by Slamanig and Hanser (2013) have turned out to be able to meet given legal,
organisational, and technical requirements.

The results that have been obtained from the conducted assessment pave the way for several
future activities in this field. In a next step, the two most promising schemes that have been identified
by the conducted assessment will be implemented and integrated into approved electronic signature
schemes such as XMLDSIG. This implementation will then serve as basis for the development of
solutions based on trusted and reliable public sector data.
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Abstract: Due to the increased application of information and communication technologies in the public sector, the
amount of data being produced and processed by the public sector has been constantly growing during the past years. As
these data can also be useful for the general public and the corporate sector, current initiatives attempt to make these
data publicly available. Recent work on this topic has shown that publishing of public sector data potentially raises several
issues regarding data integrity and authenticity. These issues render the implementation of solutions based on trusted and
reliable public sector data difficult. However, recent work has proposed electronic signatures in general and editable
electronic signatures in particular as adequate means to address these issues. While a variety of editable signature
schemes has been introduced in literature, their capabilities to assure the integrity and authenticity of published public
sector data has not been assessed so far. This renders a concrete implementation of solutions based on editable signatures
impossible. To overcome this problem, this paper identifies and discusses legal, organisational, and technical requirements
that need to be met by editable signature schemes when applied to public sector data to be published. Afterwards,
different existing editable signature schemes are examined and discussed in more detail. Based on the previously identified
requirements, the different editable signature schemes are then assessed in detail. The conducted assessment reveals that
blank digital signatures, which are a novel approach representing a subset of editable signature schemes, are especially
suited to meet the predefined requirements. The results obtained from the conducted survey served as input and basis for
the implementation of solutions based on trusted and reliable public sector data.

Keywords: e-government, redactable signatures, editable signatures, blank digital signatures, public sector data

1. Introduction

The public sector produces, collects, processes, and provides large amounts of electronic data. These public
sector data can be of interest also for the general public as well as for the corporate sector. In the area of e-
Government, two main approaches have evolved to take up the challenge of providing public sector data. The
Open Government Data (OGD) initiative bases on the concept of open data and claims that data should be
freely available for everyone’s use. In addition, the EU Directive on the re-use of public sector information (PSI
Directive) defines a legal framework for the provision of public data within the European Union. In June 2013
an amendment of the pre-existing PSI Directive (European Union, 2003) has been published (European Union,
2013). The pre-existing Directive has been published before the emergence of open data. Thus this Directive
had a more traditional view on public sector information, which has led to partly different requirements for
applications dealing with OGD and PSI related data. This has been consolidated in the updated PSI Directive,
which explicitly refers to open (government) data. Nevertheless, security related aspects such as data integrity
of authenticity of data are not part of the requirements defined by open data and the updated PSI Directive.
To bridge this gap, supplementary security requirements have been defined in literature recently (Stranacher
et al.,, 2013). In this work, the authors have also proposed a concept to meet these additional requirements in
practice. The proposed concept employs electronic signatures to allow for the realization of trusted and
reliable public sector data. Furthermore, the concept also includes a mechanism to assure the integrity and
authenticity of data even if these data need to be redacted. For instance, a redaction can be necessary if the
data contain security-sensitive or individual-related information. For such scenarios Stranacher et al. (2013)
propose the use of redactable signature schemes, which represent a subset of editable signatures. Editable
signatures allow third parties (redactors) to modify signed data without invalidating the original signature.
These signature schemes have already proven their usefulness in different fields of application. During the past
years, especially the e-Health sector has turned out to be predestinated for an application of editable
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signature schemes (Bauer et al., 2009) (Slamanig and Rass, 2010). So far, several different editable signature
schemes have been proposed and discussed in literature. These schemes differ in various fundamental
properties, such as the possibility to explicitly define a designated redactor, or to allow the redacting of
predefined data blocks only. Unfortunately, current concepts that propose a use of editable signatures in order
to assure authenticity and integrity of public sector data lack on an assessment and definition of appropriate
editable signature schemes so far.

In this paper we bridge this gap by assessing existing editable signature schemes and evaluating their
capabilities to meet the requirements of public sector data. For this purpose, Section 2 gives the legal and
technical status quo on (conventional) electronic signatures and editable signature in particular. In Section 3,
we recap the concept of trusted and reliable public sector data. Then Section 4 derives concrete requirements
that have to be met by editable signature schemes when being applied to the concept of trusted and reliable
public sector data. Potential candidates of editable signature schemes are examined in Section 5. In Section 6,
we map the derived requirements to the examined editable signature schemes in order to assess them
schemes’ capabilities to meet the given requirements. Finally, we summarize the findings and outline the
ongoing and scheduled research activities.

2. Electronic signatures status quo

Authentication methods are used to assure authenticity and integrity. Basically two main authentication
methods — electronic signatures and challenge-response authentication — exist. Whereas latter methods are
mainly used in (low level) protocols, electronic signatures are commonly used in various e-Business
applications. Especially the e-Government sector uses electronic signatures as a core technology enabling
trusted services.

In general, electronic signatures are used to provide a proof of genuineness for electronic data. They basically
assure authenticity, data integrity, and non-repudiation of origin. The receiver of a signed document is able to
uniquely identify the creator of the signature (authenticity) and is able to verify that the signed data has not
been modified (integrity). At the same time, the creator of an electronic signature cannot deny to have signed
the data (non-repudiation). Especially the validation of data integrity becomes important for security critical
applications. During the past decades, different forms of electronic signatures with different properties and
characteristics have been developed. The following sub-sections briefly discusses

2.1 Conventional signatures

Electronic signatures base on public key cryptography. The creator of an electronic signature holds two keys, a
private and a public key. The private key is used to create the signature and is under the creator’s sole control.
The corresponding public key is used by the verifier of the electronic signature to verify the signature’s validity.

A typical signature creation process consists of two steps. At first, the data to be signed is mapped to a fixed
length hash value. This mapping is done via a so called hash function®. Secondly, this hash value is signed using
the creator’s private key to create the signature. During the verification of the signature it is verified if the
received data corresponds to the originally signed data by comparing the received hash value and the hash
value computed out of the received data. If these values differ, the data has been modified. If the data has not
been modified, the signature itself is verified by means of the creator’s public key.

The legal basis for electronic signatures within the European Union is formed by the Directive 1999/93/EC of

the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic

signatures (European Union, 1999). In particular, the Directive defines three basic types of signatures:

= Electronic Signature: Electronic signatures are defined as “data in electronic form which are attached to or
logically associated with other electronic data and which serve as a method of authentication”.

=  Advanced Electronic Signatures: The requirements for such a signature are, that the signature is “uniquely
linked to the signatory”, “is capable of identifying the signatory”, “is created using means that the

% A hash function is a one-way function creating a fixed length data set out of a data set with arbitrary length. Given a hash value, the
initial data cannot be determined or re-constructed. The main reason for using a hash function in electronic signature schemes is to
reduce the length of the data to be signed, as signing of large data is inefficient and time consuming.
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signatory can maintain under his sole control” and “is linked to the data to which it relates in such a
manner that any subsequent change of the data is detectable”. These requirements are usually fulfilled by
conventional signature schemes basing upon a suitable public key infrastructure.

= Qualified Electronic Signature: In addition to the requirements for advanced electronic signatures a
qualified signature requires to base on a qualified certificate and must be created using a secure signature
creation device. The requirements for qualified certificates and secure signature creation devices are also
determined in the Signature Directive (Annex | and Annex Ill). In addition, Article 5 of the Directive defines
legal effects of electronic signatures. In particular, it is defined that qualified electronic signatures are
legally equivalent to handwritten signatures.

To meet the requirements for advanced electronic signatures, different signature formats have been specified,
covering the most wide-spread data formats. These formats are: CAdESs, XAdES® and PAdES’. Due to the
complexity of these signature formats, which hinders interoperability especially on cross-border level, the
European Commission established reference formats for advanced electronic signatures. These reference
formats represent appropriate profiles (i.e. subsets) of the mentioned signature formats (European
Commission, 2011).

2.2 Editable signatures

Editable signatures provide means to allow (certain) modifications within electronic signatures. Basically
editable signatures can be categorized into redactable signatures and blank digital signatures.

2.2.1 Redactable signatures

Redactable signatures have been invented by Johnson et al. (2002) and Steinfeld et al. (2001). In case of
conventional signatures, modifications of the signed data are detectable due to an altered hash value. Thus
redactable signatures’ basic principle bases on retaining the hash value of the original and unmodified data. A
main property of these redactable signature schemes is that they only allow blackening out certain message
blocks of a signed message. To allow also deletion and replacement of message blocks with other message
blocks, Ateniese et al. (2005) introduced the concept of sanitizable signatures, which represent a subset of
redactable signatures, but the basic technical concept stays the same.

Figure 1 illustrates this basic principle. First of all, a message m is divided into several message blocks. For
illustration, we assume a split into m;-ms. For each of these message blocks a hash function H is applied,
creating the hash values h;-hs. These hash values are concatenated to a total hash value Hashygra.. Finally, this
total hash value is signed to create signature S. At this point we still have created a conventional electronic
signature.

This Receiver of a conventional signature gets: Signature [ S
Message | This text
text i
Hashrora Signature :‘:‘::::s
. data
contains Total Hashvalue §=
Hashrora = s
Sign(Hash: Sig e
e ha |l ha || hs || he || hs ign(l TOTAL) Signature | S
P Message | This text
contains
data
data Receiver of a ignature gets: |

Figure 1: Basic principle of redactable signature schemes

According to the example in Figure 1, the message block “private” (message block m,*) is redacted. The
person, who is allowed to redact message blocks, is usually called redactor. Computing the hash value of the
redacted message block will lead to a hash value, which differs from the original hash value and would result in
an invalid signature. To avoid this behaviour, the original hash value is retained and used during the signature

® CMS Advanced Electronic Signature (ETSI, 2013)
* XML Advanced Electronic Signatures (ETSI, 2010a)
° PDF Advanced Electronic Signatures (ETSI, 2010b)
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verification processe. Obviously, the redacted signature must include the original hash value H(m,). So, the
receiver is able to verify the redacted message, but is not able to determine the redacted message block due
to the one-way functionality of the hash function. Several redactable signatures schemes do exist, which all
base on this basic principle of retaining the original hash values.

2.2.2 Blank digital signatures

Blank digital signatures are a novel scheme invented by Hanser and Slamanig (2013). These signatures have
comparable properties to redactable signatures, but the concept behind differs.

Figure 2 illustrates the basic principle of blank digital signatures. An originator defines and signs a message
template. This template consists of fixed parts of a message and multiple choices of exchangeable parts. Then
a redactor’ is given the permission to create a message instance. In the instantiation process the redactor
selects certain choices of the exchangeable message parts. Finally the redactor signs the message instance.
This resulting signature can be publicly verified using the originator’s and redactor’s public keys. If the
verification is positive, it is proven that the message has not been altered as well as the message is compliant
to the message template.

Assignment of Permissions

Lorem ipsum dolor sit
Define Instantiation |2met, [Choice A
a |3 and sadipscing elitr, sed
an ! diam )
A 8ign | nonumy eirmod temp /r\ Sign nonumy _eirmod _temp A
5| or [Choice CFIY] >
| or Choice C#1]¥] — or Choice C #. - I
invidunt ut labore et invidunt ut labore et
dolore  magt dolore  magr
Originator yam erat, s Redactor yam erat, s Verifier
voluptua atve B O voluptuaat ve B P
Message Template Message Instantiation
(signed by Originator) (signed by Redactor)

Figure 2: Basic principle of blank digital signature schemes
3. Trusted and reliable public sector data

This section comprises a brief overview of the findings of Stranacher et al. (2013). Since the re-use of public
sector information and the open publishing of governmental data do not define new issues, several
requirements for such data provisioning techniques have already emerged over the past years. For instance,
the Open Government Working Group (2007) has published eight fundamental principles for open government
data. While also the (updated) PSI Directive includes some general and common requirements for providing
public sector data, security requirements have not been defined.

® That means H(m,) instead of H(m,*) is used for calculating Hashrora. during signature verification.
” The authors use the term proxy for redactor in their proposal.
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Figure 3: Ensuring authenticity and integrity for public sector data (Stranacher et al., 2013)

Stranacher et al. (2013) define security requirements, namely data integrity and authenticity, when publishing
public sector data. Both requirements ensure data consumers that published data have not been altered and
are provided by a trustworthy authority. The authors also propose a concept for trusted and reliable public
sector data. They distinguish two main use cases. As illustrated in Figure 3, in the first use case public sector
data are signed by the data provider before publishing. By using conventional electronic signatures, data
integrity and authenticity is ensured.

In the second use case, the public sector data contain personal and private data that need to be anonymized
before publishing. Figure 4 illustrates this use case and shows how trusted and reliable anonymization of
public sector data without applying a new signature to the modified data is achieved. The original data have
been signed by using an editable signature scheme to ensure authenticity and integrity of the entire data set.
In case of, these data contain private or personal data, but the remaining data are still useful to publish, the
applied editable signature avoids a re-signing process. Avoiding such a re-generation of an electronic signature
is useful if the person, who has originally signed the data, is not available anymore for re-signing for some
reason.

Domain Domain Domain Arbitrary
Public Sector Data Public Sector Data Public Sector Data Domatn
Provider it Redactor it Recipient

&
W Redactor

Lorem ipsum Lorem [N
dolor sit amet, . dolor sit amet, dolor sit amet,
conseter | | ——p| SIGNATURE | 5 | consetetur —> | REDACT | —> | consctetur SIGNATURE
sadipseing elit, CREATION elitr, } [ VERIFICATION
sed diam sed d sed ¢
nonumy cirmod [ -
tempor invidunt \ / tempor it - tempor i

Original
Data Source

Trusted
Public Sector Data

Figure 4: Authenticity and integrity for redacted public sector data (Stranacher et al., 2013)

In the following Section 4 we define concrete requirements for editable signatures applied in this second use
case. Additionally we give some more details on different editable signature schemes and their applicability for
public sector data in the sections 5 and 6.

4. Requirements for editable signature schemes

The proposed concept of Stranacher et al. (2013) for anonymized public sector data elaborates on the
different properties of editable signature schemes, but lacks on defining concrete requirements for editable
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signature schemes applied to anonymized public sector data. In order to close this gap, this section defines
legal, organisational and technical requirements for editable signature schemes.

4.1 General legal requirements

The EU Signature Directive (European Union, 1999) does not differ between conventional signatures, editable

signatures or any other signature type. Therefore the regulations and requirements, defined in the Directive,

also applies for editable signatures. Therefore, following general legal requirements are defined:

= Advanced Electronic Signatures: An editable signature scheme must satisfy the requirements of an
advanced electronic signature as defined by Signature Directive. This is a prerequisite for accountability
and to identify the original signer.

= Qualified Electronic Signature: These additional requirements are not necessarily needed for the public
sector data use cases. An editable signature scheme may, optionally, meet also the requirements for
qualified electronic signatures as defined by the Signature Directive.

= Accountability: In case of a dispute the signatory must be able to prove that certain modifications have
been done by a certain redactor. This is of major importance in case of a dispute, being able to give
evidence who has signed or redacted specific data (as legal consequences may arise). Accountability can
be achieved by technical means (see also technical requirements below).

4.2 General organisational requirements

Beside legal requirements, there exist also some general requirements on organisational level. These

requirements concern mainly the role of the redactors and the signatory, i.e. the party, which holds the public

sector data. So, following general organisational requirements are defined:

=  Definition and Revocation of Redactors: Designated redactors should be easily definable by using existing
systems (to avoid additional investments) and the signatory should also have the opportunity to revoke
redactors.

= Non-Disclosure Agreement: Designated redactors must sign an appropriate confidentiality agreement. In
particular regarding the data protection as redactors usually have access to private and personal data,
which is governed by data protection regulations.

= Responsibilities: Responsibilities must be clearly defined both by the signatory and the redactors (e.g.
who is allowed to sign/redact, who is responsible in case of a dispute).

= Service Level Agreement/Security Compliance: Redactors must ensure to redact data within an
appropriate time frame (especially for real time data). In addition, redactors must be compliant to current
security regulations as they operate on private and personal data.

4.3 Technical requirements

On a technical level there exists also some requirements, which are tightly bound the particular editable

signature schemes. Therefore, we have defined following technical requirements:

= Designated Redactors: Designated redactors must be able to be specified by the editable signature
scheme. That means that the signatory must be able to determine who is allowed to modify the signed
data. Persons except the signatory and the designated redactors must not be able to redact data without
breaking the originally signature applied. Any change of the data by unauthorized persons must be
recognizable.

=  Privacy: The redactable data as well as the original signature must not allow revealing the redacted
message blocks.

= Designated Parts: The signatory must be able to specify which data blocks may be modified. Editing
unauthorized data must be recognized and must lead to an invalid signature.
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= Accountability: See definition in legal requirements.

=  Applicability: The scheme must be applicable on open and structured data such as XML (W3C
Recommendation, 2008)

= Compatibility: The signature scheme must be compatible to (at least one of) the reference signature
formats defined in European Commission (2011).

5. Examination

In the following, we examine various editable signature schemes. Figure 5 shows an overview on the most
relevant® editable signature schemes proposed in the last years and their relation to each other. A main
requirement for editable signature schemes to be used in e-Business services is to support the definition of
designated redactors. Redactable signature schemes, such as Steinfeld et al. (2001) and Johnson et al. (2002)9,
do not offer the definition of designed redactors. Therefore, these schemes have been skipped from a more in-
depth analysis. In contrast, sanitizable signature and blank digital signature schemes allow for more complex
definitions of modification options and designated redactors. Thus, the following sub-sections examine
selected editable signature schemes only. The selected signature schemes, which are marked grey in Figure 5,
have been chosen for examination. In addition, following signature schemes have been skipped from the
examination:

. Brzuska et al. (2009) proposed a rigorous security model. This model has been incorporated by Canard
and Jambert (2010), which is examined below. Therefore we have skipped it from our analysis.

=  Brzuska et al. (2010b) proposed an update of Ateniese (2005) which does not permit creating a link
between different signatures over the same original message. This functionality is not of interest for the
public sector use cases, so we have skipped this scheme.

5.1 Sanitizable signatures by Ateniese et al. (2005)

The basic principle of sanitizable signatures bases upon commitments'®, which in turn build upon hash-
functions. Ateniese et al. (2006) proposed the first scheme for sanitizable signatures, where a designated
redactor is able to modify designated parts of a signed message. Here the basic principle bases on chameleon
hash-functions instead of conventional hash-functions for conventional signatures. Such chameleon hash-
functions are parameterized with the public key of the redactor. Because of the parameterization, the redactor
is able to compute collisions. This means the redactor is able to generate messages, which lead to the same
hash value as for the data, which is going to be redacted. Based on this mechanism the redactor can replace
message blocks with arbitrary message blocks and the verification of the original signature will not fail. In this
case it is neither possible to detect if a message has been redacted nor it is possible to detect which message
blocks have been modified. Therefore the authors propose to add non-redactable meta information after each
redactable message block indicating the restriction for the message to be replaced. Obviously, this is a very
inefficient solution.

® Relevant in terms of citation rate and author’s reputation (mainly based on h-index).

° This also applies for Slamanig and Rass (2010), Chang et al. (2009) and Brzuska et al. (2010a), which all base on Johnson et al. [13].

'° Commitments are often used in cryptographic protocols. They allow a committer to publish a commitment (= a value), which binds the
committer to a certain message, but without revealing it. If a verifier wants to check if the message is consistent with the commitment, the
committer may open the commitment to reveal the message.
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Figure 5: Overview about editable signature schemes

5.2 Extended sanitizable signatures by Klonowski and Lauks (2006)

Klonowski and Lauks (2006) extended the scheme of Ateniese et al (2005). They omitted the added meta
information and extended the schema itself to allow the signatory to limit the message blocks which are
modifiable by the redactor and to limit the messages which are replaced. This scheme also bases on
chameleon hash-functions. For the message replacement restrictions they propose to use accumulators™ or
bloom filters™.

5.3 On extended sanitizable signature schemes by Canard and Jambert (2010)

Canard and Jambert (2010) presented a second approach to limit the modification of message blocks and the
message to be replaced by the scheme itself. As for the other sanitizable signature schemes, the authors base
their proposal on chameleon hash-functions. In addition, they use pseudorandom generators and
accumulators to implement the message replacement restrictions.

5.4 Sanitizable signatures with several signers and sanitizers by Canard et al. (2012)

Canard et al. (2012) builds upon the findings of Brzuska et al. (2009) and Brzuska et al. (2010b). The proposed
scheme allows defining multiple signers and multiple redactors. To support multiple signers and redactors, the
authors make use of group signaturesu. Their scheme also provides group anonymity. That means a signer
(resp. redactor) is anonymous for other entities, which are not in the group of signers (resp. redactors).

' An accumulator is a one-way hash function which satisfies a quasi-commutative property. See Benaloh and Mare (1994) for details.

' Bloom filters are data structures which allow to efficient test whether an element is a member of a certain set or not. See Bloom (1970)
for details.

B Group signatures give a group of signers signing rights.
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5.5 Blank digital signatures by Slamanig and Hanser (2013)

Blank digital signatures, proposed by Hanser and Slamanig (2013), are a new signature scheme, which makes
use of elliptic curve pairings14 and polynomial commitments™. In contrast to redactable signatures, blank
digital signatures make use of conventional signatures for signing the message template and the message
instance. For the definition of the message template polynomials are used. The message instantiation bases
upon polynomial commitments. Finally, for the verification of the polynomial commitments pairings are used.
In addition, the authors have published an updated version of this scheme®. This update includes a simplified
construction of the signatures allowing significantly performance enhancements. Finally, this update
incorporates full security proofs.

6. Assessment

6.1 Legal assessment

In this section, we assess editable signature schemes based on legal and organisational requirements.
Concerning the legal assessment, the EU Signature Directive defines the legal framework. While this directive
primarily considers conventional electronic signatures, the use of sanitizable signatures compliant with this
directive has been slightly discussed by Hohne et al. (2012) and Brzuska et al. (2012). The authors examined
legal consequences of sanitizable signatures. They especially argue that sanitizable signatures are compliant to
advanced electronic signatures but cannot be used for qualified electronic signatures according to the EU
Signature Directive. The reason for being not compliant with qualified electronic signatures constitutes missing
displaying possibilities for the signatory. According to the Signature Directive, the data to be signed must be
viewable by the signatory before the signature creation process. This requirement cannot be fulfilled by
sanitizable signatures as modifications of signed data are possible also after signature creation, which the
signatory cannot be aware of at the time of the signature creation process regardless the signatory is able to
define which message parts are able to be modified and how they can be modified.

Legal considerations for blank digital signatures do not exist yet. Following the argumentation of Hohne et al.
(2012) and Brzuska et al. (2012), blank digital signatures are compliant to advanced electronic signatures. The
reason for that is mainly based upon the use of public key cryptography. In contrast to sanitizable signatures,
blank digital signatures are considered to be compliant with requirements defined for qualified signatures. The
reason for being compliant is based upon the usage of conventional signatures for the message template and
the message instance signature.

Another legal requirement to be fulfilled by the proposed signature schemes is accountability. Accountability
means that redactors, who used her private keys to modify signed data, can be determined. This requirement
cannot be met by all described signature schemes (see following Section 6.2).

6.2 Organisational assessment

Equal to legal requirements, several organisational requirements must be met by the proposed signature
schemes in order to successfully apply editable signatures to public sector or open government data. In fact, all
organisational requirements identified in Section 3.2 are independent of the technical implementation of the
proposed signature schemes. While some organisational requirements may be fulfilled using technical means,
others require solutions on organisational level. For instance, the requirement on revoking designated
redactors can be fulfilled on technical level as all of the proposed schemes rely on a public key infrastructure
(PKI) and hence on existing and well-established revocation mechanisms. However, other organisational
requirements still require organisational measures. This particularly means that a fulfiiment of those
requirements requires e.g. some kind of contractual agreements between all involved parties. Within such
agreements, especially individual responsibilities, signature validity limitations, or liability questions must be
thoroughly elaborated.

' pairings are bilinear mappings as defined by Silverman (1986).
'> Conventional commitments applied to polynomial functions are called polynomial commitments (see Kate et al. (2010) for details).
' https://online.tugraz.at/tug_online/voe_main2.getvolltext?pCurrPk=69904
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6.3 Technical assessment

The technical assessment concerning applicability to structured data and the signature format compliance to
the European Commission Decision 2011/130/EU can be done for all examined schemes together. Péhls et al.
(2011) have implemented several editable signature schemes based upon XML and the W3C Recommendation
on XML signatures (W3C Recommendation, 2008). Hence, they have proven that editable signatures are
applicable to structured data, such as XML. Nevertheless, implementations of editable signature schemes
fulfilling the requirements for the advanced electronic signatures format XAdES, CAdES or PAdES do not yet
exist.

The following sub-sections comprise the further technical assessment of the different editable signature
schemes.

6.3.1 Assessment of sanitizable signatures by Ateniese et al. (2005)

Ateniese et al. (2005) states “[...] as a secure digital signature scheme that allows a semi-trusted censor to
modify certain designated portions of the message [...]”17. That means the requirement for designated
redactor and designated parts is fulfilled. In addition the privacy is also fulfilled as “[...] the indistinguishhability
requirement provides for privacy”. The author also state that “accountability follows from the unforgeability
requirement”, but this has been proven by Brzuska et al. (2009) as not true. So the Ateniese sanitizable
signature scheme does not provide accountability.

6.3.2 Assessment of extended sanitizable signatures by Klonowski and Lauks (2006)

The extended sanitizable signature scheme of Klonowski and Lauks (2006) provides a designated redactor and
designated parts as stated by the authors: “[...] in this scheme the designated censor can change the content of
designated (so called mutable) parts of a signed message [...]”. They also state that privacy is fulfilled due to
the basement of their extended scheme on Ateniese et al. (2005). Concerning accountability we have to
distinguish between the two characteristics of this scheme. The accumulator technique provides accountability
whereas bloom filter does not. Nevertheless, the authors miss a concrete security model and proofs for their
proposed schema. This implies an unpredictable security risk, which disqualifies this scheme.

6.3.3 Assessment of extended sanitizable signature schemes by Canard and Jambert (2010)

As this scheme strongly bases on Ateniese et al. (2005), it provides designated redactors as needed by our
defined requirements. In addition, Canard and Jambert (2010) state that “/...] to force some admissible blocks
of a signed message to be modified only into a predefined set of sub—messages.”ls and “[...] privacy is also
included by transparency in the extended model.”. Thus, the scheme fulfils the requirements for designated
parts and privacy. In addition, the authors prove that “Unforgeability (and thus accountability) is reached
thanks to the computation of a new tag per message.”. This is one of the major extensions of Ateniese et al.
(2005).

6.3.4 Assessment of sanitizable signatures with several signers and sanitizers by Canard et al. (2012)

The scheme of Canard et al. (2012) supports the definition of designated redactors as the authors state that
“[...] a model where one signer (among n) can choose a set of sanitizers (among m)”. Furthermore the scheme
also provides to define designated blocks due to “Given a message m of length | and divided into t blocks [...],
which will be modifiable by the sanitizer”. As this scheme strongly bases on Brzuska et al. (2009) and Brzuska et
al. (2010b), the requirement privacy is supported as well. Finally the authors also proofs that their scheme is
accountable.

6.3.5 Assessment of blank digital signatures by Slamanig and Hanser (2013)

The proposed template mechanism by Hanser and Slamanig (2013) fulfils the requirement for designated
parts, as the originator defines the message template, i.e. only the exchangeable parts, defined by the
originator, are modifiable. In addition, the designated redactor requirement is fulfilled as “Immutability
guarantees that no malicious proxy can compute message templates or templates instantiations not intended

7 They used the name censor for the redactor.
'8 Message parts which can be modified by a redactor are often called admissible blocks.

www.ejeg.com 369 ISSN 1479-439X

219



Electronic Journal of e-Government Volume 11 Issue 1 2013

by the signer”. They even prove that their scheme supports the privacy requirement. Finally, the scheme fulfils
the accountability requirement, as the redactor signs the message template instance with a conventional
signature (which provides accountability in any case).

6.4 Assessment summary

Table 1 summarizes the results of the legal and technical assessment. It shows that Ateniese et al. (2005) lacks
on the requirement on accountability. Furthermore Klonowski and Lauks (2006) miss a security model and
proofs for the proposed scheme. Therefore these two schemes are assessed to be not suitable for the public
sector data use cases.

In contrast, the sanitizable signature schemes of Canard and Jambert (2010) and Canard et al. (2012) as well as
blank digital signatures of Slamanig and Hanser (2013) meet all technical requirements. Hence these schemes
are appropriate to the use cases of redacted public sector data as defined in Stranacher et al. (2013). In
addition, blank digital signatures fulfil the nice-to-have requirement on qualified electronic signature.

Nevertheless, obstacles hindering an application of these schemes in public sector data applications exist.
Concrete implementations for these signature schemes do not exist yet or are not compliant to the standard
advanced signature formats defined by the European Commission Decision 2011/130/EU.

Table 1: Assessment summary (legal and technical) of examined editable signature schemes

Legal Requirements Technical Requirements
Signature i i
Scheme Account- | Advanced | Qualified Designated Designated Privac 25 5 i’:::,e d ::;';’}I;;Z;e

ability Signature | Signature Redactor Parts 4

Data EU

;:It-e(r;g;; et No Yes No Yes Yes Yes Yes Partly
Canard and
Jambert Yes® Yes No Yes Yes Yes Yes Partly
(2010)
:Z;glazr;i et al. Yes Yes No Yes Yes Yes Yes Partly
Klonowski
and Lauks | Yes Yes No Yes Yes Yes Yes Partly
(2006)
Slamanig and
Hanser Yes Yes Yes Yes Yes Yes Yes Partly
(2013)

7. Conclusions

The emerging trend to make public sector data available to the general public and to the corporate sector
raises the demand for innovative techniques to meet arising security requirements. Electronic signatures in
general and editable electronic signature schemes in particular have recently been proposed as adequate
enabler for such security preserving techniques.

In this paper we have made the next step towards a concrete implementation of these techniques by
evaluating different proposed schemes for editable signatures and by assessing their capabilities to enhance
the security of publishing (anonymized) public sector data. The assessment has been based on a set of legal,
organisational, and technical requirements, which have previously been defined and discussed. The conducted
assessment of existing editable signature schemes has revealed that especially blank digital signatures by
Slamanig and Hanser (2013) are well suited to enhance the security of published public sector data.

' This scheme supports accountability only for the version where accumulators are used. In case the bloom filter is used accountability is
no achievable.
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The results that have been obtained from the conducted assessment pave the way for several future activities
in this field. The blank digital signature scheme that has been identified by the conducted assessment has been
implemented on a prototype basis and allows for creation of XAdES-based signatures. Currently, this
implementation serves as basis for the development of solutions based on trusted and reliable public sector
data.
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Kurzzusammenfassung: Open Government Data hat sich in den letzten Jahren zu einem
wichtigen Trend in verschiedenen Bereichen des E-Government entwickelt. Rahmenbedingungen
und Richtlinien fiir die 6ffentliche Bereitstellung von Datenbestdnden durch Behérden werden
dabei zumeist durch allgemein anerkannte Anforderungslisten definiert. Uberraschenderweise
enthalten diese Listen kaum Anforderungen zur Sicherstellung der Vertrauenswiirdigkeit
offentlich bereitgestellter Daten. So haben Bezieherinnen und Bezieher von Open Government
Data in der Regel keine Méglichkeit, die Integritdt und Authentizitdt der erhaltenen Daten zu
verifizieren. Open Government Data kann daher in der Regel nur bedingt als vertrauenswiirdig
angesehen werden.

Um eine Steigerung der Vertrauenswiirdigkeit zu erreichen, présentieren wir in diesem Beitrag
ein Konzept zur Integration kryptographischer Methoden in Open Government Data. Durch die
Verwendung elektronischer Signaturen kann die Integritdt 6ffentlich bereitgestellter Daten
sichergestellt und die Authentizitdt dieser Daten gewdhrleistet werden. Wir zeigen aufSerdem,
wie durch die Verwendung editierbarer elektronischer Signaturen die Integritdt und Authentizitdt
von Open Government Data auch bei einer zum Schutz privater Daten durchgefiihrten
Anonymisierung weiterhin gewdhrleistet werden kann. Damit sichert das vorgestellte Konzept die
Vertrauenswiirdigkeit von Open Government Data und ebnet so den Weg fiir eine sichere
zukiinftige Verwendung.

Schliisselwérter: Vertrauenswiirdiges Open Government Data, Integritdt, Authentizitdt, Editierbare
Signaturen

1. Einleitung
»Data is the new gold! In short, ladies and gentlemen, my message today is that data is gold. We
have a huge goldmine in public administration. Let's start mining it.”
(Neelie Kroes,
Vizeprasidentin der Europaischen Kommission, 2011)

Dieses Zitat von Neelie Kroes, Vizeprasidentin der Europdischen Kommission, drickt sehr
treffend die aktuelle Erwartungshaltung aus, die den Konzepten Open Data bzw. Open
Government Data entgegengebracht wird. Das zugrundeliegende Konzept von Open Data selbst
ist dabei denkbar einfach und beschreibt im Wesentlichen ,,Datenbesténde, die im Interesse der
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Allgemeinheit der Gesellschaft ohne jedwede Einschrdnkung zur freien Nutzung, zur
Weiterverbreitung und zur freien Weiterverwendung frei zugdnglich gemacht werden” [14].
Open Government Data (OGD) kann als Teilbereich von Open Data verstanden werden und
bezieht sich auf jene ,Datenbestdnde des 6ffentlichen Sektors, die von Staat und Verwaltung im
Interesse der Allgemeinheit ohne jedwede Einschrénkung zur freien Nutzung, zur
Weiterverbreitung und zur freien Weiterverwendung frei zugdnglich gemacht werden” [14].

Open Government Data ist noch eine relativ neue Initiative, die erst in den letzten Jahren
Berlicksichtigung von offizieller Seite erfahren durfte. Auf europdischer Ebene wurde die OGD
erstmals in der Mitteilung der Europdischen Kommission vom 12. Dezember 2011 aufgegriffen,
in der die Relevanz von Open Data fiir Europa erortert, Herausforderungen und Chancen dieses
Konzepts identifiziert und entsprechende MaRnahmen auf europdischer Ebene erarbeitet
wurden [10]. Erganzend dazu ist fur die OGD auch die Richtlinie 2003/98/EG des Europaischen
Parlaments und des Rates vom 17. November 2003 Uber die Weiterverwendung von
Informationen des 6ffentlichen Sektors [11] zu erwahnen, deren Ziel ebenfalls ein Abbau von
Barrieren bei der Entwicklung von Informationsprodukten und -diensten anhand von
Informationen des 6ffentlichen Sektors ist, die dabei jedoch die Konzepte Open Data und Open
Government Data nicht explizit erwahnt. Basierend auf diesen europaischen Richtlinien
entwickelten sich in den letzten Jahren zahlreiche — auch nationale — Initiativen, deren Ziel eine
verstirkte Beriicksichtigung des OGD-Konzepts ist (fiir Osterreich siehe beispielsweise [12] . In
Anbetracht dieses gesteigerten Interesses und der umfangreichen Datenmengen, Uber die
Behorden und verwandte 6ffentliche Einrichtungen verfiigen und die im Zuge der verstarkten
Verfolgung des OGD-Konzepts freigegeben werden kénnten, ist absehbar, dass sich Open Data
bzw. Open Government Data zu einem wichtigen zukiinftigen Trend im Bereich E-Government
entwickeln wird. Die geeignete Aufbereitung und Bereitstellung verflgbarer Daten fir eine
offentliche Verwendung wird eine der Herausforderungen sein, denen sich Behorden in
absehbarer Zukunft stellen werden missen.

Der geeignete Schutz von Daten spielt in Anwendungen des E-Government seit jeher eine
zentrale Rolle. Zum Schutz von privaten und sicherheitskritischen Daten kommen daher bei der
Umsetzung und Durchfiihrung von E-Government-Transaktionen in der Regel erprobte
kryptographische Methoden zur Anwendung. In klassischen E-Government-Anwendungen
dienen diese Methoden hauptsachlich der sicheren Authentifizierung von Birgerinnen und
Bilrgern, sowie dem Schutz zu Ubertragender Daten. In diesem Zusammenhang hat sich die
Verwendung elektronischer Signaturen bewiahrt. Uber elektronische Signaturkonzepte kann die
Integritdt von Daten — d.h. der Schutz vor unerlaubter Veranderung — sichergestellt werden.
Dariiber hinaus kann Uber elektronische Signaturen — dhnlich zur handschriftlichen Unterschrift
— Nichtabstreitbarkeit erreicht werden. Eine Unterzeichnerin bzw. ein Unterzeichner hat keine
Moglichkeit, die Kenntnis eines von ihr bzw. ihm elektronisch unterzeichneten Datensatzes
abzustreiten. Damit kann auch die Authentizitdt dieser Daten sichergestellt werden. Der
Relevanz elektronischer Signaturen fur das E-Government wurde bereits im Jahr 2000 durch
Veréffentlichung der Richtlinie 1999/93/EG des Europaischen Parlaments und des Rates vom 13.
Dezember 1999 Uber gemeinschaftliche Rahmenbedingungen fiir elektronische Signaturen [13]
Rechnung getragen. GemalR dieser Richtlinie sind qualifizierte elektronische Signaturen — das
sind elektronische Signaturen, die definierten Sicherheitsanforderungen gentigen missen —
handschriftlichen Unterschriften rechtlich gleichgestellt.

Da elektronische Signaturen einen integralen Bestandteil vieler bestehender E-Government
Anwendungen darstellen, liegt der Gedanke nahe, diese auch auf das im Bereich E-Government
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noch relativ neue Konzept des Open Government Data anzuwenden. Dadurch kénnen OGD-
Losungen auf ein hoheres Sicherheitsniveau gehoben und damit das gebotene Service an
Biurgerinnen und Birgern insgesamt verbessert werden. In diesem Beitrag stellen wir einen
Ansatz zur Erweiterung des Konzepts Open Government Data um elektronische Signaturen vor.
Durch Verwendung einer speziellen Klasse elektronischer Signaturen gewahrleistet dieser Ansatz
die Authentizitdt und Integritat von offentlich zur Verfigung gestellten Daten und erméglicht
gleichzeitig deren teilweise Anonymisierung. Damit tragt der in diesem Beitrag vorgestellte
Ansatz dazu bei, die Vertrauenswiirdigkeit von OGD zu erh6hen.

Dieser Beitrag ist wie folgt strukturiert. Abschnitt 2 fasst allgemeine Anforderungen an OGD
zusammen und erweitert diese um Anforderungen in Bezug auf Vertrauenswiirdigkeit. Die
kryptographischen Konzepte elektronischer Signaturen und editierbarer elektronischer
Signaturen, welche zur Erflllung dieser Anforderungen herangezogen werden, werden in
Abschnitt 3 erldautert. Abschnitt 4 stellt schlieflich ein konkretes Konzept zur Integration
(editierbarer) elektronischer Signaturen in OGD-Anwendungen vor. Abschnitt 5 fasst
abschliefend die Kernaussagen dieses Beitrags zusammen und gibt einen Ausblick auf mogliche
zukunftige Entwicklungen in diesem Bereich.

2. Anforderungen an Open Government Data

Fir OGD-basierte Anwendungen existiert eine Reihe von Anforderungen, die bei der
Bereitstellung von Daten fiir die Offentlichkeit beriicksichtigt werden sollten. Ende 2007
veroffentlichte die Open Government Arbeitsgruppe [9] acht Prinzipien, die bei der
Veroffentlichung von Open Government Data soweit wie moglich eingehalten werden sollten.
Folgende Aspekte wurden dabei beriicksichtigt:

1. Volistandigkeit: Alle offentlichen Daten sollen so vollstindig wie moglich der
Offentlichkeit zuganglich gemacht werden, sofern dies den Datenschutz nicht verletzt.

2. Verwendung von Primdrquellen: Die Daten sollen an ihrem Ursprung mit dem
hochstmoglichen Freiheitsgrad und in nicht aggregierten oder modifizierenden
Formaten gesammelt werden.

3. Aktualitdt: Daten sollen nach ihrer Entstehung zum schnellstmdglichen Zeitpunkt der
Offentlichkeit zuganglich gemacht werden. Werden Daten bereitgestellt, deren Nutzen
zeitabhangig ist, sollte die Veroffentlichung dieser Daten priorisiert werden. Der
Nutzwert fiir die Offentlichkeit kann durch eine Echtzeitaktualisierung der Daten erhéht
werden.

4. Uneingeschrankter Zugang: Veroffentlichte Daten sollen sowohl infrastrukturell als auch
elektronisch so einfach wie moglich und barrierefrei zuganglich gemacht werden. Die
Notwendigkeit eines physischen Zugangs zu Daten (z.B. der Besuch spezieller
Raumlichkeiten) ist ebenso zu vermeiden wie der Einsatz spezieller elektronischer
Zugangstechnologien.

5. Maschinenlesbarkeit: Daten sollen automatisch weiterverarbeitet werden kénnen, um
eine einfache Einbindungen in Softwareanwendungen zu gewahrleisten. Daten sollen in
offenen und weitverbreiteten Dateiformaten abgespeichert werden. Falls Daten
normalisiert wurden, soll ausreichende Dokumentation Uber das verwendete
Dateiformat zur Verfugung gestellt werden. Ebenso sollen die Rohdaten bereitgestellt
werden, welche automatisch maschinell bezogen werden kénnen.
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6. Nichtdiskriminierender Zugang: Ein anonymer Zugang zu Daten soll fur jede Person
jeder Zeit moglich sein. Der Zugriff auf die Daten soll nicht auf bestimmte
Organisationen oder Personenkreise eingeschrankt werden. Darlber hinaus soll der
Zwang zur Nutzung bestimmter Softwareapplikationen nicht gegeben sein.

7. Nichtproprietdre Datenformate: Durch die Verwendung von offenen Standards soll
gewahrleistet werden, dass Daten nicht nur durch ausgewahlte Softwarekomponenten
gelesen und verarbeitet werden kénnen. Meistens wird es dazu notwendig sein, die
Daten in unterschiedlichen Formaten zur Verfligung zu stellen.

8. Lizenzfreiheit: Daten sollen entgeltlos zur Verfligung gestellt werden. Die Einhebung
von Gebuhren wiirde andernfalls die Nutzergruppe einschranken.

Hauptaugenmerk bei der Definition dieser Grundsitze wurde augenscheinlich auf
Vollstandigkeit, Aktualitdt und einfache Zugriffsmoglichkeiten gelegt. Sicherheitsaspekte wurden
— mit Ausnahme der in Punkt 1 angefiihrten Einschrankung der Vollstandigkeit um
personenbezogene Daten — nicht berticksichtigt. Derartige Aspekte finden auch in adaptierten
Versionen der Anforderungsliste, wie beispielsweise der in [15] angefiihrten Aufzdhlung, kaum
Erwdhnung. Abhdngig vom jeweiligen Anwendungsszenario kann jedoch die Beriicksichtigung
entsprechender Sicherheitsanforderungen zielfihrend bei der Veroffentlichung von OGD sein.
Aus diesem Grund betrachten wir die bisher tbliche Definition von Anforderungen an Open
Government Data flr gewisse Szenarien als unvollstandig und erweitern diese um folgende
Punkte.

A. Integritdt und Authentizitdt: Die Integritdt und Authentizitat der veroffentlichten Daten
soll durch die Verwendung entsprechender technischer Verfahren gewahrleistet werden.
Dadurch sollen Bezieherinnen und Bezieher dieser Daten diese jederzeit auf unerlaubte
Verdanderung prifen (Integritdt) und darliber hinaus die Bereitstellerin bzw. den
Bereitsteller der Daten zweifelsfrei feststellen konnen (Authentizitdt). Flur die
Bereitstellerin bzw. den Bereitsteller der Daten ergibt sich der Vorteil, dass Bezieherinnen
und Bezieher auf diese Weise nicht behaupten kdnnen, falsche Daten erhalten zu haben.

B. Anonymisierung: Wie in Punkt 1 der allgemeinen Anforderungen an OGD definiert,
dirfen personenbezogene Daten nicht als Open Data verdffentlicht werden, da dies den
Datenschutz untergraben wirde. Oft kdnnen mit diesen personenbezogenen Daten
verkniipfte allgemeine Daten fiir die Offentlichkeit dennoch von Interesse und Nutzen
sein. Derartige Daten sollen daher geeignet anonymisiert und in weiterer Folge
datenschutzrechtlich unbedenklich veroffentlicht werden kénnen. Diese Anforderung darf
dabei nicht im Konflikt der Forderung nach Integritdt und Authentizitdt treten. Die
Integritdt und Authentizitdit anonymisierter Daten soll in jedem Fall weiterhin
gewahrleistet bleiben.

Die diskutierte und aus sicherheitstechnischer Sicht sinnvolle Erweiterung der Anforderungen an
Open Government Data stellt Behorden, die als Anbieter von OGD fungieren, vor neue
Herausforderungen. Eine Berlicksichtigung dieser Erweiterungen macht eine Integration
elektronischer Signaturkonzepte notwendig. Im folgenden Abschnitt werden daher zunachst
jene kryptographischen Konzepte vorgestellt und diskutiert, die eine Berlcksichtigung der
definierten erweiterten Anforderungen ermoglichen. Konkrete Konzepte zur Umsetzung
entsprechender Verfahren zur Berlicksichtigung der erweiterten Anforderungen werden
schlieBlich in Abschnitt 4 diskutiert.
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3. Signaturkonzepte

Grundsatzlich dienen elektronische Signaturen dem Echtheitsnachweis von elektronischen
Dokumenten. Damit reprdsentieren elektronische Signaturen das Pendant zur handschriftlichen
Unterschrift auf Papierdokumenten. Elektronische Signaturen ermoglichen der Empfangerin
bzw. dem Empféanger eines signierten Dokuments die eindeutige Identifikation der Erstellerin
bzw. des Erstellers der Signatur (Authentizitdt) und den Nachweis, dass die signierten Daten
nicht verandert wurden (Integritit). Speziell die Uberpriifung der Integritit spielt in
sicherheitskritischen Anwendungen oft eine zentrale Rolle. So kann bei Verwendung
elektronischer Signaturldsungen beispielsweise der Inhalt eines signierten Vertrages nicht
einseitig verandert werden, ohne dass die elektronische Signatur Gber den Inhalt des Vertrags
ungultig wird. Durch diese Eigenschaften scheinen elektronische Signaturen fiir die Umsetzung
entsprechender Verfahren zur Gewahrleistung der Integritdt und Authentizitait von OGD
geeignet zu sein.

Die technische Basis fir elektronische Signaturen bilden Public-Key-Verfahren. Bei diesen
Verfahren besitzt die Erstellerin bzw. der Ersteller einer Signatur (Unterzeichnerin bzw.
Unterzeichner) sowohl einen privaten als auch einen 6ffentlichen Schlissel. Der private Schlissel
ist im alleinigen Besitz der Erstellerin bzw. des Erstellers, welche sie bzw. er zur Erzeugung der
Signatur verwenden. Dabei werden die zu signierenden Daten zuerst mittels einer so genannten
Hash-Funktion? auf einen Wert fixer Linge — den sogenannten Hash-Wert — abgebildet®. Der so
ermittelte Hash-Wert wird anschlieBend von der Unterzeichnerin bzw. dem Unterzeichner mit
dem privaten Schliissel signiert. Der dazugehérige 6ffentliche Schliissel wird veréffentlicht® und
dient Empfangerinnen und Empfangern der signierten Daten zur Verifikation der Giiltigkeit der
elektronischen Signatur.

Bei konventionellen Signaturverfahren fiihrt jede Anderung der signierten Daten unweigerlich zu
einer ungultigen Signatur. Durch die gednderten Daten ergibt sich im Zuge der Verifikation ein
im Vergleich zur Signaturerstellung unterschiedlicher Hash-Wert. Die Signatur kann tiber diesen
gednderten Hash-Wert nicht mehr positiv verifiziert werden. Die Empfangerin und der
Empfanger der signierten Daten konnen daher die Modifikation der Daten im Zuge der
Signaturverifikation eindeutig feststellen.

Es existieren jedoch Anwendungsfille, in denen ein nachtrigliches Andern der Signaturdaten
sehr wohl ermoglicht werden soll, ohne dass die aufgebrachte Signatur ihre Giiltigkeit verliert.
Ein solcher Anwendungsfall ist beispielsweise das Schwarzen bestimmter Textstellen, wie dies
etwa bei der Anonymisierung von OGD zur Anwendung kommt. Das kryptographische Konzept
der editierbaren Signaturen erméglicht eine nachtragliche Anderung an Signaturdaten, ohne
dass eine bestehende Signatur dadurch ungiiltig wird. Als Redigiererin bzw. Redigierer wird in
diesem Zusammenhang jene Person bezeichnet, die in der Lage ist, Veranderungen der Daten
vorzunehmen, ohne bestehende Signaturen ungiiltig zu machen.

2 Eine Hash-Funktion ist eine Einwegfunktion, die von Daten beliebiger Linge eine Prifsumme (Hash-Wert) konstanter Linge
erzeugt. Es kann weder von einem gegebenen Hash-Wert auf die urspriinglichen Daten riickgeschlossen werden, noch kann einfach
ein anderer Datensatz gefunden werden, der auf denselben Hash-Wert abbildet.

3 Der Hauptgrund fiir das Anwenden dieser Hash-Funktion liegt darin, dass die zu signierenden Daten Ublicherweise aus einem
langen Text bestehen und ein Signieren dieses langen Textes fur praktische Anwendungen sehr ineffizient und zeitintensiv ist.

* Aus dem offentlichen Schliissel kann nicht auf den privaten Schlissel riickgeschlossen werden. Ebenso ist eine

Signaturerstellung mit dem &ffentlichen Schlissel alleine nicht maglich. Ein Gber eine vertrauenswiirdige dritte Partei ausgestelltes
elektronisches Zertifikat enthalt den 6ffentlichen Schliissel der Signatorin und bindet diesen an ihre Identitat.
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Das Konzept editierbarer Signaturen wird in [1] ausfuhrlich diskutiert. Die Autoren dieses Artikels
definieren die folgenden Eigenschaften editierbarer Signaturen, anhand derer die
unterschiedlichen existierenden Verfahren, die auf dem Konzept editierbarer Signaturen
beruhen, klassifizieren werden kénnen.

e Eigenschaft E1 - Designierte Redigiererin/ Designierter Redigierer: Diese Eigenschaft
definiert, ob Daten von jeder Person oder ausschlieflich von Redigierern bzw.
Redigiererinnen, die durch die Unterzeichnerin bzw. den Unterzeichner definiert
wurden, verandert werden kdnnen.

e Eigenschaft E2 - Ersetzung von Blocken: Diese Eigenschaft legt fest, ob eine Redigiererin
bzw. ein Redigierer bestimmte Textblocke lediglich entfernen bzw. ausschwérzen, oder
auch durch andere Textblocken ersetzen kann.

o Eigenschaft E3 - Designierte Teile: Eine Unterzeichnerin oder ein Unterzeichner kann
festlegen, ob eine Redigiererin oder ein Redigierer samtliche Nachrichtenblécke oder
nur designierte Blocke verandern darf.

e Eigenschaft E4 - Erkennbare Veranderung: Diese Eigenschaft definiert, ob eine
Verdnderung durch eine Redigiererin oder einen Redigierer im Nachhinein feststellbar
ist.

e Eigenschaft E5 - Kontrolliertes Ersetzen: Diese Eigenschaft legt fest, ob eine
Unterzeichnerin oder ein Unterzeichner bestimmen kann, mit welchen konkreten
Textblocken ein anderer Textblock ersetzt werden kann.

Durch die beliebige Kombination dieser Eigenschaften ergibt sich eine Vielzahl unterschiedlicher
Verfahren. Diese Verfahren werden mitunter auch als Schema bezeichnet. Die folgende Tabelle
bietet einen Uberblick iiber verschiedenen Schemen und stellt deren Eigenschaften vergleichend
gegenuber.

Tabelle 1: Editierbare Signatur Schemen und ihre Eigenschaften [1]

Signatur-Schema E1l E2 E3 E4 E5
Content Extraction Signatures [2] Nein | Nein | Teilw. | Ja | Nein
Sanitizable Signatures [3] Ja Nein Ja Nein | Nein
Homomorphic Signature Schemes [4] Nein | Nein | Nein Ja | Nein
Extended Sanitizable Signatures [5] Ja |Ja Ja Ja Ja
Extended Sanitizable Signature Schemes [6] Ja Ja Ja Ja Ja
Generalizations and Extensions of Redactable Signatures [7] | Nein | Ja | Teilw. | Ja Ja
Efficient signature schemes [8] Nein | Nein Ja Ja | Nein

Unabhéngig vom jeweiligen Schema beruht die prinzipielle Funktionsweise von editierbaren
Signaturen auf der Beibehaltung des Hash-Werts der veranderten Daten. Eine Veranderung des
Hash-Werts deutet auf veranderte Daten hin und wiirde bei konventionellen Signaturverfahren
erwartungsgemall zu einer Ungultigkeit der Signatur dieser Daten fiihren. Wird jedoch der
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urspriingliche Hash-Wert beibehalten und zur Verifikation der Signatur herangezogen, so kann
die originale Signatur trotz veranderter Daten erfolgreich gepruft werden.

Abbildung 1 veranschaulicht das generelle Prinzip editierbarer Signaturen anhand eines
einfachen Beispiels. Hierbei wird zur Signaturerstellung eine Nachricht m in funf Blocke m; bis ms
unterteilt. Jeder dieser Nachrichtenblocke wir anschlieRend Uber eine Hash-Funktion H in
entsprechende Werte h; bis hs umgewandelt. Danach wird aus diesen Werten ein Gesamt-
Hashwert Hges berechnet, der in weitere Folge signiert wird. Wird nun wie in Abbildung 1
dargestellt der Textblock mit der Bezeichnung , geschwdrzter” ausgeblendet (Nachrichtenblock
m,*), wiirde bei der Verifikation der Signatur ein anderer Hashwert h, berechnet werden’, was
in weiterer Folge zu einer ungtiltigen Signatur fihren wirde. Um dies zu verhindern, wird fur
den Verifikationsprozess der urspriingliche Hashwert h, herangezogen. Dafiir muss naturlich der
Empfangerin bzw. dem Empfanger der Signatur, die Ublicherweise die Verifikation durchfiihrt,
neben der Signatur selbst auch der Hashwert h, Ubermittelt werden. Somit erhilt die
Empfangerin bzw. der Empfinger die geschwarzte Nachricht und kann ohne Kenntnis des
geschwadrzten Textes die originale Signatur erfolgreich Uberpriifen. Durch die
Einwegfunktionalitdt der Hash-Funktion bleibt zudem der Originaltext (in der Abbildung das
Wort ,geschwdrzter”) der Empfangerin bzw. dem Empfanger verborgen. Bei herkommlichen
Hash-Funktionen in Verbindung mit einer kleinen Anzahl von mdéglichen Texten (wenn
beispielsweise nur Vornamen als Text in Frage kommen) besteht die Gefahr, dass anonymisierte
Texte durch einfaches Probieren aller méglichen Kombinationen rekonstruiert werden kénnen.
Flr den realen Einsatz solcher Signaturschemen werden daher so genannte randomisierte Hash-
Funktionen verwendet, die durch die Verwendung von Zufallswerten ein Erraten des
anonymisierten Textes verhindern.

Signatur
S=Signatur(Hges)

I

Gesamt-Hashwert

Haes=H(my, m;, m;, ms, ms)

Hashwert Hashwert Hashwert Hashwert Hashwert Hashwert

hy=H(m,) h;=H(m;) hs=H(m;) hs=H(m4) hs=H(m,) hs=H(ms)

L 1] —
e [

Das Text

Abbildung 1: Prinzip editierbarer Signaturen

® H(ma) ist ungleich H(ms*)
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Wahrend herkdmmliche elektronische Signaturen die Integritdt und Authentizitdit von OGD
gewahrleisten kénnen, eignet sich das kryptographische Konzept der editierbaren Signaturen
vorzuglich, um die in Abschnitt 2 ebenfalls definierte Anforderung an eine Anonymisierung von
OGD zu erfiillen und eine entsprechende Losungen umzusetzen. Im folgenden Abschnitt stellen
wir unser Konzept zur Integration herkdmmlicher und editierbarer Signaturen in OGD-Losungen
vor.

3. Vertrauenswiirdiges Open Government Data

Ziel des im Folgenden dargelegten Konzepts ist die Gewahrleistung von Integritdt und
Authentizitdt von Open Government Data bzw. die Ermdglichung einer Anonymisierung dieser
Daten. Zur Erfiillung dieser zusatzlichen Anforderungen sieht unser Konzept eine Integration der
in Abschnitt 3 erlauterten Signaturkonzepte vor. Im Folgenden diskutieren wir Details unseres
Konzepts und zeigen auf, wie sowohl Bereitstellerinnen und Bereitsteller als auch Bezieherinnen
und Bezieher von Open Government Data von diesem Ansatz profitieren konnen.

Unmittelbar ergeben sich fiir eine Verwendung von elektronischen Signaturen in OGD-
Anwendungen zwei allgemeine Anwendungsfille. Je nach Anwendungsfall werden dabei
unterschiedliche Varianten elektronischer Signaturen eingesetzt. Die beiden Anwendungsfalle
werden im Folgenden naher diskutiert.

a. Anwendungsfall 1: Authentische und integritatsgesicherte Daten

In diesem Szenario zeigen wir auf, wie Bereitstellerinnen und Bereitsteller von Open
Government Data authentische und integritdtsgesicherte Daten bereitstellen konnen. Derartig
gesicherte Daten bieten dabei generell folgende Vorteile:

e Integritdt der Daten

Durch die Integritit der Daten ist sichergestellt, dass eine nachtrigliche Anderung der
Daten entdeckt werden kann. Hiervon profitieren sowohl die Bezieherin bzw. der
Bezieher der OGD (sie kénnen auf die Richtigkeit der zur Verfligung stehenden Daten
vertrauen) als auch die jeweilige Bereitstellerin bzw. der jeweilige Bereitsteller (eine
Bezieherin ober ein Bezieher kann nicht behaupten, falsche Daten erhalten zu haben).

o Authentizitit der Bereitstellerin bzw. des Bereitstellers

Die Bezieherin bzw. der Bezieher der OGD kann die Identitdt der Bereitstellering oder
des Bereitstellers eindeutig feststellen und somit auf die Richtigkeit und
Vertrauenswiirdigkeit der Daten vertrauen.

Das geeignete Mittel zur Umsetzung authentischer und integritdtsgesicherter Daten sind
herkdmmliche elektronische Signaturen. Abbildung 2 illustriert die prinzipielle Vorgehensweise
zur Erzielung von authentischen und integritatsgesicherten Open Government Data. In der
Doméne der Bereitstellerin oder des Bereitstellers befindet sich die Original-Datenquelle der
Daten, die als Open Government Data veroffentlicht werden sollen. Diese Daten werden mit
dem privaten Signaturschlissel der Bereitstellerin oder des Bereitstellers signiert. Abhangig vom
Datenformat der vorliegenden Daten kann dies beispielsweise eine XML-basierte oder PDF-
basierte Signatur sein. An dieser Stelle ist aber prinzipiell jedes weitere geeignete Signaturformat
vorstellbar. Die signierten Daten kdnnen nun an geeigneter Stelle veroffentlicht werden und
stehen der Bezieherin oder dem Bezieher als authentisches und integritatsgesichertes OGD zur
Verfiigung. Zur Uberpriifung der Integritdt und Authentizitit kann die Bezieherin bzw. der
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Bezieher die elektronische Signatur der signierten Daten Uberprifen. Fallt diese Prifung positiv
aus, so kann die Bezieherin bzw. der Bezieher der Daten darauf vertrauen, dass die Daten nicht
verandert oder modifiziert wurden und dass die Daten von der entsprechenden Bereitstellerin
bzw. vom entsprechenden Bereitsteller zur Verfligung gestellt wurden.

Beliebige
Domiine
SIGNATUR
PRUFUNG
Domne Domne
Open Government Open Government

Data Bereitsteller/in Data Bezieher/in

Lorem ipsum
dolor sit amet,
consetetur
sadipscing elitr,
sed diam

Lorem ipsum
dolor sit amet,
— consetetur

sadipscing elitr,

sed ¢
nonumy
tempor

Vertrauenswiirdiges
Open Government
Data

SIGNATUR
ERSTELLUNG

|

nonumy eirmod
tempor invidunt

Original
Datenquelle

Abbildung 2: Anwendungsfall 1 — Authentisches und integritdtsgesichertes Open Government Data

b. Anwendungsfall 2: Authentische und integritdtsgesicherte Anonymisierung

Dieser Anwendungsfall deckt jene Falle ab, in denen sich in der Original-Datenquelle
personalisierte und private Daten befinden, die damit verknlpften allgemeinen Daten aber
dennoch als Open Government Data verdffentlicht werden sollen. Es besteht hierbei also die
Notwendigkeit einer Anonymisierung der Original-Daten, da private Daten aus
Datenschutzgriinden von einer Veréffentlichung ausgeschlossen sind.

Eine wie in Abschnitt 4.1 dargestellte Gewdhrleistung der Authentizitdt und Integritdt dieser
Daten Uber herkdmmliche elektronische Signaturen ist nicht umsetzbar. Der
Anonymisierungsprozess wiirde eine Anderung der zugrundeliegenden Daten bedingen und
damit eine Uber diese Daten berechnete Signatur ungiltig machen. Um dennoch authentisches
und integrationsgesichertes Open Government Data zu erreichen, missten die anonymisierten
Daten erneut signiert werden. In manchen Fadllen — wenn beispielsweise die urspriingliche
Unterzeichnerin bzw. Unterzeichner nicht greifbar oder eine erneute Signaturauslosung nicht
umsetzbar ist — ist dies jedoch keine gangbare Alternative. An dieser Stelle konnen editierbare
Signaturen Abhilfe schaffen.

Abbildung 3 zeigt das generelle Prinzip einer Anonymisierung von OGD basierend auf
editierbaren Signaturen. Die Bereitstellering bzw. der Bereitsteller der OGD erstellt mit seinem
Signaturschliissel eine editierbare Signatur Uber die Original-Daten, welche private
Informationen beinhalten. Die Redigiererin bzw. der Redigierer anonymisiert den Datensatz und
aktualisiert die editierbare Signatur. Hierzu verwendet sie ihren privaten Schlissel, wenn die
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Bereitstellerin bzw. der Bereitsteller angegeben hat, dass nur bestimmte Redigiererinnen bzw.
Redigierer Daten anonymisieren dirfen. Die auf diese Weise erstellte Signatur wird der
Bezieherin bzw. dem Bezieher zusammen mit den anonymisierten Daten zugénglich gemacht.
Die Bezieherin bzw. der Bezieher ist in weiterer Folge in der Lage, die Signatur der bezogenen
Daten erfolgreich zu verifizieren. Hierbei wird die Signatur (iber die Original-Daten gepruft, ohne
der Bezieherin oder dem Bezieher Zugriff auf die privaten Daten zu geben. Die Bezieherin bzw.
der Bezieher kann bei einer positiven Signaturprifung wiederum von sicheren und
vertrauenswurdigen Daten ausgehen, d.h. sie konnen sowohl auf die Authentizitdt der
Bereitstellerin bzw. des Bereitstellers als auch auf der Integritdt der Daten vertrauen.

Je nach konkretem Anwendungsfall kénnen in diesem Anwendungsszenario unterschiedliche
Schemen editierbarer Signaturen eingesetzt werden. Abhdngig von den Eigenschaften des
gewahlten Signaturschemas kann die Bereitstellerin bzw. der Bereitsteller der Open Government
Data beispielsweise eine explizite Redigiererin bzw. einen expliziten Redigierer bestimmten
(Eigenschaft ,Designierte Redigiererin/Designierter Redigierer”), oder festlegen, dass nur
bestimmte Teile der Daten editiert werden dirfen (Eigenschaft ,Designierte Teile”). Des
Weiteren kann prinzipiell auch ein Signaturschema eingesetzt werden, das nicht nur das
Schwarzen sondern auch das Ersetzen von Daten erméglicht (Eigenschaft ,Ersetzung von
Blocken®). Im Bereich von Open Government Data erscheint diese Eigenschaft aber aktuell noch
keine legitime und sinnvolle Anwendung zu finden.

Beliebige
Doméine

SIGNATUR
PRUFUNG

Doméine Doméne Doméne
Open Government Open Government Open Government
Data Bereitsteller/in Data Redigierer/in Data Bezieher/in

¥ Redigierer/in

. ;

]

A
|

Lorem ipsum Lorem I Lorem [
dolor sit amet, dolor sit amet, dolor sit amet,

consetetur _— —_
sadipscing elitr, ERSTELLURE i, it

sed diam sed d sed ¢
nonumy eirmod | ] |
tempor invidunt tempor it tempor i

o Vertrauenswiirdiges
Datenquelle Open Government

Data

Abbildung 3: Anwendungsfall 2 — Authentische und integritdtsgesicherte Anonymisierung
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4. Fazit und Ausblick

Das in diesem Beitrag vorgestellte Konzept erméglicht die Umsetzung von vertrauenswirdigem
Open Government Data. Durch den Einsatz von elektronischen Signaturen kann die Authentizitat
und Integritdt von OGD sichergestellt werden. Dariiber hinaus kann eine eventuell notwendige
Anonymisierung von derartigen Daten durch die Verwendung editierbarer elektronischer
Signaturen gewabhrleistet werden.

Die Gewahrleistung der Authentizitat und Integritat von OGD ist prinzipiell fiir alle Formen und
Auspragungen von OGD (wie beispielsweise Linked Open Data) eine interessante Option, durch
die die Vertrauenswirdigkeit bereitgestellter Daten insgesamt entscheidend erhoht werden
kann. Die Méglichkeit einer Anonymisierung von OGD bei gleichzeitiger Beibehaltung derer
Authentizitat und Integritat ist vor allem fur jene Datenbestdnde interessant, die private oder
personenbezogene Daten enthalten, jedoch zumindest partiell der Allgemeinheit zuganglich
gemacht werden sollen. Als mogliche Beispiele konnen hier Datenauszige aus dem Grundbuch,
detaillierte Bevolkerungsstatistiken, Budget- und Steuerstatistiken, oder auch Protokolle aus
Gemeinderatssitzungen genannt werden.

Der in diesem Beitrag vorgestellt Ansatz zur Umsetzung von vertrauenswirdigem Open
Government Data liegt derzeit als Konzept vor. In einem ndchsten Schritt ist nun die Evaluierung
der praktischen Durchfiihrbarkeit dieses Konzepts anhand einer prototypischen Umsetzung
geplant. Unabhangig vom Resultat dieser Evaluierung kann bereits festgehalten werden, dass die
Authentizitat, Integritdt und damit die Vertrauenswirdigkeit von Open Government Data
wichtige Aspekte darstellen, die die Zukunft von OGD entscheidend mitbeeinflussen und neue
Herausforderungen aufwerfen werden. Die in diesem Beitrag vorgestellten Konzepte sind ein
erster Schritt, um diesen Herausforderungen entsprechend zu begegnen.
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abstract

fachartikel

Authentische und integritats-
gesicherte Verwaltungsdaten

Klaus Stranacher | Vesna Krnjic | Thomas Zefferer

In den letzten Jahren konnte Open Government Data zunehmend an Bedeutung gewinnen. Fiir die 6ffentliche
Bereitstellung von Verwaltungsdaten wurden bisher jedoch keinerlei Anforderungen hinsichtlich der Authentizi-
téat und Integritat solcher Daten festgelegt. Zur Steigerung der Vertrauenswiirdigkeit offener Verwaltungsdaten
bieten sich herkdmmliche elektronische Signaturen an. Im Falle einer zum Schutz privater Daten notwendigen
Anonymisierung kann durch den Einsatz sogenannter Redigierbarer Signaturen die Vertrauenswiirdigkeit bereit-

gestellter Daten weiterhin zuverldssig sichergestellt werden.

Open Data ist eine Entwicklung der letzten Jahre, die
auch vor dem E-Government-Sektor nicht halt gemacht
hat. Der Begriff Open Government Data (OGD) bezeich-
net dabei jene ,Datenbestinde des offentlichen Sek-
tors, die von Staat und Verwaltung im Interesse der
Allgemeinheit ohne jedwede Einschrinkung zur freien
Nutzung, zur Weiterverbreitung und zur freien Weiter-
verwendung frei zuginglich gemacht werden“®. Inner-
halb Osterreichs wurde im Juli 2011 die Cooperation
Open Government Data Osterreich® gegriindet, deren
Ziel die Schaffung einer gemeinsamen Basis fiir die Ver-
Sffentlichung von offenen Verwaltungsdaten ist.

Anforderungen an Open Government Data. Zur Bereitstellung
von offenen Daten im Rahmen von Open Government
Data wurde eine Reihe von allgemeinen Anforderungen
definiert. Die Open Government Arbeitsgruppe® verof-
fentlichte hierzu acht Prinzipien, die so weit wie méglich
eingehalten werden sollen. Diese Prinzipien sind: (a)
Vollstandigkeit der Daten, (b) Verwendung von Primar-
quellen, (c) Aktualitit der Daten, (d) uneingeschrankter
Zugang, (e) Maschinenlesbarkeit, (f) nichtdiskriminie-
render Zugang, (g) Verwendung nichtproprietirer Da-
tenformate und (h) Lizenzfreiheit.

Diese Grundsitze enthalten jedoch keinerlei Anfor-
derungen hinsichtlich der Sicherstellung der Vertrau-
enswiirdigkeit der Daten. Abhingig vom jeweiligen
Anwendungsszenario konnen jedoch zwei weitere
Anforderungen formuliert werden: (i) Datenintegritat
und Authentizitit sowie (ii) Anonymisierung. Die erste
Anforderung ermoglicht es Bezieherinnen und Bezie-
her von OGD, unerlaubte Verinderungen der verof-
fentlichten Daten zu iiberpriifen (Datenintegritit), wo-
hingegen Authentizitit die Feststellung der Identitit
der OGD-Bereitstellerin bzw. des OGD-Bereitstellers

erlaubt. Die zweite Anforderung definiert die Moglich-
keit, Daten unter Beibehaltung der Datenintegritit und
Authentizitit zu anonymisieren. Da personenbezoge-
ne Daten im Allgemeinen von einer Verdffentlichung
ausgeschlossen sind, kann eine entsprechende Anonymi-
sierung der zu veroffentlichenden Daten notwendig sein.

Elektronische Signaturen. Das geeignete Mittel zur Wah-
rung der Integritit und Authentizitit von Daten sind
elektronische Signaturen. Bei konventionellen Signatur-
verfahren fiihrt dabei jede Anderung der signierten Da-
ten unweigerlich zu einer ungiiltigen Signatur, d. h. die
Empfingerin bzw. der Empfinger kann nicht mehr von
der Vertrauenswiirdigkeit der erhaltenen Daten ausge-
hen. Es existieren jedoch Anwendungsfille, in denen eine
nachtrigliche Anderung der signierten Daten - fiir de-
signierte Personen — ermdglicht werden soll, ohne dass
die aufgebrachte Signatur durch die durchgefiihrten An-
derungen ihre Giiltigkeit verliert. Dieses Konzept wurde
unter dem Namen Redigierbare Signaturen bekannt®.

Vertrauenswiirdiges Open Government Data. Durch die
Erfillung der erweiterten Anforderungen an Open
Government Data kann eine Steigerung der Vertrauens-
wiirdigkeit von Open Government Data erreicht werden.
Basierend auf den oben definierten erweiterten Anforde-
rungen konnen prinzipiell zwei Anwendungsfélle unter-
schieden werden.

Abbildung 1 zeigt den ersten Anwendungsfall. In der
Domine der OGD-Bereitstellerin bzw. des Bereitstellers
befindet sich die Original-Datenquelle. Diese Daten
werden nun vor der Veréffentlichung von der Bereit-
stellerin bzw. dem Bereitsteller signiert. Der Bezieherin
bzw. dem Bezieher stehen diese Daten anschliefend
als vertrauenswiirdiges OGD zur Verfiigung. Zur Uber-
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prifung der Authentizitit und Integritit kann die elek-
tronische Signatur gepriift werden. Fallt diese Prifung
positiv aus, so wurden die Daten nach ihrer Veroffent-
lichung nachweislich nicht verindert und wurden auch
nachweislich von der angegebenen Stelle veroffentlicht.

Der zweite Anwendungsfall wird in Abbildung 2 dar-
gestellt und deckt jene Fille ab, in denen sich in der
Original-Datenquelle personenbezogene Daten befin-
den, die damit verkniipften allgemeinen Daten aber
dennoch als OGD veroffentlicht werden sollen. Die per-
sonenbezogenen Daten miissen daher anonymisiert
werden. Um die Giiltigkeit der Signatur nach dem An-
onymisierungs-Prozess zu erhalten, kénnen Redigier-
bare Signaturen eingesetzt werden. Die Bereitstellerin
bzw. der Bereitsteller der Daten erstellt eine Signatur
iber die nicht-anonymisierten Daten und legt eine
(oder mehrere) Personen fest, die eine Anonymisie-
rung durchfithren dirfen. Im Anonymisierungs-Prozess
fithrt diese Person eine Schwirzung der entsprechen-
den Textstellen durch und aktualisiert die Signaturda-
ten. AnschlieBend werden die anonymisierten Daten
und die Signaturdaten der Bezieherin bzw. dem Bezie-
her zuginglich gemacht. Die Bezieherin bzw. der Bezie-
her kann in Folge die Signatur tiber die Original-Daten
priffen (ohne Wissen der personenbezogenen Daten)
und kann - bei einer positiven Signaturpriifung - von
authentischen und integrititsgesicherten Daten aus-
gehen.

Fazit. Das hier prasentierte Konzept tragt zu einer Steige-
rung der Vertrauenswiirdigkeit offener Verwaltungsdaten
bei und wurde auch bei der 1. Open Government Data
Konferenz D-A-CH-LI vorgestellt. Der entsprechen-
de Beitrag findet sich im Tagungsband der Konferenz®

und gibt einen detaillierteren Einblick. Die vorgestellte
Losung lisst sich auch auf Anwendungen auf8erhalb von
OGD adaptieren. So befasst sich der Beitrag in® auch mit
der Gewihrleistung der Authentizitit und Integritit fiir
Daten, die im Rahmen der EU PSI-Richtlinie” zur Ver-
fiigung gestellt werden.

O Klaus Stranacher, Vesna Krnjic, Thomas Zefferer; Vertrau-
enswiirdiges Open Government Data — Authentizitat und In-
tegritét fiir offentliche Verwaltungsdaten; Open Government
Data Konferenz D-A-CH-LI; Seite 27-39; Oktober 2012.
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ABSTRACT

Electronic documents are often exchanged in e-Government and e-Business processes. In e-Government, the usage and
importance of electronic documents has significantly increased particularly in cross-border scenarios, especially due to
the implementation of the EU Services Directive. To ensure genuineness, in many situations electronic signatures are
applied on the documents exchanged. Besides of their application, verification of electronic signatures is essential.
Current solutions for the verification of electronic signatures usually support a subset of existing signature formats only.
In addition, electronic documents require some kind of detailed description on higher level, e.g. through meta data. If
corresponding meta data are recognized as incomplete or wrong during document exchange, additional costs and time
delays may occur. Here, the need of previous data validation arises. To overcome these issues, we introduce an approach
for secure and efficient processing of electronic documents, particularly focusing on signature and meta data verification.
Our solution follows a generic concept and is not limited to certain use cases. Nevertheless, we present our approach
based on the findings of the EU Large Scale Pilot Project SPOCS. Finally, we elaborate on the movement of verification
and validation services into the cloud.

KEYWORDS

Electronic Documents, Signature Verification, Data Validation, Cloud Computing

1. INTRODUCTION

Electronic documents are important parts of most e-Government and e-Business processes. Their
significance particularly increased with the progressing implementation of the EU Services Directive
(European Union, 2006). The main objective of the directive is to establish a framework for easily setting up
and exercise a service in another EU Member State by using electronic procedures. Here, electronic
documents are one of the key enablers to achieve this goal. To guarantee authenticity and integrity of
electronic documents, usually electronic signatures are applied to electronic documents. The validity of an
electronic signature can be unambiguously determined by the receiver of a signed document using signature
verification services. Current existing signature verification services are limited to verify only certain
signature formats. In general, they support several kinds of standard signature formats as defined by the
European Commission Decision on “establishing minimum requirements for the cross-border processing of
documents signed electronically by competent authorities under Services Directive” (European Commission,
2011). In addition, they are able to verify a few other formats suitable for their field of application.
Nevertheless, there exists a lack on comprehensive signature verification services supporting a wider field of
signature formats.

In addition to the verification of genuineness of electronic documents, automatic processing of electronic
documents is essential for a cost reducing, time saving, and efficient public administration. The basis for
automatic processing is availability of machine-readable data, i.e. structured electronic documents and
appropriate meta data. Nevertheless, additional costs and time delays may arise if electronic documents or
meta data are recognized as incomplete or wrong. Here, the need of a previous data validation arises.
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The European Large Scale Pilot SPOCS! developed an electronic document interoperability framework
and document container format, called OCD - Omnifarious Container for eDocuments (SPOCS, 2011).
Among other things, this framework defines how to verify and validate an OCD container and all affiliated
electronic documents. The focus of the OCD interoperability framework has been given on the verification of
the electronic signatures applied to the container and the contained electronic documents. In this paper we
present and propose mechanisms for secure and efficient processing of electronic documents.

The remainder of this paper is organized as follows. In Section 2, we describe the electronic document
interoperability framework and the Omnifarious Container for eDocuments (OCD). Additionally, we point
out existing solutions for verifying and validating electronic documents. Section 3 elaborates on external
signature verification services to support an extended set of signature formats. In addition, a data validation
mechanism is proposed. These verification and validation facilities base on the OCD but are not limited to
this use case. The subsequent Section 4 elaborates possibilities to transfer verification and validation services
into the cloud. Finally, we draw conclusions including an evaluation of our proposed solution and discuss
future work.

2. RELATED WORK

Basically, electronic documents can be divided into structured, unstructured, and container formats. The
content of structured document formats follows a well-defined schema and is therefore machine-readable and
can be easily processed. The most popular structured eDocument format is XML. In contrast, unstructured
electronic documents, such as the PDF format, cannot be automatically processed. They are mainly used for
visual representation of document content. Container formats specify how different types of data are stored in
one container. Additionally, all required information, which third parties would need for processing the
documents, is stored in the container. One of the first container formats was MIMEZ. In the meanwhile,
formats such as Open Document Format® (ODF) and Office Open XML* (OOXML) have increased in
popularity.

Looking at the e-Government landscape in Europe, every country has its own eDocument infrastructure
deployed based on existing standards and technologies. Many national applications are using XML-based
specifications for information and document exchange. However, national XML specifications cannot be
automatically processed nor automatically interpreted by any third party without the knowledge of the
schema of the particular document. Due to the EU Services Directive the need of interoperability for
electronic documents, especially on a cross-border level, has significantly increased. This need for
interoperability has also been discussed by Réssler and Tauber (2010).

The challenge on interoperability has been taken up by the European Large Scale Pilot SPOCS. Here, an
interoperability concept has been introduced, which bases on the individual national infrastructures of the
participating EU countries and builds an interoperability layer on top of it. This concept is called
Omnifarious Container for eDocuments (OCD) and represents an interoperable multi-layer framework for
cross-border exchange of electronic documents. The container supports all formats and technologies of
electronic documents and is easily extendable to support new formats and technologies too. Additionally,
semantic interoperability and authentication mechanisms for guaranteeing the authenticity of an OCD
container are provided.

The specification of the OCD container (SPOCS, 2011) consists of a logical and a physical structure.
Thereby, the logical structure consists of a payload layer, a meta data layer, and an authentication layer. The
payload layer stores all kind of electronic documents, which should be transported in the OCD container. To

1'SPOCS (Simple Procedures Online for Cross-border Services) is an EU co-funded project out of the EU
ICT Policy Support Programme and aims to overcome the obstacles raised by the EU Services Directive.
http://www.eu-spocs.eu/.

2 MIME (Multipurpose Internet Mail Extensions) are extensions of the standard RFC 822 and defined in
RFC 2045, RFC 2046, RFC 2047, RFC 2048 and RFC 2049.

® ODF is a standard developed by the standardization organization OASIS and is specified in ISO/IEC
26300.

4 OOXML is a standard developed by Microsoft and is specified in 1SO/IEC 29500.

243



support automatic processing, the meta data layer has been introduced on two levels. The first level describes
each payload document, while the second level describes the container itself. In addition to the signed
payload documents, the whole container can be signed as well. This authentication layer is optional and
enables the support of authenticity of OCD containers.

Two different physical structures are defined to implement the logical structure. The ZIP based OCD
relies on the ETSI specification on Associated Signature Containers - ASiC (ETSI, 2012) and uses XAdES
signatures (ETSI, 2009) for the authentication layer. This ZIP based OCD is primarily suitable for back office
applications. The second structure is a PDF based OCD where the master PDF represents the meta data and
the payload documents are added as attachments. Here, PAJES signatures (ETSI, 2010) are used for the
authentication layer. This technology is especially suitable for applications where citizens are directly
involved.

To handle OCD in real live scenarios, operations on the core elements of OCDs are defined. The OCD
Creation method defines how an OCD container is created. As input, this method takes arbitrarily signed or
unsigned electronic documents with appropriate meta data. The resulting OCD container can be signed
optionally. The OCD Validation and Verification method defines how an OCD container is validated and
how signature verification is carried out. This method takes an OCD container as input. The output of this
method represents the corresponding validation and verification report. The described methods have been
implemented as open source software modules and are freely available for download on Joinup®.

In addition to OCD, several other signature verification activities have been established. The European
Commission published a tool, called SD-DSS®, which is capable to verify signature formats based on the
European Commission Decision on standard signature formats (European Commission, 2011). Furthermore
the EU Large Scale Pilot PEPPOL” addressed issues concerning the signature verification in the field of e-
Procurement and developed a suitable signature verification service®. Nevertheless, these services do not
support verification of national and proprietary signature formats.

3. VERIFICATION AND VALIDATION SERVICES

Verification of the genuineness of electronic documents is important to trust the authenticity and data
integrity of these documents. Usually, electronic signatures are the means of choice for guaranteeing
authenticity and integrity. Verification of these signatures is essential for their further processing. In addition,
data validation, i.e. the validation whether the present data are appropriate and correct or not, gains more and
more importance. Both, signature verification and data validation are necessary for a secure and efficient
processing in e-Government or e-Business scenarios.

The following sub-sections elaborate on signature verification and data validation of electronic
documents incorporating external verification and validation services. Thereby, we concentrate on the use
cases related to the EU Services Directive and the implementations of the large-scale pilot project SPOCS,
focusing on OCD container verification and validation. Nevertheless, our approach is not limited to these use
cases and applies for all processes where electronic documents are involved and must be processed. In
addition, we show external dependencies to our methods, which are able to be outsourced to cloud
computing, enabling high scalability and cost savings.

3.1 Signature Verification

For electronic signatures various data formats exist. On the one hand, there are signature formats which
are tightly bound to specific document formats, such as PDF signatures. On the other hand, there exist
signature formats which can be used with almost every document format, e.g. XML and XAdES signatures.
Based on the EU Services Directive (European Union, 2006) the European Commission established
minimum requirements for the cross-border processing of documents signed electronically by competent

® http://joinup.ec.europa.eu/site/spocs/eDocuments/

® http://joinup.ec.europa.eu/software/sd-dss/home/

" PEPPOL (Pan-European Public Procurement Online), http://www.project.peppol.eu/
& http://www.peppol.eu/peppol_components/esignature/esignature
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authorities under the Services Directive. Article 1 (1) of this decision defines three signature formats, namely
“XML or a CMS or a PDF advanced electronic signature in the BES or EPES format” (European
Commission, 2011), as minimum or standard formats to be processed by EU Member States. In addition,
Article 1 (2) states that “Member States whose competent authorities sign the documents referred to in
paragraph 1 using other formats of electronic signatures than those referred to in that same paragraph, shall
notify to the Commission existing validation possibilities that allow other Member States to validate the
received electronic signatures online, free of charge and in a way that is understandable for non-native
speakers [...]”” (European Commission, 2011).

Actual existing signature verification services are limited to verify certain signature formats. In general,
they support the standard signature formats and a few other formats suitable for their field of application. So
usually national and proprietary formats, as mentioned in Article 1 (2) of the EC Decision, are not supported.
Stranacher and Kawecki (2012) presented a signature verification service, which introduced the concept of
external signature verification services. This service can be used to integrate the verification of national and
proprietary signature formats. Their concept bases upon the OCD Validation and Verification Module but
lacks on a concrete implementation of this mechanism.

In Figure 1 we show the concrete mechanism to integrate external signature verification services on the
basis of the OCD Validation and Verification Module. As an OCD container can be signed itself and usually
contains signed electronic documents, the container signature and the document signatures are divided. A
format detection unit analyzes the signature and recognizes the signature format. The verification of standard
signature formats is covered by the internal signature verification unit. National and proprietary formats are
verifiable via external verification services. These external services have to be defined in the configuration of
the module. Within the configuration, a mapping between the MIME type representing the signature format
and the respective external service is given. Based on this mapping, the verification of the national and
proprietary formats are outsourced to the external service via a connector. This connector creates the request
to the external services and receives the corresponding response. Additionally, the connector converts and
transforms the response into the OCD module internal verification result format. Finally, the result generator
unit collects all results, including additional validation results from a basic validation® (not shown in the
figure for clarity), and generates an XML based verification report.
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service A Service B
Figure 1. External signature verification services as part of the OCD Validation and Verification Module

Examples for external signature verification services supporting national and proprietary formats are the:

e Lithuanian verification service: This service supports the verification of the ADOC format specified
by Director General of the Lithuanian Archives Department (2009).

e Austrian verification service: This service supports the verification of the PDF-AS format. PDF-AS
is a proprietary Austrian format based on PDF and explained by Leitold et al (2009). Based on the
solution of Zefferer et al. (2011), a Web-Service of this service based on SOAP will be available
soon.

® The basic validation validates if the OCD container is compliant to the OCD specification.
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These verification services may also be maintained within a cloud. An evaluation of this cloud-based
approach is given in section 4.

3.2 Data Validation

Electronic documents are usually received by a service or application to be used for further processing.
For instance, a public authority receives a request for opening a business and forwards it to the relevant
competent authorities, which actually handle the request. If these documents are recognized as incomplete or
wrong during further processing, the entire process must be stopped. To avoid associated costs and time
delays, which may occur in such situations due to the necessity of manual interactions, a previous automated
data validation is necessary. Data validation simply means that the data is verified if it fulfills the
requirements for the subsequent process.

Basically, two different kinds of data can be distinguished. On the one hand, meta data provides
information about the accompanied data such as the creation date or the creator of the data. Usually, meta
data is available as machine-readable data. For instance, the OCD container comprises a meta data layer
which describes the container itself (so-called meta data level 2) and the included electronic documents (so-
called meta data level 1). On the other hand, the OCD specification (SPOCS, 2011) defines document data as
a unified and machine-readable description of the content, optionally including the real content data. This
document data introduces a mechanism to describe the content of an electronic document, which is available
in a non-machine-readable format only™®, but still in a structured way though.

Document data defines a set of information on the level of electronic documents for storing machine-
readable content. This set of information includes:

e Atype identifier, which indicates the type of the document data, e.g. this is a birth certificate.

e A description of the structure, e.g. a birth certificate must contain the name and date of birth of the
person as well as the names of her parents.

e The extracted values out of the original electronic documents satisfying the defined structure, e.g.
the real name and date of birth of the person as well as the real names of her parents.

Figure 2 shows the basic principles of meta data (a.) and document data validation (b.). For meta data
validation, meta data to be validated serve as input for the validation. For instance, such meta data can be
extracted from an OCD container. In addition, a meta data profile 1D selects a certain pre-configured meta
data profile. Such a profile defines the meta data structure, i.e. which meta data must be present (e.g. meta
data must contain a sender and a subject) and optionally which content must be present in the corresponding
meta data fields (e.g. the sender must be “John Doe”). Based on this profile, the meta data is validated. First,
the structure of the meta data is validated. In the second and optional step, the contents of the meta data fields
are validated against the selected profile. Based on these validation steps, a common validation result is
generated.
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Figure 2. Meta data and document data validation
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Document data validation is carried out according to a similar principle. Document data to be validated
serve as input. For example, document data can be extracted from an OCD container. As second input, a
document type ID is given, selecting a pre-configured document type profile. Thereby, a document type
profile indicates the structure and optionally the contents of the document type (e.g. a birth certificate).
Subsequently, document data are validated checking compliance against the profile, i.e. the data represent the
given document type and — optionally — contain the required content. Finally, a validation result is generated.

Both meta data and document data validation base on XML schemata. During the validation process the
data are verified if it is compliant to the given XML schema.

Figure 3 shows the integration of meta data and document data validation based on the OCD Validation
and Verification Module. Here, meta data validation is an internal part of the module as the meta data scheme
is OCD specific. Nevertheless, the concept of the proposed meta data validation is adaptable and can be used
in various scenarios where validation of meta data is necessary. In addition, the validation of document data
is linked to an external service as this validation is not OCD specific and thus follows a universal approach.
Finally, the results of the meta data and document data validation are added to the verification report.
External document data validation may also be maintained within a cloud. Section 4 elaborates on a possible
cloud-based approach.
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Figure 3. Data validation as part of the OCD Validation and Verification Module

4. VERIFICATION AND VALIDATION SERVICES IN THE CLOUD

Verification and validation of both electronic signatures and corresponding data applied to electronic
documents are essential. In this section, we elaborate how cloud computing can be taken up to further
improve verification and validation services of electronic documents.

Cloud computing (Mell and Grance, 2010) is currently on of the dominant topics within the ICT sector.
The main aim of cloud computing — providing IT resources such as computing power or data storage based
on a pay-as-you-go model — promises a lot of benefits. For instance, IT resources can be consumed just on
demand and only effectively consumed resources are charged and must be paid. On the one hand, this
provides high scalability for online services because required resources can be easily added. On the other
hand, due to the flexible pricing model a lot of costs can be saved. By taking up cloud computing also for
verification and validation services, these services can also take advantage of higher scalability and cost
savings.

Basically, we see two main scenarios where cloud computing can particularly help improving verification
and validation services, namely by deploying a

e Single external verification or validation service in the cloud or
e Brokered external verification or validation service in the cloud
We elaborate both approaches in more detail in the next sub-sections.

247



4.1 Single External Verification or Validation Service in the Cloud

Involving external verification services extend internal signature verification mechanisms, as the applied
signature format might be proprietary and hence not supported by an internal service. This especially holds
for country-specific signature formats, e.g. the Austrian and Lithuanian signature verification services as
mentioned in Section 3.1. The verification of electronic signatures constitute a frequent process, hence such a
national signature verification service may face a lot of requests. In particular, the amount of requests to be
processed may not be constant. l.e. situations may occur where such national services have to cope with a
high load. In such situations, simple verification services may not be able to handle load peaks and may tend
to break down. More severely, in a worst case this can lead to a denial of service.

To bypass such bottlenecks, the verification service could be easily deployed as cloud service. The cloud
guarantees nearly an independent amount of resources. Hence such potential bottlenecks could be easily
overcome. In addition, applying the cloud computing paradigm offers some cost savings potential, as only the
consumed amount of resources has to be paid. An imaginable scenario would be the implementation and
deployment of a central cloud service per country, which is capable of processing individual signature
verification requests. A similar approach, where countries host single and central gateways for individual
data processing, can be found in the European Large Scale Pilot Projects STORK*! and epSOS*2,

While scalability issues can easily be solved by applying cloud computing, the use of the cloud might
bring up other issues in terms of security or privacy (Zissis and Lekkas, 2012). Before deploying such
verification and validation services in the cloud, a thorough analysis on the cloud model to be applied is
required. While public clouds offer the highest cost savings potential, private or community clouds might be
favored as they allow higher control on the data to be processed (Catteddu and Hogben, 2009).

Finally, applying such a model is not limited to signature verification services. Needless to say that data
validation services could follow such an approach too.

4.2 Brokered External Verification or Validation Service in the Cloud

While single external verification services in the cloud bypass the issue on scalability, they still leave the
issue on heterogeneity of external verification services unresolved. Applying the single external verification
services in the cloud model can lead to situations, where verification modules still have to manage several
different interfaces to those external services. In other words, verification modules must support and
implement the interface for connecting to the Austrian verification service, the interface to the Lithuanian
verification service, etc. Such a model does not perfectly scale, hence we propose a brokered external
verification service in the cloud similar to the brokered approach described by the Cloud Security Alliance
(2011) as a second option. In this model, the verification module needs to support one interface to an external
verification service only, namely to the brokered external verification service in the cloud. In addition, the
brokered external service incorporates several other external verification services interfaces, e.g. the
interfaces of several countries. In other words, such a service acts like a broker or hub between the
verification and validation module and several external services. Summarizing, this approach provides two
main advantages. The first advantage is scalability as the service is deployed in the cloud. The second
advantage is the support of individual other external verification services to avoid heterogeneity.

However, this approach has also to deal with privacy and security concerns. Probably, private companies
might take up this approach and hence data could be processed in a public cloud, which provide a lower
security or privacy level. To bypass these concerns, it might also be feasible that the European Commission
itself sets up such a service. Hence, to ensure higher control on the data to be processed such a scenario
relates more to the application of a private or community cloud. Again, this approach is valid for both
signature verification and data validation services.

5. CONCLUSIONS

1 STORK (Security Across Borders Linked), https://www.eid-stork.eu/
12 6pSOS (Smart Open Services for European Patients), http://www.epsos.eu/

248



Secure and efficient processing of electronic documents and its affiliated meta data are crucial
requirements for efficient and security-sensitive applications. Our described approach shows solutions which
are capable to fulfill these requirements. We have introduced a mechanism which enables existing signature
verification services to integrate external services supporting the verification of national and proprietary
signature formats. This facilitates the dynamic enhancement of supported signature formats. In addition, we
have highlighted the need for previous data validation and have presented a solution on validating meta and
document data. Although we have presented our solutions on the basis of the OCD container format and its
software modules, they are also applicable for several other use cases where electronic documents must be
exchanged and processed. Anyhow, our presented approach contributes to more efficient, time saving, and
cost reducing e-Government and e-Business applications.

Additionally, we have elaborated possibilities to make verification and validation services available via
cloud computing. The movement of these services to the cloud allows for additional cost savings and enables
higher scalability. The incorporation of encrypted OCD containers and documents in the presented approach
as well as the definition of interoperable document data types are subjects to be addressed in our future work.
This might also help bypassing security and privacy concerns with respect to cloud computing.
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Abstract

Only very few end users have the skills to develop mobile apps
such as games or animations. Visual programming languages can
be very supportive for casual and first-time users, allowing the users
to concentrate on the programming task rather than learning com-
plex syntax. This is why visual programming languages are of-
ten used where children are concerned. Nevertheless, studies have
shown that the advantage of visual languages tends to decrease on
larger tasks or mathematical formulas. The paper distinguishes dif-
ferent approaches for creating formulas with end user programming
languages, namely purely textual, purely visual, and hybrid ap-
proaches. In our paper we introduce Pocket Code, a new approach
with visual programming and hybrid formula editing, which com-
bines the easiness of visual programming with the effectiveness
and clarity of textual formula displaying. Additionally, we present
a proposal of an evaluation of the different approaches to formula
manipulation in visual programming languages for smartphones.

1. Introduction

Visual programming languages (VPL) are important for end user
programming. They empower end users with little, no, or only ca-
sual programming experience to develop programs for their indi-
vidual use. The ability to write applications, to create one’s own
games, or to automate small tasks, can be easily learned. Due to the
features of VPL they are often used when it comes to children. Es-
pecially for younger children it seems to be easier to drag & drop
bricks together like in Scratch' than to learn a textual program-
ming language. They can learn the basic principles of program-
ming without bothering with the sometimes restrictive syntax of
a textual programming language. There are other important bene-
fits of visual languages as well, e.g., being able to see what com-
mand blocks are available and thus might be employed, thereby
suggesting their use without the user having to know or even re-
member them. Regarding programming and the writing of formu-
las there are two clearly distinct approaches: the textual and the
visual approach. With traditional textual programming languages

"http://scratch.mit.edu/
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like C or Java, developers enter statements with a standard key-
board, though modern IDEs to some degree simplify the entering of
statements through context sensitive statement completion. Visual
languages like Scratch use the visual approach, where even formu-
las are created with pre-defined graphical blocks. When complex
formulas are involved, this latter approach can become unwieldy
and even confusing. Some programming languages like TouchDe-
velop?, which is mainly textual, pursue an approach where code
and formulas are entered via an interface that reminds of pocket
calculators: Statements and operators are chosen from a set of vi-
sually differentiated alternatives, but the actual visualization of the
resulting statements and formulas is done in a purely textual way. In
our paper we introduce Pocket Code®, a new approach with visual
programming and textual formula representation, which combines
the easiness of visual programming with the effectiveness and clar-
ity of textual formula displaying. One of the reasons for introduc-
ing this new combination is that the presented visual programming
language is optimized for the use on smartphones with their touch
screens and small display sizes, where Scratch-like blocks cannot
easily be accommodated due to the narrowness of the screens and
the difficulty to drag and drop blocks closely nested together with
one’s fingers compared to when using a mouse pointer. Further-
more we will discuss different programming language approaches
for editing and manipulating formulas and present a proposal how
these approaches could be compared and evaluated regarding their
efficiency, effectiveness, and user satisfaction.

2. Related Work

User studies have shown mixed results on the superiority of visual
languages over text languages. However most work has focused on
the desktop so far. For instance one empirical study [6], which has
been done comparing constructability of programs in textual versus
visual languages, concludes that matrix manipulation programs can
be more easily constructed in a visual language (e.g., Formd3) than
in a textual language (e.g., OSU-APL and Pascal). Another empir-
ical study [1] concludes that visual languages provide a better user
experience, reduce perceived workload, and increase perceived suc-
cess. On the other hand, Green et al. [4] show that dataflow visual
programming languages are not consistently superior to text lan-
guages. Their study shows that some visual notations, for example
the gate notation are, in fact, worse than equivalent textual nota-
tions. Neither textual languages nor visual languages are perfect
and are both perceived as not supportive or confusing by end users
without (much) programming experience. However the comparison
of the two approaches needs to be considered for smart phones and
small displays as well.

2https://wwu.touchdevelop.com/
3http://wuw.pocketcode.org/

254



blockly-demo.appspot.com/static/apps/code/en.htr c @

Blockly > Apps > Code

Blocks JavaSeript | Python | XML L]
Control

Procedures

Figure 2. Blockly in landscape mode on a mobile browser.

When creating formulas with end user programming languages
there are three main approaches:

—_

. The purely textual approach like in Microsoft’s Excel, where
formulas are created and displayed textually. Excel is a spread-
sheet application, designed mainly for adults and the use on tra-
ditional computers, where users can calculate values with for-
mulas entered in Excel.

N

The purely visual approach, like in Scratch [7], Snap!4 [3], and
Blockly® where pre-defined visual segments are used to create
and to display a formula.

w

. The “hybrid” approach like in Microsoft’s TouchDevelop and
Pocket Code’s formula editor, where formulas are created using
visual elements similar to a pocket calculator, but are displayed
textually.

In the course of our paper we will focus on the latter two
approaches.

Scratch was designed for children and the use on traditional
computers. Snap!, an extension to Scratch, was designed for chil-
dren and adults and the use on traditional computers (large screen,
keyboard, mouse), but works on smartphones as well. In addition to
Scratch’s approach (see Figure 1) Snap! highlights different nesting
levels of formulas in a so called “zebra”-mode: Parts of the formula
are alternatingly lighter and darker colored (see Figure 3).

Blockly® was also mainly designed for adults and the use on
traditional computers (large screen, keyboard, mouse), but works
on smartphones as well. It allows to switch seamlessly between a
purely visual approach similar to Scratch to purely textual ones (al-
ternatively JavaScript, Python, and XML) and back (see Figure 2).

TouchDevelop is an application creation environment intended
particularly for students or adult hobbyist programmers. It is in-
tended to be used primarily on smartphones. The programming lan-
guage is text-based but uses a few non-ASCII graphical characters

4http://snap.berkeley.edu/
Shttps://code.google.com/p/blockly/

Shttp://blockly-demo.appspot . com/static/apps/code/en.
html
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Figure 3. Visual formula editing in Snap! in landscape mode on a
mobile browser.

A v touchdevelop.com/a c :
o)

e e

s e

@O

if 10 < (math - sqrt(100) + ((10 * 2.
5) + math - round(14 / 9)))| then

var_a := math - random(100) + (15 / math
- random(10))

(_Slse do nothing

b R

Figure 4. Textual formula editing in TouchDevelop.

for representation of the syntax, for example arrows, a recycling
symbol, etc. It resembles a traditional text-based programming lan-
guage, though with a specialized editor (see Figure 4) and use of
annotation of program text and automated re-formating. Formu-
las are entered visually but displayed textually, similar to Pocket
Code’s formula editor (see Figure 5(a)).

3. Pocket Code

Pocket Code is a free and open source mobile visual programming
system for the Catrobat language’. It allows users, starting from
the age of eight, to develop games and animations with their smart-
phones. To program, the children use their Android phone, iPhone,
Windows Phone, or other smartphone with an HTMLS browser.
No notebook or desktop computer is needed [8]. Pocket Code is
inspired by, but distinct from, the Scratch programming system
developed by the Lifelong Kindergarten Group at the MIT Me-
dia Lab [7]. Similar to Scratch, our aim is to enable children and
teenagers to creatively develop and share their own software. The
main differences of Pocket Code in contrast to Scratch are:

1. Support and integration of multi-touch mobile devices

"http://catrobat.org/
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Figure 5. Textual formula editing in Pocket Code.

2. Use of mobile device’s special hardware (e.g., acceleration,
compass, inclination)

3. No need for a traditional PC

Additionally, there are more than 30 ongoing sub-projects mostly
aiming at extending Pocket Code’s functionality, e.g., a 2D physics
engine that will make the programming of games similar to the
popular Angry Birds type of games very easy, or an extension al-
lowing to very easily record the screen as well as sound during
execution of a program and to upload it to an online video sharing
site, the high definition video being created on our server and up-
loaded from there to avoid high costs and lengthy file transmissions
for the kids.

In the following we give a succinct overview of the design
intentions of Pocket Code’s formula editor:

We wanted to show the user which statements operators, vari-
ables, messages are possible, thus simplifying discoverability for
the user. It should be easy to edit on a small touch screen (“use only
one’s thumb to enter a whole program or formula”). Text based for-
mulas are easier to display on narrow screen (text wrapping) and at
the same time well known from typical pocket calculators, calcula-
tor apps, but also from spreadsheets and even from math classes at
school. It should be easy to get a preview of the current value of a
formula through a “compute” button. It should provide users with
an overview over current variable values. The formula editor should
make it easy to position the cursor at any place in the formula, and
to select larger parts of a formula. It should visualize “matching”
parentheses in complicated nested expressions. The formula editor
should also eliminate some syntax errors preemptively. Other syn-
tax errors when users try to use an “unfinished” formula (see Fig-
ure 5(a)) should be highlighted. Scrolling of long formulas should
be possible. Copy/cut/paste of parts of formulas should be possible.
Easy undo/redo should make it easier to develop a formula.

4. Formula manipulation approaches under
study

In this section we discuss two main ways of editing and displaying

formulas (the third main approach, textual creation and textual

visualization of formulas, was mentioned in Section 2, but will not

be discussed here):

. Visual creation and visual representation of formulas like in
Scratch and Blockly. Scratch (see Figure 1) and other visual
programming languages use purely visual formula editing. Dif-
ferent segments have to be nested within each other to compose
a formula.

2. Visual creation and textual representation of formulas, like in
TouchDevelop and Pocket Code. In TouchDevelop’s and Pocket
Code’s formula editors, formulas are created via a pocket
calculator-like interface (see Figures 4 and 5(a)). Statements
and operators are selected visually, but the actual formula rep-
resentation is purely textual. This should help save screen space
and provide users with a better overview over the formula.

Visual composition of formulas can become a tedious task,
because numerous visual components have to be nested within each
other for more complex formulas. This is especially true for the
small screens of smartphones. The screen limitations of mobile
phones and the common knowledge of how to use a calculator
led to our decision to display formulas textually in Pocket Code’s
formula editor. Most teenage and adult users know how to operate a
pocket calculator and should therefore experience no problems with
Pocket Code’s formula editor. For smaller children, who did not use
a calculator before, future usability studies will determine whether
the textual or visual approach works better for them. Displaying
formulas textually may be faster and easier to understand for users
who are familiar with pocket calculators. In order to evaluate the
two different approaches we will conduct a formal experiment that
is described in the following section.

5. Evaluation of Pocket Code’s formula editor

To assess the usability of Pocket Code’s formula editor we followed
the main objectives of User Centered Design (UCD) methods de-
fined by ISO 9241-210:2010% including user research, interface de-
sign, and usability testing during the implementation cycles. Ac-
cording to the agile principles used by the software development
team, the applied UCD methods followed the agile methods as well,
such as inspection, heuristic evaluation, paper mockups, and think-
ing aloud tests [2]. Additionally to previously done formative test-
ing we are planning to conduct a formal experiment in order to
gain a summative assessment of the formula editor. This section
describes the methodology that will be applied to evaluate the us-
ability of Pocket Code’s formula editor and compare it with three
different programming language approaches.

5.1 Methodology

The purpose of the planned experiment is to provide scientific
evidence to support or revoke the assertions described below. The
following hypotheses are stated:

1. Null hypothesis: For the manipulation of complex formulas,
the calculator metaphor (the hybrid textual/visual approach) is
more effective and efficient than the pure visual programming
language approach.

2. Alternative hypothesis: The contrary of above null hypothe-
sis: For the manipulation of complex formulas, the calculator

Shttp://www.iso.org/iso/catalogue_detail.htm?csnumber=
52075
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metaphor (the hybrid textual/visual approach) is as good or less
effective and efficient than the pure visual programming lan-
guage approach.

A complex formula in this context will be clearly defined, for
example something like a logical formula composed of nested ex-
pressions at least 4 levels deep, with 12 parentheses, 3 variables,
1 sensor value, 6 constants, 4 logical operators, 6 numerical con-
stants, and 8 operators. Users will be allowed to use the phones in
portrait and landscape modus. We will also experiment with differ-
ent screen sizes and resolutions. Before running the experiment a
pilot test will be conducted to discover errors and to obtain extra
practice for the research team [9]. We will evaluate several aspects
during the pilot test, like the reactions of participants, discovery of
errors in the test setup, and the procedure for data processing and
analysis. After the pilot test and resulting adaptations to the test
procedure, the real test with the null hypothesis presented before
will be conducted. The following subsections describe the experi-
mental design and specify the test metrics.

5.2 Research Questions

The aim of the study is to compare four different programming lan-
guage environments described in Section 2. We want to find out
what type of formula creation and visualization works faster, is
better understandable, and preferred by the participants, while us-
ing and manipulating complex formulas. A purely visual program-
ming language like Snap! and Blockly, or a hybrid programming
language like TouchDevelop and Pocket Code’s formula editor. To
answer these questions, we will conduct a comprehensive formal
experiment. Details of the planned test method and the experimen-
tal setup are provided in the following section.

5.3 Experimental Design

To evaluate the hybrid programming environment approach of for-
mula editing, we are going to conduct a counterbalanced formal
experiment with repeated measures. The experiment will take place
in a laboratory at Graz University of Technology. We will use the
same test setup for all of the tests. For the evaluation, we will ran-
domly select 32 participants at the age of 16, because Pocket Code
is specifically targeted at teenagers. For other age groups, the pro-
gramming system will be adapted to their needs. The participants
will be recruited from schools in and around Graz. None of them
will have any previous programming experience. The participants
will be randomly distributed in four groups. In either case, the par-
ticipants will spend two hours in the experiment, first learning the
basics of the system from a tutorial, and then trying to accomplish a
series of tasks. First, they will be asked to create a very simple pro-
gram in order to get familiar with the programming environment.
The order of the tasks will be counterbalanced (each group works
with the different programming environments in a different order)
between the groups to avoid learning bias [5]. After each task the
participants will be asked to fill out a feedback questionnaire for
the purpose of collecting subjective qualitative data. The dependent
variables that will be measured are

. time spent for solving each task, while using different program-
ming environments

. successfully finished tasks
. tasks finished with help and

. the number of errors occurred

w AW N

. quality of the programs created by the participants, rated by the
test team.

Different applications, tasks, and time are going to be the depen-
dent variables. In addition to the quantitative data, we will collect
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qualitative data as well. After each task, we are going to initiate a
discussion with the participants and try to get as much information
as possible about their subjective experiences, information about
what they liked and disliked, and what would have made the pro-
gramming language more compelling, more useful, or easier to use.

The data will be collected from three different sources. The
most relevant data will be compiled during the task execution. After
each task, users will fill out a feedback questionnaire to get some
subjective feedback from the participants.

6. Outlook

‘We plan to experiment with even more hybrid constructionist inter-
faces for formula composition that, in addition to the way described
in the present paper, allow to select visual blocks for operators and
other formula elements in Pocket Code, in exactly the same way
other statements can be selected, therefore providing easy discov-
erability to the user. Tapping on such a block will initiate a short an-
imation that visualizes the way the corresponding formula element
can be used in the formula editor. This animation can be skipped
and also turned off permanently by the user.

Acknowledgments

Many thanks to the Catrobat team members’.

References

[1] T. Booth and S. Stumpf. End-user experiences of visual and textual
programming environments for Arduino. In Y. Dittrich, M. Burnett,
A. Mrch, and D. Redmiles, editors, End-User Development, volume
7897 of Lecture Notes in Computer Science, pages 25-39. Springer
Berlin Heidelberg, 2013. ISBN 978-3-642-38705-0. . URL http:
//dx.doi.org/10.1007/978-3-642-38706-7_4.

[2] D. Brown. Agile User Experience Design: A Practitioner’s Guide to
Making It Work. Elsevier Science, 2012. ISBN 9780123914095.

[3] D. Garcia, L. Segars, and J. Paley. Snap! (build your own blocks):
tutorial presentation. J. Comput. Sci. Coll., 27(4):120-121, Apr. 2012.
ISSN 1937-4771.

[4] T. Green and M. Petre. When visual programs are harder to read than
textual programs. In Proceedings of the Sixth European Conference on
Cognitive Ergonomics (ECCE 6), pages 167-180, 1992.

[5] B. A. Kitchenham, S. L. Pfleeger, L. M. Pickard, P. W. Jones, D. C.
Hoaglin, and K. E. Emam. Preliminary guidelines for empirical re-
search in software engineering. [EEE Transactions on Software Engi-
neering, 28:721-734, 2002.

R. K. Pandey and M. M. Burnett. Is it easier to write matrix manipula-
tion programs visually or textually? An empirical study. In JEEE SYMP.
VISUAL LANGUAGES, pages 24-27, 1993.

[7] M. Resnick, J. Maloney, A. Monroy-Hernandez, N. Rusk, E. Eastmond,
K. Brennan, A. Millner, E. Rosenbaum, J. S. Silver, B. Silverman, and
Y. B. Kafai. Scratch: programming for all. Commun. ACM, 52(11):
60-67, 2009.

[8] W. Slany. A mobile visual programming system for Android smart-
phones and tablets. In M. Erwig, G. Stapleton, and G. Costagliola, edi-
tors, VL/HCC, pages 265-266. IEEE, 2012. ISBN 978-1-4673-0852-6.

[9] E. van Teijlingen and V. Hundley. The importance of pilot studies. Nurs
Stand, 16(40):33-6, 2002.

[6

9http://catrob.at/credits



258



18

Conference

Comparing Purely Vi-
sual with Hybrid Vi-
sual /Textual Manipu-
lation of Complex For-
mula on Smartphones

DMS 2013

Language

English

Comparing Purely Visual with Hybrid Visual/Textual Ma-

Title nipulation of Complex Formula on Smartphones

Authors Annemarie Harzl, Vesna Krnjic, Franz Schreiner, Wolfgang
Slany

Booktitle DMS 2013

259



Comparing Purely Visual with Hybrid Visual/Textual
Manipulation of Complex Formula on Smartphones

Annemarie Harzl, Vesna Krnjic, Franz Schreiner, and Wolfgang Slany
Graz University of Technology
aharzl @ist.tugraz.at, vesna.krnjic @iaik.tugraz.at, franz.schreiner @student.tugraz.at, wolfgang.slany @tugraz.at

Abstract—Only very few end users have the skills to develop
mobile apps such as games or Visual progr i
languages can be very supportive for casual and first-time users,
allowing the users to rate on the progr task rather
than learning complex syntax. This is why visual programming
languages are often used where children are concerned. Never-
theless, studies have shown that the advantage of visual languages
tends to decrease on larger tasks or mathematical formulas. The
paper distinguishes different approaches for creating formulas
with end user programming languages, namely purely textual,
purely visual, and hybrid approaches. In our paper we introduce
Pocket Code, a new approach with visual programming and
hybrid formula editing, which combines the easiness of visual
programming with the effectiveness and clarity of textual formula
displaying. Additionally, we present a proposal of an evaluation
of the different approaches to formula manipulation in visual
programming languages for smartphones.

I. INTRODUCTION

Visual programming languages (VPL) are important for
end user programming. It empowers end users with little, no,
or only casual programming experience to develop programs
for their individual use. The ability to write applications, to
create one’s own games, or to automate small tasks can be
easily learned. Due to the features of VPL they are often used
when it comes to children. Especially for younger children
it seems to be easier to drag & drop bricks together like
in Scratch! than to learn a textual programming language.
They can learn the basic principles of programming without
bothering with the sometimes restrictive syntax of a textual
programming language. There are other important benefits of
visual languages as well, e.g., being able to see what command
blocks are available and thus might be employed, thereby
suggesting their use without the user having to know or even
remember them. Regarding programming and the writing of
formulas there are two clearly distinct approaches: the textual
and the visual approach. With traditional textual programming
languages like C or Java, developers enter statements on a
standard keyboard, though modern IDEs to some degree sim-
plify the entering of statements through context sensitive state-
ment completion. Visual languages like Scratch use the visual
approach, where even formulas are created with pre-defined
graphical blocks. When complex formulas are involved, this
latter approach can become unwieldy and even confusing.
Some programming languages like TouchDevelop?, which is
mainly textual, pursue an approach where code and formulas
are entered via an interface that reminds of pocket calculators:
Statements and operators are chosen from a set of visually

Uhttp://scratch.mit.edu/
2https://www.touchdevelop.com/

differentiated alternatives, but the actual visualization of the
resulting statements and formulas is done in a purely textual
way. In our paper we introduce Pocket Code?, a new approach
with visual programming, but textual formula representation,
which combines the easiness of visual programming with the
effectiveness and clarity of textual formula displaying. One of
the reasons for introducing this new combination is that the
presented visual programming language is optimized for the
use on smartphones with their touch screens and small display
sizes, where Scratch-like blocks cannot easily be accommo-
dated due to the narrowness of the screens and the difficulty to
drag and drop blocks closely nested together with one’s fingers
compared to when using a mouse pointer. Furthermore we will
discuss different programming language approaches for editing
and manipulating formulas and present a proposal how these
approaches could be compared and evaluated regarding their
efficiency, effectiveness, and user satisfaction.

II. RELATED WORK

Green et al. [1] argue that dataflow visual programming
languages are not consistently superior to text languages. Their
study shows that some visual notations, for example the gate
notation, are in fact worse than equivalent textual notations.

When creating formulas with end user programming lan-
guages there are three main approaches:

e  The purely textual approach like in Microsoft’s Excel,
where formulas are created and displayed textually.
Excel is a spreadsheet application, designed mainly
for adults and the use on traditional computers, where
users can calculate values with formulas entered in
Excel.

e The purely visual approach, like in Scratch [2],
Snap!* [3], and Blockly’ where pre-defined visual
segments are used to create and to display a formula.

e The “hybrid” approach like in Microsoft’s TouchDe-
velop and Pocket Code’s formula editor, where for-
mulas are created using visual elements similar to a
pocket calculator, but are displayed textually.

In the course of our paper we will focus on the latter two
approaches. Table I gives an overview of different approaches
for formula creation and visualization in different program-
ming environments.

3hitp://www.pocketcode.org/
“http://snap.berkeley.edu/
Shttps://code.google.com/p/blockly/



TABLE L

CHARACTERISTICS OF CONSIDERED PROGRAMMING SYSTEM ALLOWING TO CREATE FORMULAS

Programming system formula creation | main target group screen and input
Excel textual adults large screen, mouse, keyboard
Scratch visual children large screen, mouse, keyboard
Snap! visual children & adults | large screen (but also mobile browser), mouse, keyboard
TouchDevelop hybrid adults smartphone, touch screen
Pocket Code hybrid children smartphone, touch screen
Blockly textual or visual adults large screen (but also mobile browser), mouse, keyboard
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Fig. 2. Blockly in landscape mode.

Snap! is an extension to Scratch, was designed for tradi-
tional computers (large screen, keyboard, mouse), but works
on smartphones as well. In addition to Scratch’s approach
(see Figure 1) Snap! highlights different nesting levels of
formulas in a so called “zebra”-mode: Parts of the formula
are alternatingly lighter and darker colored (see Figure 3).

Blockly® was also mainly designed for traditional comput-
ers (large screen, keyboard, mouse), but works on smartphones
as well. It allows to switch seamlessly between a purely visual
approach similar to Scratch to purely textual ones (alternatively
JavaScript, Python, and XML) and back (see Figure 2).

TouchDevelop is an application creation environment in-
tended particularly for students or hobbyist programmers. It
is intended to be used primarily on smartphones. The pro-
gramming language is text-based but uses a few non-ASCII
graphical characters for representation of the syntax, for ex-
ample arrows, recycling symbol, etc. It resembles a traditional
text-based programming language, though with a specialized
editor (see Figure 4) and use of annotation of program text
and automated re-formating. Formulas are entered visually but
displayed textually, similar to Pocket Code’s formula editor
(see Figure 5).

Shttp://blockly-demo.appspot.com/static/apps/code/en.html

snap berkeley.edu/snapsource,

Fig. 3. Visual formula editing in Snap! in landscape mode.
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Fig. 4. Textual formula editing in TouchDevelop.

III.  POCKET CODE

Pocket Code is a free and open source mobile visual
programming system for the Catrobat language’. It allows

Thttp://catrobat.org/
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Fig. 5. Textual formula editing in Pocket Code. In this particular example
the user entered a syntactically wrong formula (two multiplication signs one
after the other). After pressing the BACK-button an error message appears
and the syntax error gets highlighted in red.

users, starting from the age of eight, to develop games and
animations with their smartphones. To program, the children
use their Android phone, iPhone, Windows Phone, or other
smartphone with an HTMLS5 browser. No notebook or desktop
computer is needed [5].

Pocket Code is inspired by, but distinct from, the Scratch
programming system developed by the Lifelong Kindergarten
Group at the MIT Media Lab [2]. Similar to Scratch, our aim
is to enable children and teenagers to creatively develop and
share their own software. The main differences of Pocket Code
in contrast to Scratch are:

1) Support and integration of multi-touch mobile devices

2)  Use of mobile device’s special hardware (e.g., accel-
eration, compass, inclination)

3) No need for a traditional PC

Additionally, there are more than 30 ongoing subprojects
mostly aiming at extending Pocket Code’s functionality, e.g., a
2D physics engine that will make the programming of games
similar to the popular Angry Birds type of games very easy, or
an extension allowing to very easily record the screen as well
as sound during execution of a program and to upload it to
YouTube, the high definition video being created on our server
and uploaded from there to avoid high costs and lengthy file
transmissions for the kids.
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Fig. 6. Visual script of a program written using Pocket Code that contains
the If-brick with the formula that was edited in Figure 5.

In the following we give a succinct overview of the design
intentions of Pocket Code’s formula editor:

e Show the user which statements operators, variables,
messages are possible, thus simplifying discoverability
for the user.

e Make it easy to edit on a small touch screen (“use only
one’s thumb to enter a whole program or formula™).

e Text based formula: easier to display on narrow screen
(text wrapping) and at the same time well known
from typical pocket calculators, calculator apps, but
also from spreadsheets and even from math classes at
school.

e Easy to get a preview of current value of a formula
through the “compute” button.

e  Overview over current variable values.

e  Make it easy to position the cursor at any place in the
formula, and to select larger parts of a formula.

e Visualize “matching” parentheses in complicated
nested expressions.

e  Eliminate some syntax errors preemptively.

e  Highlight other syntax errors when user tries to use
n “unfinished” formula (see Figure 5).

e  Scrolling of long formulas.



e Allow copy/cut/paste of parts of formulas.

e  Easy undo/redo.

IV. FORMULA MANIPULATION APPROACHES UNDER
STUDY

In this section we discuss two main ways of editing
and displaying formulas (the third main approach, textual
creation and textual visualization of formulas, was mentioned
in Section II, but will not be discussed here):

1) Visual creation and visual representation of formulas
like in Scratch and Blockly. Scratch (see Figure 1)
and other visual programming languages use purely
visual formula editing. Different segments have to be
nested within each other to compose a formula.

2)  Visual creation and textual representation of for-
mulas, like in TouchDevelop and Pocket Code. In
TouchDevelop and Pocket Code’s formula editor,
formulas are created via a pocket calculator-like
interface (see Figures 4 and 5). Statements and op-
erators are selected visually, but the actual formula
representation is purely textual. This should help save
screen space and provide users with a better overview
over their formula.

Visual composition of formulas can become a tedious task,
because numerous visual components have to be nested within
each other for more complex formulas. This is especially true
for the small screens of smartphones. The screen limitations
of mobile phones and the common knowledge of how to use
a calculator led to our decision to display formulas textually
in Pocket Code’s formula editor. Most teenage and adult users
know how to operate a pocket calculator and should therefore
experience no problems with Pocket Code’s formula editor. For
smaller children, who did not use a calculator before, future
usability studies will determine whether the textual or visual
approach works better for them. Displaying formulas textually
may be faster and easier understandable for users who are
familiar with pocket calculators. In order to evaluate the two
different approaches we will conduct a formal experiment that
is described in the following section.

V. EVALUATION OF POCKET CODE’S FORMULA EDITOR

To assess the usability of Pocket Code’s formula editor
we followed the main objectives of User Centered Design
(UCD) methods defined by ISO 9241-210:2010% including
user research, interface design, and usability testing during
the implementation cycles. According to the agile principles
used by the software development team, the applied UCD
methods followed the agile methods as well, such as inspec-
tion, heuristic evaluation, paper mockups, and thinking aloud
tests [6]. Additionally to previously done formative testing we
are planning to conduct a formal experiment in order to gain
a summative assessment of the formula editor. This section
describes the methodology that will be applied to evaluate the
usability of Pocket Code’s formula editor and compare it with
three different programming language approaches.

Shttp://www.iso.org/iso/catalogue_detail.htm?csnumber=52075

A. Methodology

The purpose of the planned experiment is to provide
scientific evidence to support or revoke the assertions described
below. The following hypotheses are stated:

e Null hypothesis: For the manipulation of complex
formulas, the calculator metaphor (the hybrid tex-
tual/visual approach) is more effective and efficient
than the pure visual programming language approach.

e Alternative hypothesis: The contrary of above null
hypothesis: For the manipulation of complex formu-
las, the calculator metaphor (the hybrid textual/visual
approach) is as good or less effective and efficient than
the pure visual programming language approach.

A complex formula in this context will be clearly defined,
for example something like a logical formula composed of
nested expressions at least 4 levels deep, with 12 parentheses,
3 variables, 1 sensor value, 6 constants, 4 logical operators, 6
numerical constants, and 8 operators.

Users will be allowed to use the phones in portrait and
landscape modus. We will also experiment with different
screen sizes and resolutions.

Before running the experiment a pilot test will be con-
ducted to discover errors and to obtain extra practice for the
research team [7]. We will evaluate several aspects during the
pilot test, like the reactions of participants, discovery of errors
in the test setup, and the procedure for data processing and
analysis.

After the pilot test and resulting adaptations to the test
procedure, the real test with the null hypothesis presented
before will be conducted. The following subsection describes
the experimental design and specifies the test metrics.

B. Research Questions

The aim of the study is to compare four different program-
ming language environments described in Section II. We want
to find out what type of formula creation and visualization
works faster, is better understandable, and preferred by the
participants, while using and manipulating complex formulas:
a purely visual programming language like Snap! and Blockly,
or a hybrid programming language like TouchDevelop and
Pocket Code’s formula editor. To answer these questions,
we will conduct a comprehensive formal experiment. Details
of the planned test method and the experimental setup are
provided in the following section.

C. Experimental Design

To evaluate the hybrid programming environment approach
of formula editing, we are going to conduct a counterbalanced
formal experiment with repeated measures. For the evaluation,
we will randomly select 32 participants at the age of 16.
The participants will be recruited from schools in and around
Graz. None of them will have any previous programming
experience. The participants will be randomly distributed in
four groups (A, B, C, and D). In either case, the participants
will spend two hours in the experiment, first learning the basics
of the system from a tutorial, and then trying to accomplish



TABLE IL TASKS AND GROUPS — COUNTERBALANCED FORMAL

EXPERIMENT
Pocket Code | TouchDevelop Snap! Blockly
A 1 2 3 4
B 4 1 2 3
C 3 4 1 2
D 2 3 4 1

a series of tasks. First, they will be asked to create a very
simple program in order to get familiar with the programming
environment. The order of the tasks will be counterbalanced
(see Table II) between the groups to avoid learning bias [8].
After each task the participants will be asked to fill out a
feedback questionnaire for the purpose of collecting subjective
qualitative data. The dependent variables that will be measured
are

1)  time spent for solving each task, while using different
programming environments

2)  successfully finished tasks

3)  tasks finished with help and

4)  the number of errors occurred

5) quality of the programs created by the participants,
rated by the test team.

Different applications, tasks, and time are going to be the
dependent variables. In addition to the quantitative data, we
will collect qualitative data as well. After each task, we are
going to initiate a discussion with the participants and try
to get as much information as possible about their subjective
experiences, information about what they liked and disliked,
and what would have made the programming language more
compelling, more useful, or easier to use.

D. Tasks

We are going to define tasks in such a way that the answers
to the predefined research questions can be derived easily from
the collected data. All participants will be asked to perform the
following tasks:

Tl Programming some very simple and introductory
task to get familiar with the environment. During
the first task participants will not have to use

formulas.
T2 Extending an existing formula of a program.
T3 Writing some new formulas with the program-

ming environment.

E. Experimental Setup

The experiment will take place in a laboratory at Graz
University of Technology. We will use the same test setup for
all of the tests, only the smartphone for TouchDevelop will be
a Windows Phone. All other programming environments will
run on Android devices. Hardware:

e  Windows Phone or Android smartphone with maxi-
mum screen size of 5 inches.

e Laptop

e  Video camera

The smartphone will be connected to the laptop, where the
screen will be mirrored for the facilitator and captured with
Morae®, a usability software, for later reexamination of the
tests. The laptop camera will record the user’s face during the
test to get the participants’ facial expressions. Additionally an
external camera will record the interviews and the whole test.

F. Data Collection

The data will be collected from three different sources. The
most relevant data will be compiled during the task execution.
After each task, users will fill out a feedback questionnaire to
get some subjective feedback from the participants.
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Abstract: Recent studies from all over the world show that more boys than girls play video games. The num-
bers are different for mobile gaming apps, where 65% of women are identified as gamers. Adapting game de-
sign activities for academic purposes is a widely applied approach at schools or off-school initiatives, like
CoderDojos or similar clubs, is seen as a promising opportunity for all teenagers to learn to code in an enter-
taining way. This raise the questions do special girls’ game-design patterns exist, and what can we learn from
them? This paper describes a girl-only intervention where girls were asked to create their own games. This
“Girls’ Coding Week” was designed as an off-school event and took place during summer 2018 with 13 girls
between 11 to 14 years old. To explain the basic steps of programming and to create personalized games, the
visual coding app Pocket Code, an app developed at Graz University of Technology, was used. The girls created
their own games with the help of a storyboard after receiving all important information about coding (through
unplugged coding activities, challenges, and a basic introduction to game design principles). Qualitative and
quantitative data was collected through open interviews, as well as created artefacts and surveys which refer
to motivational aspects. The findings show that gaming elements female teenagers tend to like, create, and
play, mostly follow stereotypical expectations. In contrast to our experiences in heterogeneous course set-
tings, this was not seen as something negative by girls. Furthermore, the findings provided evidence for game-
making environments for girls. Subsequently, the results contributed to the development of new featured
games to be used in our app to inspire female users around the world to code their own games. The authors
argue that by understanding these differences in game design, we can support girls so that they become game
designers and thereby more interested in coding.

Keywords: Game Design, Gendered Design, Design Thinking, Gender-inclusive GBL, Digital Artwork

1. Introduction

The lack of diversity in technology is a serious problem all over the world; many institutions, like the European
Commission, governments, and general society recognize that this problem will affect future innovations. In
engineering, manufacturing and construction-related fields, male graduates count for 72.3 percent (Baker,
2019). The “Bridging the Digital Gender Divide” report by OECD (2018) states that the gender gap is present
already from an early stage and continues through university level. It is stated that girls at the age of 15 un-
derperform boys in some ICT related skills, and only 0.5% of the girls want to pursue an ICT related career
(compared to 5% of the boys). Jobs in software engineering are clearly male-dominated and women do not
have a great impact on new technologies. Moreover, this means that they are not part of important decisions
being made in the world of tech today and that funding will not be awarded to them to develop their ideas and
concepts. Therefore, it should be in the interest of the whole computing world, rather than in the interest of
any specific underrepresented group, to inspire young girls for coding (Ketelaars, 2017). In addition, there is a
major lack of exposure to CS at schools all over Europe (CECE, 2017). Either schools do not offer any IT courses
at all or in an inadequate amount or setting (at secondary schools it is mostly compulsory in one grade or not
equally distributed over the grades), or it is an optional course.

In this paper, we first take a closer look at girl’s games, gendered game design, and describe our learning tool
Pocket Code. Furthermore, evidence for girls-only initiatives is summarized. Section 3 presents the research
questions, the approach, and the method. In the results section, Section 4, the created artefacts (i.e., the gam-
ing apps) are presented, as well as qualitative and quantitative data. To sum up, the discussion and conclusion
sections are presented and an outlook is provided.

2. Literature Review

Reasons what prevent young women from choosing a career in ICT are diverse and there are general issues
that must be addressed so that girls get engaged and motivated for those fields (Medel, and Pournaghshband,
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2017). For example, stereotypes are present in CS and many students assume that a fanatical interest for com-
puters and games is required in order to be successful in this field (Gabay-Egozi, Shavit, and Yaish, 2015). Inclu-
sive environments are the key; we must consider alternative routes to IT and multiple points of entry (Frieze
and Quesenberry, 2015). Playful coding initiatives designed especially for girls can support them in their deci-
sion to choose a computer science career (Zagami et al., 2015). This section presents popular games among
girls, common design patterns, and subsequently, it provides arguments and characteristics of girls-only envi-
ronments.

2.1 Girl’s Games and Girl’s Design

The company NewZoo (2017) published numbers of the video game industry, showing that 46% of gamers
across these 13 countries are women (aged 10-65) who play on different consoles (35% PC, 48% mobile, 23%
console). A percentage of 12% of women who play games are 10-20 years old. Female players hear about new
games from friends/family (39%, men: 27%), social networks (20%, men 17%) or reviews/game sites and ad-
vertisements (18%, men 24-26%). Figure 1 shows the preferred genres per platform and gender.

Another statistic rated family/farm simula- 3 Q
tion and Match-3 games as the most pre- MEN WOMEN
ferred for female gamers (69% of those who

are p|ay|ng these genres are fema|e) (Yee, 1 SHOOTER 38% ACTION/ADVENTURE 35%
2017a). Match 3 games can be summarized 2 spoRTs 7% STRATEGY 32%
as puzzle games where you mostly need to  covae L anceor o
combine three tiles together, for example,
Candy crush Saga (Julkunen, 2015)' These 1 SHOOTER N% ACTION/ADVENTURE 36%
statistics emphasize that the genre averages i laetos el =%
range from 2% to 70%, thus developers o 3 ACTION/ADVENTURE 35% SIMULATION 3%
should never focus on general statistics that 1 sTRATEGY s puzze 8%
consider all genders. 2 SPORTS 28% STRATEGY 32%
Mobile 3 SHOOTER 26% ARCADE 25%

Ochsner (2015) collected design patterns

from different girls initiatives from 1990-2007.
These and literature from the same time (Ago-
sto, 2003; Gorriz and Medina, 2000; Heeter et
al., 2000) of typical design patterns, character-
istics, and content girls tend to like are summarized in Figure 2.

Figure 1: Statistics from (NewZoo, 2017) show
women prefer mostly action/adventure genres

Common design patterns Common game characteristics Content similarities
e exploration e rich narrative e storylines and character
e collaboration * roles involving positive development
o challenge action o reallife locales
® vicarious adventures e appropriate levels of e characters who are in
e sophisticated graphics challenges charge of decisions and
® and sound design ® opportunities to design actions
e role-playing or create ® tocreate rather than to
» realistic design ® engaging characters destroy
® communication and ® involving simulation and
collaboration identity play
® use of strategies and ® chance to swap identities
skills

Figure 2: Design, characteristics, and content among girl games.

The programming environment Scratch (https://scratch.mit.edu/) leverages game design and makes coding
more accessible for a broader user group, especially novice programmers (Fields et al., 2014). A research study
which observed game designs in Scratch (with a focus on racial and ethnic diversity) shows the following (Rich-
ard and Kafai., 2016): In general, most projects from female game designers focus on popular TV shows,
games, or toys, or refer to mazes, dragons, and other pop culture creations and stories. Furthermore, an in-
spection of 52 Scratch games showed that female students used the most interactive objects that operated
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through mouse clicks, keystrokes, animations, stories, and projects that included multiple genres, e.g., music
with interactive objects (Kafai et al., 2012).

2.2 The Catrobat Project: Apps to Design Personal Games

For our coding workshops, we use the learning app Pocket Code (for Android: https://catrob.at/pc, for iOS:
https://catrob.at/iosPC) or Luna&Cat (https://catrob.at/luna) to explain the basic steps of programming as
well as to create games. The app uses a visual programming language very similar to the one in the Scratch
environment but with Pocket Code, no laptop or PC are needed; only a smartphone. In addition, Pocket Code
makes access of many sensors, for instance, inclination, GPS, compass direction, etc.), and has many exten-
sions, for example, Lego NXT/EV3 robots, drone, Arduino, or programmable embroidery machines. These apps
have been developed at Graz University of Technology (TU Graz) at the Institute of Software Technology as a
FOSS Open Source project with the name Catrobat (https://catrobat.org).

2.3 Girls-only Interventions

Existing coding club initiatives like CoderDojos (https://coderdojo.com/foundation/) have predominantly male
participation (Zagami et al., 2015). To promote initiatives for female teenagers as girls-only is therefore im-
portant. These initiatives serve as vehicles to interest girls more deeply in ICT, to foster their sense of belong-
ing and self-efficacy (Thaler and Zorn, 2010). If such activities are promoted in schools, teachers have the
conflict to provide similar activities for boys as well. Moreover, situations, where females are preferred to
males, can lead to a range of negative impacts (stereotypes, threats, discrimination, etc.). During the last years,
researchers have come up with numerous promising approaches to get girls encouraged with coding activities.
Their findings are summarized in the following (EI-Nasr et al., 2007; Sadler et al., 2012; Mann and Diprete,
2013; Wang, Eccles and Kenny, 2013; Giannakos et al., 2014; Stout and Camp, 2014; Unfried et al., 2015;
Zagami et al., 2015; Alvarado et al., 2017; Twentyman, 2018; Nichols, 2019):

e Improve girls self-efficacy, sense of belonging, interest, and engagement level in coding classes

e Encourage girls to create own projects which are presented in front of peers/others

e Raise girls’ awareness of gender stereotypes in ICT

e Improve their expectations towards careers in programming

e Provide hands-on experiences and real-world examples

e Listen to girls suggestions about challenges and desires

e Focus on hands-on experience

e Provide early engagement (between 11 to 15) and create opportunities like extracurricular STEM ac-

tivities for girls to build confidence in these areas
e Promote ICT careers and show positive role models and mentors they can both relate to and aspire to
be
e Emphasize the creative aspects, idea creation, and design activities

Girls’ initiatives create opportunities to focus on their interests and to enable them to socialize with other girls
interested in computer science (Alvarado et al.,, 2017). Today, many coding clubs for girls exists, e.g.,
GirlsWhoCode (http://girlswhocode.com/) from the US, or Codefirst:Girls (https://www.codefirstgirls.org.uk/)
from the UK.

Furthermore, facilitators and teachers report the difficulty to engage girls and boys equally in traditionally
male-dominated subjects such as computing. Besides, in a school setting there are many constraints like time
constraints. By default, CS in Austria is taught in two hours a 45 to 50 minutes weekly (Federal Ministry of Edu-
cation, 2017). This means, that it is more difficult to convey a structuring concept over several weeks. Intensive
off-school workshop weeks have the advantage that teenagers have an intensive learning period. Thus, coding
initiatives for girls may improve girls’s participation in such activities.

3. Method & Setting

The goals of the “Girls Coding Week” was twofold:
1. to provide girls with a basic set of knowledge of programming to increase their motivation, aspiration,
and engagement for computer science topics (including those who do not play games), and
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2. to let them design and create games in order to evaluate game design patterns used in their games to
further improve girls’ game design initiatives in future

For goal number 1, quantitative data was collected through questionnaires. The questionnaires (pre, daily, and
post) handed out to the girls included measures of the factors regarding students’ intrinsic motivators: inter-
est, sense of belonging, self-efficacy, and engagement. The pre-questionnaires aimed to collect students’ per-
ceptions about the course, about coding, and technical fields. The daily questionnaires (handed out at the end
of the first and the second double unit) had specific questions about the unit covering daily interest, fun, and
achievement. Finally, a post-questionnaire asked questions about the coding week in general. For goal number
2, qualitative data was collected through interviews. Interviews were performed with all participants in groups
of 2 to 4. In addition, the final gaming apps created during the course were evaluated to derive typical game
design patterns from them.

The Girls Coding Week (GCW) was performed from 6th to 10th of August 2018 every day from 9 a.m. to 4 p.m.
13 girls between 11 to 14 participated in the GCW (average age: 12.8 years old). The course structure followed
the PECC model (Spieler, 2018) - a gender-sensitive model that supports coding activities in the areas of Play-
ing, Engagement, Creativity, and Coding. The workshop was conducted by two female computer science stu-
dents, one female high school trainee, and the authors served as observers.

Day 1 started with an introduction game which had the goal to remember names of participants, build confi-
dence/trust, and to get to know each other. Afterwards, participants formed groups of 4-5 members. They
stayed in the same groups the whole week but they were allowed to switch groups (two did so). Each group
had one facilitator allocated after each day’s facilitator’s switched groups. During the warm-up phase, each
facilitator discussed in groups:

e Technical careers, expectations, what do programmers do, education, attributes, jobs

e What is programming, programming languages, experiences, interests

e Do you play games, apps, genres, what kind

As a result, a flipchart was created (made by the facilitator summarizing answers), which was presented and
each one drew a picture of her expectation of a computer scientist. Impressions of the warm-up phase are
illustrated in Figure 3.

Figure 3: Impressions of the warm-up phase of GWC.

For the first three days, the course continued with eleven units which referred to one topic, consisting of al-
ternating activities: a) input session, b) unplugged coding activity, and c) coding session together, d) challenge
is done by everyone on their own. As a programming tool, we used our app Pocket Code. The eleven coding
units are summarized in Figure 4. Between the sessions were short breaks and one bigger lunch break after
three hours. At the beginning of each day, a gamified revision activity was conducted (e.g., in form of a scav-
enger hunt), and after the lunch and half an hour before the end of each day, we played a game together out-
side (e.g., Werewolf). Expressions of these phases are pictured in Figure 5.
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. . Unplugged Programming
Unit Topic oding together Challenge
Objects ) CTJ”(?I 4 Add object, Introduce
Unit 0 Coordination c:()zrgi'n:;;;i place on the yourself with
thi bject
system e screen ree objects
Unit 1 Algorithm, Fold a box (one Animation with
n Program, Loops does one step) movement
Send messages Send :
; Broadcast Brick challenge:
Unit 2 Messages through the broadcasts use every brick
room when tapped
If you pull on c’:g‘?e";’sgvl;ai When touched
Unit 3 Conditions the rope sth. )€ condition plus
happens dlffe_r_ent say/speak bricks
conditions
Data types, Boxes with
a 5 Y . Create the game
Unit 4 Varlal?les, values that Create a timer “Cookie Clicker”
Functions change
Logic puzzles, (Ol s Obfict(h (h(;ves
Unit 5 RCECEEnECE AND or NOT pihinesy inclination of
position
phone
Unit 6 Physics engine, Rubber ball, Object react to Create a pinball
ni Gravitation bouncy ball, etc. gravity game
oc:rrl‘:r(\ill:wsa(tht?) Create the Create a flower
Unit 7 Pen, Stamp St G sa:It:r:suoafr: or a::;z:‘,:m"
coordinates ycle, sq P
Catch the clone
Unit 8 Clones Cre;at”e :rcslg:"e of Crea:: clti::es by Eamel(albox
p PPing catches clones)
More bricks: Play different
o Vibration, games. What Create a quiz
Unit 9 camera, makes them game
flashlight cool?
Unit 10 Gamedesign Storytelling - Red Storyboard creation (graphical/textual),

Riding Hood see next section

Figure 4: Coding units 0 -11, a) game outside, b) input session, c) unplugged coding activity, d) challenge.

Figure 5: a) Games during breaks, b) presentation of the unit, c) unplugged coding, and d) programming chal-
lenges solved with the Pocket Code app

On the fourth day, the girls were introduced to two more activities. First, they had a two hours session to con-
trol Lego NXT robots with Pocket Code, and second, they were allowed to stitch the patterns made in Unit 7
with programmable embroidery machines on shirts and bags, see Figure 6.

x v

Figure 6: a) session with Lego NXT robots, and b) - d) stitching of patterns via an embroidery machine.
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For the final gaming app, created on day four and five, the girls received the following supporting material in
the form of storyboards:
e a graphical storyboard that was divided into four areas to help them to stick to the shape of a game
and to frame the game in title, instruction, game, and end screen
e a textual storyboard that helped them to make important game decisions, e.g.,: name of the game,
main character, gameplay (what is the game about?), genre, theme, goal of the game, used mechan-
ics/dynamics (e.g., points, levels, difficulty levels, inventory, high-score, timer), amount of levels: what
happens in level 1, 2, 3 (see Spieler and Slany, 2018a)

It was important to give participants time to think about a fitting concept for their games and about the story
and what should happen. The supporting material should not only help them with these steps but also scaffold
their design. All the games were collected on the last day by uploading them to our Catrobat community page.
For the presentation, the girls’ parents were invited. Every girl presented the game in front of the audience.
They all felt very proud of their work.

4. Results

In reference to our first goal, during the warm-up phase (discussion in small groups) we wanted to found out
more about our target group of young girls. Figure 7 summarises their discussion about their motivations to
learn more about coding, their preferred apps, why they play mobile games, which programming languages
they know, and what attributes the associated with women in technology.

,'000 \Qle%?:: ir(‘: E:P often tired

P Q'b | want to try our new things rOfESSiO ns . wears. g|aS§ES
@0,0 parents  MONEY it ic nteresting P imaginative
we do not learn such things in school a perfectionist

little knowledge delivered by school reedss T ey
g gain betteryknow\edge c re at I Ve

nterested n ompLting iy

it helps others
Sing Stars yOU ﬂEEd |t fOf the fUtUFe P sometimes annoyed
to understand concepts team Iayer
QEQDouglle Jump to realize ideas
di th
HMJump Fou{ﬁ:',fes .\e games good in maths
Hay D \ay mobt up-
Fortm(eyArmaSy Whv do You p ma\eo(cume aynblemufﬂw{ast
CS#EE?;I‘L:‘AT:" - instead of reading P Ie n
bl e - if 1 am feel bored Y
Piano Tiles - 1 don't like to play games on PC Clever
- it makes fun

often exhausted
Figure 7: Result of the group discussions during the “Warm-Up” phase.

The questionnaires (pre, daily, and post) handed out to students included measures of the various factors re-
garding students’ intrinsic motivators: interest, sense of belonging, self-efficacy, and fun. In all cases, a 4-point
Likert scale was used to measure the variables (Sullivan and Artino, 2013). The questions have been devel-
oped at the basis of literature by Schwarzer and Jerusalem (1995), the CATS Attitude Scale Items (Krieger et al.,
2015), and from other research (Li and Watson, 2011). No questions were asked that could foster stereotype
threats, as proposed (Krieger et al., 2015), e.g., “Girls can do technology as well as boys”. The results of all
questionnaires are summarized in Figure 8. The “4 Likert Scale” refers to 1: strongly disagree, 2: disagree, 3:
agree and 4: strongly agree. It is recommended to use no neutral value and to use counter questions, e.g.,
Coding is interesting — Coding is boring, to demand their attention (McLeod, 2008). Thus, it is not always “the
higher, the better”. Question with “the lower, the better” are marked with “*”.
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The same size of this quantitative evaluation is very small (number = 13) but should serve as a first case study
for our future interventions in summer 2019.

The interest in this group of girls was stable over the whole week. There is a slight increase in self-efficacy
(confidence and knowledge) over the course of the week and from day to day, they felt more proud of their
achievements. Also, their sense of belonging level (e.g., knowledge) slightly increased. However, there was a
slight decrease in answers pre- and post- to “coding suits me” and “coding is important”. They felt slightly
more engaged and had fun throughout the whole course. On average, the students agreed that they want to
join similar coding courses.
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Figure 8: Average levels of interests, self-efficacy, sense of belonging, and fun/engagement.

The programs have been evaluated on the basis of the game design elements used (visual design, main charac-
ters) and program specific aspects (amount of scenes, objects, variables) (Spieler and Slany, 2018a). A sum-
mary of all used game elements is part of Figure 9.

genre theme goals mechanics level of control visual design main side
character characters
adventure (5) | nature (6) catch (7) points (12} | inclination sensors {7) | Catrobat animals (8) food {11)
simulation space (2) avoid (2) levels (12) buttons {2) media library | pikachu (1) pokemon (1)
(4) skillgame | others shoot (4) timer (2) touch sensor (7) (11) monster (1} | dogs (1)
(2) action (2) (realistic, keep alive (4) physics (1) Internet (1) girl (2) boy (1)
horror) combination of Paint tool (3) board (1) animals {2)
several sensors (6)

Figure 9: Game design elements used during GCW.

The simulation games all had similar goals but used different concepts. Two of them were similar to “Tama-
gotchi games. The player has to feed and wash the characters, play with them, or go for a walk. One was a
Pikachu simulation, the goal of which is that it evolves at the end and one was a pet simulation, where you
have to care for dogs. They include “minigames”, e.g., shooter, action, or catch/avoid games. The skill games
were mazes and a pinball game. One of the adventure games was a text adventure which included
“minigames” as well. For the main characters, girls used mostly animals like the Pocket Code family (panda,
lynx, elephant, raccoon, penguin) or other animals like a dog, tiger, or horse. For side characters, all kinds of
food were used, like oranges, sweets, bones, or other food for the animals to catch. Screenshots of the games
are pictured in Figure 10.
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i
I
1
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|
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Figure 10: Games created during the GCW.
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Regarding the programming itself, the girls used in their programs on average eight scenes (max: 17, min: 3),
74 scripts (max: 152, min: 18), 263 bricks (max: 502, min: 61), 40 objects (max: 87, min: 7), 43 looks (max: 94,
min: 7), five sounds (max: 16, min: 0), and three variables (max: 14, min: 1). Summarized, all programs used
various levels, included the shape of a game and numerous objects and looks, thus they were quite advanced.

During the interviews, the girls were asked out about graphics which are missing in our library. The answers
included more animals from different angles (cats, horses, pets, hamster, dogs, birds, dragons, more bad ani-
mals, etc.), landscapes like forest and meadow, man-made creations such as houses and gardens, interiors
(e.g., living room, kitchen, bathroom) and cities (e.g., café, shopping center, fitness center), foods such as
cakes, vegetables, and fruits, or accessories like plates, smartphones, bags, shoes, or shopping clothes.

5. Discussion & Conclusion

The results showed that gaming elements female teenagers tend to create during the GCW mostly follow
stereotypical expectations as described in Section 2.1. Compared to our previous experiences in
heterogeneous groups and school classes this was not seen as something negative by girls (Spieler and Slany,
2018b).

The first aim of the paper was to provide evidence to design appropriate girls-only activities that were
engaging and interesting at the same time. Results of the quantitative evaluations show the positive influence
in girls’” intrinsic motivation in regard to coding. This course provided a good starting point for further analysis
and case studies. Even if the sample size was very small to show significant results in the quantitative
evaluation, the results are still interesting. Answers to the intrinsic motivator “Self-efficiency” let us conclude
that the girls had a high confidence in using the app. Furthermore, they had the feeling they learned
something new and we're proud of their daily achievements. Collected factors related to the parameter “Sense
of Belonging” showed that the participants learned something about technical professions and coding and
hence showed a slight decrease in the feeling of the importance of coding and sense of belonging.
Consequently, such a short course cannot change, for example, a strong image of stereotypes or long-held
preconceptions. The fun level was high but the intention to partake in similar activities was low. Here, the
study concludes that students’ enjoyment has no relation to their intention to participate in similar activities
again (Giannakos et al., 2014). To conclude, the quantitative evaluation shows that the values of many
predictors for intrinsic motivations are located over the average. Girls agreed or strongly agreed that the
coding week fostered their interests, helped them learn something about coding, helped them gain a better
knowledge of technical professions and coding, and made them feel engaged while having fun during the
course.

The aim of the second research question was to get more knowledge about girls design patterns. The results
suggested a list of graphics be integrated into our app. New graphics (see: https://share.catrob.at/luna/media-
library/looks) and featured games that have been developed on the basis of this findings together with design
students from the degree program “Industrial Design” at the University of Applied Sciences in Graz (FH
Joanneum). These games and some games created by the girls itself serve as feature games of the new
developed Luna&Cat app. Luna&Cat is a tailored version of the app to appeal to female teenagers in particular.
By showing female teenagers games designed by other young women in their age group, we help them to get
ideas and inspiration to code their own programs. This is important because most girls have the feeling that
the games they play are not created for them. With this customised app, our aim is to reach and build a user
base of interested female teenagers who want to learn how to code.

6. Outlook

To engage girls in coding, a new project started in September 2018, with the name “Code’n’Stitch”. With the
option to program embroidery machines (very similar to the existing Turtlestitch project -
https://www.turtlestitch.org/). In this way, self-created patterns and designs can be stitched on t-shirts, pants,
or even bags. As a result, teenagers have something they can be proud of, something they can wear, and they
can show to others. Starting in January 2019, we performed several design-thinking workshops to find out
more about the requirements of the stitching extension, see Figure 11. These workshops start with a research
unit, where students get asked to draw graphics which they want to stitch on clothes. Preliminary results
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showed that girls preferred to stitch text (sayings), flowers, hearts, and animals, and boys preferred to stitch
mostly text (sayings), brands, such as Nike or Adidas.

Figure 11: Impr.
Acknowledgements
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20 Outlook -
Usable Security for the
Catrobat Project

20.1 The Catrobat Project

Catrobat is a nonprofit Free Open Source Software (FOSS) project that was ini-
tiated in 2010 in Austria at Graz University of Technology by Prof. Wolfgang
Slany. A multidisciplinary team develops free coding apps for teenagers and pro-
gramming novices intending to introduce them to the world of programming.
The project follows an interdisciplinary approach through worldwide collabora-
tion and has a long term perspective of being developed sustainably over the
next years. The Catrobat project can look back to a growing community of
contributors since 2010, around 500 developers and 500 supporters contributed
to the project.

20.1.1 Pocket Code

Pocket Code is a mobile visual coding environment designed for smartphones.
This app allows children and teenagers to create their games and programs
directly on their smartphones in their language and thereby teaches them fun-
damental programming skills. Pocket Code is an integrated development envi-
ronment (IDE) running on Android and iOS and enables end-users to develop
applications directly on their mobile devices. The language used in Pocket Code
is based on a Lego®) brick-styled visual drag-and-drop language similar to ex-
isting desktop-based frameworks such as Snap! or Scratch. In Pocket Code the
bricks are categorized by their functionality such as Event, Control, Motion,
Sound, Looks, Pen as shown in Figure
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< Categories < Categories

Event Embroidery

Control

Motion

AR.Drone 2.0

Arduino

Figure 20.1: Pocket Code’s default Figure 20.2: Pocket Code’s exten-
categories. sions: Embroidery, Lego, Arduino.

Categories for particular hardware like Embroidery, Raspberry PIs; Arduino,
or Lego Robotic are hidden, and users can activate them in the setting pref-
erences if they want to use them [20.6] One of the most significant advantages
comparing to desktop-based solutions is the usage of device sensors like ac-
celerometers, gyroscope, GPS, or magnetometer. Users can upload applications
written in Catrobat to the Pocket Code sharing platform, which makes them
immediately publicly available. Pocket Code is an easy way to start program-
ming.

At the beginning of the year 2019, the Pocket Code app has 660,760 down-
loads on Google Play. The top 10 countries are US (104K), Russia (96K), Ger-
many (60K), India (30K), Ukraine (25K), Poland (25K), Brazil (20K), Turkey
(20K), Austria (16K) and Indonesia (16K).

Pocket Code has nearly one million users from 180 countries, is natively
available in more than 50 languages, including several languages not directly
supported by the underlying operating system, e.g., right-to-left languages such
as Farsi, or African languages such as Kiswahili.
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20.1.2 Community Platform

In Pocket Code, users have the opportunity to share projects on the Catrobat
community platform and interact with each other, as shown in Figure [20.3] and
Figure Without having to register, users can browse through already
published projects or download them. On the community page, we divide the
uploaded projects into different categories like the newest, most popular, or
recommended projects.
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Figure 20.3: Pocket Code’s Figure 20.4: Pocket Code’s
community. community categories.

& hej-wickie-hej & DavidR & mj7007

Once users want to share their projects, they need to log in with a username
and password. After the successful authentication process, they can upload
their projects and edit the user profile. Also the interaction with other users as
well as the linking of other projects is only possible when the user is logged in.
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MY PROFILE

I Change picture ':—’3‘{
O}

© Country 74
0000 -
& E-Mail 74

DESCRIPTION

My first email: vesna.krnjic@gmail.com

My second email:

Shoot as many of the invading aliens as you can

before they destroy you. Features 5 waves of

P Password E‘f aliens. Tap to start. Tap to shoot and buttons to
move.

Figure 20.6: Presentation of a
project on the Pocket Code’s com-
munity.

Figure 20.5: User account at Pocket
Code’s community.

On the Catrobat community, both positive, as well as negative online be-
haviors of youth, could be observed. On the positive side, we established coop-
eration and innovation. On the possible negative side, the following issues occur
in the context of the Catrobat app used by teenagers:

e Excessive playing time.
e Aggression between users like sarcasm and bullying in comment sections.

Discrimination against at-risk groups such as persons with disabilities or
young people with disadvantaged social background.

Unauthorized usage of photos or names of other people.

Usage of inappropriate photos.

Extremely violent.
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e Horror.

e Pornographic uploaded content.

e Malicious reporting of the uploads of other users.

e Disclosure of personal date, such as name, age, address, etc.

This raises the question of how the Catrobat community can be improved to
protect the privacy and decrease safety, security and privacy issues of users?

20.2 Mobile Security for Kids

Young people around the world use smartphones, intensively every day around
the clock. On the one hand, they use smartphones during leisure time to com-
municate with their friends and on the other hand, for schools to research for
homework. It is difficult to convey the security aspects of a system or software
to an adult, but it is even more challenging to explain this to younger children
and adolescents. Significant concerns regarding young children’s and adoles-
cents security occurred with the very rapid and widespread of smartphones.
They are familiar with using the smartphone always connected to the Internet,
using social media, and usually a large number of apps. They are more open to
new apps and regularly app updates. Apps with malicious behavior can endan-
ger users and harm their privacy [36]. Children and adolescents are among the
most active Internet users, and unfortunately, subject to many threats. When
installing an app, access to emails, contacts, photos, messages, and GPS loca-
tion as well as control of Bluetooth, Wi-Fi Internet-access could be granted.
The process of granting rights was introduced so that users can protect their
personal information such as their phone number or privat photos. Often users,
especially youngsters, are not aware of what rights an app has preserved on
their mobile phone [I8].

According to [I8] young children and adolescents are exposed to the following
potential risks while using smartphones with an Internet connection:

e Exposure to online friends or chat room "friends"
e Contact with strangers

e Access to illegal content

e Exposure to upsetting harmful content

e Exposure to phonographic content that is not suited for their age or ma-
turity level

e Violence

e Racist content
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Advertising
e Commercial exploitation

Misinformation

Loss of personal information
e Attacks on privacy

e Spam emails

e Bullying

More important than blocking inappropriate material is teaching young chil-
dren and teenagers safe and responsible online behavior. Education is vital in
preventing online threats, so it is essential to let them know about threats, the
more they know, the better.

20.3 Outlook - Usable Security for Pocket Code

Along with security and privacy, the developers of a system should always con-
sider usability as well. As already discussed before, usability is one of the crit-
ical success factors in software systems, especially in learning tools - Chapter
2 presents background information about the importance of user research and
end-user involvement in the development process. It is crucial to find out who
exactly will be the end-user. In the case of Pocket Code, we have a special user
group, which is adolescents between 13 and 18 years. Usability testing with
youngsters faces many challenges, compared with usability testing for adults
[60], [28]. For example, using heuristic evaluation for software designed for
adolescents is often unrewarding because it is hard for an adult expert to put
themselves in a teenage user [5].

In this section, we present the security challenges in the Pocket Code app
that arise with the implementation of a brick that can access the Internet.
Furthermore, we discuss the first approaches to solving this problem.

Mobile-Phones Permission Systems

Smartphones have access too many sensitive system resources such as the cam-
era, the microphone or GPS sensors or users private data like email or saved
contacts. It is important to protect this information from unauthorized access.
When downloading applications to an Android device, a user can see the list of
access permissions the application requests. This list shows all phone resources
that the application has access to when installed [19], [54].

Bellow are the app permissions available for Android 6.0 and up. E|

e Body Sensors

Lhttps://support.google.com/googleplay /answer /62706027hl=en
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e Calendar

e Camera

e Contacts

e Location

e Microphone
e Phone

e SMS

e Storage

In contrast, the user controls the iOS access permission, meaning that every
access request must be accepted or canceled. As described by Apple:

"Users must grant permission for an app to access personal informa-
tion, including the current location, calendar, contact information,
reminders, and photos." E|

Both Apple and Google, the trend over the past few years has been toward a
continuous increase of user protection. The current direction is that more and
more control the user posess through notifications, alerts, and permissions, eg.,
GPS data, or microphone El The situation wasn’t always like this. In the past,
apps could access different functions of the smartphone, such as reading SMS
or intercept interaction without permission from the user. Some mechanisms
still do not require user permission, such as Internet access. Some mechanisms
still do not require user permissions and are not classified as critical, such as
Internet access, maybe because of economic reasons (advertisement).

Security and Privacy Warnings

Usually, security warnings inform users on the risk of allowing random appli-
cations to run on the system, help users reduce the risk of security threats,
and therefore protects the system from the potential threats. Security warn-
ings are designed to notify, inform, and advise users about the consequence of
an action. The authors of the paper [13] proposed the Communication-Human
Information Processing (C-HIP) model of how humans process warning mes-
sages. C-HIP is about the human experience between displaying a warning and
deciding whether or not to follow it. Security warnings can be classified into
five types, which are dialog box system, in-place system, notification system,
balloons system, and banners system[4I]. Regardless of the importance of se-
curity warnings, users tend to ignore them because they did not understand

2https://developer.apple.com/design/human-interface-guidelines/ios/app-
architecture/requesting-permission/
3https://developer.android.com/about/versions/10/privacy/changes

283



the meaning of the warnings or are not motivated to read the warning [59],
[6], [62], [70]. Usually users become accustomed with such warning and do not
pay attention to them. Therefore well-considered warnings should be designed
with the involvement of end-users, comprehensible description using the users’
language. If the end-users are young children or teenagers, we must pay much
more attention to usability.

20.3.1 Internet Access
URL Block used by Snap!

Snap! is another visual programming language that provides children and adults
easy access to programming. The Snapﬂ programming language has a simple
brickthat allows retrieving a Uniform Resource Locator (URL). This Brick
enables interaction with sensors or robots or with the World Wide Web. As in-
put, the block receives the URL of a web page. Usually, the response is the
description of the page in HTML language. The URL includes the used proto-
cols. One website is not able to communicate with another site by Javascript

security restrictions.
‘!ﬂ Isnap.berkeley.edu '

Figure 20.7: Snap’s Internet Brick

Due to another Javascript security restriction, Snap! has no direct access
to devices such as sensors or robots that have a connection to the computer.
To overcome that restriction Snap! runs a separate program that provides a
local HTTP server and is connected to the device. Snap! uses the server to
make requests to the device. In contrast to Snap! the separate programs have
access to anything on the computer. It is assumed that the external software is
trustworthy.

‘Web Brick in Pocket Code

Unlike Snap!, Pocket Code can access all sensors supported by the smartphone.
Therefore, certain security mechanisms must be provided in the app. Access
to the Internet opens up some new opportunities for users, but also brings new
security threats. In the design and development phase, we tried not only to
focus on security issues but instead, we put the end-user in the center of the
process. During the design, we differentiate between different user groups, the
power user, the user who has no idea about the Web-Brick, the user downloading
a third-part project containing the Web-Brick ,and the users who download an
APK that includes a web brick. We tried to find a solution for all predefined
user groups.

4https://snap.berkeley.edu/snap/snap.html
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Technical Requirements: In the following section, we will describe the
technical aspects of the Web-Brick "Send web request __ and store answer
in _ " brick. The brick consists of two parameters, the URL address, which is
used for server call, and a variable name to store the text for the return value
(see Figure[20.8). The return value could be either a text-string (HTML, JSON,
XML, etc.) or an error code.

& Control & Data

<meta name="generator"

- content="TYPO3 CMS">

<meta name="description"
content="Denken in neuen Dimen-
sionen. Studieren mit Zukunft.
Gemeinsam mehr erreichen, mit
Wissen, Technik und Leidenschaft -
das ist die TU Graz.">

- <link rel="stylesheet"

type="text/css" href="https:
//www.tugraz.at/typo3conf
/ext/tugraztemplateinternal

/Resources/Public/Css/External

<link rel="stylesheet" type="text/
css" href="https://www
.tugraz.at/typo3conf/ext
/tugraztemplateinternal/Resources
/Public/Css/int.css?1545225500"
media="all">
Nl <link rel="stylesheet"
type="text/css" href="https:
//www.tugraz.at/typo3conf
/ext/tugraztemplateinternal

/Resources/Public/Css
/media rea?1545133052"

+

Figure 20.8: Pocket Code’s Figure 20.9: Return value of a
Web-Brick Web-Brick

Different scripts of one project that run at the same time can contain such
Web-Bricks, therefor more than one connection can be waiting for an answer
at the same time. A maximum of 10 web requests can be open simultaneously
at any given time by a project, in order to avoid denial-of-service attack (DoS
attack), otherwise, an error code will be delivered. In case the Web-Brick returns
a considerable text that fills up all the memory, the web connection will be
canceled, the answer discarded, and the error code is returned.

Usable Security considerations:

During the design of the Web Brick privacy permissions, we applied the guide-
lines proposed by Ka-Ping Yee [29], [68] (compare with Chapter 2). When a
"Send web request to __ and store answer in __ " brick (see Figure
is executed on the stage, the execution will be paused, and a warning is shown.
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" WARNING: Do you want to allow this project to access the Internet us-
ing a "Send web request to __ and store answer in __ " brick with the
following link?" ’http://darknet.org/gps?lat=47.07071371lon=15.439504/
get-the-access-to-your-location1234567/allow-to-save-your-exact-\
position/877’ The whole link, including any parameters passed in the URL,
must be included in the warning. If there is not enough space, a scroll bar must
be used. The user must have the opportunity to view or copy the full link or
cancel the current process Tap on the link itself should not open the link
in a browser, as otherwise the whole purpose of this warning would be defeated
too easily by a single tap.

e \ ([ A

WARNING

WARNING

Be very careful before allowing this
access, since it may expose your

access the Internet using a

Send web request to
'https://official-joke-api.appspot...
and store answer in

Do you want to allow this project to

personal information such as your
precise geographical location, or
any text you have entered, to
malicious other persons or the
public.
See our wiki for more details about

joke )
why this can be extremely

brick with the following link? dangerous.

vy

‘http://darknet.org/gps?lat=47.0707|
13?lon=15.439504/get-the-access-t|

o-your-location1234567/allow-to-sav I
e-your-exact-position/877' I

Don't Allow J l Allow OnceJ

Allow Always for this Domain I

I Copy link J I Next J
| ———— | ————
\. /0 J/

Figure 20.10: In this step the
user is forced to view the URL
or cancel the whole process.

Figure 20.11: User can decide
whether the URL is trusted or the
whole domain.

When user selects the Next button, the following text is shown: Be very
careful before allowing this access, since it may expose your personal
information such as your precise geographical location, or any text
you have entered, to malicious other persons or the public. See our
wiki for more details about why this can be extremely dangerous.

(See Figure [20.11])
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'http://darknet.org/gps?lat=47.070713?lon=15.439504/get-the-access-to-your-location1234567/allow-to-save-your-exact-\position/87?'
'http://darknet.org/gps?lat=47.070713?lon=15.439504/get-the-access-to-your-location1234567/allow-to-save-your-exact-\position/87?'
'http://darknet.org/gps?lat=47.070713?lon=15.439504/get-the-access-to-your-location1234567/allow-to-save-your-exact-\position/87?'

Below this text, there shall be four possible options:

e Do not allow,
e Allow once,
e Allow always for this domain,

e or Back

(refer to Figure 20.11]).
If Copy full link is tapped, the link should be copied to the Android
clipboard. Another popup with the following text, warning, and button below

shall be displayed (see Figure [20.12)):

The link has been copied to the clipboard. Be very careful before
opening this link in your browser, since it may expose your personal
information such as your precise geographical location, or any text
you have entered, to malicious other persons or the public. See our
wiki for more information why this can be extremely dangerous.

In this step, the user must be able to go further in the process or step back,
and therefore we provide two buttons, the Next and the Back button. After
pressing the Next button, the following text is shown:

Be very careful before allowing this access, since it may expose
your personal information such as your precise geographical location,
or any text you have entered, to malicious other persons or the public.
See our wiki for more details why this can be extremely dangerous.

Below this text, there shall be three possible options:

e Do not allow
e Allow once
e Allow always for the domain

e or Cancle.

(refer to Figure [20.11)).
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WARNING

The link has been copied to the
clipboard.

Be very careful before allowing this
access, since it may expose your
personal information such as your
precise geographical location, or
any text you have entered, to
malicious other persons or the
public. See our wiki for more
information about why this can be
extremely dangerous.

Be very careful before opening this
link in your browser, since it may
expose your personal information
such as your precise geographical

location, or any text you have
entered, to malicious other persons
or to the public. See our wiki for
more information why this can be
extremely dangerous.

_/

I Don't Allow Jl Allow OnceJ

I Allow Always for this Domain I

[ —— [ ——
\. J \. J/
Figure 20.12: A warning is Figure 20.13: In this step, the user
displayed before the copied can decide whether to trust the
link is opened. URL

e If the user taps on Do Not Allow, the app resumes executing the project
on the stage, but instead of accessing the link, the "Send web request
__ and store answer in __ " brick returns the error code 401, which
is the one for a missing authorization, see https://en.wikipedia.org/
wiki/List_of HTTP_status_codes, and stores it in the variable. Le., the
web is not accessed, but the project continues being executed.

e If the user taps on Allow Once, the app resumes executing the project
on the stage, and the web link is accessed normally by the "Send web
request __ and store answer in __ " brick. This is only allowed for this
current brick, only one time, and the URL must be the same as the one
shown (no new evaluation of the formula in the parameter field).

o If the user taps on Allow Always for this Domain [tugraz.at, show
a popup asking for confirmation, and shortly explain what happens and
where this web access whitelisting for this domain can be revoked in the

app.
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tugraz.at

Compiled Android Package Kit (APK) In the case of APK, the text
should be: "Do you want to allow this app to access the internet with the
following link?" https://connect_four.games.com/moveinfo?board. .. (See

Figure [20.14)

WARNING

Do you want to allow this app to
access the Internet with the
following link?

https://wwwtugraz.at/en/research/
research-at-tu-graz/overview-resea
rch-at-tu-graz/

_/

Don't Allow JI Allow J

= ———
\. J/

Figure 20.14: Android Package Kit
(APK) Web-Brick warning.

The whole process is summarized in Figure 20.15] as a flow-chart.
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https://connect_four.games.com/moveinfo?board...

Actor

User opens a project

with a Web-Brick

WARNING
Do you want to allow this project
to access the internet using a
Send web request 1o _ and
store answer in _
brick with the following link?
hitps:ifwww.tugraz.at/en/research/research-at-
tu-grazioverview-research-at-tu-graz/

"
€

¥
Copy link

The link has been copied to the clipboard.
Be very careful before opening this link in
your browser, since it may expose your
personal information such as your precise
geographical location, or any text you have
entered, to malicious other persons or to the
public. See our wiki for more information why

Be very careful before allowing this access,
since it may expose your personal information
such as your precise geographical location, or
any text you have entered, to malicious other
persons or to the public. See our wiki for more

information why this can be extremely

Exit this can be extremely dangerous. dangerous.
l Y
Y
OK
A 2 A 2
Cancel ] [ Do not allow ] [ Allow once ] [ Allow always for the domain ]

Y

Resume execurting the project.

Return Error code 401

Web-Brick is
executed

The domain has been added
1o the whitelist and can be
removed in the settings.

Figure 20.15: Flow chart: Warning for the Web-Brick.

Whitelist permissions

In the Pocket Code settings, there will be an entry for revoking the domain
whitelisting permissions under "Web access permissions". It will look like all
other lists in Catroid, with checkboxes on the left and in the action bar, a
checkmark on the right. The checkmark must be grayed out if nothing is se-
lected. On the left side of the action bar, there must be a back button and

"select to remove" text.
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-
{®; Pocket Code Rate us!

Terms of Use and Service

Continue |
My first projec Privacy Policy

About this app

@ New proje Scratch converter

Settings

ﬁ Projects o rodn

Figure 20.16: In the settings users
can revoke a domain from the
whitelist.

For compiled project APK’s, the whitelisting cannot be revoked, since there
is no settings screen, so another text is needed on the confirmation screen ex-
plaining this fact. Only by uninstalling and reinstalling it is possible to revoke
the permission.

Next Steps

In the next development step of the Web-Bricks, the end-user should be involved
in a user study like thinking-aloud test. From the user interviews conducted
upfront, we already know that our end-users mostly ignore security warnings
and do not even read them. Finding the right design for the warnings described
above will be a challenging task. In the next step, we will frame design proposals
and evaluate them with the target group. We have to decide together with the
youngsters which warning representation is the best for them. Since many of
them have noted in the interviews that they would rather watch videos than
reading, one idea here is to create short videos instead of written warnings.
However, classic warning dialogues, as shown in Figures and will
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( \ ( A

[- I 0 e
<--- Settings <-- select to remove (V.4
Language Iil 0O https://www.tugraz.at i

Set the app's language
O https://official-joke-api.appspot.com
Web access permissions

Here you can revoke the whitelisting # https://wwwfacebook.com/
of a domain

O https://www.catrobat.org/
Embroidery extension |
Create patterns for stitching machines O https://wwwyoutube.com/
Lego Mindstorms NXT extension

Allow the app to control Lego Mindstorms
NXT robots

Lego Mindstorms EV3 extension
Allow the app to control Lego Mindstorms
EV3 robots

Accessibility
Change the app's appearance

Showsy L _
[ ————— [—————

. S/ O\ /

Figure 20.17: Web access Figure 20.18: Revoke a domain

permissions. from whitelist.

also be prepared.

Login Error °

Congratulations

Upload failed

Your upload could ¢
pt

Congratulations

Figure 20.19: Source: https://www.pinterest.at/brentonhouse/mobile-ux-
dialogs/ (Brenton House) UX design for alerts for smartphones.
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Figure 20.20: Source: https://www.pinterest.at/pin/38139928074711991/ UX
design for warning dialogs.

As already discussed by Nielsen[46] it is not sufficient to only train the user
regarding security.

"However, user education should not be the main approach to
countering security problems for three reasons."

First of all, it just doesn’t work. The attackers are increasingly using sophis-
ticated systems so that the user has no chance to detect an attack. Nielsen’s
second argument is that it puts the burden on the wrong shoulder. The In-
ternet and computer technology was developed with the assumption that there
are no attackers. Therefore, technology should change in the first place, not
users. The last argument is that the Internet will never unfold its full benefit
as long as users are held responsible for specific security flaws. Because of these
considerations, we should not leave the whole burden with the Web-Brick to the
user. In the future, therefore, consideration should also be given to automati-
cally recognizing domains that are on blacklists. Furthermore, the user should
have the possibility to report a project, including the internet address to the
Catrobat team.

The Pocket Code app requires many more steps to improve the integrated
security mechanisms and make them more user-friendly. Shortly, we will try
to enhance the Pocket Code’s authentication process. On the one hand, we
should require stronger passwords from users, but also follow guidelines on how
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to make the process easier for the user. Instead, we should consider whether to
extend the authentication process to biometrics, such as fingerprinting or facial
recognition.
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21 Conclusion and
Further Work

Changing information and communication technologies influence our daily lives.
Nowadays, smartphones with Internet access are an integral part of our society,
affecting all age groups. The resulting digital lifestyle raises many new chal-
lenges. Identity theft, theft of sensitive data, Social Media attacks, or mobile
malware threat an increasing number of users. Adequate protection of infor-
mation systems and data is particularly important. At the same time it is
important to improve the understanding and handling of ordinary people with
regard to their competence in matters of all aspects of IC technologies. Usu-
ally, the development of security-relevant applications focuses on the resistance
against malicious attacks. Security requirements are typically met by approved
cryptographic methods. The level of security that can be achieved is not only
determined by the technical implementation. Also, usability factors play an
essential role. It is important to bear in mind that in the eyes of ordinary users
security is not highly important. They always have another primary task, such
as searching for information, transacting money, or only posting a photo to So-
cial Media. Until the mid-1990s, most security researchers focused on technical
issues such as the development of basic cryptographic protocols. An essential
aspect for security developers should be to look at the usability of the security
features they build. In the past, the focus was on training users in the handling
of difficult-to-use software rather than redesigning it.

Usable security describes the interdisciplinary approach of designing security-
enhancing techniques for digital products and services in such a way that users
are optimally supported in their security-relevant goals. This also enables non-
technical users to understand security elements and their necessity fundamen-
tally and to use the systems in the way they were initially intended. Usable
privacy focuses on technologies which assist the improvement of privacy in dig-
ital systems and platforms.

Throughout this thesis, we focused on usable security design and evaluation
around user authentication, electronic documents, and privacy. Our work shows
that applying usable security and privacy is crucial in any domain, whether it
is an e-Government system or a visual programming environment for children
and adolescents such as Pocket Code.
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We presented the architecture and implementation of a dynamic provider
named ALAP, Agile Authentication Provider. ALAP offers authentication fac-
tors from different categories and allows service providers to define their security
requirements through policy by claiming a global Level of Assurance. Our so-
lution assembles an authentication process for a service to meet its security
requirements, whereby the users can choose the preferred authentication factor
dynamically. We evaluate the system from the user’s perspective by performing
a multi-step usability security evaluation. The evaluation of ALAP in a real-
world scenario has lead to valuable results. By observing users’ interaction with
ALAP and collecting user feedback through different questionnaires, we were
able to identify persisting weaknesses and to create space for further improve-
ments. Based on the usable security evaluation results, we propose an extended
architecture of ALAP, the Convenient Agile Authentication (CALA), where us-
ability plays a central role in selecting the authentication factors. CALA does
not consider primarily the needs of the service provider but also those of the
end-user’s concern regarding the authentication process.

Signature-creation is essential for many e-Government processes. Especially
the creation of qualified signatures is highly important. In this thesis, we have
presented a modular architecture for adaptable signature-creation tools. Con-
sidering the needs of all user groups, reliability, usability, adaptability, and
modularity are identified as core requirements for signature-creation tools. To
achieve a high impact our solution is based on the Austrian Citizen Card con-
cept. In order to make our system secure and usable, we have followed the
user-centered design method where the security designers and usability experts
work together from the very beginning. Several usability iterations have been
carried out to ensure user-friendliness. The tool was officially introduced in
Austriaﬂ and is still in use, years later.

Based on examples such as ALAP or the signature solution, we have demon-
strated that if usable security and privacy is considered from the design phase
onwards, the tensions between security and usability can be reduced and thus
more secure and usable systems will be developed.

Further, we have shown that it is particularly important to evaluate security-
sensitive systems like the Austrian Citizen Card Environment. Our usability
evaluations delivered more in-depth insights into the usability of core compo-
nents of the Austrian eGovernment from the citizens’ point of view. By col-
lecting user feedback via questionnaires and interviews, we were able to iden-
tify persisting weaknesses and found further room for improvement. Valuable
findings have also been obtained from an analysis of recorded user sessions. For
example, the handling of SSL certificates used by the smart card-based solutions
needs to be improved. A direct comparison of the three CCS implementations
shows that the Mobile Phone Signature appears to be the most secure and trust-
worthy solution, followed by MOCCA Local and MOCCA Online. All results
are incorporated into future releases of the CCS implementations. Thus, the
conducted usability studies contribute to the security and usability of MOCCA

Thttps://www.buergerkarte.at/en/pdf-signature-mobile.html
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Local, MOCCA Online, and the Mobile Phone Signature and hence, to more
efficient e-Government services.

The trend to make public sector data available to the general public and
the corporate sector raises the demand for innovative techniques to meet rising
security and privacy requirements. We discuss the importance of integrity or
authenticity of public sector data and present a concept to assure the integrity
and authenticity of data based on electronic signatures. Moreover, we show
that our concept can also be extended to data that needs to be anonymized, to
meet privacy requirements, by incorporating redactable signatures. We propose
electronic signatures in general and editable electronic signature schemes, in
particular as an adequate enabler for such security preserving techniques. The
conducted assessment reveals that blank digital signatures, which are a novel
approach representing a subset of editable signature schemes, are uniquely suited
to meet the predefined requirements.

In the last part of this dissertation, we discuss the security challenges the
visual programming environment Pocket Code has to overcome by introducing
a Web-Brick. If such a web brick is used in a Catrobat project, access to the
Internet is possible. Connection to the Internet opens up some new opportu-
nities for users but is accompanied by security threats at the same time. To
inform users about the Internet access a Catrobat Project has, we propose a
warning procedure designed following well defined usable security guidelines. In
our recommended solution, the user can decide whether the project gains Web
access or not. Further, the user can trust an entire domain that is whitelisted,
but could be revoked at any time.

In summary, we can state that significant improvements can be achieved by
designing security and usability together and by reconciling the mental model
of the target audience with that of the developers. Evaluating the usability of
a security-critical system after it has been developed usually does not lead to
satisfying results, neither with regard to security nor usability. Instead, usability
and security experts must work throughout the entire development cycle.

The area of usable security and privacy is a young field of research, so there
is still a lot of work to be done. For example user authentication especially
passwords remains an unsolved usable security problem. Email encryption is
still not accepted by end-users as it is far too difficult to use. Further research is
needed to investigate the mental models of children and adolescents regarding
security and privacy. Applied usable security and privacy methods are often
designed for adult end-users, the adaptation to the specific user group children
and adolescents has not yet been subject of serious research.
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