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Kurzfassung

Diese Arbeit beschiftigt sich mit sicherheitskritischen Tests fiir Software, die kryptographische
Funktionalitit implementiert. Fehler bei der Implementierung kryptographischer Operationen kon-
nen gravierende Auswirkungen haben. Der Schutz, den Kryptographie bietet kann durch Imple-
mentierungsfehler vollstindig aufgehoben werden. Tests, welche kryptographische Besonderhei-

ten beriicksichtigen konnen diese Situation verbessern.

Um einen Ansatz zum Testen von Software mit kryptographischer Funktionalitit zu erstellen, wer-
den kryptographische Besonderheiten analysiert. Die Anwendbarkeit von bestehenden Methoden
und Techniken fiir Sicherheitstests im Anwendungsfeld der Kryptographie wird untersucht. Der
vorgestellte Ansatz beinhaltet anwendbare Teile aus bereits bestehenden Methodiken. Eine Fall-

studie verdeutlicht die Notwendigkeit dieser Arbeit.

Der vorgestellte Ansatz beginnt mit einer Analyse der Spezifikationsdokumente. Ausgehend da-
von werden Standards identifiziert, welche die eingesetzten kryptographischen Operationen voll-
stindig definieren. Es wird eine Literaturrecherche durchgefiihrt, um sicherheitsrelevante Aspekte
aufzuzeigen. Anhand der gewonnenen Informationen konnen einflussreiche Komponenten iden-
tifiziert werden. Sind die Ressourcen zur Durchfithrung von Testtétigkeiten begrenzt, so kann
eine risikobasierte Analyse dieser Komponenten durchgefiihrt werden. Auf diese Weise werden
Komponenten zur detaillierteren Betrachtung ausgewéhlt. Es wird eine systematische Literaturre-
cherche je Komponente durchgefiihrt, um mogliche Schwachstellen zu identifizieren. Aus diesen
Schwachstellen werden Testfille abgeleitet. Diese Testfélle sollen sicherstellen, dass eine Imple-
mentierung gegen bekannte Sicherheitsprobleme geschiitzt ist. Techniken wie Aquivalenzklas-
senbildung und Grenzwertanalyse werden verwendet um die Anzahl der erforderlichen Testfille

gering zu halten, ohne jedoch Aussagekraft zu verlieren.

Die Fallstudie wurde fiir eine Applikation zur Erstellung und Priifung von XML basierten Signatu-
ren durchgefiihrt. Testfille, die im Rahmen der Fallstudie entstanden sind, konnen auch auf andere
Signaturapplikationen fiir XML basierte Signaturen angewandt werden. Es werden sicherheitskri-
tische Aspekte der implementierten kryptographischen Operationen getestet. Weitere, sicherheits-

relevante Aspekte von Softwareimplementierungen sind gesondert zu betrachten.

SchllUsselworter

digitale Signaturen, Informationssicherheit, Kryptographie, Softwaretest.



Abstract

In this thesis we examine testing security aspects of software with cryptographic functionality.
Cryptographic implementations may contain flaws impacting or even void their security. Using
such implementations may provide a false sense of security. Thorough testing of cryptographic

software can improve this situation.

To provide an approach for testing cryptographic software, we analyse the particularities of crypto-
graphic operations. We research existing testing techniques and methodologies for testing security
aspects of software in general. Subsequently, we perform an evaluation of existing techniques and
methodologies regarding their applicability in the area of cryptography. We compile our approach
by incorporating techniques applicable. In the context of a case study, we apply our approach to

show its practicality.

We propose a black-box based testing approach. The only information required for this approach
are specification documents. Standard documents, defining the used cryptographic functionality
are identified, based on these specification documents. Additionally a literature review regard-
ing security issues is conducted. With information from both document types and the literature
review, critical components of the cryptographic operations used can be identified. A risk based
selection of testing scope is advisable, if resource limitations prevent an examination of all iden-
tified components. For each component within the testing scope a systematic literature research
is performed to identify possible security weaknesses. Test Cases (TCs) are derived, to assure an
implementation is not prone to the identified issues. Techniques like Equivalence Class Partition-
ing (ECP) and Boundary Value Analysis (BVA) are leveraged to reduce the number of TCs, while

maintaining the expressiveness of testing.

We applied our approach to an System Under Test (SUT) processing eXtensible Markup Lan-
guage (XML) based signatures. Test cases resulting from the case study can be applied to other
applications processing XML based signatures as well. Our approach covers security aspects of
cryptographic functionality. Other security aspects of software implementations have to be ad-

dressed separately.

Keywords

Cryptography, Digital Signatures, Information Security, Software Testing.
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Chapter 1. Introduction

1 Introduction

1.1 Motivation

Many of our everyday transactions involve digital systems. It’s of utmost importance to secure
these system. Cryptography may help to enhance digital system security. For this reason, cryptog-
raphy is a fundamental building block for the security of our digital systems. It’s used in a variety
of applications for various purposes. These include securing any kind of digital communication
and safe storage. Security attributes like confidentiality, integrity and authenticity can be provided
by cryptography. Processes to establish information security, including authentication and key

management rely on cryptographic operations as well.

Cryptographic operations may be implemented in software. Providing sound cryptographic imple-
mentations is a non-trivial task. High complexity is introduced due to the interdisciplinary nature
of this task. Implementing cryptographic software requires at least knowledge in cryptography,
mathematics and computer science. Libraries are provided to hide away the low-level details of
cryptography from software developers. Given used libraries are sound, they still have to be used
correctly to gain proper results. Examples are appropriate choice of algorithms and correct or-
dering of statements. Cryptographic algorithms may additionally rely on the use of nonces and
random values. Whenever cryptographic operations are performed, key management is an im-
portant topic. Revealing the secret key would render the entire operation useless. Storage of key
material has to be protected. This holds true for storage on a persistent medium as well as short

term usage in main memory.

The level of complexity and required knowledge render it difficult for software engineers to de-
velop secure cryptographic software. Therefore, flaws might be introduced during the develop-

ment life cycle.

Traditionally, cryptography has been considered by software developers one of the

most difficult to understand security controls. (Braga and Dahab [30])

Even marginal flaws may have drastic impact on the security of such implementations. Past se-
curity breaches like Freak [21], Logjam (2], Heartbleed [84], KRACK [119] or Apple’s goto bug
[85] demonstrate the significance of correct cryptographic software. Thus, flaws in cryptographic
software have the potential to wipe out the benefits we draw from using cryptography. Even worse,

the usage of flawed cryptographic software may give a false sense of security.

Approach for Testing Security Aspects of Cryptographic Software 1/88



Chapter 1. Introduction 1.2. Problem Description

1.2 Problem Description

Due to its sensitivity and specifics, crpytographic software requires a sophisticated testing process.
Functional testing may form the foundation for testing cryptographic software. Additionally, se-
curity tests may be employed. A combination of mentioned testing approaches would be sufficient
for most applications. The area of cryptography demands for further inspection. As an example,
encrypted text might look encrypted, but to test whether it’s really the ciphertext to the correspond-
ing plaintext, additional knowledge is required. Further, even a valid plaintext-ciphertext pair may
lead to security issues. This might be due to insufficient randomness or nonce reuse. Such be-
haviour is hard to test. Therefore, the cryptographic domain requires particular TCs to cope with

its specifics.

For above reasons, testing of cryptographic software requires meaningful TCs. Such TCs have to
fulfil high demands. They have to cover all different kinds of flaws, that may be introduced during
development. An in-depth examination of each part of the cryptographic software under test has
to be possible. This has to be accomplished by a manageable set of tests. The number of tests has
to be kept low, while retaining quality. A growing number of TCs is costly, and exhaustive testing
without proper selection of tests is impractical. An approach to generate TCs for cryptographic
software is required. With such an approach, software engineers would have a tool to cope with
the numerous requirements and the complexity specific to cryptography. The applicability of the
approach has to be shown in the context of a case study. In this case study, the approach is applied

to generate TCs for software, implementing a cryptographic operation.

Testing of cryptographic software is associated to the area of information security. Our method-
ology is aimed at testing functional aspects of cryptographic operations, which are relevant to

security. This includes
e choice and implementation of algorithms,
e scope of cryptographic operations and
e correctness of base functionality required for cryptographic operations

beside other topics. We don’t cover non-functional requirements like side-channel resistance or

network-related attacks that might arise e.g. from a Software as a Service (SaaS) architecture.

1.3 Solution

We propose an approach for testing security aspects of software with extensive cryptographic
functionality. The first step of this approach is dedicated to information retrieval. Software spec-
ification documents are analysed, and relevant standard documents are identified. This step is

completed by a literature research.

Based on the information from the previous step components relevant for security are identified.
A risk based analysis of the security impact of each component is performed. This allows for a

risk based selection of the testing scope, if only limited resources are available.
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Chapter 1. Introduction 1.4. Structure of Thesis

For each component within the testing scope a systematic literature research regarding security
aspects and weaknesses of the component is performed. Based on the output of these literature
researches TCs are derived. These TCs test, that an software implementation of cryptographic
functionality isn’t susceptible to the security concerns found during literature research. Techniques

including ECP and BVA are used to reduce the number of TCs required.

We perform a case study to show the practicality of the proposed approach. As subject of the case

study a software implementation in the area of eHealth is used.

1.4 Structure of Thesis

This thesis starts with an introduction in Chapter 1. The introduction covers a motivation, as well
as a problem description. Chapter 2 describes the current state of the art in testing cryptographic
software. Fundamental information, which is helpful for understanding the rest of this thesis is
provided in Chapter 3. Chapter 4 contains information about the subject we use as SUT in our
case study. Chapter 5 presents our approach for testing software with cryptographic functionality.
This is done in conjunction with our case study. An evaluation of our approach is conducted in

Chapter 6. The thesis concludes in Chapter 7.

Approach for Testing Security Aspects of Cryptographic Software 3/88



Chapter 2. Related Work

2 Related Work

2.1 Correctness of Cryptographic Primitives and Implementations

The security of cryptographic primitives and protocols has been extensively and is still an ac-
tive field of research. For example digital signature algorithms and padding schemes are studied
[13][33][52]. In the area of cryptographic protocols formal verification and correctness proofs are
investigated [92][100][64]. Though argumentations exist, that proofs may be incomplete or not
sound [116][38], there is a long history of scientific discussion on the topics of cryptography and

cryptanalysis.

To provide cryptographic services, implementations of mentioned cryptographic primitives and
protocols built upon them, are required. Much work has been done on formal verification of cryp-
tographic implementations and libraries [4][15][22][120][117]. Testing of cryptographic libraries
is conducted by [26], where Bleichenbacher et al. perform sophisticated tests for cryptographic
primitives including Rivest-Shamir-Adleman (RSA), Elliptic Curve Digital Signature Algorithm
(ECDSA) and Advanced Encryption Standard (AES) in different modes of operation. Basu and
Chattopadhyay show how to discover vulnerabilities against cache timing attacks [11].

2.2 Testing Certificate Validation and XML parsing

For testing validation of X.509 certificates the Federal Office for Information Security (Bundesamt
fiir Sicherheit in der Informationstechnik (BSI)) in Germany provides a tool and dedicated TCs
[69]. In a Public Key Infrastructure (PKI) certificate validation serves the crucial purpose of
binding an entity to a public key. Consequently, the correct validation of presented certificates
is a fundamental prerequisite for asymmetric encryption schemes. This tool covers certificate
validation of implementations. By using this tool, no notion of security can be inferred for the
entire crpytographic operation. Application of encryption or signing might be subject to several
other pitfalls beside certificate validation. Accordingly additional testing effort is required to cope

with operations in a PKI.

Another prerequisite for XML signatures is the correct handling of XML documents. Spith et al.
and Morgan and Al Ibrahim provide partially overlapping lists of XML based vulnerabilities in
parsers [115][96]. Jan, Nguyen, and Briand evaluate popular XML parsers in [73]. They state,
that may parsers are still vulnerable to XML based attacks known for years.

Approach for Testing Security Aspects of Cryptographic Software 4/88



Chapter 2. Related Work 2.3. Research in XML Signature Security

2.3 Research in XML Signature Security

In the context of XML Signature (XMLDSig) Mclntosh and Austel discovered XML Signature
Wrapping (XSW) attacks in [91]. They distinguish between different categories of XSW attacks
and propose countermeasures for each category. Many authors build upon the work of McIntosh
and Austel [53][14][105]. Their work is aimed at XSW attacks in the area of Simple Object
Access Protocol (SOAP). SOAP depicts an entirely appropriate context for XSW attacks, but there
are others as well. In [114] Somorovsky et al. employ XSW attacks to break the authentication
protocol Security Assertion Markup Language (SAML). But XSW attacks, also called XML
signature rewriting attacks, are not limited to the two examples above. XSW attacks are in general

applicable to every appliance of XMLDSig.

The XMLDSig standard [10] and the referenced best practices therein [67] contain information
on securing XMLDSig. They point out the security impact of different possible transformation
algorithms in XMLDSig. eXtensible Stylesheet Language Transformation (XSLT) may be abused
to mount Denial of Service (DoS) attacks. Another example is the handling of namespace infor-
mation during canonicalization. This issue, which is also investigated in [74], may lead to XSW
attacks if not addressed properly. Additionally the importance of SigningTime is elaborated. Sign-
ingTime is property of the signature and contains the point in time when the signature was created.

Hill further researches XSLT transformations and their extensions in [66]. Especially the possibil-
ity of command injection utilizing XSLT is explained. Exploiting an XSLT extension it possible
to gain remote code execution on a machine verifying a corrupted digital signature according to

XMLDSig. Hill also provides mitigation possibilities.

In [88] Mainka, Somorovsky, and Schwenk present a tool for testing SOAP based web services.
Many of the TCs implement XML specific attacks, like coercive parsing and oversized payload.
Attacks on standards based on XML, like XMLDSig or XML Encryption (XMLEnc) are imple-
mented as well. XSW attacks are suitable for every piece of cryptographic software, that performs

XML signatures.

2.4 Security Testing Methodologies

Well established methodologies for network security testing exist [107][7][109]. These method-
ologies focus on network security testing. Other aspects of secure software are covered as well,
including physical access and human factors. An evaluation of those testing methodologies is per-
formed by Prandini and Ramilli in [104]. The methodologies and their evaluation don’t address
the specifics of cryptographic software. Therefore, their valuation in the cryptographic domain
is limited. In contrast, the approach of Gilbert Goodwill, Jaffe, Rohatgi, et al. is appropriate for
testing cryptographic software. They present a methodology for testing side-channel resistance in

[59]. Such an approach only covers side-channel attacks.

In [31] Braga and Dahab present Development of Secure Cryptographic Software, a software
development methodology. This Methodology covers the different phases of the development life

cycle from requirements, over design and software construction to testing as well as deployment

Approach for Testing Security Aspects of Cryptographic Software 5/88



Chapter 2. Related Work 2.4. Security Testing Methodologies

and operations. The testing phase consists of so-called functional security tests and penetration

tests. No methodology is provided to derive TCs.

Engelbertz et al. present a methodology for testing electronic IDentification, Authentication and
trust Services (eIDAS) in [48]. The authors focus on SAML based Single Sign On (SSO). They
divide their approach into the categories Transport Layer Security (TLS), message level security
and web application security. The categories TLS and message level security cover known attacks
on cryptographic protocols. No comprehensive security analysis from cryptographic primitives up

to higher level protocols is performed.
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3 Preliminaries

In this chapter we discuss the fundamentals required throughout this thesis. We provide an intro-
duction to digital signatures, XMLDSig and some cryptographic background. We discuss defi-
nitions of security in the context of digital signatures. Further, we summarize functional testing

techniques relevant for this thesis. Readers familiar with these topics may skip this chapter.

3.1 Digital Signatures

Diffie and Hellman [45] publicized digital signatures in 1976. The authors describe them as cryp-

tographic tokens aimed to provide

e authenticity
e non-repudiation and

e integrity

of digital content. Digital signatures are often processed by applying asymmetric cryptographic
operations. Such operations use key pairs. Each key pair consists of public and a private key.
A signature is created utilizing the private key. The verification of the signature can be done by
anybody in possession of the message and the corresponding public key. Different standards exist

for the creation of digital signatures, including

PKCS#1 [76],

Secure/Multipurpose Internet Mail Extensions (S/MIME) [106],

XML Signature [10] and

Cryptographic Message Syntax (CMS) [68].

A Qualified Electronic Signature (QES) is a digital signature, which is legally equivalent to a
hand-written signature. To provide QES special requirements according to the eIDAS regulation
by the European Parliament have to be fulfilled [49]. Examples for such requirements are that
a signature has to be uniquely linked to signatory and that a QES is capable of identifying the
signatory. For the technical implementation of the additional requirements so-called qualifying

properties are added to the signature. These are standardized in

e PDF Advanced Electronic Signature (PAdES) [71],
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e CMS Advanced Electronic Signature (CAdES) [70] and

e XML Advanced Electronic Signature (XAdES) [41][72].

eIDAS further contains restrictions regarding signing certificates and signature creation devices.

3.2 XML Based Signatures

3.2.1 XML Signature (XMLDSig)

The XMLDSig standard [10] defines syntax and processing rules for XML based signatures.
XMLDSig is very flexible. It’s not restricted to XML payload. Signature processing can be
applied to any kind of digital content. Multiple resources can be covered by a single signature,
regardless of their location. Referencing resources by e.g. a Uniform Resource Identifier (URI)
enable objects within the same document, local resources as well as remote content to be signed.
When referencing XML content, it possible to select a tree structure and omit specified parts within

this structure.

Listing 3.1 shows a simplified example of an XML signature. The Signature element contains
all required information about the signature. SignediInfo defines what and how to sign along-
side transformations that are applied before signing. SignatureValue contains the Base64 encoded
value of the actual signature. Information about keys for signature validation can be placed in a
optional Keylnfo element. If the public key is not contained, a verifying application must have
implicit knowledge of the key. Signed documents, or parts of them, may be processed by diverse
applications. Given any of them are not supposed to obtain any key information, Keylnfo can be
omitted. Canonicalization of the SignedInfo element is performed by applying the algorithm spec-
ified in CanonicalizationMethod. This processing is required, because SignedInfo is provided to a
hash function as input. Semantically not meaningful differences in XML documents are removed.

Such differences include white spaces, character encodings, ordering of elements and processing

1{<Signature Id="MyFirstSignature" xmlns=".../xmldsig#">

2| <SignedInfo>

3 <CanonicalizationMethod Algorithm=".../xml—cl4nll"/>
4 <SignatureMethod Algorithm=".../xmldsig—more#rsa—sha256"/>
5 <Reference URI=".../">

6 <Transforms>

7 <Transform Algorithm=".../xml-cl4nll"/>

8 </ Transforms>

9 <DigestMethod Algorithm=" .../ xmlenc#sha256"/>

10 <DigestValue>...</DigestValue>

11 </Reference>

12| </SignedInfo>

13| <SignatureValue>...</SignatureValue>

14| <KeylInfo>...</KeyInfo>

15| </ Signature>

Listing 3.1: Example of a XML Signature
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of namespaces. SignatureMethod defines hash function and signature algorithm for signing. The
standard requires implementations to support RSA with Secure Hash Algorithm (SHA) with 256
bits of output (SHA-256), ECDSA with SHA-256 and Digital Signature Algorithm (DSA) with
SHA-1 (signature verification only). Combinations of above signature algorithms with different

hash functions are recommended and optional according to the standard.

Multiple occurrences of Reference is allowed. Each identifies a data object to be signed. Trans-
forms is a optional list of transformations applied to the data object prior to hashing. Beside
mandatory transformations like e.g. canonicalization, the standard allows custom transformations.
The hash function for hashing the referenced element is specified in DigestMethod. SHA-256 and
SHA-1 are required by the standard, even though use of the latter is discouraged. Using SHA-224,
SHA-384 and SHA-512 is optional. In either case, the created hash value is stored in DigestValue.

To create a XML signature, the following steps are required:

1. Transformations determined by the signing application are applied to a data object.
2. Hash the resulting data.

3. Create a Reference element containing the applied transformations, hash algorithm and hash

value of the data object. Repeat steps 1-3 for each data object to be signed.

4. Create a SignedInfo element with a choice of CanonicalizationMethod and SignatureMethod.

Append all Reference elements.
5. Apply canonicalization according to the algorithm in CanonicalizationMethod.

6. Hash and sign the canonical form of SignedInfo with respect to SignatureMethod. Place the

computed value in a Signature Value element.

7. Create a Signature element containing SignedInfo, SignatureValue und optionally KeylInfo.

It may be, that some applications may not be able to validate all signatures correctly. This is due
optional parts of XML signature standard [10]. Thus valid signatures may be rejected in some
cases. Validating a XML signature is split in two parts, reference validation and cryptographic
signature validation. Reference validation ensures, that signed data objects have not been tampered
with. Integrity of the SignedInfo element is guaranteed through cryptographic validation of the

signature value. To validate references

1. Create the canonical form of SignedInfo and repeat steps 2-5 for each Reference element.
2. Obtain the referenced data object.

3. Apply transformations specified to the data object.

4. Compute the hash value of the resulting data.

5. Compare the hash value to the content of DigestValue. Validation succeeds for identical

hashes.
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Cryptographic signature validation is performed by

1. Obtain the public key for signature validation from KeylInfo. If no Keylnfo element is

available the public key has to be provided by an external source.

2. Apply public key operation according to SignatureMethod to the content of SignatureValue.
Thus obtain hash’

3. Compute hash by hashing the canonical form of SignedInfo according the the hash function

specified in SignatureMethod.

4. Validation succeeds if hash = hash’'.

There are three different options for signature placement. Signatures can be enveloping, enveloped
or detached. The types for signature placement are illustrated in Figure 3.1. Enveloping signatures
contain the data object to be signed as additional element within the Signature element. In an
enveloped signature, the Signature element is a subsection of the signed XML tree. In this case it’s
important, that the Signature element is not considered when processing the data object. Detached

signatures share a common root with the data object, or may even be located in another document.

Root element
] signed |— 1d="123" |

Reference | —{ URI="#123"

Signedinfo

Reference |{ URI="#123"

signed |—{ 1d="123" }//’?

b
7
7 Signedinfo

Reference | —{ URI="#123"

signed |——{ 10="123" |

Figure 3.1: XML Signature type: Detached, Enveloping and Enveloped [113]

3.2.2 XML Advanced Electronic Signature (XAdES)

XAdES adds qualifying properties to an XML signature, contributing to legal validity. The quali-
fying properties are split up into signed and unsigned properties, as illustrated in Figure 3.2. Both
are contained by an Object element, which is a direct successor of the Signature element. The
integrity of signed properties is protected by the signature. This means one Reference element
pointing to SignedProperties is required. Unsigned properties are not covered by the signature
and may therefore be modified after signature creation. A verifying party may even add further
information to UnsignedProperties and redistribute the document without invalidating the signa-

ture.

The actual content of SignedProperties and UnsignedProperties depends on the XAdES profile
used. The profiles are built upon each other. Each profile adds functionality and provides a differ-

ent level of protection. The following profiles are available according to [41]:

XAdES-BES (Basic Electronic Signature) fulfils all basic requirements for QES. All signed
properties are part of XAdES-BES. Other profiles add unsigned properties only.

Approach for Testing Security Aspects of Cryptographic Software 10/88



Chapter 3. Preliminaries 3.2. XML Based Signatures

XML Advanced Electronic Signature

XML Signature

Signed Properties l Unsigned F'r{:peniesl

Keylnfo l

Signature 1

Signed Info l

Figure 3.2: Content of an XAdES signature

1{<ds:Object>

2| <QualifyingProperties>

3 <SignedProperties>

4 <SignedSignatureProperties>

5 (SigningTime)

6 (SigningCertificate)

7 (SignaturePolicyldentifier)
8 (SignatureProductionPlace)?
9 (SignerRole)?

10 </SignedSignatureProperties>
11 <SignedDataObjectProperties>
12 (DataObjectFormat )

13 (CommitmentTypelndication) *
14 (AllDataObjectsTimeStamp ) *
15 (IndividualDataObjectsTimeStamp ) x
16 </SignedDataObjectProperties>
17 </SignedProperties>

18 <UnsignedProperties>

19 <UnsignedSignatureProperties>
20 (CounterSignature ) x

21 (SignatureTimeStamp )+

22 (CompleteCertificateRefs)
23 (CompleteRevocationRefs)

24 ((SigAndRefsTimeStamp )* |

25 (RefsOnlyTimeStamp) )

26 (CertificatesValues)

27 (RevocationValues)

28 (ArchiveTimeStamp )+

29 </UnsignedSignatureProperties>
30 </UnsignedProperties>

31 </ QualifyingProperties>
32|</ds:Object>

Listing 3.2: Structure of XAdES-A

XAdES-T (Timestamp) adds a timestamp created by a Time-Stamp Authority (TSA). This proves,

that the signature was created before the timestamp.

XAdES-C (Complete) adds references to certificates and revocation information. Depending on
the location of the actual data this might allow for offline verification. Additional times-

tamping of references is necessary.
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XAdES-X (eXtended) either creates a TSA timestamp over XAdES-C references or over the
references, SignatureValue and the XAdES-T timestamp.

XAdES-X-L (eXtended Long-term) embeds the actual certificates and revocation information
in UnsignedProperties. This enables long term support without relying on a third party

regarding verification information.

XAdES-A (Archive) provides an archiving mechanism for XAdES. Before the cryptographic al-
gorithm used for signing may become weak, a timestamp over the XAdES-X-L profile can
be calculated by a TSA using a secure algorithm. This guarantees, that the signature was
created before an algorithm was broken. Thus, the signature can still be deemed as correct
after a signature algorithm becomes insecure. It’s the most comprehensive profile defined

in [41]. Listing 3.2 depicts the structure for all available elements.

Timestamps are created by a trusted party, the TSA. They are added in many places to provide
additional protection. Using timestamps, it’s possible to prove that cryptographic algorithms and
key sizes were adequate at the time of signature creation. This implies, that the signature can still
be deemed valid after some aspect of the signing operation is no longer secure. The timestamp
itself is protected by signature from the TSA. The TSA should employ stronger cryptographic
algorithms, or at least larger key sizes to provide additional protection.

3.3 Introduction to Cryptography

To provide digital signatures, cryptographic schemes involving a public/private key pair are fre-
quently used. Asymmetric cryptography provides such schemes. Asymmetric cryptographic
schemes make use of trapdoor functions to provide security. A trapdoor function should be easy
and fast to compute, but hard to invert without the trapdoor information. This trapdoor informa-
tion is known as private key. Everyone can compute the trapdoor function using the public key.
Inverting it is only efficient using the private key, which has to be kept secret. In asymmetric

cryptography trapdoor functions are based on hard mathematical problems including:

e Integer Factorization Problem (IFP) [94]
e Discrete Logarithm Problem (DLP) [90]

e Elliptic Curve Discrete Logarithm Problem (ECDLP) [82]

Neither of these problems is intractable. By using key sizes aligned to the underlying problem,
inverting the trapdoor function can become computationally expensive. [8] gives estimations for
key sizes for asymmetric algorithms to achieve a certain level of security. Table 3.1 illustrates this
for RSA and ECDSA. The larger key sizes for RSA result from the existence of sub-exponential
algorithms to solve IFP. As these procedures are much faster than exhaustive key search, consid-
erably larger key sizes are required. This fact limits the efficiency of RSA at higher security levels

[8].

Approach for Testing Security Aspects of Cryptographic Software 12/88



Chapter 3. Preliminaries 3.3. Introduction to Cryptography

Security level RSA ECDSA
80 bits 1024 bits | 160-223 bits
112 bits 2048 bits | 224-255 bits
128 bits 3072 bits | 256-383 bits
192 bits 7680 bits | 384-511 bits
256 bits 15360 bits | 512+ bits

Table 3.1: Security level of asymmetric cryptographic algorithms

Disregarding a concrete scheme, digital signatures are obtained by applying a private key oper-
ation to the hash of a message. The result of this operation is the signature. Verification of the
signature is conducted by inverting the initial operation. In this case the public key is used as
trapdoor information. If the result of the inverted operation equals the hash of the message, it
can be assumed, that the message has been signed by an entity in possession of the private key.
Additionally, it is important to identify the person or organisation a key pair belongs to. For this

purpose the public key can be bound to an entity by e.g. a X.509 [39] certificate.

In the following sections we introduce well-established digital signature schemes that are also

approved for signing XML documents [10].

3.3.1 RSA

RSA, named after its inventors Rivest, Shamir, and Adleman, was presented 1978 in [108]. Itis a
public key cryptosystem and can be used to create and verify digital signatures. RSA is based on
IFP. IFP states, that given a number n, which is a product of two large primes, it is difficult to find
the two primes. Boneh and Venkatesan argue breaking RSA might not be equivalent to factoring
in [28]. This claim has not yet been approved or disapproved. Therefore the exact security of RSA
is indeterminable. Otherwise solving the IFP definitely breaks RSA.

As already mentioned, RSA is a public key cryptosystem and therefore requires a public and a
private key. The generation of such a key pair is described in [108] as follows. One needs to
choose two large, distinct primes p and ¢q. The multiplication of these two primes results in the
public modulus n. The Euler totient function ¢(n) gives the number of positive integers that are

co-prime to n. This means, that they don’t share a common prime factor. [108]

Pq 3.1
p—1)-(¢g—1) (3.2)

p(n

The private exponent d can be chosen, with the restriction that it is co-prime to ¢(n). This is
denoted in equation 3.3, where gcd represents the greatest common divisor. Finally the public

exponent e can be calculated as the multiplicative inverse of d (mod ¢(n)). [108]

ged(d, o(n)) =1 3.3)
e-d=1 (mod p(n)) (3.4)
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The parameters above form the RSA key pair. The public key and the private key consist each of
the two integers (e, n) and (d, n) respectively. ¢, p and ¢ are not part of the key pair. It is important
to note, that they must be kept secret. Otherwise an attacker could compromise the private key

using equation 3.4. [108]

Once a key pair is generated, encryption and decryption can be performed. Therefore the message
M is represented as integer with an upper bound of n — 1. Longer messages have to be split up
into block and each block is processed independently. Encryption F and decryption D are defined

as

C=E(M)=M* modn (3.5)
M =D(C)=C? modn=M*? modn (3.6)
Me? = MFeMH = M (mod n) (3.7)

where C' denotes the ciphertext. It can be seen, that encryption and decryption are inverse opera-
tions. Obtaining a digital signature using the RSA cryptosystem is very similar to its encryption
and decryption operations. Only the order of applying these operations is changed. To sign a
message M it’s decrypted using the private key. The public key can afterwards be used to verify
the signature S. [108]

S =D(M)=M? modn (3.8)
M =E(S)=5° modn=M%* modn (3.9)
M%¢ =M (mod n) (3.10)

3.3.2 Padding Schemes for RSA Signatures

Due to the properties of RSA, the signature scheme shown above contains some loopholes rele-
vant to security [27][93]. When signing small messages for instance, there might be no reduction
mod n. This would allow to calculate the private key used for the signature. Another issue with
so-called textbook RSA is its homomorphic property RSA(X -Y) = RSA(X) - RSA(Y') [93].
By leveraging this property, an attacker would be able to forge a signature for message X - Y after
observing signatures for messages X and Y. Signature Scheme with Appendix (SSA) are used to
circumvent these and other security relevant properties of textbook RSA. Simplified the message
is hashed before it’s signed in such schemes. At the time of writing there are two such schemes
standardized in the Public Key Cryptography Standard (PKCS) [76]. In particular PKCS#1 de-
fines RSA Signature Scheme with Appendix - PKCS#1 Version 1.5 (RSASSA-PKCS1-v1_5) and
RSA Signature Scheme with Appendix - Probabilistic Signature Scheme (RSASSA-PSS). Both
schemes provide an Encoding Method for Signature Appendix (EMSA). We describe these en-
coding methods in the following paragraphs.

RSASSA-PKCS1-v1_5 was first defined in [78] and is still part of the current PKCS#1 standard
[76] for compatibility reasons. It depicts a deterministic encoding operation. First the message to

be signed is hashed. The hash, together with an identifier for the hash algorithm, is encoded using
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Distinguished Encoding Rules (DER) as specified in [118]. A padding string with hexadecimal
values Oz F'F' is created to pad the encoded message to desired length. The encoded message £ M

is then represented as
EM = 0200||0z01|| PS||0x00||T

where P.S and T denote the padding string and the DER encoded hash respectively. The encoded
message is signed using the private RSA key. To verify the signature the original message is again
encoded and compared to the result the public key RSA operation on the signature. If the two

encoded messages equal, the signature is deemed to be valid.

RSASSA-PSS is the current choice for new applications creating RSA signatures. The signature
scheme was first proposed by Bellare and Rogaway in [12] and standardized in PKCS#1 [76].
In contrast to RSASSA-PKCS1-v1_5 RSASSA-PSS is a probabilistic scheme. A random salt is
used to compute the encoded messages. Therefore, the signature verification process can’t re-
encode the sent message, without knowing the salt. As a result a dedicated encoding verification
mechanism is required. The encoding operation as shown in Figure 3.3 is split into following

steps:

1. Hash the message M as mHash = Hash(M ), where Hash denotes the hash function.
2. Generate a random salt.

3. Let M’ = padding;||mHash||salt, where padding; is fixed octet string consisting of eight

Zero octets.

4. Compose the data block D B as a concatenation of an octet string containing zeros, followed
by an 0201 octet and the salt. DB = 0200...0200]|0x01||salt

5. Let H be the hash of M’.

6. Compute maskedD B as maskedDB = DB @ MGF(H) and set the leftmost bits to zero
to ensure the correct length of the encoded message. M G F' is a Mask Generation Function

that fits the hash function applied in the first step.

7. Concatenate the encoded message EM = masked D B|| H ||0xbc.

The message encoded by means of RSASSA-PSS is signed as described in equation 3.8 with a
private key. [76]

To verify the resulting signature, equation 3.9 is applied. This provides the verifier with the orig-
inally encoded message. To obtain the original salt the last part of the encoding operation is
inverted as follows. Out of the encoded message the values for maskedDB and H are extracted.
By calculating DB = maskedD B @® M GF(H) the original salt can be obtained. Using this salt,
the encoding operation can be repeated to compute H'. According to the conformance of H and

H' the digital signature is accepted or rejected. [76]
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M
Hash
’
M’ = padding, mHash salt
DB = padding, salt Hash
év ( :
h 4 A
EM = maskedDB H bc

Figure 3.3: EMSA-PSS encoding operation [76]

3.3.3 Elliptic Curve Digital Signature Algorithm (ECDSA)

To improve the security of digital signatures, elliptic curve cryptography can be used. More pre-
cisely, elliptic curves that are calculated over prime fields = or binary fields Form. ECDSA and
its underlying mathematics are described in [75]. The increase in security results from the shift
from the hardness of ECDLP, for which no sub-exponential algorithms exist. An elliptic curve E

over [Fm is defined as

v =2 +a-x+0b (3.11)
4-a+27-b*#0 (mod p) (3.12)

where z,y,a,b € Fym. The order of E is defined as the number of point (x,y) for that equation
3.11 is satisfied and the neutral element O. O is a special point at (0,00). n is the order of a
point P € E. It is the smallest n € N such that n - P = O. To compute on elliptic curves and
the points on them, operations like addition or doubling of a point are required. The definition of
those operations is best explained geometrically. An addition of two distinct points P = (z1,y1)
and Q = (x2,y2) on E is shown in Figure 3.4a. Therefore a line is drawn through the two points.
For elliptic curves there is always a third intersection of such a line with the curve. The point at
this intersection is mirrored along the x-axis to obtain the result of the addition R = (x3,y3). To
double a point P = (x1,y1) a tangent line to elliptic curve is drawn at point P. The tangent line

intersects £ at another point. The intersection point is again mirrored along the x-axis to obtain
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R = 2 - P. This operation is illustrated in Figure 3.4b. The inverse of a point P = (z1,y1) on E

is defined as its reflection in the x-axis. Therefore —P = (x1, —y1). [75]

P=(x, yl)/,/”/

N

Q = (z,, ,L’ﬁ/)/ =

P=(x,y)

R=(xs, 1)

(a) Addition on an elliptic curve. R = P + @ (b) Doubling a point on an elliptic curve. R =2 - P

Figure 3.4: Operations on elliptic curves [75]

The knowledge of how to operate on points on elliptic curves enable the definition of the ECDLP.

The ECDLP states, that given two points P and () on an elliptic curve E following the equation

Q=k-P=P+P+...+P (3.13)

k times

it is hard to determine £ € N. The level of difficulty to solve ECDLP can be compared to the one
of DLP. While in the DLP the cyclic group Z,, defines the hardness of the underlying problem, for
ECDLP this is defined by the curve E. The choice of secure elliptic curve is therefore essential
for the security of ECDSA. [75]

To create ECDSA signatures as standardized in [51], a suitable elliptic curve E over a finite field

[F, has to be chosen. As mentioned above, there are two possibilities for g. Either

q = p, where p is prime or 3.14)
g=2m (3.15)

for binary fields. The curve E over the finite field F, together with a base point G € E(IF,;) forms
the domain parameters that have to be shared among collaborating entities. Like in all asymmetric
encryption and signature schemes a key pair is required. The private key d is an integer chosen at
random in the interval |1,n — 1]. The public key is computed as ) = d - GG, which is a point on

E. Such a key pair is valid in conjunction with the chosen domain parameters. [75]

A signing entity has to perform the following steps to create a signature for message M:

1. Randomly select an ephemeral key &k such that 1 < k£ < n — 1, where n is the order of the
base point G.

2. Compute k - G = (z1,y1).
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3. Compute r = z; mod n.
4. Compute s = k=1 - (hash(M) +d-r) mod n.

5. If r=0o0rs =0 gotostep 1 and repeat.

As in DSA, the signature is represented as the integer tuple (7, s). The verification of such a

signature takes place using the same domain parameters according to the following steps:

1. Verify, thatr, s € [1,n — 1].

1

2. Compute u; = hash(M) - w and ug = r - w, where w = s~ mod n.

3. Compute X = uy -G + ug - Q.
4. Reject the signature, if X equals the special point O.
5. Let x5 be the x coordinate of X and compute v = 22 mod n.

6. Accept the signature (7, s) iff v = r.

3.4 Notions of Security

Security evaluations of digital signatures require a common understanding of what security means
in the context of digital signatures. Goldwasser, Micali, and Rivest categorize in [61] different
kinds of attacks and define their notion of security. Throughout this thesis we stick to their defini-
tions, which are summarized below. For the remainder of this section we refer to A as the entity
under attack. So A is creating digital signatures using its private key. The following kinds of

attacks, which are listed in order of increasing severity, are distinguished:

e Key only attacks, where an attacker is only able to obtain A’s public key, but doesn’t have

access to messages or signatures.

e Known message attacks, where an attacker is able to capture a number of corresponding

message-signature-pairs. The attacker has no influence on the content of the messages.

o Generic chosen message attacks, where an attacker is able to capture a number of corre-
sponding message-signature-pairs. The messages are additionally chosen by the attacker.
All messages are fixed before the attacker can see any signature. This is a generic attack can

target everyone applying the signature scheme used. It’s independent of A’s public key.

e Direct chosen message attacks can be described as generic chosen message attacks that are
targeted against a single user A. Thus, A’s public key is available to an attacker before he

chooses the message content. Signatures are still not available at this time.

o Adaptive chosen message attacks is the most generalized kind of attacks. An attacker may
query A for signatures of chosen messages. Messages can be chosen with respect to A’s

public key and previous signatures obtained. This is obviously the strongest attacker model.
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Signature schemes, and their implementations, should be secure against all of the above attacks.
Being secure means that an attacker is not able to break a signature scheme with non-negligible

probability. Breaks may arise in one of the following categories:

e Existential forgery means, an attacker is able to forge at least one signature. The attacker has
no control over the message the signature is created for. The message may be meaningless

or even random.

e Selective forgery means, an attacker can forge a signature for a message chosen by the

attacker a priori.

e Universal forgery. An attacker finds a functionally equivalent signing algorithm. The at-

tacker is therefore able to forge signatures for arbitrary messages.

o A total break compromises A’s private key.

3.5 Testing Techniques

Testing is a widespread approach for validation of software [18]. It’s an expensive task. Myers,
Sandler, and Badgett argue in [97], that half of development time and costs is consumed by soft-
ware testing for typical projects. Testing techniques can be leveraged to structure testing activities
to achieve better results. Structural and functional testing can be distinguished in software testing

[98]. In this thesis, we focus on functional testing techniques.

Functional testing is often also referred to as black box testing. No internal knowledge of the
SUT is required. Testing is performed along the interfaces of the SUT. Inputs are validated to
produce outputs according to product specification. To avoid exhaustive testing, which might be
impractical for a large input set, functional testing techniques are applied. Their aim is to reduce
the number of TCs while maintaining test quality. In the remainder of this section we introduce

functional testing techniques relevant to this thesis.

3.5.1 Equivalence Class Partitioning

ECP divides the input domain into different classes. The values of each class are expected to
produce the same behaviour when provided as input to SUT. If partitioning is done accurately,

testing one value is equivalent to exhaustively testing all values of an entire equivalence class [23].

To partition the input domain, first all input and output variables are identified. This is done using
information about intended behaviour of SUT depending on its input. Such information can be
taken from exact software specifications, which are a prerequisite for ECP. All input variables
are divided into at least one valid, and a number of invalid partitions. Equivalence classes are

combined to form TCs. Combinations resulting in meaningless TCs are omitted.

Testing all meaningful combinations ensures completeness under the assumption that values grouped
into a equivalence class are truly equivalent. ECP reduces the costs for testing, but requires effort

for grouping the input.
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3.5.2 Boundary Value Analysis

ECP may reduce redundancies and the number of TCs to execute, but it’s not a stand-alone tech-
nique. Nidhra and Dondeti state, that it has to be supplemented by BVA [98]. The SUT may
work correctly for a set of values within an equivalence class. Special values however might be
error-prone. Such special values have turned out to appear at the boundaries of equivalence classes
[23]. BVA suggests testing slightly below and above the upper and lower boundary of an valid

equivalence class as well as an average value.

Let = be an integer input variable with a valid equivalence class in the range [1,100] and two
invalid equivalence classes represented by the ranges [—oo, 0] and [101, +o0c]. TCs according to
BVA would include x = 0,1, 50,100, 101. Such test vectors can reveal programming mistakes

like confusing operators like < and <=.

3.5.3 Orthogonal Array Testing

Orthogonal Array Testing (OAT) is a technique to reduce the number of required TCs in combina-
torial testing. It provides a maximum level of coverage with a minimal number of TCs [98]. This
is achieved, by combining parameters pair-wise. Nidhra and Dondeti present an example with
three parameters (A, B and C) in [98]. Each parameter can be assgined the values 1, 2 and 3. This
results in a total of 3% = 27 combinations. OAT allows to reduce the number of TCs to 3 - 3 = 9,

while representing all possible pairs. The TCs for this example are depicted in Table 3.2.

Testcase | A| B | C
1 1113
2 11212
3 1131
4 21113
5 21212
6 21311
7 31113
8 31212
9 31311

Table 3.2: Reducing TCs by applying OAT [98]
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4  Subject of the Case Study

In this chapter, we introduce the subject of our case study. We give a product overview, explain
its characteristics and area of application. Then, we outline the requirements relevant for the case
study. We present application interfaces for cryptographic operations where necessary for the
scope of this thesis. If not outlined otherwise, information in this chapter is based on product

specification documents [56][58].

4.1 Overview of the Operational Area of the Security Box

The subject of our case study is a security box managing digital communication. Digital signatures
and encryption are parts of its functionality. An example of such a security box is the Konnektor,
as specified by Gesellschaft fiir Telematikanwendungen der Gesundheitskarte mbH (gematik).
The Konnektor is part of the German eHealth initiative. This initiative introduces compulsory and
optional applications. Electronic master data management is compulsory. Management of medical

emergency data and the exchange of electronic prescription information is optional.

In eHealth, information and communication technologies are used to provide efficient health care.
To provide medical services, the different actors need to communicate with each other. Such actors
include (but are not limited to) doctors, dentists, pharmacies, hospitals and care facilities. We
refer to them as care takers. Currently, the communication between care takers is often analogue,
or via fax or electronic mail. These communication channels might not be secured properly. A
security box is aimed at improving this situation. It connects the different care takers with a central
processing infrastructure in a secure manner. Due to the compulsory participation of all Germans,

security box instances have to handle the health data of millions of inhabitants.

Providing strict data protection is a first-level goal of the security box. For this purpose, the secu-
rity box is specified to be a networking component. It’s placed within the network of a care taking
facility. Within this network it controls access to the central processing infrastructure as well as to
the internet. Additionally, the security box acts as firewall to protect the local network. Security
is important in such a security box. Implementation may be subject to certification procedures. In

the example of the Konnektor, the BSI has to certify implementations before usage is permitted.

The area of application for such a security box is not limited to eHealth. It can be used, wherever
secure communication between different locations over an insecure channel is demanded. In this
thesis we base our assumptions of the security box on the specification given by gematik. This

specification focuses on eHealth applications.
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4.2 Security Features of the Security Box

Security box instances may operate on the health data of many inhabitants. Health data is sensible,
and has to be protected by all means. Attributes like confidentiality, authenticity and integrity have
to be ensured for transmitted data. Therefore, the security box is designed with security in mind.
A high-security architecture is employed to provide state of the art protection. The protection

mechanisms include

e logical separation of functional and non-functional components (e.g. virtualization),
e smartcard based authentication,
e secure storage and

e cryptographic protection

beside others. In the context of this thesis, cryptographic operations are significant. Especially
digital communication over insecure channels like the internet relies on cryptographic operations
to provide security. Cryptographic operations supported by the security box for this purpose are
illustrated in Figure 4.1. TLS and Internet Protocol Security (IPsec) are cryptographic protocols.
Techniques for testing cryptographic protocols already exist [22][120]. The security box supports
different encryption and signature operations. Symmetric and hybrid encryptions schemes are
supported for the encryption of different content types. Different options for digital signatures

provided by the security box are shown in Table 4.1.

care taking facility central processing infrastructure

card reader ' : )
(terminal) : ' processing
: : and storage

e B e
© Konnektor : E———
. ' VPN eHealth
: © concentrator applications
central
network
client(s)
Internet 5 5 5
: <« —>
layer : : IPsec :
Transport “TLS>e— TLS —>
layer : : :
Ap?ﬁ“;::lon <« Encryption and digital signatures —>

Figure 4.1: Cryptographic operations Supported by the Security Box (from [58] With Modifica-
tions)
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Signature type Categorization

XMLDSig non-QES

XAdES QES

CMS non-QES

CAdES QES

PDF/A non-QES

PAdES QES

S/MIME non-QES
RSASSA-PKCS1-v1_5 | non-QES (verification only)
RSASSA-PSS non-QES (verification only)

Table 4.1: Signature types supported by the security box

We decide to perform our case study on the topic of XML signatures (XMLDSig and XAdES).

This is an exemplary topic to show the applicability of our approach.

4.3 Specified Requirements for XML Signatures

Our approach is based on the product specification. In this section we summarize the requirements,

that are relevant for our further procedure.

4.3.1 Cryptographic Algorithms

The product specification contains precise restrictions regarding cryptographic algorithms. The
security box must use RSASSA-PSS with SHA-256 for signature creation. The key size for RSA
is specified with 2048 bits. Any hash values required in the context of signature creation have to

be created using SHA-256 as cryptographic hash function.

More algorithms are defined for signature verification. RSASSA-PSS and RSASSA-PKCS1-v1_5
with key sizes between 1976 and 4096 bit have to be supported. Additionally, ECDSA over prime
fields IF,, on the elliptic curve P256rl as specified in [87] has to be supported by the security
box. Regarding cryptographic hash functions, SHA-256, SHA-384 and SHA-512 are considered

appropriate according to the specification.

RSASSA-PKCS1-vl_5 was allowed until the end of 2017, but is considered outdated now. The

usage of inappropriate algorithms has to be stated in the verification report.

4.3.2 Additional Requirements to XML Signature Standard Conformance

XMLDSig uses URI identifiers to identify cryptographic algorithms. The currently standardized
version XMLDSig doesn’t provide an identifier for RSASSA-PSS [10]. To solve this issue, the
product specification defines the identifier "http://www.w3.0rg/2007/05/xmldsig-more#sha256-
rsa-MGF1". This identifier has to be used for RSASSA-PSS signatures. In this case the salt
length is fixed. It has to conform with the output size of SHA-256 (256 bits).

XSW attacks are a threat to XML based signatures [53][91][114]. gematik is aware of this issue.

The specification requires an implementation to be resistant against XSW attacks. No concrete
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information is given on how to assure this durability against signature wrapping. gematik further
specifies, that only XML content should by signed using XML based signatures. References must
always point to XML payload.

The XAdES profile is specified by the specification documents. The security box has to implement
o XAdES-BES conforming with Chapter 6 of [42] (B-level conformance), supplemented by
e a signature timestamp according to XAdES-T and

e revocation values according to XAdES-X-L.

Above description results in signatures according to XAdES-X-L. This is required, as only sig-
natures sticking to the normative XAdES profiles are allowed [72]. Signatures with inconsistent

element composition should therefore be rejected.

1|<ds:Object>

2| <QualifyingProperties>

3 <SignedProperties>

4 <SignedSignatureProperties>

5 (SigningTime)

6 (SigningCertificate)

7 (SignaturePolicyldentifier)
8 (SignatureProductionPlace)?
9 (SignerRole)?

10 </SignedSignatureProperties>
11 <SignedDataObjectProperties>
12 (DataObjectFormat) x

13 (CommitmentTypelndication) *
14 (AllDataObjectsTimeStamp ) *
15 (IndividualDataObjectsTimeStamp ) *
16 </SignedDataObjectProperties>
17 </SignedProperties>

18 <UnsignedProperties>

19 <UnsignedSignatureProperties>
20 (CounterSignature )

21 (SignatureTimeStamp )+

22 (CompleteCertificateRefs)
23 (CompleteRevocationRefs)

24 ((SigAndRefsTimeStamp ) * |
25 (RefsOnlyTimeStamp) )

26 (CertificatesValues)

27 (RevocationValues)

28 </UnsignedSignatureProperties>
29 </UnsignedProperties>

30 </QualifyingProperties>
31|</ds:Object>

Listing 4.1: XAdES profile of security box signatures

The profile for XAdES signatures created by the security box is illustrated in Listing 4.1. Beside

using this profile for signature creation, the security box shouldn’t stick to this profile for signature
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verification. It should be able to accept signatures containing conforming XAdES profile. XAdES
Basline Profile [42] demands the following requirements. All qualifying properties have to be
incorporated into a single QualifyingProperties element, which has to be a direct child element
of ds:Object. No QualifyingPropertiesReference element is allowed. The certificate used for
signing should be present in the KeylInfo element of SignedInfo. Further certificates required for
certificate path validation are to be incorporated as well, unless they can be retrieved automatically
by verifying parties. The Certificate Authority (CA) certificate of a Trust-service Status List (TSL)
is not required. The certificate used for the signature is identified by its hash value and issuer serial
number in the element SigningCertificate. One DataObjectFormat element has to be present for
each signed data object, except the signed properties. The reference in these elements has to point
to a Reference element. Transformations are considered optional. An implementation may support
any transformation listed in Table 4.2. Canonicalization algorithms that preserve comments are

disallowed by the standard.

Transformation Identifier

Base64 http://www.w3.0rg/2000/09/xmldsig#base64

Canonical XML v1.0 http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315

Canonical XML v1.1 http://www.w3.0rg/2006/12/xml-c14n11

Excl. XML Canonicalization 1.0 | http://www.w3.0rg/2001/10/xml-exc-c14n#

Enveloped Signature http://www.w3.0rg/2000/09/xmldsig#enveloped-signature

Relationship Transform http://schemas.openxmlformats.org/package/2006/
RelationshipTransform

XPath Filtering http://www.w3.0rg/TR/1999/REC-xpath-19991116

XPath Filter 2 http://www.w3.0rg/2002/06/xmldsig-filter2

XSLT http://www.w3.0rg/TR/1999/REC-xslt-19991116

Table 4.2: Optional transformation algorithms

4.3.3 Specified Signature Policies

The specification documents for the security box define a signature policy for processing medical
emergency data [55]. Signing and verifying such data is affected by the signature policy. Signa-
tures conforming to this policy can be requested, by providing the Uniform Resource Name (URN)

urn:gematik:fa:sak:nfdm:ri:vi as SignaturePolicyldentifier. It is restricted to XML signatures.

Documents signed or verified using this policy are validated against the XML Schema Definition
(XSD) schema for emergency data management. Thereby, the root element of the document has
to be NDF_Document. The signature policy restricts the usage of interfaces for signature creation
and verification. It defines required parameters and values ranges for these parameters. Requested
operations not conforming to these restrictions have to be aborted with an error. Details on the
parameters and their allowed values are provided in [55]. Additional parameters not covered by
the policy may be supplied. If such parameters are optional, they will be ignored in conjunction

with this signature policy.
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4.4 Interfaces Relevant for the Case Study

The security box provides signature processing capabilities through a signature service. This
service is a SOAP based web service. Its interface is related to Digital Signature Services (DSS)
standard [47] by Organization for the Advancement of Structured Information Standards (OASIS).
Operations for creating and verifying signatures are provided. Further, operations to retrieve job
numbers for qualified signatures and stopping a signature creation operation are available. As we

concentrate on cryptographic operations, SignDocument and VerifyDocument are significant.

4.41 SignDocument

The SignDocument operation enables a client to create digital signatures. The request is illustrated
in Figure 4.2. Below we introduce the elements of this request. We omit optional elements not

relevant for XML signatures.

CardHandle identifies the smart card that should be used for signature creation. Actual signature
creation as well as private key information resides on smart cards only. The smart card type

controls whether QES or non-QES signatures are created.
Context contains information regarding mandant, client system, workplace and user.
TvMode is not processed by the security box.

JobNumber is a required parameter, that identifies the signature creation operation. Processing

can be stopped by means of this parameter. (see operation StopSignature in [56])

SignDocument [—] ==

ElAttribute
RequestiD

—L SIG:SignRequest

Figure 4.2: SignDocument Request [56]
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e meeessccccccca=a= 1

- -::dss:SignatureType E

...............................................

,L—w"dss:Schemas

t- Tn SIG:Viewerinfo
Figure 4.3: Optional Inputs of SignDocument Request [56]

SignRequest contains one or more signature tasks. The compulsory RequestID attribute identifies
a SignRequest, which is important if more than one SignRequest is present. By means of

Regestld SignRequests and SignResponses can be correlated.

Document contains the document to be signed. For XML based signatures the Base64 encoded

document is contained in the child element Base64XML.

IncludeRevocationInformation is a boolean flag. It allows for including current revocation in-
formation into the signature. Revocation is added to the elements specified by XAdES-X-L.

This feature is not applicable for non-QES signatures.

Optionallnputs contains additional inputs that may be used for refining the signature creation

process. Possible options are illustrated in Figure 4.3.

SignatureType allows the specification of a signature type. The URI "urn:ietf:rfc:3275" speci-
fies XML signatures. If left blank, the signature type is chosen according to the supplied

document type.
IncludeObject allows to request enveloping XML signatures.
SignaturePlacement allows to specify a location within an XML document for the signature.

ReturnUpdatedSignature provides capabilities to create parallel or counter signatures for a given

signature.

Schemas may contain XSDs. If supplied, the document is validated against these schema defini-

tions.

GenerateUnderSignaturePolicy allows for the specification of a signature policy, which is fol-

lowed for signature creation.
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ViewerInfo adds style sheets for displaying to the signature.

The security box responds to the SignDocument request with a SignDocument response. This
response is illustrated in Figure 4.4 and Figure 4.5. There are several SignResponses, one for
each SignRequest. SignRequest and SignResponse are realted through the RequestID attribute.
The Status element contains the state of the requested signature process. SignatureObject contains
the created signature. If the signature is added to the original document, DocumentWithSignature
contains the updated document. For XML signatures, the document is stored Base64 encoded in
the child element Base64XML. The element VerificationReport is not used by the security box.

B sttributes

> COHN:Status

SignDocumentResponse [-] == 2 S1G:SignResponse =
1.0

..................................

Figure 4.5: Optional Output of SignDocument Response [56]

4.4.2 VerifyDocument

The VerifyDocument operation enables a client to verify digital signatures. The request is illus-
trated in Figure 4.6 and Figure 4.7. Below we introduce the elements of this request. We omit
optional elements not relevant for XML based signatures. The elements like Context, TvMode
and Schemas conform to ones in the signature creation request as described in Section 4.4.1. We

won’t address them separately.

—,CCTX:Context

vertyboumen EH=—EH 1'_i':f:'_:'_:'_:'_:‘_:: """

.......................

—ESIG:IncludeRevocationlnfo l

Figure 4.6: VeriftyDocument Request [56]

Approach for Testing Security Aspects of Cryptographic Software 28/88



Chapter 4. Subject of the Case Study 4.4. Interfaces Relevant for the Case Study

_____________________ F - = dss:AdditionalKeyinfo
ST Optonaiiputs FHEREH o

- -e 231G TrustedViewerinfo

r
'
'
'
L

Figure 4.7: Optional Inputs of VerifyDocument Request [56]
Document contains the document enveloping the signature for enveloped signatures. In case of
detached signatures the corresponding document is contained.
SignatureObject contains the signature element, if it’s not contained in the document.

IncludeRevocationInfo allows to add revocation information to the signature. The revocation
information available at the time of signature verification is added to the corresponding

elements of XAdES-X-L. These are unsigned properties of the signature.
VerifyManifest enables a client to additionally verify an optional manifest.
UseVerificationTime lets a client specify a user-defined time to be used for signature verification.
AdditionalKeyInfo allows to supply additional key information.
ReturnVerificationReport may be used to request a extensive verification report.
TrustedViewerInfo is not processed by the security box.
The structure of the security box’s response to a verification request is depicted in Figure 4.8,
Figure 4.9 and Figure 4.10. VerifyManifestResults represents the results of a manifest verifica-
tion, if requested. This element is not present, if RequestVerificationReport was supplied in the
verification request. When revocation information was requested, updated signature is returned
with the response. In case of enveloped signatures, the updated document is returned in Docu-

mentWithSignature. The UpdatedSignature element is used for this purpose, when operating on

enveloping or detached signatures.

,COIIII:Sl.nus

SiG:VerificationResult

VerifyDocumentResponse EI—(—--— =

:---E SIG:OptionalOutputs

Figure 4.8: VerifyDocument Response [56]
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.......................

E',:I(::Higl'uLe\\vell-lesuIt |

|
|
-I SiG:VerificationResult [—] == ESIG:Timestamr.-Type | |
|
|

Figure 4.10: Verification Result in VerifyDocument Response [56]

The verification result contains a high-level result. The high-level result is valid if all (parallel and

counter) signatures in the supplied document are valid. It’s invalid if signature verification fails

for at least one signature, and inconclusive otherwise. Further, the verification result contains a

timestamp stating the time of signature creation. A type element distinguishes how the time was

determined.
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5 Testing Cryptographic Software

5.1 Introduction to Testing Security Aspects of the SUT

Testing cryptographic software is a non-trivial task. We present our methodological approach for
this issue in this chapter. This approach is aligned with the subject of our case study, a networking
device we call security box. Precisely, we apply the approach to derive TCs for XML based
signatures created and verified by the security box. The starting basis is a risk based selection
of the testing scope. To perform this selection, we split the signature service of the security box
into components and evaluate them regarding security implications. Based on this evaluation,
components for testing are chosen. Criteria therefore are the expected security implications of a
component in conjunction with the resources available for testing. Subsequently, each component
is assessed separately. Information from specification documents, standards as well as scientific
literature is used to reveal potential security risks within the selected components. We derive TCs
for security relevant concerns. We leverage functional testing techniques to keep the amount of
required tests low. Nevertheless, we attempt to achieve completeness in testing. By completeness,
we mean, that examined components are fully covered by TCs. Correctness of testing techniques

is presumed for this purpose. We stick to this assumption for the rest of this thesis.

The remainder of this chapter is structured as follows. In Section 5.2, we present the method-
ological approach we use for testing security aspects of software with cryptographic functionality.
The following sections provide information about applying our approach in the context of the case
study. In Section 5.3 we perform a risk based selection of the testing scope. Section 5.4 contains
general considerations regarding XML based signatures and Section 5.5 deals with cryptographic
algorithms. The remaining sections cover selected functionality of XAdES. Reference handling is
elaborated in Section 5.6, transformations in Section 5.7 and the adherence to signature policies is
covered in Section 5.8. This chapter ends with an examination of timestamps in XAdES in Section
5.9.

5.2 Methodological Approach

In this section, we summarize our methodological approach for testing security aspects of software
in the cryptographic domain. At this point, the description of our approach is deliberately kept
general. We don’t cover specifics of digital signatures in order to make it applicable to related
issues in the area of cryptographic software. We break down the approach into phases. These
phases have to be conducted step by step to obtain feasible results. We define the following

phases:

1. Information retrieval

Approach for Testing Security Aspects of Cryptographic Software 31/88



Chapter 5. Testing Cryptographic Software

5.2. Methodological Approach

2. Classification of components
3. Analysis of security risks

4. Generation of TCs

The approach results in TCs for security testing cryptographic aspects of an SUT. These TCs as-
sure cryptographic security without performing exhaustive testing. Figure 5.1 depicts an overview

of our approach. We discuss the details in the following sections.
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Evaluation

Y

y

Risk-Based
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Generation of TCs
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Figure 5.1: Methodological Approach for Testing Cryptographic Software
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5.2.1 Information Retrieval

The first task is to gather information about the SUT. The SUTs specification documents provide
a starting point for information retrieval. Based on the specification, referenced documents and
standards have to be searched for more detailed information. We further suggest a systematic
literature research regarding security concerns of employed cryptographic operations. Different
approaches for systematic literature researches exist. We don’t stick to a particular approach within
this thesis. This choice is left to adopters of the approach. Information about systematic literature
research approaches is provided in [32][9][35][122]. This list is non-exhaustive. Other approaches
may be used.

5.2.2 Classification of Components

This step is based on the information gathered in the first task. Using this information, adopters
are able to identify components of cryptographic operations. In a black box setting the knowledge
about the internals of the SUT is limited. Identification of components based on its software
modules is therefore difficult. We propose classification based on the structure of the output of
the operations in question. Specified functionality may be used to further refine the process of

identification. This approach yields important building blocks within the SUT.

Identified building blocks are analysed regarding their impact on the security of the entire op-
eration. This analysis is based on information about security concerns gathered during the in-
formation retrieval phase. To classify components, we perform a risk exposure estimation. Our
risk exposure estimation is based on two measures. We rate the likelihood of an security incident
and its possible impact. Values from one to three indicating low, medium and high for the corre-
sponding measure are assigned. The likelihood of an security incident is rated by examining the
difficulty of correct implementation and the difficulty of exploitation of examined component. We
base the rating of the impact of exploitation on the notions of security described in Section 3.4.

Notions of security will vary as cryptographic operations change.

Resource limitation is an issue in software development projects [86]. As a result, resources for
security testing are limited as well. We establish a testing scope to address this issue. Compre-
hensive security testing should be applied to avoid products containing vulnerabilities. If resource
limitations require the reduction of testing scope, the most important parts have to be covered. The
risk exposure of a component is calculated based on the ratings for impact and likelihood. This is
done by multiplying the numerical values assigned. Components with high risk exposure should

be covered in the testing process. A graphical assessment, as shown in Section 5.3.3, is possible.

5.2.3 Analysis of Security Risks

During component classification we identify components that have to be examined more closely.
A literature research regarding security issues and known vulnerabilities is performed for each
component. Multiple security concerns may arise for each component. Security concerns based
on the literature research are categorized. A security analysis is performed for each category to

reveal potential security risks. If security risks are found, the category might be skipped. The SUT
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is analysed regarding its susceptibility to the revealed security risks for all other categories. This
analysis is performed in the form of security testing. Meaningful test cases are required to perform

such testing. The results of this analysis is used in the next phase to generate these test cases.

5.2.4 Generation of Test Cases

The generation of test cases is the last phase of this approach. Test cases to cover each identified
security risk are generated. The number of test cases required will vary between security risks.

This might be as a consequence of different severity and susceptibility by the SUT.

The number of test cases should be kept as low as possible, without affecting test completeness.
Thorough testing is required to avoid security issues in the SUT. In the same time, only limited re-
sources are available for security testing. To address those requirements we leverage the following

techniques:

e ECP
e BVA

e OAT

In case any other techniques are employed, they have to cope with the conflicting requirements of
resource limitation and test completeness. This behaviour has to be ensured by adopters of this

methodological approach.

5.3 Risk Based Selection of Testing Scope

In this section, we discuss the selection of a testing scope for our case study. Testing of crypto-
graphic software should be conducted in a comprehensive way. Nevertheless, resource constraints
may prevent thorough testing. An approach to optimize testing effort and limit the risk of vulnera-
bilities is required. We therefore provide a risk based approach for selecting an appropriate scope
for testing. Based on the work of Felderer and Schieferdecker in [50] we define steps to identify,
assess and select components of the SUT. We describe our approach and apply it to the subject of

our case study.

5.3.1 Determination of Components of the SUT

We use two types of documents to determine the components of the SUT. The first type is spec-
ification documents. Beside first components, we identify referenced standards by means of the
specification. Possibly not all cryptographic operations are covered by the specification and ref-
erenced standards. In this case, we add such standards to our consideration. Information from
standard specifications helps to refine component definitions we made from specification docu-

ments.

As stated in Section 4.2, we choose XML based signatures within the signature service of the

security box as our scope for the case study. Accordingly, we identify the standards for XMLDSig
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Figure 5.2: Components identified in context of XML based signatures

[10] and XAdES [72][41] by means of the specification document [56]. The evaluation of the
two standards and the specification document leads to the components illustrated in Figure 5.2. In
addition, Table 5.1 outlines, which components were identified by the specification document and
which by the standard documents. Components appearing in both categories can be identified by
each document type. This highlights, that all components could have been identified by exami-
nation of standard documents only. Identification of standard documents is however based on the

specification document.

We consider certificate validation as a general topic, not specific for XAdES signatures. Every
kind of cryptographic operation in a PKI is based on certificate validation, including the handling
of revocation information. Tools for testing certificate validation like [69] already exist. These

topics are not stated in Figure 5.2, and we exclude them from further considerations in this thesis.

Specification Standard

Cryptographic algorithms Cryptographic algorithms

Signature policies Signature Policies

Timestamp protection mechanism | Timestamp protection mechanism

Parallel signatures Parallel signatures

Counter signatures Counter signatures
Transformations
Referencing in XML signatures
Canonicalization

Table 5.1: Identification of Components by Document Type

5.3.2 Risk Exposure Estimation

To estimate the risk exposure of components, we assess the likelihood of a security incident as

well as the possible impact according to [50]. For each component we assign the values low
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(1), medium (2) or high (3) in both categories to classify them. Regarding the likelihood of a
security incident we consider the probability of software errors in combination with the measure
of exploitability. For example, exploitability is used in [60] to measure the difficulty of exploiting
a vulnerability. An indication for the rating of the impact of a security incident is desirable as
well. A concrete definition might not be constructive, because different cryptographic operations
may require different measures. For our case study covering XML based signatures, we consider
the notions of security for digital signatures described in Section 3.4. Where these notions are
applicable, we assign low for an existential forgery, medium for a selective forgery and high
impact for a universal forgery or a total break of the scheme. In the remainder of this section, we

perform such an estimation based on the components from Figure 5.2.

The component we identified as cryptographic algorithms includes signature algorithms and hash
algorithms. Both kinds of algorithms are crucial for performing digital signatures. Many im-
plementations of such cryptographic operations contain mistakes [85]. Thus, we assume a high
probability of errors. Rating exploitability more ambiguous. Some vulnerabilities may require
sophisticated cryptographic attacks, while in some cases a simple attack utilizing some computa-
tional power might be sufficient. Due to this ambiguity we assign a high likelihood of an incident.
Vulnerabilities in employed algorithms might lead to a total break. This means a high impact

rating.

Referencing in XMLDSig is a major issue, as it may make implementations vulnerable to XSW
attacks [53]. While XSW attacks are easy to exploit, their mitigation is less trivial. We pointed out
research in this direction in Section 2.3. We assign a high likelihood rating. With an XSW attack
it is possible to verify signed documents with almost arbitrary modifications as correct. From a
cryptographic point of view this is not a universal forgery, but has the same consequences. This

results in high impact rating.

Throughout XML signatures transformations are applied. Transformations ensure unambiguous
input for further processing steps in the presence of different preprocessing mechanisms like de-
serialization. The standard doesn’t limit transformation algorithms. Even command injection
allowing for remote code execution is possible [66]. Remote code execution is not covered by
the notions of security we use. Nevertheless, it has a very high impact. Command injection as
described by Hill can be performed easily. Mitigation is quite simple as well. Limiting support for

dangerous operations is sufficient. We rate the likelihood of an incident as medium.

In the context of XAdES, signature policies can be employed to enforce rules for signature creation
and verification. Legal and contractual validity of a QES may be based on such rules. There is
a variety of properties that can be covered by a signature policy. Examples are the usage of a
explicit data format or restrictions regarding the commitment. Due to the diversity of applicable
rules, signature policies might become complex. Complexity bears potential for implementation
errors. Still, the likelihood of flaws is well below components like cryptographic algorithms. We
assign a medium likelihood. Inappropriate signature policy handling results in creation of invalid
signatures or wrong verification results. As XAdES is to provide legally binding digital signatures,

we consider medium impact for flawed signature policy handling.

Approach for Testing Security Aspects of Cryptographic Software 36/88



Chapter 5. Testing Cryptographic Software 5.3. Risk Based Selection of Testing Scope

Timestamps are added to XAdES signatures to provide evidence about the time of signature cre-
ation. This is accomplished by hashing the data in question and sending that hash to a TSA. The
TSA creates a timestamp that contains the requested hash and signs the timestamp. Timestamp
verification assures validity of signatures even after their cryptographic algorithms have become
insecure or key got compromised. If the timestamp proves, that a signature was created before
the security incident, the signature can still be deemed valid. In our case study we operate on
health data. Health data processed and signed today has to be protected by the signature for many
years to come. We expect intensive use of timestamping to provide the required level of long
term protection. As a reason, we deviate from our risk estimation procedure proposed above for
rating likelihood. Because of the expected, intensive usage in the future we assign the value high.
Breaking a timestamp isn’t equivalent to breaking the signature at hand. Only if the signature is
compromised beforehand, breaking timestamp protecting is equivalent to a universal forgery. As

preconditions apply, we assume a medium impact of incorrect timestamping.

Namespace handling depends on XML canonicalization. Depending on the concrete algorithm
used, XSW attacks are possible. Signature wrapping has high impact, but as only a small subset
applies we assign medium impact. Mitigation of a vulnerable algorithm on the other hand is

simple.

XML documents may contain multiple signatures. We distinguish parallel signatures and counter
signatures by their dependence on other signatures in the document. Parallel signatures are in-
dependent of each other. The entire document is only valid if all contained signatures are valid.
For counter signatures additionally the order of signatures is important. This means, that e.g. two
parties (A and B) have to sign a document. The document is only deemed valid if A signs before
B does. The probability of an error is quite low. All signatures have to be valid and order has to
be ensured. Implementation issues might have major impact. An implementation might verify a

document as valid, only because one signature is correct. This enables for arbitrary forgeries.

Table 5.2 summarizes our estimations of likelihood and impact. Based on these values, quantitative

values for risk exposure might be calculated as likelihood times impact.

Component Likelihood | Impact
Cryptographic algorithms high high
Referencing in XML signatures high high
Transformations medium high
Signature policies medium medium
Timestamp protection mechanism | high medium
Canonicalization low medium
Parallel signatures low high
Counter signatures low high

Table 5.2: Estimation of likelihood and impact for XAdES components
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5.3.3 Scope Selection

Risk-based selection of testing scope can be done by ranking components along their risk expo-
sure. A graphical alternative, leading to the same outcome, is shown in Figure 5.3. The compo-
nents are added to the chart according to the risk estimation in Section 5.3.2. Components in the
upper, right corner are selected as indicated by the red line. These are the components with the

highest rise exposure rating.

parallel .
= and . : algorithms
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= counter transformations referencing
signatures
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© 2 - signature - .
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£ g policies
attributes
z |- and |
- attribute
certificates
low medium high
likelihood

Figure 5.3: Risk-based selection of components

Based on this argumentation and our risk-based selection approach, we examine the components:
cryptographic algorithms, referencing in XML signatures, transformations, signature policies and
the timestamp protection mechanism. We provide our approach for testing these components in

the next sections.

5.4 General Thoughts on XML Signatures

5.4.1 XMLDSig and XAdES

The SUT provides two different procedures to create and verify XML based signatures. The
two options are QES and non-QES signatures. Non-QES signatures are processed according to
XMLDSig [10]. QES signatures follow the XAdES standard [41]. As Figure 3.2 illustrates,
XAdES adds qualifying properties to an XMLDSig signature. No modifications on the structure
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of XMLDSig are conducted. Signatures conforming with XAdES contain an additional reference
within SignedInfo. This is required to protect qualifying properties that mustn’t be altered. The
number of references is not limited by XMLDSig. We don’t consider this additional reference a

change in structure.

We assume, that testing XAdES signatures is sufficient to cover XMLDSig and XAdES. This as-
sumption reduces the amount of required TCs, because it allows us to remove many duplicated
tests. Without this assumption we would have to execute many TCs twice, once for XMLDSig
and once for XAdES. We stick to this assumption for the remainder of this thesis. The use of
a single component for XML based signatures in the implementation is a prerequisite for this
assumption. It’s difficult to prove this property using a black-box approach. We show the equiv-
alence in the implementation by comparing a XMLDSig and a XAdES signature over the same
Data To Be Signed (DTBS). After signature creation, we remove the reference to the qualifying
properties from SignedInfo. Then we compare the two signatures, excluding the actual signature
value. Due to the additional reference to the so called signed properties the actual DTBS differs.
The probabilistic signature algorithm implemented in the SUT would result in different signature

values, even for the same DTBS. We ignore elements added by XAdES for this comparison.

XMLDSig splits its core validation into reference validation and signature validation. No par-
ticular order is assigned to those operations [10]. Reference validation might contain dangerous
operations (transformations, references, etc.), if SignedInfo hasn’t been authenticated beforehand.
For this reason, signature validation should be performed before reference validation [67]. We test
for this behaviour, by supplying a document with broken signature and reference, and validate the
verification result. Signature validation may require key information from KeylInfo, which might

contain dangerous operations as well. These will be covered in the corresponding sections.

For XAdES signatures to be correct, a defined structure has to be accomplished. We cover this
structural requirement in the next section. Beyond that, some specific elements with certain values
have to be present in valid signatures. We described these elements in Section 4.3.2 and summarize

the important points below. There has to be:

e a DataObjectFormat element for each signed data object, except for SignedProperties
e a ds:Reference element referencing SignedProperties

e ads:Reference element referencing KeyInfo

Testing above requirements for signature creation is straightforward. Examining a signature cre-
ated by the SUT regarding the respective elements is sufficient. To test the signature verification
process, manipulated signatures are required. Such manipulated signatures can be obtained using
a configurable signature creation device. Deviations from standardized or specified design should
be detected by the SUT.
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5.4.2 XAdES Profiles

The structure of XAdES signatures has to conform to defined profiles. If the elements of a signa-
ture don’t form a valid profile, the signature has to be rejected during signature verification [72].
We assume, that the SUT uses XSD validation to verify the compliance to XAdES profiles. XSD
was introduced to validate the structure of XML documents [54]. Therefore its usage for profile
validation is ideal. Software components for validating XML documents against XSD schemas ex-
ist. Further, XSD definitions of XAdES elements are available in the appendix of [41]. Using this
building blocks should result in stable validation and also takes optional elements into account.
We suggest, to use an ECP approach for testing profile validation. We propose an equivalence
class for each XAdES profile and for intermediate compositions of elements. This partitioning is
depicted in Figure 5.4. We assume, that testing one instance of each equivalence class is sufficient
to assure, that XAdES profiles are handled correctly during signature verification by the SUT.

Each missing or additional element invalidates the signature. This has to be detected by the SUT.
missing intermediate intermediate

elements XMLDS'9| composition XAdES| composition | XAJES-T

intermediate XAJES-C intermediate XAJES-X intermediate

composition | | composition | |_composition
intermediate XAdES-A with
XAdES-X-L | composition | XAdES-A | _additional elements

Figure 5.4: Equivalence classes for XAdES profiles

Signatures created using the SUT should stick to XAdES-X-L. This can be tested by creating a
signature using the SUT and validating its structure against an XSD schema. The XSD schema
used for testing of signature verification has to be modified to suit for this purpose. As stated in
Section 4.3.2, some additional restrictions to the XAdES-X-L profile apply to signatures created
by the SUT. These restriction require the following modifications to an XSD schema representing
standardized XAdES-X-L profile:

e Only support a single QualifyingProperties element
e Remove the option for a QualifyingPropertiesReference element

e Add the necessity for a KeyInfo element. This element has to contain a certificate

Obviously, TCs alongside these restrictions are required. Testing above constraints is straightfor-

ward and doesn’t require further considerations.

5.5 Cryptographic Algorithms

We identify two different types of cryptographic algorithms for processing digital signatures -

signature algorithms and cryptographic hash functions. Both are used for creation and verification
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of XML based signatures. To test the correct usage of cryptographic algorithms, we first ensure,
that only adequate algorithms are used. This is followed by an evaluation of the correctness of
each algorithm. Subsequently, we investigate whether randomness requirements are met. Tests

regarding the used key material complete this section.

5.5.1 Adequacy of Algorithms

Adequate cryptographic algorithms for the use in the SUT are specified in [58]. For signature cre-
ation only RSASSA-PSS in combination with SHA-256 as cryptographic hash function is allowed.

Signature verification has to support the following signature algorithms:

e RSASSA-PSS,
o RSASSA-PKCS1-v1_5 (outdated - for compatibility reasons only) and

o ECDSA over prime fields on the elliptic curve P256r1 [87]

The cryptographic hash functions SHA-256, SHA-384 and SHA-512 are designated by the speci-

fication.

The SignatureMethod element contains the combination of signature and hash algorithm used. We
use signatures created with different signature algorithms and hash functions to test signature ver-
ification. A variety of signature algorithms and cryptographic hash functions is available. Testing
all of them is not feasible. We propose an equivalence class partitioning approach to circumvent
this issue. Figure 5.5 and Figure 5.6 illustrate the equivalence classes for signature algorithms
and hash functions respectively. The algorithms for the valid and outdated classes are taken from
the product specification. Signature verification with an outdated algorithm should be possible.

Notice about the use of an outdated algorithm has to be present in the verification report.

valid outdated

RSASSA-PSS
RSASSA-PKCS1-v1_5

ECDSA on P256r1 over Fp,

invalid

ECDSA on P160r1 over Fp,

ECDSA on P256r1 over Fom

Figure 5.5: ECP of signature algorithms

We elect prominent signature algorithms and cryptographic hash functions for the invalid equiv-
alence class. DSA and ECDSA are major signature algorithms, standardized for XMLDSig [10].
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valid invalid

HA-1
SHA-256 SHA

SHA-384

SHA-512 SHA-224

Figure 5.6: ECP of cryptographic hash functions

ECDSA using other elliptic curves or operating on binary fields should not be supported accord-
ing to the specification. Message-Digest algorithm 5 (MD5) and SHA-1 are older cryptographic
hash functions, that have been used extensively in the past. SHA-224 is the only representative
of the SHA-2 family which is not supported. We believe those hash functions and signature al-
gorithms are appropriate to represent the corresponding invalid equivalence classes. To avoid full
combinatorial testing, we leverage OAT. OAT reduces the number of required TCs compared to

combinatorial testing.

Processing of the actual signature value requires a combination of a signature algorithm and a
cryptographic hash function. Beside that, cryptographic hash functions are used throughout the
processing of XAdES. XML elements containing hashes are:

e Reference

SignaturePolicyldentifier

SigningCertificate

CompleteRevocationRefs (might contain multiple hashes)

e all elements containing timestamps

Except the timestamping elements, all elements containing hashes use a DigestMethod element to
represent the hash algorithm used. Using DigestMethod, we can test all hashing operations during
signature creation for the use of correct algorithms. We reuse the equivalence classes from Figure
5.6 to test hashing operations during signature verification. We apply OAT to avoid testing all
possible combinations of performed hash operations and cryptographic hash functions.

The handling of hashing operations performed for the creation of timestamps is different. There,
the used algorithms aren’t stated within the XAdES structure. To avoid duplication, we cover this

issue in Section 5.5.2, when we test for correctness of the used algorithms.

5.5.2 Correctness of Algorithms

In the last section we assured, that only adequate algorithms are used for signature creation and
verification. The next step is to make sure, that adequate algorithms are used and implemented
correctly. We achieve this, by comparing our SUT with a reference implementation. We compare

the output of the hash operation of the SUT and the reference implementation. This comparison
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covers hash values for timestamps as described in the last section. Comparing them to a reference
implementation also ensures the use of SHA-256. Comparison isn’t required for all places where
hashes occur. We test a single occurrence in a reference element and all timestamps. We believe,
testing one hash operation is sufficient. Passing this test case with a faulty implementation would
mean to coincidently find a hash collision. This is highly unlikely for SHA-256. We test all
timestamps, because we don’t know the used hash function in these cases.

Modified versions of hashing algorithms may be used in closed environments, but might be sus-
ceptible to attacks [3][95]. The work on malicious hashing by Albertini et al. and Morawiecki
doesn’t cover the SHA-2 family. We nevertheless believe, that SHA-2 might also be vulnerable to
such attacks, because it is based on SHA-1 [43]. Therefore, correctness of hashing operations is

essential.

Simple output comparison is not applicable for RSASSA-PSS. RSASSA-PSS is a probabilistic
scheme using a random salt in its message encoding mechanism. As a reason, two signature
values over the same DTBS are different. This holds true, even if the signatures are created using
the same implementation. We perform the comparison by creating a signature using the SUT
and verifying it with the reference implementation and vice versa. This procedure is known as
differential testing and is illustrated in Figure 5.7. P; and P» denote the distinct implementations.
This approach is taken from [5]. Additionally, we create RSASSA-PKCS1-vl_5 and ECDSA

(P256r1) signatures using the reference implementation and verify it with the SUT.

4[Input generation]—‘

Private key

Public key

Figure 5.7: Differential testing of signature creation and verification [5]

For signature creation we don’t have much opportunities for modifying the input on cryptographic
algorithms. The only starting point is the input for hashing. Hash functions are designed to handle
arbitrary input data. We therefore don’t expect a high probability for revealing errors using this
starting point. XML vulnerabilities apply, but we don’t consider them as part of this thesis. These
vulnerabilities are covered in [73][115][96].
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Testing input validation in the process of signature verification yields more opportunities. For
each signature in a document, a signature value and several hash values are expected by the SUT.
According to the applicable standards, hash and signature values have to be provided as [77]
encoded data. Thus, we first test the Base64 decoding of supplied data. Security considerations
noted in [77] include

e invalid input (like NULL) should not break implementations and

e non-alphabet characters should cause rejection. If they are ignored by an implementation,

information leakage is possible.

We propose testing on the invalid subset of characters. Decoding of valid Base64 encodings is
performed in every successful signature verification. To reduce the amount of TCs we use an
equivalence class. This class only contains single, invalid characters. For testing, we modify a
valid, Base64 decoded octet string. For each test case, a valid byte is substituted by one from our
invalid equivalence class. We expect the SUT to respond with a defined error code. Undefined
behaviour would be the result of a broken Base64 decode operation. A response with a signature
verification result stating a broken hash or signature value would mean, that the implementation
skips invalid characters. Such behaviour, results in wrong input for further processing. We con-
sider a single place, where Base64 decoding takes place, representative for all Base64 decoding
operations. Different Base64 implementations would be nonsensical in the context of a security

critical device.

One equivalence class is sufficient to cover both security considerations stated above. We regard
non-alphabet characters as a subset of invalid input. The expected behaviour is the same. To find
appropriate values for the equivalence class we perform a BVA. We pick invalid boundary values,

as depicted in Table 5.3. Following this approach, we also cover off-by-one errors.

Dec | Hex | Character | Comment

64 | 0x40 | @ invalid boundary value
65 0x41 | A

66 | 0x42 | B

90 | Ox5A | Z

91 0x5B | [ invalid boundary value

Table 5.3: Exemplary selection of boundary values for Base64 decoding
To cover special characters we add the following values:

e 0x00 represents the special character NULL. This value is often handled explicitly by im-
plementations and hence a good value for testing. In C and related programming languages,

NULL is used terminator of strings. Incorrect handling might lead to truncation of data.

e 0xOA represents a line feed. Line feeds are common control characters and might introduced
while handling XML files.
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e OxFF as a value completely out of scope of American Standard Code for Information Inter-

change (ASCII), which Base64 encoding/decoding is based on.

The output of Base64 decoding forms input of the cryptographic algorithms employed. Signa-
ture algorithms and cryptographic hash functions operate on arbitrary octet strings. Therefore, the
content supplied to those algorithms might not be as important for testing as the content length.
The length of a RSA signature depends on the key used, while hash length depends on the hash
function. An implementation might rely on algorithm information to determine the length of input
data. Such a procedure is dangerous without additional input validation. Problems might arise
from flawed input validation as well. Implementations created using languages that are not mem-
ory safe may be susceptible to buffer overflows. Buffer overflows may lead to severe attacks,
including remote code execution. To cover this issue, we test for buffer overflows in the signa-
ture algorithm and hash function implementations used. This is accomplished by supplying two
different inputs. One should be longer than expected, the other shorter (after Base64 decoding).
When the result of Base64 decoding is stored in a internal buffer, errors might arise for imporper
input validation. If the SUT responds with different errors, we have found an indication for a
buffer overflow [25]. In Section 5.4 we suggest, to perform signature validation before reference
validation. Testing becomes more complicated if this suggestion is followed. In this case a valid
signature over a manipulated SignedInfo element (length of hash value) is required for testing.

This is a good example for effectiveness of our suggestion.

5.5.3 Randomness

Randomness plays a major role in cryptography. In many cases improper randomness allows
for breaking cryptographic operations. Both signature algorithms relevant for the SUT require
random numbers during signature creation. There are two parts, where randomness is required for
RSASSA-PSS signatures. Random numbers are required during key generation and for the salt

used in EMSA-PSS encoding. We investigate key material in Section 5.5.4.

Testing for randomness requires random samples for statistical analysis. To gain such samples,
salts from existing signatures can be extracted as shown in Figure 5.8. This is the same proce-
dure as used to regain the original salt during signature verification. Based on statistical analysis

insights on the quality of random data could be obtained.

We decide not to test the randomness of salts generated by SUT. Bellare and Rogaway describe
the robustness of PSS against randomness failures in [12]. The authors state, that PSS remains
provably secure, even for constant salts. A code review could be performed, if the source code of

the implementation is available. In this way the source of randomness could be checked.

ECDSA signatures rely on high quality random numbers. For each signature creation process,
a distinct ephemeral key is required. Reuse of this ephemeral key results in a total break of the
signature scheme [29]. The SUT only verifies ECDSA signatures. Therefore, the generation of
ephemeral keys is not performed. We consider these kind of random numbers out of scope for this

case study.
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EM = maskedDB hash Oxbc

DB = padding salt

Figure 5.8: Salt extraction from EMSA-PSS encoded messages

5.5.4 Key Material

Kerckhoff’s principle [102] is a standard assumption in cryptography. It states, that everything
about a cryptosystem, with exception of the encryption key, can be public knowledge without
compromising security. Digital signatures are often processed by applying asymmetric cryptogra-
phy. This requires a key pair consisting of a public and a private key. The private key is used for
signature creation. Verifying signatures is possible with the public key. The two keys obviously
have to be related to each other. This implies that parts of the key material are public knowledge
was well. Any cryptographic implementation must ensure that no conclusions about the private

key can be drawn from the public key.

In the setting of our case study, we don’t have access to private keys. We test the key material used
by the SUT solely by leveraging the public key information available. We disassemble the public
key into its components, and examine each component as far as our black box approach permits
it. ECDSA keys consist of a public, a private key and domain parameters. The domain parameters
are fixed for the specified curve of the SUT. The use of correct domain parameters is ensured in
Section 5.5.2. No method, beside solving the ECDLP, is known to the authors to gain information
about the private key from the public key.

The most obvious security measure is the key size. Key size equals the bit length of the public
modulus n for RSA. Key sizes for our case study are defined in [58]. The key sizes fixed for
signature creation is 2048 bit. Valid keys for signature verification may have key sizes in the
range [1976, 4096]. Such key sizes provide a security margin against improving factorization
results [36][80]. Testing key sizes for signature creation is straightforward. For testing key sizes
for signature verification we define three equivalence classes, a valid and two invalid ones. The
ranges for the invalid equivalence classes are [0, 1975] and [4097, co]. The valid equivalence
partition corresponds to the range specified for key sizes. We perform a BVA and add typical key
sizes to form TCs. The resulting set of key sizes in bit is {1975, 1976, 2048, 3072, 4096, 4097 }.
Certificates containing keys with mentioned key sizes are required to execute these TCs on the
SUT.
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Element Category
SigningCertificate comparison
SignaturePolicyldentifier comparison
DataObjectFormat comparison, dereference
CommitmentTypelndication comparison, dereference
AllDataObjectsTimeStamp dereference
IndividualDataObjectsTimeStamp | dereference
CounterSignature not categorized
SignatureTimeStamp dereference
RefsOnlyTimeStamp dereference
SigAndRefsTimeStamp dereference
SignedInfo.Reference dereference
Manifest.Reference dereference

Table 5.4: References in the SUT’s XAdES profile

Key sizes are not the only thing that can be tested. Different aspects regarding public and private
parts of the key material are relevant for implementation that generate keys. Our SUT doesn’t

generate keys. Therefore, we stop our examination of key material at this point.

5.6 Referencing in XML Signatures

In this section, we cover the different possibilities for referencing in XML signatures. We identify
occurrences of references and categorize them by type. Subsequently, we examine each category,

considering its specific requirements.

5.6.1 Categorization of References

We identify elements containing references to other content by exploring the appropriate standards
[10][41]. The SUT doesn’t support all XAdES profiles. We consider only XMLDSig elements
and XAdES elements required for the SUT. The subset of available XAdES elements used by the
SUT is described in Section 4.3.2. We categorize the referencing mechanism. Each mechanism
needs to be tested separately. We distinguish references by comparison and references through
dereferencing. By reference by comparison, we mean that a given value references an entity in
a certain context. As an example, a serial number may identify the singing certificate stored in
another location. Dereferencing allows for retrieving content stored in a different location. A
predefined protocol is used for information retrieval. The content is located using a URIL. The
elements containing such references for XAdES signature produced by the SUT are shown in
Table 5.4.

We don’t categorize the CounterSignature element. This element encapsulates another, entire sig-
nature. Therefore all kinds of referencing may occur. Occurring references are the same as in
the enclosing signature element. Testing all references twice would be redundant. We investigate
the references by comparison and through dereferencing in the next sections. We evaluate ele-
ments appearing in both categories twice. The decisive parts of such elements are handled in the

corresponding section.
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5.6.2 References by Comparison

In the last section we identified four elements providing references by comparison. The Sign-
ingCertificate element contains a reference to the certificate used for signature creation. The
actual certificate is referenced by a numeric serial number and the alphanumerical issuer name.
For signatures created by the SUT, the mentioned reference has to identify a certificate present
in KeylInfo. This can be tested easily. The signature verification process relies on information
supplied by the client. SigningCertificate, as well the other elements containing references dis-
cussed in this section, is a signed property. Therefore, it is protected against modifications by the
signature. The signing certificate however has a special role within the group of signed properties.
Information about the signing certificate is required to retrieve the correct public key for signature
verification. No validation of the signature value can be done before resolving the reference in
SigningCertificate. Testing the reference handling to resolve the singing certificate is of particular

significance.

We divide numeric serial numbers into equivalence classes. According to [39], certificate serial
numbers must be positive integers of up to 20 octets. This leads to the three equivalence classes
negative integers, positive integers up to 20 octets and positive integers longer than 20 octets. All
equivalence classes contain invalid values. Even tough positive integers up to 20 octets are valid
serial numbers in general, not all of them are valid references. Valid values additionally correspond
to the serial numbers of certificates present in KeyInfo. These numbers may vary from signature
to signature. We choose a valid serial number, one value of each of the equivalence classes and the
value zero for testing signature verification. We don’t test for overflows in numeric parameters, as
they are covered by supplying negative values. The second component for referencing the signing
certificate is the issuer name. The issuer name is represented as string. As for serial numbers,
the only valid values are the ones present in KeyInfo. We assume, that all strings, except valid
ones, are treated equally. Applying this assumption forms one large equivalence class. We select
a value of this equivalence class, a string containing a valid value and an empty string for testing.
Additionally, we leverage a long string to test for buffer overflows. Supplying null is not possible
due to XSD restrictions. Above derivation of test values leads to mostly negative values. As
a result, applying a OAT strategy is not reasonable. With respect to the chosen test values, we
suggest

e a positive test case,

failing test cases due to invalid serial numbers (with a valid issuer name),

failing test cases due to invalid issuer names (with a valid serial number),

a negative test case with invalid values for both parameters,

an empty issuer name with arbitrary serial number and

an unusual long issuer name with arbitrary serial number.
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The elements SignaturePolicyldentifier, DataObjectFormat and CommitmentTypelndication use
an URI to identify the corresponding entity. URI based referencing can be tested in a similar way
as referencing using strings. URIs have to follow requirements to be well-formed. As a result, we
need to distinguish between valid an invalid URIs in our examination. Requirements for URIs to be
valid are defined in [16]. We partition URIs into three equivalence classes. These are well-formed
and not well-formed regarding [16] and actually valid URIs in their scope of application. As for
strings above, only a subset of well-formed URISs is valid regarding the availability of referenced

elements.

We select a value from each equivalence class, supplemented by special values for testing. These
special values are an empty string, and a large string for provoking a buffer overflow. An empty
string represents a valid URI, but doesn’t correspond to a referenced entity in this case study. Tests

for each XAdES element in question involve

e a valid URI,
e a URI from the well-formed equivalence class (negative test) and

e anot well-formed URI or one of the special values.

We only test one malformed value per referencing element. As the performed action is the same for
each element, we expect the same error handling. We suggest to perform tests with well-formed

URIs for all elements, as the type of referenced content differs.

5.6.3 Dereferencing Content

Dereferencing content is an important and powerful feature of XML based signatures. It allows
signing of content, without embedding the content into the actual document. Powerful features

might imply serious security threats. This is the case for dereferencing content, as we show below.

We distinguish between internal an external references. In both cases, the reference is established
using an URI. Internal references are also called same-document references and are employed us-
ing empty URIs followed by an optional fragment. Internal references have to yield an XML Path
language (XPath) node-set. For external references in XML based signatures, it’s recommended
to provide support for HyperText Transfer Protocol (HTTP) dereferencing [10]. Other dereferenc-
ing schemes are not covered by the corresponding standard. The result of an external dereference
operation has to be an octet stream, if not required otherwise by a following transformation. The
specification of our SUT additionally restricts external resources to XML resources. Examples for

references are:

URI="" identifies the root element (including successors) of the current document

URI="#abc" identifies the element with ID attribute "abc" in the current document. "abc" is a

shorthand XML Pointer language (XPointer) [62] expression.

URI="http://example.com/document.xml identifies an external document document.xml. This

document is likely to be an XML document according to its file extension.
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URI=""http://example.com/document.xml#chapter1 identifies the node with ID="chapter1" of

the document described above.

We test signatures created by the Konnetor to be sound, and that only XML content can be ref-
erenced. The RefURI attribute of signature request is used for this purpose. To test, that external
references yield an octet string as response, we refer to an XML document containing an over-
sized payload attack. In an oversized payload attack the structure of XML is exploited to consume
huge amounts of memory while parsing. If the result of a dereference operation is provided as an
octet stream, such an attack does no harm. The same tests apply for signature verification. The

parameters supplying the input may vary.

The only URI scheme recommended for external references is HI'TP. No other scheme is men-
tioned by the standard documents, even though a variety of them exists. The Internet Assigned
Numbers Authority (IANA) maintains a list of registered schemes in [81]. Beside the support for
HTTP we test, that no other schemes are supported. For this purpose, we propose two equivalence
classes. A valid and a invalid class. The valid class only contains the HTTP scheme. For the
invalid class we choose two exemplary schemes - file and tcp. The file-scheme allows for local
file access. The tcp-scheme enables Transmission Control Protocol (TCP) requests. Both are not
required for signature creation or verification and should therefore be disabled. They would intro-
duce vulnerabilities to those processes. The sample the URI file:///etc/passwd would refer to the
password file in Linux file systems. TCP requests might enable e.g. TCP/IP stack fingerprinting.
This allows for identification of operating systems in place [112]. This is critical information. The
response of a dereferencing operation isn’t directly embedded into the signature. Only the hash
computed over the response is delivered back to a potential adversary. Adversaries can’t simply
extract this information. As long as a strong cryptographic hash function providing preimage re-
sistance is in place, no information should be leaked. Retrieval of sensitive information might be
possible in combination with another vulnerability. Spith et al. mention in [115], that an adversary
might issue a HTTP GET request to a server controlled by the adversary. By placing the sensitive
information in the path to the resource, the adversary is able to retrieve this information. Access
to any sensitive information should be restricted. For testing URI schemes, the parameter RefURI
can be used for the signature creation operation. Regarding signature verification, all signature
elements used for dereferencing are relevant. These are shown in Table 5.4. We assume, reference
handling is performed by a single component in the SUT. According to this assumption, the actual
element containing the reference is of minor importance. We test the three chosen schemes with

three different elements. We don’t perform exhaustive tests, as this would be redundant.

According to the specification, signatures created by the SUT should directly contain key informa-
tion in the KeyInfo element. KeyInfoReference and RetrievalMethod elements are discouraged.
This can be tested for signature creation easily. The SUT should be able to verify signatures
containing KeyInfoReference or RetrievalMethod elements referencing key information. Both el-
ements must reference a KeyInfo element [10]. Because the result of dereferencing must be a Key-
Info element, this KeyInfo element has to be processed independently. This procedure allows for

supplying direct or indirect cyclic references as shown in Listing 5.1 and Listing 5.2 respectively
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1|<RetrievalMethod Id="rl" URI="#rl1" />

Listing 5.1: Direct cyclic reference in RetrievalMethod [67]

<RetrievalMethod Id="r1" URI="#r2" />
<RetrievalMethod Id="r2" URI="#rl1" />

ot

15

Listing 5.2: Indirect cyclic references in RetrievalMethod [67]

[67]. The same approach for performing DoS attacks is feasible leveraging the KeyInfoReference
element. XMLDSig implementations should be able to handle such references gracefully [67]. We

test the behaviour of the SUT by supplying direct and indirect cyclic references in both elements.

Two more topics in the area of referencing in XML based signatures deserve attention. These are
XSW and Server-Side Request (SSR). Both have high impact and are important for the security of
the SUT. We devote separate sections to those topics. We cover SSR in Section 5.6.5 and XSW in
Section 5.6.4.

5.6.4 Server-Side Requests

In the previous section we assured, that only HTTP is used as scheme for dereferencing. But HTTP
references are not secure by default. When dereferencing a URI the SUT performs a SSR. This
communication pattern and its security is explored in [101]. Important for our testing approach is,

that the signature component performs HTTP requests for user-defined URIs.

SSR, or more precisely Server-Side Request Forgery (SSRF), can be exploited to perform differ-
ent kinds of attacks. As an example, a DoS attack could be launched. In case of our SUT, this
would mean to supply a large number of references, each resulting in the download of a large file.
[67] recommends to limit timeout values and the size for files retrieved over network connections.
Additionally, limiting the total number of references in encouraged. To test the SUTs resilience
against such DoS attacks we perform signature verification requests with malicious payload. One
of these payloads aims at retrieving large files (e.g. several GB) from a remote machine, stressing
the SUTs networking capabilities. Another verification request contains a huge number of refer-
ences. Regarding specification, the only limit to the number of requests is the limitation in size of
a single document. The upper limit is 25 MB per document. This is not sufficient to cope with
security requirements. In any case, the SUT has to respond to such malicious requests within an
acceptable amount of time. [57] specifies response times for signature verification. Large XAdES
signatures (25 MB) should have an average response time of nine seconds. As this is an average

value for large documents, we consider a response time of up to 20 seconds as acceptable.

According to its specification, the SUT must be logically separated [56]. Especially, the break
down into so-called Netzkonnektor and Anwendungskonnektor is important. The Netzkonnektor
provides networking facilities and secures the Anwendungskonnektor from illegitimate access.

The Anwendungskonnektor provides a variety of services, including the signature service. Not all
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Figure 5.9: SSRF using a malicious reference in the signature verification process

of these services should be accessible from an external client. References can be used to launch
SSRF attacks. Such an attack is illustrated in Figure 5.9. A VerifyDocument request containing
malicious references is used to get by the firewall. Once behind the firewall issues further requests
to resolve the references. These requests could fingerprint local resources or mount DoS attacks.

This doesn’t only compromise signature security, but the security of the entire SUT.

To test susceptibility to SSRF, we supply references to internal services to the SUT. SSRF can
occur, wherever URIs are dereferenced. All dereferencing elements, as categorized in Section
5.6.1, have to be considered. In this way logical separation of services, as required by the spec-
ification, is achieved. Internal services may be available from inside the Anwendungskonnektor.
They should however not be accessible through SSR. No internal services are required in the con-
text of dereferencing in XML based signatures. Dereferencing is conducted in different phases of
signature verification. Thus, we don’t rely on the same behaviour of dereferencing in all cases.
We test availability of internal systems for each kind of reference (see Table 5.4). If multiple in-
stances of an element are present, testing one of them is sufficient. Additionally, a SSR can be
provoked using the RefURI attribute of a signature request. We consider the certificate service as
a suitable sample from the class of services. The certificate service is used by the signature service
for the purpose of certificate validation. Nevertheless, it mustn’t be accessed by references within
signatures. Relying on ECP this would be sufficient. As we test using all referencing elements,
we pick a different internal service for each test case. This allows for testing more combinations

at the same cost.

Analysis of results for such test cases isn’t trivial. We don’t get a direct response from any internal
service. Their response is hashed before further processing. Signature creation depicts the easier
to test use case. The result of a dereference of RefURI is hashed, and subsequently the hash value
is placed in a Reference element. If signature creation is finished without error, we assume the sup-
plied URI has been dereferenced without an error. This means, that the referenced, internal service
is available when dereferencing URIs. This indicates a security risk. In case of an error, we rely on
assessing the SignDocument response. It may be possible to testify, whether the internal service

is available or not, depending on the kind of error. For signature verification we are constrained
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to the information provided in the verification report. We request an extended verification report,
to gain maximum information about the verification process. Even for successful dereference, the
verification will fail. The response of the internal service is hashed and compared to the supplied
hash value. As we don’t know about the reponse of an internal service, we can’t provide a correct
hash value. In Table 5.5, we give examples for possible errors that might occur during SSRF tests.
Correct behaviour in this context means, that internal services are not available for dereferencing.
Incorrect behaviour means, that an internal service is accessible, or that evidence for the existence

of a service is present. This list is by no means complete.

Error Behaviour
Timeout correct
HTTP 404 (Not Found) correct
Hash comparison failed incorrect
HTTP 401 (Unauthorized) incorrect
HTTP 405 (Method Not Allowed) | incorrect

Table 5.5: Exemplary errors for SSRF tests and their meaning

5.6.5 XML Signature Wrapping

Unambiguous referencing is crucial for XML based signatures. Ambiguous references may lead
to differing behaviour of signature processing and subsequent processing of application data. This
enables an adversary to launch XSW attacks. XSW is a serious threat to the security of XML
signatures. XSW attacks don’t require cryptographic knowledge. Insight in the referencing mech-
anisms provided by XML and related technologies is sufficient to perform serious attacks on XML
signatures. Figure 5.10 and Figure 5.11 illustrate an XSW attack for SOAP requests [89]. In this
example the original message is wrapped by another element and moved to a different location.
In its original location, a malicious message is placed. This procedure doesn’t have any impact on
referencing. As a result, application logic may process a different payload. Through the presence
of the original message in the document, the signature remains valid. SOAP request messages are
only an example for applying XSW attacks. In general, XSW attacks can be applied to any XML

document.

We only test resistance against XSW attacks for signatures created by the SUT. Signature wrap-
ping depends on e.g. referencing mechanisms and signature policies. Therefore, signatures sus-
ceptible to signature wrapping might be exploitable independent of the verifying application. We
partition different kinds of XSW attacks into equivalence classes. We base our categorization on

the element contexts defined by McIntosh and Austel in [91]:

e simple ancestry context
e optional element context
e sibling value context

e sibling order context
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Figure 5.10: Signed SOAP message [89]
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Figure 5.11: SOAP message with XSW payload [89]

These equivalence classes are supplemented by a further class. Depending on the canonicaliza-
tion method used, the handling of XML namespace mappings might be exploited for signature
wrapping. Such attacks are described by Jensen, Liao, and Schwenk in [74]. We alter signa-
tures created by the SUT to cover each equivalence class once. The SUT is expected to recognize

signature wrapping and reject affected signatures.

An attack related to XSW is known as signature exclusion. In this kind of attack, the signature
is removed from the XML document [114]. The document without signature is then supplied
to a verifying party. The verifier needs to recognize the missing signature and should respond
with a response rendering the document invalid. This behaviour is tested by creating a signature
using the SUT and removing the created signature. The rest of the XML document isn’t modified.

Subsequently, the document is verified using the SUT. The document mustn’t be deemed valid.
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5.7 Transformations

Transformations are applied in different places throughout XML signatures. They are used for
preprocessing responses obtained through references. In this way, input to subsequent hashing is
defined. Leveraging transformations, specific representations of data don’t affect the result. In the

context of the SUT, transformations may be performed when processing the following elements:

o SignedInfo.Reference

SignaturePolicyldentifier

AllDataObjectsTimeStamp

IndividualDataObjectTimeStamp

SignatureTimeStamp

Options for transformations are shown in Table 4.2 in Section 4.3.2. Implementations of the SUT
may choose any of those transformations. If an implementation doesn’t support any transformation

algorithms, this section might be skipped.

5.7.1 General Considerations

[10] doesn’t limit the number of transformations, that may be applied to an element. A high
number of resource intensive transformations might lead to DoS conditions. Such behaviour is
independent of the actual transformation algorithms supported by an implementation. Listing 5.3
shows an example of such an attack, leveraging a combination of canonicalization and XPath
transformations. A XML structure as described in [67] is presumed. The SUT has to be resistant
against such DoS attacks. This could be achieved by limiting the number of allowed transforma-

tions, or any other DoS prevention technique.

<Transform Algorithm=".../REC—xpath —19991116">
<XPath>1=1</XPath>

</Transform>

<Transform Algorithm=".../REC—xml—c14n—-20010315" />

<Transform Algorithm=".../REC—xpath —19991116">
<XPath>1=1</XPath>

</Transform>

<Transform Algorithm=".../REC—xml—c14n—-20010315" />

<Transform Algorithm=".../REC—xpath —19991116">
<XPath>1=1</XPath>

</Transform>

repeated 1000 times

o R 1NN R W N -

p—
| S ]

Listing 5.3: DoS payload leveraging multiple transformations [67]
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5.7.2 Adequacy of Algorithms

Adequate transformation algorithms are defined in [42]. Support of other algorithms is discour-
aged. We test the SUTSs support for transformation algorithms by testing all valid options. To cover
algorithms, that shouldn’t be supported we apply an ECP approach. We create a equivalence class
for transformation algorithms that are invalid with respect to the SUT. We elect canonicalization al-
gorithms preserving comments as representatives for this equivalence class. Such canonicalization
is standardized behaviour for XMLDSig [10], but is discouraged by [42]. Thus canonicalization
preserving comments might be supported by mistake. This makes it a good choice for testing. For
the sake of a continuous representation, we form another equivalence class containing the valid

algorithms. The equivalence classes are illustrated in Figure 5.12.

Knowledge about all supported algorithms on an implementation is the starting point for further
inspection. Individual algorithms, if supported have to be inspected regarding their potential for
security risks. We apply OAT to reduce the number of required TCs, when testing combinations

of transformation algorithms and the elements that specify them.

For further inspection, we assume the SUT to support XPath Filtering, XPath Filter 2 and XSLT.
These are common transformations. They allow a client to specify commands, that are executed
by the verifying application. Such procedure bears potential for security issues. In the following

sections, we examine security related issues of those transformation algorithms.

5.7.3 XPath Filtering and XPath Filter 2

XPath Filtering and XPath Filter 2 are designed to select node sets and are based on the XPath
specification [37]. More recent versions of this specification exist, but are not relevant for this
case study. XPath Filter 2 was developed to cope with the performance issues of XPath Filtering
[53]. Those performance issues make XPath Filtering an attack vector for DoS attacks. Such DoS
attacks rely on a specific element layout. The might lead to transformations requiring O(n?) to
O(2™) operations. Payload, potentially leading to DoS conditions, is defined in [67]. Supplying
such payload to a signature application for testing is required. We test using the examples for
XPath based DoS attackes from [67]. In this way endurance against XPath based DoS attacks is

valid

Canonical XML v1.1

invalid

Enveloped Signature

Canonical XML v1.0
Exclusive XML
Canonicalization 1.0

Exclusive XML Canonicalization
1.0 with comments
base64

Canonical XML v1.1

XPath Filter 2 .
with comments

XPath Filtering
XSLT 2.0

Figure 5.12: ECP for testing the use of adequate transformation algorithms
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ensured. In general, [67] discourages the usage of XPath Filtering in favour of XPath Filter 2.

This advice should be followed, if there isn’t good reason to use Path Filtering.

Another issue with XPath based transformations is, that they may omit any DTBS. An XPath
expression like <XPath>0</XPath> excludes all content from further processing. This would
result in a constant hash (h(””)). A constant hash value results in a constant signature value
for deterministic signature schemes like RSASSA-PKCS1-v1_5. For probabilistic schemes, like
RSASSA-PSS, the salt has to be reused to exploit this issue. Therefore, issues arise for both types
of signature schemes. As transformation excludes DTBS from actually being signed, this content
isn’t protected. The integrity of the message can’t be guaranteed. There is a risk for signature
forgery. The same behaviour can be caused by syntactically incorrect XPath expressions. XPath
evaluation treats misspelled function names as regular tokens [67]. Due to this behaviour, pro-
cessing isn’t discarded with an error. The meaning of such a transformation changes significantly.

This might result in no selection.

We test the behaviour of the SUT by providing VerifyDocument request. The transformations
contained in these requests result in no selection of content. Both cases described above have to be
covered for each transformation algorithm applicable. The verifying application should recognize,
that no content was actually selected. We expect at least a warning in response to our prepared

requests.

5.7.4 eXtensible Stylesheet Language Transformation (XSLT)

XSLT is another optional transformation algorithm. Its purpose in the context of XML signature
transformations is to select DTBS. XSLT is Turing complete [99]. As a result, its functionality
exceeds the requirements for node selection. Complexity counteracts security [111]. According
to this assumption, XSLT might impose security risks. The use of XSLT could be avoided, if not
enforced by specification or standard documents. If this is not an option, testing has to ensure that

security risks are addressed.

For the purpose of testing, we assume correct XSLT processor implementations. We don’t test for
implementation errors like memory safety, input validation or similar. Our focus is on legitimate
functionality of XSLT stylesheets. Legitimate functionality may impose security risks, when are
provided within digital signatures. To discover unsafe operations in the scope of the SUT, we
examine XLST specification [79]. Based on this examination and [24], we find security risks in

the categories:

e information disclosure,

File System Access (FSA),

remote code execution,

SSRF and

e DoS
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[79] defines the system-property() function, which allows to retrieve information on the XSLT pro-
cessor. Implementations have to provide this information to conform with the XSLT specification.
This disclosure of information can’t be circumvented without violating conformance. As the result
of a transformation is hashed, additional vulnerabilities are required to retrieve this information.
In the remainder of this section, we assure that the SUT is resistant against information retrieval.
Therefore we don’t test for this kind of disclosure. Individual XSLT processors might expose fur-
ther information, unless configured correctly. The function xalan:checkEnvironment() is used for
this purpose. We supply a transformation containing this instruction in a VerifyDocument request
to test the behaviour of the SUT’s XSLT processor.

Reading access to files may also be categorized as information disclosure vulnerability. Because
XSLT also allows for writing files we examine FSA separately. Manipulation of files might com-
promise the security of the entire system. The XSLT instructions unparsed-text() and document()
provide functionality to read files. result-document() enables writing access. FSA on the SUT is
not required for XSLT transformations to be executed successfully. Therefore, FSA should not
be possible, neither writing nor reading. We test this, by accessing files using the instructions

mentioned above. Each FSA should result in an error to avoid security implications.

1 ...

2| <Transforms xmlns:ds="http: //www.w3.0rg/2000/09/xmldsig#">

3| <Transform Algorithm="http://www.w3.0rg/.../REC—xslt—19991116">
4 <xsl:stylesheet version="1.0"

5 xmlns:xsl="http: //www.w3.0rg/1999/XSL/Transform"
6 xmlns:java="java">

7 <xsl:template match="/" xmlns:os="java:lang.Runtime" >

8 <xsl:variable name="runtime"

9 select="java:lang .Runtime. getRuntime () "/>

10 <xsl:value—of select="os:exec($runtime,_  shutdown —i’)" />
11 </xsl:template>

12 </xsl:stylesheet>

13| </Transform>

14| </ Transforms>

15

Listing 5.4: XSLT command injection [67]

Command injection using XSLT is examined in [66]. Command injection can be used to execute
arbitrary code on a target machine. Therefore a stylesheet, as depicted in Listing 5.4, can be used.
In this example, a command line is opened on a Windows machine, but any Java command can
be executed using such a stylesheet. This is not a standard feature of XSLT. Such functionality
is provided through platform specific extension mechanisms. We advocate disabling extension
mechanisms to circumvent serious threats like remote code execution. We test support for exten-
sions, by supplying a stylesheet similar to the one in Listing 5.4. The SUT runs Linux as operating
system. The Windows command line is not a reasonable choice for executing a command. Instead

we utilize the Linux command poweroff. This enables better observability of SUT behaviour. To

Approach for Testing Security Aspects of Cryptographic Software 58/88



Chapter 5. Testing Cryptographic Software 5.7. Transformations

interpret the test result we observe the signature verification response, as well as general SUT

behaviour. If the poweroff command is executed, the entire service will not be available any more.

In Section 5.6.4 we described the issues of SSR in the context of references. While some re-
strictions, e.g. only XML content, apply for references, no such restrictions are known in XSLT
transformations. SSRF is not a vulnerability by itself [103]. It’s a technique to exploit other vul-
nerabilities. In the case of XSLT, there is no explicit vulnerability. Even worse, a Turing complete
language can be leveraged to perform any request. We use the XSLT functions unparsed-text()
and document() (as for FSA) to issue requests. Both functions use URIs as arguments to specify
the destination of a request. Various schemes may be used to resolve URIs. XMLDSig only rec-
ommends to support HTTP as protocol [10]. We test the support of URI schemes as described in
Section 5.6.3. We leverage both XSLT functions mentioned above to issue requests. In this way

we ensure, that further considerations only have to cover HTTP.

HTTP requests might enable access to internal resources. As for SSRF using referencing, we
choose two internal services to combine with the two XSLT functions unparsed-text() and docu-
ment(). We advocate for choosing different internal services as in Section 5.6.4 to obtain better
coverage. Analysis of the test result follows the procedure described in the mentioned section.
Further, HTTP requests might be abused to launch DoS attacks against the SUT. Requests are
made by the SUT, but are triggered by a client. Such requests might consume lots of resources.

We cover DoS attacks below.

XSLT provides many opportunities to launch DoS attacks. These attacks can be targeted at differ-
ent resources of the SUT. DoS attacks may target memory, processing and networking capabilities.
We further distinguish between attacks on different properties of mentioned resources. This is de-
picted in Table 5.6. We perform ECP alongside this classification. We provide tests for each
affected properties. We stress bandwidth by triggering multiple downloads of large files over the
network. We examine the handling of concurrent connections by issuing a large number of re-
quests. These requests should differ to avoid caching. The responses of our requests aren’t used
for further processing in both cases. In this way we emphasize network connectivity and suppress

memory issues and processing overhead.

We cover volatile memory by abusing XSLT’s include operation to load large stylesheets. When
parsed, they increase 2-30 times in memory [121]. This is a efficient way to consume large
amounts of main memory. With this procedure, we simulate a memory based DoS attack. A

stylesheet showing this approach is depicted in Listing 5.5. We don’t test for exhaustion of persis-

Category affected property
Network bandwidth

Network number of connections
Memory volatile memory
Memory persistent memory

Processing | indeterministic computations
Processing | deterministic computations

Table 5.6: Classification of DoS attacks on the SUT
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tent memory. That would require access to the underlying file system. We already precluded FSA

through tests described earlier in this section.

1|<Transform Algorithm=".../REC—xslt—19991116">

2| <xsl:stylesheet version="1.0" xmlns:xsl=".../XSL/Transform">
3 <xsl:include href="http://www.example.com/stylesheet.xsl" />
4

5/ </xsl:stylesheet>

6/</Transform>

Listing 5.5: Inclusion of external XSLT stylesheets

The last item in our DoS categorization concerns processing capabilities. There are different ways,
to fully utilize a processors capabilities. We distinguish between to different kinds of processing
based DoS attacks. Listing 5.6 shows an XSLT stylesheet, that executes many operations. This is
achieved by nested loops. Each element in the corresponding document is processed in every cy-
cle. With n as the number of elements in the document, this results in n* operations. If we suppose
100 elements, 100 million operations are required. Such a malicious signature verification request
might cause hours of processing in the signature application [67]. Summarized, a deterministic
transformation is leveraged to cause DoS conditions. This is hard to detect, as appropriate thresh-
old values need to be in place. Distinguishing extensive, but legitimate and DoS attacks wouldn’t
be possible without such threshold values. The second approach is to supply indeterministic trans-
formations. We leverage infinite recursion, as shown in Listing 5.7, as test input. If executed,
both simulated attacks result in full load for the SUT processing unit. The second simulated attack
however could be detected by static analysis of the supplied XSLT transformation [46]. We test

both variants to gain deeper insight into the SUTs defence mechanisms.

XSLT is considered among the riskiest transformations supported by XMLDSig [66]. We propose
disabling support for XSLT. Only application in desperate need for XSLT transformations should
support it. This is also recommended by [67]. The authors further suggest to disable at least
support for user-defined extension, if XSLT is used.

1{<Transform Algorithm="http: //www.w3.0rg/TR/1999/REC—xslt—19991116">
2| <xsl:stylesheet version="1.0" xmlns:xsl=".../1999/XSL/Transform">
3 <xsl:template match="/">

4 <xsl:for—each select="//._1_//@x">

5 <xsl:for—each select="//._1_//@x">

6 <xsl:for—each select="//._1_//@x">

7 <foo />

8 </xsl:for—each>

9 </xsl:for—each>

10 </xsl:for—each>

11 </ xsl:template>

12| </xsl:stylesheet>

13| </ Transform>

Listing 5.6: XSLT stylesheets leveraging many computations for DoS attack [67]
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1{<Transform Algorithm="http: //www.w3.0rg/TR/1999/REC—xslt—19991116">
2| <xsl:stylesheet version="1.0" xmlns:xsl=".../1999/XSL/Transform">
3 <xsl:template name="infinite ">

4 <xsl:param name="arg" select="0" />

5 <xsl:if test="$arg=0">

6 <xsl:call—template name="infinite ">

7 <xsl:with—param name="arg" select="0" />

8 </xsl:call —template>

9 </xsl:if>

10 </ xsl:template>

11

12 <xsl:call—template name="infinite ">

13 <xsl:with—param name="arg" select="0" />

14 </xsl:call—template>

15| </xsl:stylesheet>
16| </ Transform>

Listing 5.7: XSLT stylesheets with infinite recursion

5.8 Adherence to Signature Policies

In this section, we cover signature policies in XAdES signatures. Signature policies define binding
restrictions. Signatures may only be valid from a legal or contractual point of view, if a certain
signature policy is enforced. The specification documents of our SUT specify a single signature
policy for processing medical emergency data. We address this policy below. Further policies

might be established in the future.

5.8.1 General Requirements for Signature Policy Validation

The verification rules for XAdES signatures specify checks regarding the validation of signature
policies. Individual policies constrain signature creation and validation. General validation rules
exist to assure the correctness of the signature policy itself. The following steps are based on the
general signature verification rules in [72]. During signature verification, the verifying application
has to retrieve the document specifying the signature policy. Intended transformations have to be
performed. A hash value over the output of the transformations has to be calculated and compared
to the hash value stated in the corresponding element. Verification of signature policy constraints

follows, if the hash values are equal.

For testing this procedure we concentrate on the comparison of hash values. We suggest to create
a signature under a signature policy. Transformations should be leveraged to include the second
step from above procedure. This signature should be verified twice. The first verification should
take place under usual conditions. The verification result should indicate a valid signature. The
second verification attempt should be performed after modifying the signature policy document.
This clearly changes the hash value computed. The difference in hash values should be noticed

during the verification.
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If both verification attempts yield the expected results, correct behaviour regarding the validation
of the signature policy document can be assumed. Detection of the changed hash value implies
retrieval of the document. The positive test case shows that requested transformations are applied.
Otherwise hash value comparison would fail. Relying on the hash values assume the use of a
secure cryptographic hash function. This is assured in Section 5.5. Security considerations on
the retrieval of external documents (referencing) and transformations are conducted in the corre-

sponding sections. See Section 5.6 and Section 5.7 respectively.

5.8.2 Signature Policy for Emergency Data Management

The SUT is required to implement a signature policy for processing of medical emergency data.
Signature creation and verification has to conform with the specifications in [55]. Signature poli-
cies may influence many different security critical aspects of signature processing. Any violation
of the processing rules results in an invalid signature. The policy for emergency data management
restricts the format of XML documents processed and the usage of the SUTs processing interfaces.

We cover restrictions regarding processing interfaces in the following sections.

The signature policy is identified by the signature policy identifier urn:gematik:fa:sak:nfdm:ri:vi.
Only documents conforming a predefined schema are permitted. The schema is NFD_Document.xsd,
as referenced by [55]. Bertolino et al. provide an approach for test data generation regarding XML
schema validation based on XSD [19]. Tools for automated test data generation based on schema

information is available [20] [110].

5.8.3 Restrictions on the SignDocument Interface

The SUT’s specification documents define restrictions regarding the SignDocument interface.
Many elements in the signature requests are constrained to conform with this signature policy.
Exact values, that are valid considered the signature policy, can be found in [55]. Further, user-
defined and optional elements are distinguished by the specification. User-defined elements may
contain arbitrary content. Optional elements are ignored in conjunction with this policy, regardless

of their content. We categorize the relevant elements as shown in Table 5.7.

Constrained User-defined | Optional

@ID @ShortText | IncludeObjects
@RefURI Base64XML | ReturnUpdatedSignature
SignatureType TvMode Schemas
@WhichDocument ViewerInfo
@CreateEnvelopedSignature

XPathFirstChildOf

SignaturePolicyldentifier

IncludeRevocationInfo

Table 5.7: Element classification of SignDocument

To efficiently test interface restrictions, we establish equivalence classes. One valid and one invalid

equivalence class for every constrained element. We combine the values from the valid equiva-
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lence classes with user-defined or optional elements. These combinations don’t affect test results.
User-defined elements are not restricted in the values they may contain. Optional elements are
ignored. An example would be to supply an XSD for document validation in the Schemas element
of the SignDocument request. The SUT is expected to ignore this optional schema element in con-
junction with the signature policy. The values from invalid equivalence classes of the constrained
elements are tested separately. In this way interference with other elements resulting in rejection

is avoided.

5.8.4 Restrictions on the VerifyDocument Interface

Restrictions on the VerifyDocument interface are comparable to the restrictions discussed in Sec-
tion 5.8.3. The same rules for element categorization and handling of element types apply. The
categorization of request elements is shown in Table 5.8. We establish a valid and a invalid equiv-
alence class for constrained elements. We propose testing valid values from these classes in com-
bination with user-defined and optional elements. Each valid value for a constrained element is
combined with a optional and a user-defined element. This procedure is continued until all user-
defined elements are covered. As for the SignDocument interface, invalid values for constrained

elements are tested separately.

Constrained User-defined Optional

@ID @ShortText VerifyManifests

@WhichDocument | Base64XML AdditionalKeyInfo

@XPath TvMode Schemas
ReturnVerificationReport | TrustedViewerInfo
UseVerificationTime

Table 5.8: Element classification of VerifyDocument

5.9 The Timestamp Protection Mechanism

In this section we examine the various timestamps available within XAdES profiles. First, we
illustrate the procedures for creating and verifying timestamps in digital signatures. We point out
important tasks, that have to be conducted by the SUT and how to test them. Then we discuss the
timestamps actually required by the SUT. We show the timestamps and their location in Listing

5.8. Each timestamp serves a specific purpose and requires individual testing.

5.9.1 Timestamp Creation and Verification

Timestamps are used to prove, that a signature (or a certain property of the signature) was created
before a given time. To provide such a proof, a Trusted Third Party (TTP) acting as TSA is
required. The process of creating a timestamp for a XAdES signature is illustrated in Figure 5.13.
The signing application creates a hash of the data to be timestamped and sends it to the TSA. The
TSA signs this hash together with a timestamp, and sends signature and timestamp back to the

requesting application.
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1{<ds:Object>

2| <QualifyingProperties>

3 <SignedProperties>

4 <SignedSignatureProperties>

5

6 </SignedSignatureProperties>
7 <SignedDataObjectProperties>
8 (AllDataObjectsTimeStamp ) *
9 (IndividualDataObjectsTimeStamp ) *
10

11 </SignedDataObjectProperties>
12 </SignedProperties>

13 <UnsignedProperties>

14 <UnsignedSignatureProperties>
15 (SignatureTimeStamp )+

16 ((SigAndRefsTimeStamp ) * |

17 (RefsOnlyTimeStamp ) *)

18

19 </UnsignedSignatureProperties>
20 </UnsignedProperties>

21| </QualifyingProperties>
22/</ds:Object>

Listing 5.8: Timestamps in the SUT’s signature profile

The verification of a timestamp can be done solely by the signature application. By applying the
TSAs public key to the signature, the original hash value can be obtained. Comparison to the

actual hash value is performed as illustrated in Figure 5.14.

The operations within the signature application and communication with the TSA is decisive for
testing the timestamp creation process. The only operation performed by the signature application
during this process is hash computation. Preimage resistance of the hash function is required to
ensure, that no confidential data is leaked through the hash value. Collision resistance ensures,
that the data being hashed can’t be modified without notice. Both are attributes of high-quality
cryptographic hash functions. We ensure the use of such hash functions in Section 5.5.2. No

additional testing of hash computation is required at this point.

Even though the TSA is a TTP, the communication might not be tamper-proof. An adversary
might mount a Man-in-the-middle (MITM) attack to eavesdrop and modify traffic. As a result,
the SUT has to ensure the validity of the timestamp received from a TSA [1]. A signature ap-
plication should check, that the response contains requested data. The hash algorithm and hash
value, timestamping policy identifier and an optional nonce (recommended) mustn’t be modified.
Additionally, the SUT needs to verify the timestamp, including validation of the corresponding
certificate. Responses containing failure codes should be handled gracefully. The procedure for
creating a timestamp is the same for all timestamps. Only the actual values for hashes and nonces
vary. These variations, as well as the placement of the timestamp within the XAdES structure,
doesn’t affect the procedure of creating timestamps. We assume, testing the creation of a single

timestamp is sufficient.

Approach for Testing Security Aspects of Cryptographic Software 64/88



Chapter 5. Testing Cryptographic Software 5.9. The Timestamp Protection Mechanism

Signature Application TimeStamp Authority
data cor:r;zﬁte send to TSA
hash > hash + timestamp

compute
hash

hash

sign with private
key of TSA

a
o
=
o
@,

Q
=
o
=3
C
=
@
==
3
@
(2}
o
QO
3

°
A
@,

Q
3
o
=3
IS
=
@
=
3
@
17}
o
o
3

°

Figure 5.13: Creation of a XAdES timestamp
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Figure 5.14: Verification of a XAdES timestamp

Timestamp creation can’t be influenced through user input. Thus, it’s difficult to test using a black
box approach. We propose a TSA-simulator to test the desired behaviour of the SUT. By sim-
ulating incorrect timestamp responses, the behaviour of the signature application can be tested.
Tests for this purpose are shown in Table 5.9. We expect the SUT to respond to a signing request
with an error, if incorrect behaviour of a TSA is detected. Testing for correct data in responses
is straightforward. The TSA simulator modifies transmitted data before adding a timestamp and
signature. To simulate a broken signature, a single byte of the resulting octet string can be modi-
fied. In this thesis decide not to cover tests for certificate validation, as dedicated tools exist [69].
For timestamp verification we only assure, that certificate validation is performed. The timestamp
value has to be close to the current time. Clock differences and accuracy of timestamps require
a grace period for checking timestamp values. We perform a BVA to form TCs covering correct

timestamp values. The SUT has to be able to handle error codes in TSA responses. Signature
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5.9.

The Timestamp Protection Mechanism

Affected value Simulator action Expected result

- create valid timestamp valid signature including timestamp
hash modify hash SUT detects modification
timestamp policy | modify policy SUT detects modification
signature modify signature SUT detects modification
certificate invalidate certificate SUT detects modification
response time delay response SUT notices late response
timestamp supply values according to BVA | SUT notices time differences
nonce modify nonce SUT detects modification
nonce check size nonces > 64 bit

nonce check for repetitions no repetitive values

Table 5.9: TCs for timestamp creation using a simulator

creation has to be aborted, as no valid signature according to the corresponding XAdES profile
(e.g. XAdES-T) can be created. Signatures without timestamps may not conform to the requested

profile.

Using a simulator we can also test the nonces created by the SUT. Nonces should be large integer
numbers, with sizes from 64 bit [1]. A simulator allows to test for this property. Random values
are not required for nonces. As long as nonce values aren’t reused they provide protection against
replay attacks. No dedicated investigation of the randomness of nonce values is appropriate. We
test for repetitive nonces by executing multiple requests for timestamps. Additionally a code
review is performed, to ensure unambiguousness of nonces. Reboots and factory rests of the SUT

have to be carried out to ensure that the nonce counter isn’t reset.

The tests we elaborated in this section ensure correct procedures for creating and verifying times-
tamps in the SUT. As the same procedure is applied for every XAdES timestamp, we can rely on
correct processing of all timestamps. Building upon that, we examine the different timestamps

and their usage in XAdES signatures.

5.9.2 SignatureTimeStamp

SignatureTimeStamp is an unsigned property to extend the validity of the signature. The times-
tamp is defined in XAdES-T and represents a timestamp over the signature value. The Signa-
tureTimeStamp element proves the time of signature creation. As a result, signatures continue to
be valid after the validity period of the certificate, or if the certificate is revoked after signature
creation. Future cryptanalytic progress regarding signature algorithm or key sizes can be compen-
sated as long as the timestamp remains valid. By maintaining signature validity, it’s a measure
against repudiation. As it’s an unsigned property of the signature, the timestamp can be added
by the creator of the signature or any verifying party. XAdES specifies functionality based on
SignatureTimeStamp for signature verification and further rules for verifying this timestamp [72].

In addition to the verification procedure described in the last section, SignatureTimeStamp valida-
tion demands for the following validations. The hash values of all timestamps contained by this

element need to be valid. [72] restricts the time value of the timestamp. It has to be past to All-
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DataObjectsTimeStamp and IndividualDataObjectsTimeStamp, but prior to all other timestamps.
This is illustrated in Figure 5.15. This restriction applies for all present timestamps. If a timestamp
isn’t present, no dedicated validation is required. For testing those additional validation steps, we
examine each step separately. For the validation of hash values of all enclosed timestamps we
establish three equivalence classes to cover all possibilities. One equivalence class for each of the

following options:

e all hash values are valid
e individual hash values are invalid

e all hash values are invalid

Except for all valid hash values, the signature verification response has to be negative. The num-
ber of allowed timestamp tokens within the SignatureTimeStamp container is not restricted. All
available timestamps have to be processed by the SUT. We therefore conclude, that the number
of timestamps available isn’t decisive for testing. We leverage ECP for testing the timeliness of
the timestamp token as well. We base our equivalence classes on the restrictions for time values
according to Figure 5.15. The correctness of time values in signatures created by the SUT should

be tested as well. A trivial safeguarding of specified time values is sufficient.

Multiple timestamps are allowed in XAdES-T to incorporate timestamps from different TSAs. To
counter TSA key compromise, timestamps of at least two different TSAs should be included in a
signature [1]. We test for incorporation of multiple SignatureTimeStamps issuing a SignDocument

request. At least two SignatureTimeStamps should be included without any effort of the client.

Figure 5.16 illustrates the signature verification process in presence of a SignatureTimeStamp.
The SignatureTimeStamp, as well as the actual signature is verified. During the validity period of
the signing certificate the timestamp is not required for succeeding signature verification. Signa-
ture verification after the certificate validity period or with existing revocation information would
fail without timestamping. If a valid SignatureTimeStamp proves, that the signature was created
while the signing certificate was valid, the signature can still be deemed valid. [40] additionally
proposes a cautionary period. This is the period between a revocation request and the publication
of the corresponding revocation information. Timestamps or signatures created during this period
might not be legitimate. They might have been created after the corresponding key has been com-
promised. The cautionary period is illustrated in Figure 5.17. The cautionary period is suggested

to be equal or greater than the revocation information actualization period [40].

For testing the signature verification process, we require signatures created using meanwhile ex-
pired or revoked certificates. We apply ECP alongside the periods shown in Figure 5.17 to cover
the different timestamp creation timing. As we don’t know about the internals of the SUT, we use

AliDataObjectsTimeStamp timeframe for SigAndRefsTimeStamp
IndividualDataObjectsTimeStamp | SignatureTimeStamp |  RefsOnlyTimeStamp

Figure 5.15: Time frame for different kinds of timestamps
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Figure 5.16: Signature verification involving SignatureTimeStamp [40]

a point in time right before certificate expiration or revocation to represent the cautionary period.
There are additional cases, we need to consider for timestamps. The timestamp could be invalid.
The TSAs certificate could be expired or revoked, or an adversary might have made modifications.
We cover timestamp verification in Section 5.9.1. For testing the handling of timestamps during
signature verifications, it is only important whether the timestamp is valid or not. Further, multiple
SignatureTimeStamps can be contained in a signature. We don’t test for all combinations of these

characteristics. Instead we apply OAT to obtain a reasonable number of TCs. We expect results, as
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Figure 5.17: Cautionary period [40]
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shown in Table 5.10, as correct behaviour. The value inconclusive is intended for cases in which

the verification result is neither valid nor invalid [56].

Signing cert. | timestamp creation | timestamp characteristics | Expected result
expired before expiration valid valid

revoked in cautionary period | valid inconclusive
expired after expiration valid invalid

revoked before revocation invalid invalid

expired in cautionary period | invalid invalid

revoked after revocation invalid invalid

expired before expiration multiple, valid valid

revoked in cautionary period | multiple, partially valid inconclusive
expired before expiration multiple, invalid invalid

Table 5.10: TCs for signature verification in presence of SignatureTimeStamps

5.9.3 AllIDataObjectsTimeStamp and IndividualDataObjectsTimeStamp

AllDataObjectsTimeStamp contains a timestamp over all Reference elements within SignedInfo.
IndividualDataObjectsTimeStamp contains timestamps over individual Reference elements. Both
timestamps protect the signed content, or at least parts of it. They are signed properties of the
XAdES Basic Electronic Signature (BES) profile. As a result, they can’t contain the reference to
SignedProperties and have to be created by the signatory during signature creation. As a result
both timestamps have to be created before any other timestamps. No constraints regarding timing
between the two timestamps apply. Testing AllDataObjectsTimeStamp and IndividualDataObject-
sTimeStamp is similar. We start exploring testing AllDataObjectsTimeStamp. Approaches can be

adopted and extended to suit IndividualDataObjectsTimeStamp.

The verification rules mentioned in Section 5.9.1 aren’t sufficient for verifying AllDataObject-
sTimeStamp and IndividualDataObjectsTimeStamp. The general verification rules for XAdES
signatures [72] demand for additional verification steps. In particular correct reference core vali-
dation [10], except for SignedProperties, and time restrictions are required. Testing the correctness
of reference validation in timestamp verification using a black box approach is non-trivial. Simple
invalidation through modification of a referenced element would result in an incorrect signature
verification result. A modification would change the hash value, and therefore break the signature.
The verification of such a invalid signature might be aborted before applying timestamp verifica-
tion. To circumvent this issue, we propose a dedicated setting for testing reference validation. We
assume, that revocation information is available for the signing certificate due to key compromise.
With the private key available, an adversary could modify referenced content and recompute the
signature value. But retrieving a timestamp indicating signature creation before the time of the key
compromise from a TSA isn’t possible. The adversary could try to trick a signature verification
application to verify the signature with the original timestamp. If timestamp handling isn’t correct,
such an attack might be successful. We utilize a signature conforming to the XAdES-BES profile
to avoid interaction with other kinds of timestamps. We suggest testing the general setup and the

simulated attack. Both situations should be recognized by the SUT. The general setup would be
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a signature, with revoked signing certificate and a AllDataObjectsTimeStamp indicating signature
creation before revocation time. The procedure for the simulated is as we describe above. We
assume, that modifying a single referenced element is equal to exhaustively testing all of them.
This is because each referenced element is processed in the same way. The exclusion of signed
properties from reference validation can be tested in the same way. The signed properties can be
modified and the signature value updated using the private key. Verifying such a signature, in com-
bination with the original AllDataObjectsTimeStamp, shouldn’t yield an error during timestamp

validation.

The correct time frame for time values in AllDataObjectTimeStamp tokens is illustrated in Fig-
ure 5.15. Times in IndividualDataObjectTimeStamp can either be past or prior. They therefore
shouldn’t affect timestamp verification. We suggest testing with a valid and an invalid equiva-
lence class. Testing in the valid equivalence class should include time values past and prior to

IndividualDataObjectTimeStamp to ensure the independence in validation.

This approach and the resulting TCs can be adopted to suit IndividualDataObjectTimeStamp. An
exception is the exclusion of the reference to SignedProperties from reference validation. This
issue has to be addressed separately. IndividualDataObjectTimeStamp may cover arbitrary Ref-
erence elements, except the reference to SignedProperties. An explicit referencing mechanism
is required to realize arbitrary selection of Reference elements. The verifying application has to
assure that only valid elements are referenced. We distinguish three types of referenced elements

for this purpose:

e non-Reference elements,
e Reference elements pointing to a SignedProperties element and

e Reference elements without those pointing to a SignedProperties element

Whether a Reference element points to a SignedProperties element is indicated by the Type at-
tribute of Reference [72]. We propose to create timestamps for testing the types of referenced
elements using signatures created by a custom signature creation application. In this way above
variations can be accomplished. The SUT verifying such signatures should only accept the last

element type as valid.

Timestamp creation can be tested leveraging a signature created by the SUT. The timestamps
within such a signature can be examined regarding their timeliness and the types of references
they contain. This procedure is applicable to AllDataObjectsTimeStamp and IndividualDataOb-

jectsTimeStamp.

5.9.4 SigAndRefsTimeStamp and RefsOnlyTimeStamp

SigAndRefsTimeStamp and RefsOnlyTimeStamp are part of the XAdES-X profile. They cover
the signature elements depicted in Table 5.11. Optional elements have only to be covered if they
are available in the signature. Both timestamps mainly cover references to certificates and revo-

cation information. Therefore the result of timestamp validation affects the certificate validation
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procedure. This isn’t covered by this thesis. We focus on additional criteria, that have to be
met in order to provide correct timestamp creation and validation. This criteria incorporates, that
all required elements are covered. No elements beside the ones shown in Table 5.11 should be

covered.

SigAndRefsTimeStamp RefsOnlyTimeStamp
SignatureValue CompleteCertificateRefs
each SignatureTimeStamp | CompleteRevocationRefs
CompleteCertificateRefs AttributeCertificateRefs
CompleteRevocationRefs | AttributeRevocationRefs
AttributeCertificateRefs
AttributeRevocationRefs

Table 5.11: Allowed elements for SigAndRefsTimeStamp and RefsOnlyTimeStamp

Testing the correct time value of the time stamp is trivial for signature creation. SigAndRefs-
TimeStamp and RefsOnlyTimeStamp need to be the last timestamps as indicated in Figure 5.15.
For testing signature verification, we propose the same approach as used for AllDataObject-
sTimeStamp and IndividualDataObjectsTimeStamp. Actual testing will deviate by the fact, that
timestamps over certificate and revocation information have to be created past all other timestamps
employed by the SUT.

To test the correctness of referenced elements, we propose four categories for testing. We distin-

guish whether a timestamps references

e all required and optional elements,
e an optional element is missing,
e arequired element is missing and

o the presence of an additional element.

We assume the equivalency of elements in this examination. This allows for avoiding exhaustive
testing. Testing each category once is sufficient in this case. In this way we ensure correctness
of referenced elements for signature verification. The appropriateness of elements for signatures

created by the SUT can be determined by simple comparison to the values of Table 5.11.

5.10 Results of the Case Study

We applied the approach, we describe in Section 5.2, to the subject of our case study. We ex-
amined the signature service of the security box, focusing on XML based signatures. Signature
creation and verification has been covered. It should be noted, that this examination isn’t conform
to a complete inspection. The SUT employs additional cryptographic operations. In the following
sections we present the results of this examination. First we identified the components most rele-
vant for security testing. Then we analysed security risks imposed by those components. Finally,

we generated test cases for each component and the security risks within them.
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5.10.1 Significant Components

To identify significant components for testing we determined the different building blocks for
XML signature processing. We performed this break-down based on the structure of the SUT’s
XAdES profile. Specification and standardization document are used for information search.
Based on the components we performed a risk exposure estimation. This estimation identified

the following components as relevant for further inspection:

1. Cryptographic algorithms

2. Referencing in XML signatures
3. Transformations

4. Signature policies

5. Timestamp protection mechanism

Even though not really a component of the SUT, we include a section with general considerations
of XML based signatures. This includes topics covering the structure and specific elements re-
quired for such signatures. We identify two further components as important building blocks for
signature processing. These are certificate validation and revocation information. We excluded
certificate validation, because this topic has already received much attention in the scientific com-
munity. Further, tools as [69] exist to test certificate validation in different contexts. The handling

of revocation information is also excluded due to its correlation to certificate validation.

5.10.2 Security Risks in Components

Components significant for the security of the SUT form the basis for risk identification. We
analyse those components to receive a fine grained view of their composition. Based on a literature
research, we identify security risks. Security risks categorized by component are shown in Table
5.12 and Table 5.13.

Cryptographic algorithms | Referencing Transformations
Adequacy of algorithms References by comparison | Adequacy of algorithms
Correctness of algorithms | Dereferencing content DoS
Randomness DoS SSR
Key material SSR Information disclosure
XSW FSA
Remote code execution

Table 5.12: Security risks by component - part 1

5.10.3 Generated Test Cases

Based on the security risks, we generate test cases. In the context of the case study 248 TCs have

been obtained by applying our methodological approach. Executing these test cases to the SUT
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Signature policies | Timestamps | General thoughts on XML signatures
Policy validation Creation XAdES profile restrictions
Schema conformance | Validation XAdES element requirements

Interface restrictions | Purpose fulfilment | Validation order

Table 5.13: Security risks by component - part 2

B Timestamping

O Referencing

] Cryptographic algorithms
O Transformations

@ Signature policies

@ General thoughts

Figure 5.18: Distribution of TCs over components

enables detection of vulnerabilities during the development life cycle. In this way vulnerabilities
can be patched before releasing the SUT into its production environment. Figure 5.18 illustrates

the distribution of TCs over the different components.

Table 5.14, Table 5.15 and Table 5.16 show how TCs are distributed over security risks for each

component. No TCs are available for two security risks. These are randomness in cryptographic

Cryptographic algorithms | Number of TCs || Referencing | Number of TCs
Adequacy of algorithms 16 References by comparison 16
Correctness of algorithms 17 Dereferencing content 14
Key material 11 SSR 10
Randomness 0 XSW 6

Table 5.14: Test case distribution for cryptographic algorithms and referencing

Transformations Number of TCs || Signature policies Number of TCs
Adequacy of algorithms 10 Policy validation 2
General considerations 4 Schema conformance 0
Information disclosure 1 General restrictions 2
Remote code execution 1 Signature creation interface 16

DoS 7 Signature verification interface 8

SSR 8

FSA 3

Table 5.15: Test case distribution for transformations and signature policy adherence
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Timestamping Number of TCs || General thoughts | Number of TCs
Creation 10 XAdES profiles 16
Validation 10 Required elements 6
SignatureTimeStamp 16 Validation order 1
All-/IndividualDataObjectsTimeStamp 18

SigAndRefs-/RefsOnlyTimeStamp 18

Table 5.16: Test case distribution for timestamping

algorithms and schema conformance in signature policies. Randomness in cryptographic algo-
rithms is a potential security risk. Insufficient randomness might break cryptographic operation.
In the context of our case study, no algorithm with desperate need for randomness is employed. As
a result we don’t generate TCs. Schema conformance for documents signed under signature poli-
cies has to be tested. Dedicated tools for testing schema validation of XML documents exist. An
example is Testing by Automatically generated XML Instances (TAXI) [19] [20]. Instead of man-
ually elaborating TCs, we suggest adoption of such a tool. Further, there is only a single test case
for information disclosure and remote code execution in the context of transformations (XSLT).
Information disclosure might not be addressable without violating the corresponding standards
and remote code execution can be achieved in different ways. As XSLT is considered among the
riskiest transformations in XML based signatures [66], we test for the support of XSLT. Blocking
the use of XSLT is also recommended by [67].

The number of TCs shown in Table 5.16 doesn’t correspond to the number of TCs shown in Figure
5.18 for general thoughts on XML signatures. This difference arises from the fact, that the missing
test case isn’t targeted at a security risk. Rather, this test cases enables a significant reduction of

the number of total test cases.
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6 Evaluation

In this chapter we perform an evaluation of our approach for testing security aspects of software
with extensive cryptographic functionality. We start with an examination of the scope in which our
testing approach is applicable and point out known limitations. This is followed by a discussion
about efficiency and completeness of our testing approach. We explain the practical relevance of

this thesis and give an overview of future work in this direction of research.

6.1 Scope of Applicability and Known Limitations

The methodological approach for testing security aspects of software with cryptographic function-
ality, which we present in Section 5.2, might be applicable in arbitrary domains. The application
of the approach implicates a lot of manual effort and domain knowledge. As a result, it shouldn’t
be applied thoughtless. Tools and other methodologies for security testing are available for some
areas of application [34]. These have to be considered wherever available. This approach can help
to gain deeper insight into the implementation of an SUT. If the SUT operates in a complicated
domain and can’t be tested easily, our methodological approach contributes to better generation of
TCs. Cryptography represents such a domain that is complicated and where it’s hard to provide

correct and secure implementations [85].

The results we obtained during the case study can be reused as a guideline for testing XML based
signatures in other SUTs. No intensive literature research has to be conducted in such a case.
Only adjustments regarding the specifics of the SUT are required. Related tasks might be cov-
ered partially. As an example, parts of the conducted case study might be reusable for signature

applications in general (e.g. Section 5.5 Cryptographic Algorithms)

Limitations apply, even though we have made best effort to cover all relevant topics. Some im-
portant topics are simply out of scope for our approach. Austin and Williams claim in [6], that a
single technique for testing is not sufficient to reveal all errors. Therefore, our black box testing
approach may be accompanied with further techniques if the resource constraints of the project
allow for additional testing. In this thesis, we assumed tight resource constraints. We restricted our

approach by applying risk based analysis. We didn’t consider additional techniques accordingly.

Cryptography deals with many different tasks. Different tasks may have different specifics. As an
example, integrity protection might be different than privacy assurance. The processing of digital
signatures might not be representative for the entire cryptographic domain. Further effort should

be conducted to clarify the exact scope of applicability of this methodological approach.

Limitations apply within the context of our case study as well. We ensure the correct implemen-

tation and usage of cryptographic algorithms. A central element in cryptographic operations is
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the key material used. Key generation is not part of the SUT, but directly affects the security of
created signatures. We examined key material where possible. Our black box approach however
limits access to signing keys. Only public keys are available from the certificates used. Missing
the private keys, our examination is limited. To perform statistical analysis on key material, a

larger quantity of keys would be required. Such examinations are performed in [65][63][17].

The scope of our case study limits the examination of another important issue. The SUT supports
digital signatures and asymmetric encryption using RSA. The usage of the same key for signatures
and encryption imposes security risks [44]. This issue would have to be considered in a larger

scope.

6.2 Efficiency and Completeness of Testing

In this section, we argue about the efficiency and completeness of our testing approach by means
of TCs for the adequacy of signature algorithms. The SUT uses a combination of a signature
algorithm and a hash algorithm to sign documents. We chose to test six signature algorithms and
six hash algorithms, consisting of valid and invalid algorithms. Full combinatorial testing would
result in 36 TCs, while our testing approach results in 9 TCs. The techniques applied, like ECP
and OAT, reduce the number of TCs to 25%. This means a reduction of effort for test specification,
test automation and for each test run by 75%, increasing testing efficiency. It might be argued, that
reducing the number of TCs doesn’t deliver the same results as full combinatorial testing. The
use of well established techniques might be a way to cope with resource limitations in real world
software projects. In the context of our case study we derived 248 TCs in total. Without applying

reduction techniques it would have been 1648.

We put best effort into covering all security aspects of the SUT completely. Our approach requires
human input and knowledge in the area of operation of the SUT. Therefore, there is a possibility
for mistakes. Such mistakes might prevent completeness in testing. As a result, the level of

completeness achievable depends on existing knowledge and invested resources.

6.3 Practical Relevance

Cryptographic implementations are built into our everyday lives. We rely on cryptography to se-
cure our digital communication. Their accuracy and correctness is presumed. But building secure
cryptographic implementations is non-trivial. Software developers, as all humans, make mistakes.
Numerous security incidents have proven this in the past [21][2][84][119][85]. To provide correct
implementations techniques to reveal errors are required. Testing is such a technique. Still, gen-
erating high quality TCs for an SUT is a challenging task. Even very subtle mistakes can have
a severe impact on security in cryptographic implementations. This is where our methodological
approach for security testing of cryptographic software comes in. We provide a guideline to pro-
cess all the different requirements of cryptography. The TCs generated by applying our approach

to an SUT, improve the quality of testing. It’s however a tedious task, that requires a lot of effort
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and domain knowledge. In any way, security testing of cryptographic implementations is not for

free, but indispensable.

6.4 Future work

To clarify the exact scope of applicability of the approach we suggest to apply it to different areas
in the cryptographic domain. We recommend to choose preferably different fields of applica-
tion to gain the most insight from such an evaluation. An example would be privacy enhancing
techniques. Encryption, and especially asymmetric encryption, has many similarities to digital
signatures we explored in this thesis. Fields of application beside cryptography may be examined

as well.

Further, a closer examination of error reporting could be integrated into this approach. Slight
verification errors might mask more severe errors. An invalid signature due to a slightly expired
certificate might for example be trusted, despite the negative verification result. If such an error
masks a more serious issue, a users decision might be based on wrong assumptions. Koschuch and
Wagner observed this behaviour for TLS based certificate validation in browsers [83]. Masking of

errors is an issue, that should be addressed in the future.

Last but not least, the TCs we generated in the case study have to be implemented and executed
against the SUT. Results of a test run will open more opportunities for evaluation. Test metrics

can be collected to assess the quality of the generated TCs.
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7 Conclusion

Properties like confidentiality, integrity and authenticity can be provided using cryptography. Im-
plementing software with cryptographic functionality is a challenging task, due to the interdisci-
plinary nature of the subject. Thorough testing of such software is a way to ensure correctness of
cryptographic implementations. A methodological testing approach is required to reach this goal.

We suggest such an approach in Chapter 5.

The suggested approach consists of four different steps. In the first step information about the SUT
is gathered. This is achieved by analysing specification documents, referenced documents and
corresponding standards. Additionally, a literature review regarding security aspects of the SUT
is conducted. In the second step components relevant for the security of the SUT are identified. A
risk exposure estimation is performed for all identified components. The output of this estimation
is a security impact rating for each component. Based on these ratings, a risk based selection of the
testing scope can be performed. A selection of testing scope is reasonable, if resources for testing
are limited. The third step involves an analysis of the security impact of each selected component.
This analysis is carried out based on a dedicated literature research for each component. In the
last step, TCs are generated for each selected component. These TCs are aimed at covering the
security risks revealed in the previous step. Techniques like ECP, BVA and OAT are leveraged to
keep the total number of TCs low.

During the case study, we applied the suggested approach to an software implementation of XML
based signatures. The TCs generated for this case study can be reused for testing other imple-
mentations of XML based signatures. The approach we describe can be applied in more general
settings as well. Testing software with cryptographic functionality is possible. The completeness
of our proposed testing approach depends on time invested in literature research and previous
knowledge of adopters in the area of application. Errors may be introduced, as the different steps
of the approach are performed manually. Nevertheless, following our methodological approach

may yield better results than more imprudent approaches.

Our approach covers security aspects of cryptographic functionality implemented in software.
Other security concerns of software implementations are not considered. Further security testing
is required to ensure the security of an implementation. An example from our case study is pene-
tration testing of exposed web service endpoints. Our approach may be applicable to test settings
beside cryptographic functionality. Its applicability in a broader field of application is subject to
further examination. Future work also includes attempts for automation of our manual approach.

Automation may reduce required knowledge, effort and errors introduced due to manual steps.
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