Dipl.-Ing. Helmut Martin

Model-Based Development and
Validation of Safety-Relevant E/E
Systems

Dissertation

vorgelegt an der
Technischen Universitat Graz

TU

Grazm

zur Erlangung des akademischen Grades
Doktor der Technischen Wissenschaften
(Dr.techn.)

durchgefiithrt am Institut fiir Elektrische Metechnik und Meflsignalverarbeitung
der Technischen Universitiat Graz
Vorstand: Univ.-Prof. Dipl.-Ing. Dr. techn. Georg Brasseur

Graz, im 11.02.2019



EIDESSTATTLICHE ERKLARUNG

Ich erkldre an Eides statt, dass ich die vorliegende Arbeit selbststindig verfasst, andere als
die angegebenen Quellen /Hilfsmittel nicht benutzt und die den benutzten Quellen wortlich
und inhaltlich entnommenen Stellen als solche kenntlich gemacht habe.

GTAZ, AIN ot e
(Unterschrift)

STATUTORY DECLARATION

I declare that I have authored this thesis independently, that I have not used other than
the declared sources/resources and that I have explicitly marked all material which has
been quoted either literally or by content from the used sources.

date (signature)



Auf dem Weg zu neuen Ufern ist
der Sprung ins kalte Wasser nicht
zu vermeiden ... das fiir unmoglich
gehaltene ist oft nur das
Unterlassene!

André Gide



Kurzfassung

Die Fahrzeugentwicklung hat eine stetig zunehmende Zahl von innovativen Funktionen zu
beherrschen. Diese Funktionen betreffen heute vor allem den elektrifizierten Antriebsstrang
und Fahrassistenzsysteme. Die dafiir notwendige Interaktion und der Datenaustausch mit
Elektrik /Elektronik (E/E) Systemen in Fahrzeugen und mit externen E/E System der In-
frastruktur fiihren zu einer erheblichen Komplexitétssteigerung. Jegliche Art von Fehler-
ursachen dieser E/E Systeme konnen zu geféhrlichen Situationen fiithren, besonders wenn
es dabei zu Gefahren fiir Personen kommen kann. Wichtige Themen wéhrend der Entwick-
lung dieser eng verkoppelten E/E Systeme sind: (a) Einhaltung von relevanten Standards
und Anleitung von Entwicklern beziiglich Qualitéit (z.B. AutomotiveSPICE), Funktionale
Sicherheit (Safety) (e.g. ISO 26262) und auch Informationstechnische Sicherheit (Secu-
rity) (z.B. SAE J3061, ISO/SAE 21434), (b) Moglichkeiten zur Wiederverwendung der
entwickelten Elemente, und (c) frithe Validierung durch geeignete Simulationsmodellen.

Die vorliegende Arbeit schldgt mehrere Ansétze basierend auf Modellbasiertem Sy-
stems Engineering (MBSE) als eine Schliisselmethode zur Beherrschung der oben ge-
nannten Herausforderungen vor. Dabei werden Modellbasierte System Safety Engineering
(MBS?E) Ansétze vorgestellt die folgende Bereiche adressieren: (1) Safety Prozess und
Management der Arbeitsergebnisse, (2) Ausarbeitung von Safety Analysemethoden und
die Ableitung von Sicherheitskonzepten basierend auf einem Systemmodell, (3) Ableitung
von Simulationsmodellen fiir die frithe Validierung der Sicherheitsmafnahmen und (4) An-
satze zur Wiederverwendung von verschiedenen Mustern (Pattern) fiir Prozesse, Design
und Argumentation.

Verschiedene Anwendungsszenarien eines automobilen Traktionsbatteriesystems zeigen
die Anwendbarkeit der vorgestellten Ansétze. Dabei wird die Beherrschung der steigenden
Komplexitdt und Funktionalen Sicherheit betrachtet, der Einsatz von standardisierten
Modellierungssprachen fiir das MBS?E, und Anleitung fiir die Systemmodellierung und
die Argumentation. Die Anwendung zeigt eine Verbesserung bei der Durchfithrung von
Safety-Aktivitdten fiir die Entwicklung von sicherheitskritischen Systemen. Die relevan-
ten Informationen fiir diese Aktivitdten werden dabei in einem zentralen Datenmodell
konsistent abgelegt und spezifische Entwicklungstools greifen dabei auf (teilweise) wieder-
verwendbare Artefakte zu.



Abstract

Automotive mobility is facing a steadily increasing number of innovative functions, which
are related to electrification of powertrains and advanced driver assistance systems. The
required interaction and data exchange with Electric/Electronic (E/E) systems in the
vehicle and with external E/E systems of the environment raises the complexity of these
function. Any kind of faults and failures of these E/E systems can lead to critical hazards
and can potentially harm people. A demand for the development of such interconnected
E/E systems is (a) the compliance with several standards and guidance for engineers
regarding quality (e.g. AutomotiveSPICE), safety (e.g. ISO 26262) and furthermore
security (e.g. SAE J3061, ISO/SAE JWG 21434), (b) possibility for reuse of developed
elements, and (c) early validation supported by simulation. A methodology to handle
these demands (at the same time) is proposed in this thesis.

This thesis proposes different approaches based on model-based systems engineering as
a key methodology to overcome the challenges stated above regarding the development of
automotive E/E systems. Model-Based System Safety Engineering (MBS?E) approaches
are presented that supports (1) safety process and consistent work product management,
(2) elaboration of safety analysis methods and derivation of safety concepts based on a
system model, (3) derivation of simulation models for early safety validation, and (4) reuse
of different kinds of patterns regarding process, design, and argumentation.

Different use case scenarios demonstrate the applicability of the presented approaches
based on the automotive case study of a traction battery system. The use case scenarios
cover handling of the increasing complexity and functional safety concerns, use of stand-
ardized modelling language for MBS?E, and provide guidance for system modelling and
argumentation. The application of the MBS?E approaches enable an improvement of the
system engineering activities by centralising the relevant information in a joint data model
with interfaces to domain specific tools and reuse of dedicated safety artefacts.
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Extended Summary

Electric/Electronic (E/E) systems in a vehicle are safety-critical, because of possible
malfunctions that could harm people. For this reason engineers have to guarantee absence
of unreasonable risk for human life and the environment of E/E systems. One vital as-
pect in the context of the thesis at hand is to handle functional safety concerns in early
design phases in an efficient way. From the functional safety perspective in the automotive
domain the ISO 26262 standard provides requirements and recommendations for the en-
tire safety life-cycle of E/E systems. Nevertheless, compliance with the standard presents
a significant challenge for companies because the ISO 26262 standard only sets require-
ments, but does not explicitly specify how these requirements can be implemented at all.
An established for quality management engineering process (e.g. AutomotiveSPICE) is
needed to provide the basis for introduction of functional safety activities. This thesis
discusses an integrated modelling framework of methods and tools for the development of
automotive systems to cover safety-related concerns.

The Original Equipment Manufacturer (OEM) is liable for its product, that means
that the product has to be safe and it must be developed according to state of the art
engineering practices (standards and methods). Performing engineering activities guided
and argued by cross-domain process frameworks are necessary to achieve high quality and
guard OEMs against recalls. A big challenge in this context is the constraint that these
engineering activities must decrease time to market and lower cost strategy of consumer
products such as automotive vehicles. This requires effective engineering approaches that
guide and support engineers during the development. An integrated engineering process
provides a consistent basis of documentation and evidence for process compliance. Today’s
and future automotive mobility is facing a steady increasing number of innovative func-
tions, which are related to electrification of powertrains and advanced driver assistance
systems. The system complexity increases because of the required data exchange with
E/E systems in the vehicle (e.g. sensor data for the operational strategies) and external
E/E systems of the environment (e.g. for navigation in different driving scenarios). This
data exchange, realised by highly interconnected E/E systems via different communication
technologies, requires intelligent technology to provide their services and communicates
requested data via standardized interfaces. Vehicle functions in the automotive domain
are realized by software-intensive E/E systems. The role of software (SW) to imple-
ment a specific function becomes more and more important, because systems have to be
flexible, configurable, maintainable and reusable. To realize such demands, standardized
hardware platforms must support flexible application SW. And today more than 100 dis-
tributed Electronic Control Units (ECU) within modern vehicle are integrated because
of independent development of an increasing number of functions. New technologies like
multi-core processors become important, because they fulfil the demand of computational



power for the functional algorithms implemented in SW on a very small integrated design
space. Furthermore, close interaction of engineering activities requires an established en-
gineering life-cycle to handle all interactions beyond different involved disciplines such as
mechanics, hardware and software.

The thesis presents the following safety-relevant topics within the Model-Based System
Safety Engineering (MBS2E) framework:

Safety Process and Management. A safety workflow is elaborated and relevant
process elements, such as activities, tasks, roles, methods, tools, guidelines and artefacts,
are modelled. The process model can be used as an input to company-specific application
life-cycle management tools to coordinate process activities and required artefacts in a
specific data repository. Specific safety engineering tools are used for elaboration of these
artefacts. Tool interaction and traceability of safety artefacts is shown in the MBS?E
framework.

Safety Analysis and Concepts. ISO 26262 sets requirements for specification of
safety requirements at different abstraction levels (Functional /System/Hardware/Software
Level). Each level covers specific safety-related attributes supported by the MBS?E ap-
proach. The work at hand covers the functional and system level of the safety life-cycle.
The MBS?E methodology uses a semi-formal modelling language based on SysML for
modelling of safety artefacts like requirements and architectural elements, error models
and safety measures. These elements are instantiated in a system model and used in an
iterative approach to elaborate safety analysis artefacts by applying Hazards and Oper-
ability Analysis (HAZOP), Hazard Analysis and Risk Assessment (HARA), and Failure
Mode and Effect Analysis (FMEA).

Early Safety Validation by Simulation. In this work a model-based approach for
integration and test of E/E systems is proposed. The created model is used as basis for
configuration of a joint simulation of different cross-domain models like thermal manage-
ment, engine control and powertrain environment, and it defines the required models and
their parameters to establish a link between safety goals and the structure of the simula-
tion models. The initial model is enriched with information needed for the execution of the
simulation and transformed to a language suitable for advanced simulation tasks. The ex-
ecution of the simulation environment provides an early feedback to the system designers
and safety engineers concerning the adequateness of the defined safety measures.

Safety Argumentation supports Safety Case. Safety argumentation is required
to provide evidence that the process- and product-specific activities have been performed
in a satisfying manner, that means that the management process and all decided engineer-
ing measures are adequate for the development of a safe product. The elaborated approach
provides argumentation to show compliance of the engineering process in a process audit,
and argumentation of safety of the product for functional safety assessment. The Goal
Structuring Notation (GSN) has been used to model reusable (process and product) ar-
gumentation patterns.

Reuse of Safety Artefacts. A survey of the state-of-practice for reuse of safety
artefact has been elaborated. In this survey the main industrial challenges have been
identified and possible improvements have been proposed. In the thesis the following
approaches for reuse are discussed: (1) Safety-oriented Process Line (SoPL) shows the
possibility for reusing process elements in a company- and project-specific instantiation



based on product line engineering; (2) Usage of GSN patterns show the applicability for
process and product argumentation to create a Safety Case; (3) design patterns supports
the elaboration of harmonized safety and security measures.

Demonstration Case Study. The applicability of the proposed MBS?E approach
is demonstrated in an relevant automotive use case, which provide an insight industrial
engineering challenges. The automotive battery system is the major component of the
powertrain of a Hybrid and Electric Vehicles. The applied MBS?E approaches cover
several safety concerns of the battery system and highlights modelling and traceability
aspects of relevant artefacts in context of functional safety.

Handle increasing complexity and functional safety concerns. The MBS?E ap-
proach provides a hierarchical abstraction and modular separation with defined interfaces
between different types of modules from concept to system and sub-system level. In the
context of system engineering the complex problem statement requires a adequate under-
standing of the nature of the underlying problem to be solved by dividing and simplifying
into manageable sub-problems.

MBS?E approach based on standardized modelling languages. The MBS’E
approach is elaborated based on system modelling using the System Modelling Language
(SysML), process modelling using Software & Systems Process Engineering Meta-Model
(SPEM), argumentation modelling by GSN and further extended elements to cover safety
specific concerns.

Guidance for Modelling and Argumentation. The integrated MBS?E approaches
guide and support engineers through the relevant activities regarding design, analysis, veri-
fication by modelling of safety-relevant artefacts. Furthermore, the argumentation and
elaboration of a safety case for process- and product-based argumentation is supported in
a practical way.
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Chapter 1

Introduction

The development of automotive cyber-physical systems has to guarantee absence of un-
reasonable risk for human life. That means that such Electric/Electronic (E/E) systems
in a vehicle are safety-critical, because of possible malfunctions that could harm people.
For this reason engineers have to overcome several challenges: On the one hand increasing
complexity due to addressing of multidisciplinary technologies, e.g. automotive battery
systems for hybrid electric vehicles where electrical, mechanical, chemical and thermal
disciplines play an important role [1], [2]. On the other hand the inter-connection and
inter-communication functionalities of distributed systems in a vehicle and beyond vehi-
cle’s boundaries.

The main parts of this thesis consists of a collection of publications of the candidate
("Mantel" PhD thesis), that addresses approaches to improve that challenges in the context
of development of safety-critical systems. The list of elaborated publications, that investi-
gates the presented approaches are describe in a summary and in the full-text in Chapter 6.

1.1 Motivation

Today’s and future automotive mobility is facing a steady increasing number of innovative
functions, which are related to electrification of vehicle powertrains and advanced driver
assistance systems [1]. The introduction of new functionalities requires an enhancement
of established mechatronic solutions by Electric/Electronic (E/E) systems. Furthermore,
these functions become more complex because of required data exchange with other E/E
systems in the vehicle (e.g. sensor data for the operational strategies of the propulsion
systems) and external E/E systems of the environment (e.g. for navigation in different
driving scenarios). This data exchange is realised by highly interconnected E/E systems
via different communication technologies and requires intelligent technology to provide
their services and communicate requested data via standardized interfaces. To handle this
overwhelming demand of computational power, the number of Electronic Control Units
(ECU) within a car is growing.



1. Introduction 2

1.2 Problem Statement

Vehicle functions in the automotive domain are realized by software-intensive E/E sys-
tems. The role of software (SW) to implement a specific function becomes more and more
important, because systems have to be flexible, configurable, maintainable and reusable.
To realize needed demands, standardized hardware platforms must support flexible appli-
cation SW. New technologies like multi-core processors become important, because they
fulfil the demand of computational power for functional algorithms implemented in SW
on a very small space. Furthermore, close interaction of engineering activities require
an established engineering life-cycle to handle all interactions across different involved
disciplines such as mechanics, HW and SW and system integration.

1.2.1 Importance of Standards

It is vital to manage risks during the development of embedded and cyber-physical systems
in safety-critical domains such as the automotive domain and other transport domains
(e.g.railway, aviation). In history many recalls have been documented - several accidents
with injured or even death humans occurred, where relevant safety problems could have
been prevented during the product development phase:

e Airbag blew up during normal driving operation' (e.g. 1.2 million of the Ford model
F-150 built in the years 2004 to 2006 were affected)

e Engine recalls? (e.g. from 2006 to 2011 worldwide 235.000 vehicles of BMW Mini
cooling water pump were affected, where electric failure of the pump caused fire)

e Window lifter clamping protection® (e.g. in 2011 about 1.800 vehicles of Nissan
model 3707 were affected, where a software failure in the window lifter occured)

In this context the life of humans may be endangered by malfunctioning on such
products. This means for automotive manufacturers and suppliers of embedded systems
functional safety is a top concern for their products. The automotive domain has the
situation of a very large and complex supply-chain of E/E systems and that means if one
major supplier may have an safety issue many other companies will be effected.

Such incidents not only seriously affect the reputation of involved companies, it could
also have massive financial consequences: product recalls and legal disputes will result in
huge losses.

Legal and financial consequences of standards. The functional safety standard
ISO 26262 [3] is based on the notion that vehicle safety is dependent upon the behaviour
of the control system itself, where it is oriented to the mass production of vehicles. The
safety of a system must be validated before vehicles are put into customer market. It is
highly relevant with respect to the implementation of requirements set out in European

"http://www.autoblog.com/2011/04/14/ford-f-150-airbag-recall-balloons-by-1-2m-units/
*http://www.bbc.com /news/uk-16586961
3http://www.nissanproblems.com /recalls/370Z/2011/
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Regulation No 661/2009* according to which vehicle safety must be designed in line with
the respective current state of science and technology. ISO 26262 provides a framework for
achieving functional safety when using complex E/E systems in motor vehicles, where the
standard itself is an element of the scientific and technological state of the art. Functional
safety is a property of these systems which can be assessed by using the methods recom-
mended in ISO 26262. The assessment itself reduces risks but does not completely avoid
them. The standard demands for integration of its requirements into the process a quality
management system based on ISO/TS 16949. The implementation of the requirements
set out in the standard substantially determines the responsibilities of the manufacturers
of safety-relevant systems, particularly those of vehicle manufacturers, under civil and
criminal law. The ISO 26262 legal relevance of the two legal spheres of "product liability"
and "producer liability" must be considered. The legal consequences of ISO 26262 do not
result only from the application of a product that has been manufactured according to the
processes set out in the standard. The standard itself claims to consider legal provisions
and requirements defined by government authorities. The user of the standard has to com-
ply with legal requirements in an early development phase, because the user’s familiarity
with requirements is a prerequisite for compliance. The standard is based on the scientific
finding that absolute safety is not achievable. The right application of the ISO standard is
intended to provide evidence, that a safety-related system is free from unreasonable risks.
ISO 26262 can be seen as a guidance framework for processes and recommended methods
for safety-relevant systems. In future, ISO 26262 on functional safety in road vehicles will
be instrumental in determining the E/E architectures for automated vehicle functions. [4]

Technical impact of standards. In addition to the before mentioned reasons of
potentially protecting human lives, legal and business interests of automotive industries.
There is another reason to implement adequate risk management processes and safety
measures. The automotive domain is a highly regulated sector, with various standards
stipulating the relevant safety requirements. Failing to prove compliance with relevant
development standards means that the company will not have the possibility to enter the
automotive market.

International standards such as IEC 61508 [5] or ISO 26262 can be seen as funda-
mental in automotive sector. Regarding functional safety (safety of the E/E system),
the IEC 61508 is the basic international functional safety standard applicable to electri-
cal/electronic/programmable electronic (E/E/PE) safety-related systems of all industries.
ISO 26262 for road vehicles’ functional safety is an adaptation of this standard that is
applicable to the development of safety-related E/E systems in the automotive domain.
One important aspect of functional safety is the risk of electronic malfunction, e.g mal-
function of the battery control unit caused by incorrect inputs or software errors. These
malfunctions could lead to hazardous events for passengers, other traffic participants, and
uninvolved parties (e.g. fire due overcharging of battery cells). The risk of malfunctions
has to be lowered to an insignificant risk potential by gaining a clear understanding of
possible faults, as well as their causes and effects, and by providing solutions for fault mit-
igation. One vital aspect in the context of the thesis at hand is to handle functional safety
concerns in early design phases in an efficient way. Additionally, due to the close interac-

4Official Journal of the European Union dated 31 July 2009, L 200/1
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tions within mechanics, electronics and software, the analysis and handling of transversal
intra-domain effects are gaining more importance.

From the functional safety perspective in the automotive domain the ISO 26262 stan-
dard provides requirements and recommendations for the entire safety life-cycle of E/E
systems. That means this ISO standard covers the question:

e WHAT has to be done to provide evidences for compliance with functional safety
requirements according to 1SO 262627

The main challenge is that ISO 26262 doesn’t provide a clear guidance for engineers to
support the introduction of functional safety in companies and following questions arise:

o HOW should the standard be applied in a company in an economic an efficient way?

o HOW can a company argue and provide "enough” evidence that ISO 26262 is fulfilled
and the system is safe?

Quality Standards. The safety management according ISO 26262 demands an estab-
lished quality engineering process in the organization and during specific product develop-
ment projects. An existing evidence related to a quality management system complying
with a quality management standard, such as ISO/TS 16949 or equivalent is needed.

In the automotive sector processes for software-intensive embedded systems can be
described by Automotive SPICE (ASPICE) [6] (customization derived from the initial
ISO/IEC 12207) or derived from ISO/TS 16949 requirements (customization derived from
the more general ISO 9001 standard). The quality assurance group in a company works on
achieving the compliance with the ISO/TS 16949 standard for certification purposes of the
overall quality business process. On the other side a technical, more focused, group works
on best practices in ASPICE to be applied for process improvement purposes regarding
embedded system development. In this thesis ASPICE for quality assurance will be cov-
ered for the quality aspects. In summary, an established engineering process is needed to
provide the basis for introduction of any standard compliant quality and functional safety
activities.

1.2.2 From document centric to model-based standard compliant work
products

For all engineering activities, specific documentation is required to prove that the devel-
opment of a product conforms to the standard. ISO 26262 requires specific evidences by
work products, which are related to requirements of the standard for each safety activity.
However, different work products share the same safety artifact data. Thus, if any of
these artifacts have to be changed, different work products are affected and have to be
updated to provide consistent information. This is the main drawback of document-centric
development. The introduction of semi-formal notation (e.g. UML, SysML) improves this
situation because the artifacts in a system model use a consistent and shared data source.
The required work products can therefore be created and exported as the documentation
output of the system modelling effort. The system modelling described in this thesis is
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based on the international standard Object Management Group (OMG) Systems Modeling
Language (SysML) [7], since this language has been successfully applied and is supported
by commercial available modelling tools. A standardized, semi-formal modelling language
paves the way from the document-centric to the model-centric development approach.

Safety Abstraction Levels. ISO 26262 defines a safety lifecycle, which is oriented
toward the general V-Model [8] of product development and by delineating different levels
of safety requirements (see Figure 1.1). The safety issues are thereby outlined from a
higher level of functional abstraction (safety goal, functional safety requirements) to the
more detailed levels of the technical realization of a system (technical safety requirements),
down to the software (software safety requirements) and hardware levels (hardware safety
requirements). The following paragraphs provides a separation between problem and
solution space in the context of ISO 26262.

Functional Needs
[Scope on VEHICLE Level]

Functional Solution
[Scope on ITEM Level]

System Description
[Scope on SYSTEM Level, incl. Vehicle]

Software Description
[Scope on SOFTWARE Level]

Technical
Solution

Hardware Description
[Scope on HARDWARE Level]

Figure 1.1: Overview of abstraction levels (main scope on thesis on functional level)

Functional Needs cover the definition of the item®. The boundaries of the item and
the interaction of the item with different stakeholders (e.g. other items, other technologies,
users/ humans) has to be defined. Based on this "item definition", the Hazard Analysis
and Risk Assessment (HARA) analyzes any potential safety-risks. The HARA determines
an Automotive Safety Integrity Level (ASIL) for risk classification and a number of safety
goals. Safety goals represent top-level safety requirements for subsequent safety activities
in the safety lifecycle.

Functional Solution of the item has to be defined independently of any technical
solution. This separation is crucial for the understanding of the characteristics and in-

5An item represents a system or an array of systems that realizes a specific functionality on the vehicle
level (ISO 26262 part 3).
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teractions of such complex automotive systems. The first level of the solution is covered
in the functional safety concept (FSC) (ISO 26262 part 3), which is derived from the
safety goals. The FSC defines all required safety measures for handling different kinds of
identified malfunctions. These safety measures have to be reflected as Functional Safety
Requirements (FSR), which must be allocated to the elements of the item. The main
focus of this thesis is on the above presented functional description, which covers func-
tional needs and functional solutions. This a vital part of the safety lifecycle because the
ASIL and the FSC provide the basis for the technical solution and all subsequent safety
activities.

Technical Solution of the item defines the technical implementation of system in-
cluding hardware and software. The system description (ISO 26262 part 4) defines the
Technical Safety Concept (TSC), which refine the FSC by specifying technical safety mech-
anisms. Safety mechanisms cover detection, indication and control of faults, both in the
system and in external devices that interact with the system. Safety analyses of the system
design are needed to avoid systematic failures, random HW failures, and common cause
failures, as well as to verify the TSC. On the lowest level of the system implementation, the
TSC has to be refined by HW (ISO 26262 part 5) and SW (ISO 26262 part 6) components.

1.2.3 Simulation supports Early Safety Validation

Following directly the approach of ISO 26262 some limitations can be observed in tra-
ditional engineering approaches. First, a lack of traceability between safety goals, their
derived safety requirements, created work products, developed components, and the re-
sulting system. This complicates the argumentation of a product’s safety. Second, the
automotive supply chain must be aligned to support these safety activities. Horizontal
integration issues (e.g. different software-components) and vertical integration issues (e.g.
component, module and system levels) as well as testing problems arise in this context.
Integration test cases applied during document-centric approaches might not be as correct
and complete as they seem, due to missing links to the initial safety goals. To overcome
these issues, this thesis proposes a combined solution covering two main aspects, namely
system modeling and virtual prototyping. For a formalized system description approach,
we decided to deploy SysML and SystemC languages. These languages complement each
other and provide the possibility for model-centric development. They support the need
for the characterization of structure, behavior, requirements and simulation of automotive
embedded systems. The resulting models are used as a reference throughout requirements
and system design phases and serve as a basis for component design and implementation
phases. Different views on the model are used to extract necessary information for inte-
gration and test scenarios, which span across horizontal and vertical levels. The desired
functions are rooted in different engineering domains. Therefore a co-simulation approach
is followed: By coupling different simulation tools, the impact and interaction of HW,
SW, and mechatronic/mechanical components on the vehicle’s functions can be observed.
That approach provides the possibility to perform fault injection to expose safety goal
violations in early development phases. In context of functional safety, the created models
and corresponding test scenarios are oriented at the overall safety goals and form an ex-
ecutable safety case, providing arguments for safety validation. The introduced concepts
and methods are demonstrated by an automotive use case.
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1.2.4 Safety Assessment/Safety Case

Companies, which deal with safety critical products, engage external authorization bodies
to certify their abilities concerning functional safety development (e.g. functional safety
audit and functional safety assessment). Safety certification ensures that a certain product
fulfills specific safety requirements in a specific environment. It requires a complete and
structured collection of evidence to show that the developed system is acceptably safe.
The role of safety arguments is often neglected, thus stakeholders who are not directly in-
volved in the creation of work products (e.g. reviewers) may have troubles to reconstruct
the train of thought concerning decisions taken. Documentation of decisions in a compre-
hensible manner avoids loss of crucial information. A systematic approach is required to
handle the development process that deals with dependency issues of the elaborated work
products, because the complex relationship between them may be not obvious. Standard
compliant work products represent artifacts, that cover outcomes of a specific engineering
task. An argumentation method is needed that accompanies the process and is able to
deal with the complex linkage between these individual artifacts. In order to come up
with a versatile approach, being capable of dealing with a broad range of complex systems
and processes, this method must be structured, modular and scalable. A vital topic in
context of ISO 26262 is the elaboration of the safety case. It defines a safety case as "the
compilation of all work products that are used as evidence to show that all requirements
for an item are satisfied. [...] The three principal elements are requirements, arguments
and evidence". Arguments explain the relationship between evidence and requirements,
but ISO 26262 does not provide detailed requirements concerning creation of the safety
cases.

1.2.5 No Safety without Security

As mentioned in the beginning, the rising vehicle connectivity (vehicle-to-vehicle, vehicle-
to-infrastructure) causes multiple inter-vehicle connections as well as capabilities for (wire-
less) networking with other vehicles and non-vehicle entities. Connections are not re-
stricted to internal systems (e.g. steering, sensor, actuator, and communications) but also
include other road users and infrastructure. Current vehicles already utilize connectivity
for over-the-air updates, smart maintenance, remote tracking or insurance services. A well-
known demonstration of security risks was the hack of a Jeep Cherokee [9]. The intrusion
started through a vulnerability in the cellular network configuration, progressed from the
telematic system and ultimately affected even safety-critical control units. The Attackers
were able to influence braking, steering and acceleration. A similar weakness was also
found by the German automotive club ADAC in the ConnectedDrive system installed in
BMW vehicles. A vulnerability in the communication configuration allowed an attacker
to access the communication. [...] While reliability and functional safety are well accepted
in the automotive domain, security engineering is a novel aspect for this industry. Even
if the hand-over of know-how and best practice from other application domains can be
performed successfully, a major aspect here is the efficient integration of reliability, safety
and security engineering into a common lifecycle for the development of dependable au-
tomotive cyber-physical systems [10]. This work investigates an co-engineering approach
that extends the proposed methodologies for security aspects regarding process modelling
and argumentation.
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1.2.6 Research Goals and Methods

The following research goals are investigated in this thesis:

Research Goal 1: Definition of a model-based development method ensuring compliance
to safety and quality standards.

Research Goal 2: Development of model-based system development approach main-
taining traceability and consistency between work products and allows for early safety
validation.

Research Goal 3: Development of a method for creating a safety argument considering
security aspects.

Different research methods have been investigated for the elaboration of the thesis:
Investigation of industrial practices and literature research especially on norms and stan-
dards regarding functional safety and systematic reuse. Development of model-based
methodology in parallel to existing, document based approaches to show the benefits
of MBSE approaches. For the demonstration part experimental evaluations have been
performed based on industry sized problems within industry driven research projects to
show the applicability of the approaches. Furthermore, advantages and challenges of the
proposed methods have been investigated and novel research topics have been identified.

1.2.7 Deliminations

Focus in this thesis is on the concept phase, because identification of any kind of mal-
functions in this phase is most beneficial and can vastly reduce development cost. The
presented results can form the basis for well-established development processes for techni-
cal implementation like entire systems, hardware or software. It supports the development
process by ensuring consistency and traceability as well as early validation using simula-
tion (e.g. co-simulation).

The field of safety-engineering is quite broad and so the thesis focuses a specific area as
described above and only references to the following aspects of the development process:

e Technical implementation of system design by hardware and software;
e Integration, verification and validation aspects of technical implementation; and

e Life-cycle phases production, operation, maintenance and decommissioning.

1.3 Organisation of the Thesis

The remainder of the thesis is organised as follows: Chapter 2 describes related work in
the areas automotive safety engineering regarding process and system modelling, safety
analysis, and safety argumentation. The Chapter 3 presents the main methodology ap-
proaches of process modelling, model-based safety engineering, safety argumentation and
co-engineering framework. In Chapter 4 the automotive case study high voltage battery
system of an hybrid electric vehicle powertrain is used for demonstrating the applica-
bility and experimental evaluation of the elaborated methodologies on specific use case
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scenarios. Chapter 5, provides a conclusion of the overall work and gives an outlook on
possible next steps and further upcoming challenges in the development of safety-critical
automotive embedded systems. The last Chapter 6 provides a summary of elaborated and
relevant publications, includes all relevant publications of the author and an allocation of
the papers to the specific contributions of the thesis.

1.4 Involved Projects

The following European research projects provided a valuable contribution

1.4.1 SafeCer Project

The project SafeCer (Safety Certification of Software-Intensive Systems with Reusable
Components) is an international research collaboration targeting increased efficiency and
reduced time-to-market by the composable certification of safety-relevant embedded sys-
tems. The project was separated in two sub-project namely pSafeCer and nSafeCer.

pSafeCer Project. The two-year pSafeCer (pilotSafeCer) [11] project was started in
April 2011 and is funded partly by the ARTEMIS Joint Undertaking (the European Public-
Private Partnership for Advanced Research and Technology for EMbedded Intelligence
and Systems) and partly by national funding. pSafeCer aims to support arguments for
the reuse of safety certification and pre-qualified components within and across industrial
domains. This addresses the overarching goal of the ARTEMIS JU strategy to overcome
fragmentation in the embedded systems markets so as to increase the efficiency of tech-
nological development while facilitate the establishment of a competitive market in the
supply of embedded systems technologies and provide market access for SMEs as suppliers
of trustworthy (pre-qualified) components, qualified tools and software (meeting specific
SME related target of ARTEMIS Innovation Environment). pSafeCer applies mainly
existing/adapted methods and techniques by integrating them via interfaces and transfor-
mations, thereby clearly meeting the ARTEMIS JU over-arching objective of closing the
design productivity gap between potential and capability.

nSafeCer Project. European industry has a great potential to achieve a leading po-
sition in the growing global market of safety-relevant embedded systems, provided it can
devise efficient and industrial-strength methods and processes for their development and
certification. The three-year nSafeCer (novelSafeCer) [12] project targeted increased ef-
ficiency and reduced time-to-market by composable safety certification of safety-relevant
embedded systems. nSafeCer built on the ARTEMIS pilot project pSafeCer. Sharing the
same overall goals, the concepts developed in pSafeCer were advanced into tangible indus-
trial implementations of “project-ready*, unified and seamlessly integrated solutions, and
demonstrators of the proof of concepts. nSafeCer aimed to support arguments for reuse
of safety certification and pre-qualified components within and across industrial domains.
This addressed the overarching goal of the ARTEMIS JU strategy to overcome fragmen-
tation in the embedded systems markets so as to increase the efficiency of technological
development. Furthermore, it facilitated the establishment of a competitive market in
the supply of embedded systems technologies and market access for SMEs. nSafeCer adds
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scientific objectives, including support for product lines and cross-domain certification and
reuse.

The whole SafeCer project, which includes pSafeCer and nSafeCer projects contribute
the following to the thesis:

e Definition of the hybrid powertrain use case and relevant engineering scenarios
e Semiformal process modelling and reuse of process elements

e Investigation on model-based systems engineering and interaction with safety anal-
ysis activities

e Introduction to the topic of safety argumentation

1.4.2 VeTeSS Project

VeTeSS (Verification and Testing to Support Functional Safety Standards) [13] developed
standardised tools and methods to verify the safety of automotive embedded systems.
By providing objective data for safety qualification and certification, reliance on manual
processes and expert opinion were reduced as well as development costs and time to mar-
ket, even with the increasing complexity of embedded systems and software. The project
defined a seamless, automated design flow from requirements to validation, integrating
formal analysis, simulation and physical test. Based on this, a set of consistent tools and
methods for safety analysis and testing across HW and SW, and analogue and digital
domains have been provided. This included methods and tools to automatically derive
test procedures and test vectors to validate an architecture against the safety goals.

The VeTeSS project contributes the elaboration of model-based simulation frameworks
to the thesis.

1.4.3 EMC2 Project

EMC2 (Embedded Multi-Core systems for Mixed Criticality applications in dynamic and
changeable real-time environments) [14] found solutions for dynamic adaptability in open
systems. It provided handling of mixed criticality multi-core applications in real-time
conditions, with scalability and utmost flexibility, fullscale deployment and management
of integrated tool chains, through the entire lifecycle. The EMC2 project focused on
the industrialisation of European research outcomes and builds on the results of several
previous ARTEMIS, European and national projects. It provided the paradigm shift
to a new and sustainable system architecture that was capable of handling open dynamic
systems. EMC2 expected to facilitate the EU’s ability to deploy and use embedded systems
across important European market sectors (e.g. Automotive Embedded Systems as a key
innovation driver, enabling the majority of innovations).
The EMC2 project contributes by:

e Elaboration of process framework including safety argumentation

e Investigation in safety and security co-engineering
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1.4.4 AMASS Project

AMASS (Architecture-driven, Multi-concern and Seamless Assurance and Certification
of Cyber-Physical Systems) [15] AMASS project will create and consolidate the de-facto
European-wide open tool platform, ecosystem, and self-sustainable community for assur-
ance and certification of Cyber-Physical Systems (CPS) in the largest industrial vertical
markets including automotive, railway, aerospace, space, energy. The ultimate goal of
AMASS is to lower certification costs for CPS in face of rapidly changing features and
market needs. This will be achieved by establishing a novel holistic and reuse-oriented
approach for architecture-driven assurance (fully compatible with standards such as AU-
TOSAR and IMA), multi-concern assurance (for co-analysis and co-assurance of e.g. se-
curity and safety aspects), and for seamless interoperability between assurance and engi-
neering activities along with third-party activities (e.g. external assessments and supplier
assurance).
The AMASS project contributes by:

e Investigation in safety and security co-engineering

e Pattern-based approach for safety and security measures



Chapter 2

Related Work and Background

2.1 Relevance of Automotive Standards

The main relevant standards for this thesis are Automotive SPICE (ASPICE) and the
automotive functional safety standard ISO 26262, which are described in the following.
ASPICE - "Automotive SPICE Process Assessment\Reference Model v3.0"
covers two main aspects (1) ASPICE Process Assessment Model (PAM) and (2) ASPICE
Process Reference Model (PRM), which are incorporated since v3.0 and they are used in
conjunction when performing an process assessment. "The ASPICE PAM is intended for
use when performing conformant assessments of the process capability on the development
of embedded automotive systems. The PAM offers indicators in order to identify whether
the process outcomes and the process attribute outcomes are present or absent in the in-
stantiated processes of projects and organizational units. Process performance indicators,
which apply exclusively to capability Level 1. They provide an indication of the extent of
fulfillment of the process outcomes. Process capability indicators, which apply to Capability
Levels 2 to 5. They provide an indication of the extent of fulfillment of the process attribute
achievements. BPs represent activity-oriented indicators. WPs represent result-oriented
indicators. Futhermore, the PAM offers a set of work product characteristics for each WP.
[..] The ASPICE PRM was developed based on the former version ASPICE PRM 4.5 and
it was further developed and tailored considering the specific needs of the automotive Qual-
ity Management System. If processes beyond the scope of ASPICFE are needed, appropriate
processes from other PRM such as ISO/IEC 12207 or ISO/IEC 15288 may be added based
on the business needs of the organization." [6]
In this work, the process performance indicators of BP and WP are relevant to cover the
outcomes of the base development process.

ISO 26262 - "Road Vehicles - Functional Safety" [3] is the automotive industry-
specific derivation of the generic industrial functional safety standard IEC 61508 [5]. The
first edition of ISO 26262 was released in November 2011 as the state of the art inter-
national standard for E/E systems in series production passenger cars with a maximum
gross weight of 3500kg. The standard relates to the functional safety of E/E systems, not
to that of systems as a whole or of their mechanical subsystems. These safety-relevant
processes may be viewed as being integrated or running in parallel with a managed require-

12
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ments lifecycle of a conventional Quality Management System (e.g. oriented on ASPICE).
ISO 26262 provides a structured and generic approach for the complete safety lifecycle
of an automotive E/E system, including design, development, production, service pro-
cesses and decommissioning. It defines Automotive Safety Integrity Level (ASIL) as a risk
classification parameter for the safety-critical hazardous situations of an item!. This is
an important parameter for all subsequent safety activities within safety lifecycle. The
ASIL can be seen as a parameter that indicates the amount of effort for risk reduction in
order to achieve a tolerable risk level. After the determination of the ASIL it is used for
different safety activities over the whole standard to provide a recommendation levels for
best-practice methods based on the ASIL.

I 1. Vocabulary |

2. Management of functional safety

2-7 Safely management after the item s release
for production

|2_5 Overall safely management | 2-6 Safely management during the concept phase |

and the product d

3. Concept phase 4, Product development at the system level Production and operation

ation of praduct
nant at the system level

|3-5 Item definition 4-11 Release for productio

— - 4-10 Functional safaty, 6 Operalion, service
|3-E Initiation of the safety lifecycle ion of the technical "~ (maintenance and repair), and
[=a onts 4-9 Safety validatig ‘ decommissioning
3-7 Hazard analysls and risk
assessment
E | |H Item integ a
3-8 Functional safety |
concept 5. Produc gnt at the ent at the
hai el
development a software level

peciication
Sguremen’

5
5-7 Hardware desig

5-8 Evaluation of the
architectural metrics

itectural design
oftware unit design and
enfation

v

g Evalualion ol [he salaly g 5 - A
violalions due ta random hardy are unit testing
failures
5-10 Hardware integration and
testing

Software Integration and
ing

B-11 Verification of software safety
requirements.

8. Supporting processes

|B-5 Interfaces within distributed developments

8-10 Docurmentation

|B-6 Specification and management of safety requirements
=T Configuration management

8-11 Confidence in the use of sofiware tools
8-12 Qualification of soffy components

B-B Change management

8-13 Qualification of hardware companents

8-9 Verification 8-14 Proven in use argument

9. ASIL-oriented and safety-oriented analyses
9-5 Requirements decomposition with respect to ASIL tallorin 9-7 Analysis of dependent fallures ]
9-6 Critenia for coexistence of elements 9-8 Safety analyses ]

10. Guideline on IS0 26262

Figure 2.1: Overview of different parts of ISO 26262 [3]

The ISO 26262 standard consists of 9 normative parts and a informative guideline as
the 10th part (see figure 2.1). The most relevant parts of ISO 26262 for this thesis are
part 1, 2, 3, 4, 8, 9, which are underlined in the following section.

The ten parts of ISO 26262 are:

e Part 1 - Vocabulary: Terminology and glossary of relevant terms within the stan-
dard.

e Part 2 - Management of functional safety: Specifies the requirements regard-

! An item is a system or array of systems for implementing a function at vehicle level, to which ISO 26262
is applied. [3]
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ing functional safety management for automotive applications, including project-
independent requirements (organizational activities, i.e. overall safety management),
project-specific requirements (management activities in the safety lifecycle, i.e. man-
agement during the concept phase and product development, and after the release
for production).

e Part 3 - Concept phase: Defines the requirements for the concept phase for au-
tomotive applications, including the item definition, initiation of the safety lifecycle,
hazard analysis and risk assessment and functional safety concept.

e Part 4 - Product development at the system level: Covers requirements of the
left leg of the V-Model for system design including initiation of product develop-
ment at system level, specification of technical safety requirements, technical safety
concept, system design. Furthermore, it covers the right leg of the V-Model for
verification and validation including item integration and testing, safety validation,
functional safety assessment, and release for production.

e Part 5 - Product development at the hardware level: Specifies the require-
ments for automotive applications, including requirements for initiation of product
development at the hardware level, specification of the hardware safety requirements,
hardware design, hardware architectural metrics, and evaluation of violation of the
safety goal due to random hardware failures and hardware integration and testing.

e Part 6 - Product development at the software level: Defines requirements for
initiation of product development at the software level, specification of the software
safety requirements, software architectural design, software unit design and imple-
mentation, software unit testing, software integration and testing, and verification
of software safety requirements.

e Part 7 - Production and operation: Specifies the requirements for production,
operation, service and decommissioning.

e Part 8 - Supporting processes: Includes interfaces within distributed develop-
ments, overall management of safety requirements, configuration management, change
management, verification, documentation, confidence in the use of software tools,
qualification of software components, qualification of hardware components, and
proven in use argument.

e Part 9 - ASIL-oriented and safety-oriented analysis: Covers requirements de-
composition with respect to ASIL tailoring, criteria for coexistence of elements, anal-
ysis of dependent failures, and safety analyses.

e Part 10 - Guideline on ISO 26262 (informative): This part provides an
overview of ISO 26262, as well as giving additional explanations, and is intended
to enhance the understanding of the other parts of ISO 26262. It describes the gen-
eral concepts of ISO 26262 in order to facilitate comprehension. The explanation
expands from general concepts to specific contents.
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Combination of Quality and Safety. ISO 26262 prescribes both functional safety
assessments considering the product being developed and functional safety audits con-
sidering the development process for this product. However, ISO 26262 provides limited
guidance on how to perform these functional safety assessments and audits. Different ac-
tivities have been investigated in integration of ASPICE and Functional Safety. Messnarz
et al. [16,17] discusses in these papers how the functional and requirements traceability
concepts in ASPICE have to be extended to cover the criteria and content demanded by
ISO 26262. Furthermore, the papers describe how these new concepts are considered in
the integrated ASPICE and Safety assessment approach which was proposed. The Swedish
Standard SS 7740 is a response to the needs of such guidance that could be commonly used
in the automotive industry [18]. The main purpose of the SS 7740 assessment model is
to standardize assessments of functional safety processes including well-defined capability
levels, i.e. ISO 26262 functional safety audits with standardized capability levels. SS 7740
complements an ordinary ASPICE assessment with respect to ISO 26262 by extending the
ASPICE PAM with a set of ISO 26262 unique indicators. These indicators may also be
used when implementing a process improvement program following an assessment, or as a
means to guide a functional safety assessment that is focused on practices and the quality
of work products.

2.2 Modelling and Analysis of Safety Artefacts

2.2.1 Process Modelling

Process Modelling Languages. In the literature, several process modelling languages
are available [19], [20], [21]. SPEM (Software Process Engineering Meta-model)2.0 [22] is
the OMG (Object Management Group)’s standard for software process modelling. Fur-
thermore, SPEM 2.0 is simply one of them but since it has appealing features in terms
of standardization, reuse, tool-support, etc. (as surveyed in [21]) as well as in terms of
active community working towards its enhancement [23], it answers the expectations for
the thesis. SPEM 2.0 offers static as well as dynamic modelling capabilities, the latter
achieved by including links to other modelling languages (e.g. UML activity diagrams).
SPEM 2.0 also offers modelling capabilities to address process variability. As explored
in [24] these modelling capabilities are not fully adequate to model process lines. How-
ever, the alternative modelling proposal [25], called vSPEM, which is currently matter of
investigation, is still too immature to be considered in the time-frame of our project.

Safety-oriented Process Line. A process line [26] is a family of highly related
processes that are built from a set of core process assets in a pre-established fashion. A
safety-oriented process line is a process line that targets safety processes [24]. A (safety-
oriented) process line approach is constituted of three phases: scoping (i.e. definition of
the set of processes to be examined as a family), domain engineering (i.e. commonality and
variability identification and modelling), process engineering (modelling of single processes
via selection and composition of reusable commonalities and variabilities). Comparisons
among safety processes characterize the main activity of the domain engineering phase.
Through comparisons, it is possible to identify what can vary (variabilities) between safety
processes and what, remains unchanged (commonalities). At a first glance, processes
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defined in different standards seem to exhibit only variabilities. Terminological differences
constitute a barrier to a straightforward identification of commonalities.

2.2.2 System Modelling

System Modelling Language. The work of Dajusuren et al. [27] discussed a num-
ber of Architecture Description Languages (ADLs) (SysML, EAST-ADL, AADL, TADL,
AML, and MARTE) and evaluated a set of ADLs based on the automotive-specific mod-
eling requirements. They selected SysML as a viable language to carry out the case study
on automotive systems and to demonstrate a method for architectural consistency check-
ing using SysML. The use of the SysML diagram types was evaluated, and the benefits
and disadvantages of the features were discussed from the perspective of the automotive
domain. SysML is a general purpose modeling language. It is based on Unified Mod-
eling Language (UML), and was constructed for systems engineering applications. It is
standardized by the OMG? [7]. The SysML concepts concern requirements, structural
modeling, and behavioral constructs. New diagrams include a requirement diagram and
a parametric diagram and adjustments of UML activity, class, and composite structure
diagrams. Tabular representations of requirements or allocations, for example, are also
included as an alternative notation. The three main diagram types of SysML are require-
ment diagram, block definition diagrams and internal block diagrams. The requirement
diagram provides cross cutting relationships between requirements and system models;
the structural diagrams are block definition diagrams, internal block diagrams, package
diagrams, and parametric diagram; the behavioral diagrams are use case, state machine,
activity diagrams, and sequence diagrams. SysML requirement diagram provides the rela-
tionship types satisfy, verify and trace, which enable requirements traceability. Any SysML
modeling element can be connected to the requirement via trace relationship to enable a
traceability, which is considered weak as its semantics do not include any constraints [28].
In contrast to SysML, the modelling languages ADL, AML, and MARTE do not sup-
port explicitly the requirements traceability, which is a vital topic for the development of
safety-critical products according the ISO 26262.

Safety Analysis Methods. The following qualitative safety analysis methods are rec-
ommended in the ISO 26262 for hazard identification, derivation of safety requirements,
system/hardware/software design analysis, validation at the vehicle level. The HAZOP is
an analysis method for identifying potential safety and operational problems associated
with design, maintenance or operation of a system. A HAZOP is a formal and objective
process, which ensures a systematic and well-documented evaluation of potential prob-
lems/hazards [29, 30].

The HARA is a safety analysis methodology for the automotive domain, which provides
a systematic determination of potential risks in specific driving situations. The HARA
introduces the ASIL for each hazardous event and defines Safety Goals as high level safety
requirements (ISO 26262 [3]-Part 3).

The Failure Mode and Effects Analysis (FMEA) is a systematic method to analyze po-
tential failure modes aimed at preventing failures. It is intended to be a preventive and

*http://www.omg.org/
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detection action process carried out before implementing new features or changes in prod-
ucts or processes [29-31].

Combination of Safety Analysis and System Modelling. In [32] an FMEA analy-
sis was conducted based on two different diagram types of SysML. An interesting approach
is also discussed in [33], where a SysML modelling process for software, electronics and
mechanics is introduced. Various safety aspects are targeted and a preliminary hazard
analysis is conducted. Piques et al. described their industrial experiences in applying a
SysCARS (System Core Analyses for Robustness and Safety) methodology in industrial
projects [34,35]. The SysCARS methodology provides a precise mapping of system en-
gineering artifacts to SysML artifacts, as well as the sequence of modelling of activities
to be performed, by a "workflow-driven" mechanism. Moreover, they show how inter-
operability is ensured with the tools already in place for requirements management and
control design. The works of Mader et al. [36-39] describe an safety engineering approach
called OASIS (AutOmotive Analysis and Safety Englneering InStrument) for combining
system modelling by using EAST-ADL and safety analysis methods. They demonstrated
the applicability of OASIS by using an open source tool-chain based on Eclipse.

2.3 Early System Validation by Simulation

Virtual Validation. In future simulation plays an increasing role in verification and
validation of modern cars because of its advantage in varying the virtual environment
easily and representing different variations of cars. These tests can be monitored and
reproduced at any time. Another advantage of simulation is that it can be run day and
night and furthermore massively in parallel if needed [40]. The validation by simulation
is a vital topic in the development of complex Cyber Physical Systems (CPS), for both
industry and academia. In research, complex questions of combining different computation
models for coupled (co-) simulation are of specific interest. Platforms and simulators are
integrated to reveal effects and hidden interactions that would not show up if only a
single aspect would be analyzed. ISO 26262 recommends simulation explicitly as a quality
assurance technique for verification of system design artifacts [41].

Simulation Language System-C. SystemC 3 is a C++ based library for modelling
and simulation purposes. It is intended for the development of complex electric and
electronic systems [42]. SystemC targets high abstraction level modelling for fast simula-
tion [43]. It provides sets of macros and functions, and supports paradigm like synchro-
nization, parallelisms, as well as inter-process-communications. Its simulation engine is
included in the library, and is built into an executable during model compilation. While
SystemC is capable of modelling and simulating digital systems, its SystemC-AMS* exten-
sion expands these concepts to the analog and mixed signal domain. Both, SystemC and
SystemC-AMS libraries, provide a certain degree of protection of intellectual property,
when optimized and compiled models are exchanged. SystemC and SystemC-AMS are
used in a variety of simulation platforms, where different wrappers or adapters provide

3http://www.accellera.org
“http://www.systemc-ams.org
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data exchange services. Examples thereof are given in [44], [45]. Regarding the use of
SystemC or SystemC-AMS in the context of the FMI standard, no relevant publications
are available to date, describing a unified process for integration.

Co-Simulation Standard. The Functional Mockup Interface® (FMI) is an open stan-
dard, which defines an interface supporting model exchange between simulation tools and
interconnection of simulation tools and environments. The second version of the FMI
standard was released in 2014 [46], [47].

The FMI is introduced and argued about the necessity to share models for model/
software/ hardware-in-the-loop testing activities [48]. As part of that a methodology for
gradual integration and progressive validation is proposed. It also emphasises the need for
conversion of existing models into the FMI standard.

Chen discusses technical issues and implementation of a generic interface to support
the import of functional mock-up units into a simulator [49]. For this import, the FMI
calling sequence of interface functions from the standard are used.

Noll describes the implementation of FMI in SimulationX. It presents code generation
out of a simulation model for Functional Mockup Units (FMUs) for model exchange and
co-simulation [50]. A code export step generates the necessary C-code for model exchange.
For co-simulation, a solver is included in the resulting Dynamic Link Library. The tool
coupling using SimulationX is accomplished by using a wrapper.

The need for co-simulation in connection with the design of cyber-physical systems is
highlighted in [51]. It follows the idea, that coded solvers in FMUs have some limitations
regarding analysis or optimization. Therefore the authors strive for explicitly modelled
ordinary differential equation solvers and claim a significant performance gain.

In [52] the generation of FMUs from software specifications for cyber-physical systems
is outlined. This approach fulfills the need for software simulation models. A UML based
software specification is automatically translated into a FMU, maintaining its original
intended semantics. This step is done using C-code, which is included within the FMU.

In [53] a high level approach for integration and management of simulation models for
cyber-physical systems is shown.

An integration strategy for rapid prototyping for Modelica models into the FMI stan-
dard is presented in [54]. It highlights a high level approach for integration of cyber-
physical systems.

2.4 Safety Case - Safety Argumentation

Safety Argumentation and ISO 26262. A very important topic is the elaboration
of a safety case in context of ISO 26262, but there are no detailed requirements in the
standard concerning the elaboration of the safety cases. The standard defines a safety
case as the compilation of all work products that are used as evidence to show that all
requirements for an item are satisfied. [...] The three principal elements are require-
ments, arguments and evidence. Arguments explain the relationship between evidence
and requirements (objectives). Distributed development is omnipresent in the automotive
domain. ISO 26262 defines Development Interface Agreements (DIA) for clarification of

http://www.fmi-standard.org
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the relationship between OEM and different suppliers (Tier x). DIA connects safety cases,
if distributed development is performed. If we have a look to other domains, it can be
seen that safety cases are regarded as important and that they obtain a lot of attention.
Depending on the context different stages of safety cases can be defined. The British
"Office for Nuclear Regulation" [55] defines 11 principal stages in the life cycle of a nuclear
facility. Kelly [56] defines three software safety cases based on the "MoD Defence Standard
00-55" [57] from the military domain.

Goal Structuring Notation (GSN) is a graphical notation that can be used to doc-
ument safety arguments in a safety case [58]. The timely generation of well-focused safety
cases is capable of bringing considerable benefit in the context of development and assess-
ment. The safety assurance of automotive E/E systems according ISO 26262 shall cover
process and product aspects. A process-based argumentation only renders the standard’s
implicit argumentation in a different form. Further argumentation is needed to provide
a rationale for product-specific decisions during the development [59]. A process argu-
mentation approach to generate process-based arguments from process models is shown
in [60]. It reduces cost and time during the certification process. Distinction between
process- and product-based argumentation has been made in [61] but only product-based
argumentation has been considered in detail. It deals with building of reusable safety cases
and patterns. The authors in [62] propose integrated process- and product- based argu-
mentation. Process-based arguments are backing arguments for product-based arguments
to derive the safety case. The safety case development manual [63] provides guidance on
the development of safety cases for the avionic domain. In this manual a clear distinc-
tion between product-based and process-based arguments is demanded since "the former
is concerned with getting the right product and the latter with getting the product right".

2.5 Reuse of Safety Artefacts

The main reuse approaches are available from the software development and many efforts
to reuse software have succeeded; there is an increasingly overwhelming number of success
stories available in literature [64,65]. Nevertheless, the promises of decreased cost and
increased dependability, and thus decreased risks, are not always realized. The frighten-
ing news about recent disasters definitely caused by careless soft-ware reuse are still being
warningly associated with and attributed to all software reuse (e.g. in the Ariane project).
Failure of a reused software component caused the loss of a rocket costing around half a
billion dollars [66]. These recent disasters as a consequence of bad reuse on the one side
and success stories as a consequence of good reuse on the other side are the key factors
in deciding whether or not to enhance and sustain continued provision of reuse from a
lucrative business perspective further on for safety-related systems. To sum up, before
reusing a software component, the context and domain it was built for should be carefully
compared with the context and domain it is intended to be built in, including the hard-
ware and physical and organizational aspects [67].

In this thesis the focus is on two systematic reuse approaches: Product line engineering
and different kinds of design patterns.
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Product Line Engineering. The core idea of the product line approach is to build
multiple products from a single infrastructure in a way that is aligned to stated business
goals. An often used definition from Northrop and Clements [68] describes a software
product line as "a set of software-intensive systems sharing a common, managed set of
features that satisfy the specific needs of a particular market segment or mission and that
are developed from a common set of core assets in a prescribed way." In distinction to
other reuse approaches, software assets themselves contain explicit variability. The main
concept is the differentiation of domain and application engineering. In domain engineer-
ing, reusable assets are developed together with a description of the supported variability.
Concrete products can be derived in application engineering using these reusable assets
in a predefined way. The most important issue is the description of variability. This is
usually done with variation points and provide several possible variants, which can be
chosen for a concrete product. At the moment a specific variant is selected, the variation
point is said to be bound [69].

Patterns are used to solve similar problems with a general and universal solution.
A well-known and proven solution for a specific problem is generalized so that it can be
reused for similar recurring problems in other projects. Alexander describes the concept
of using architecture patterns to solve similar problems in different projects [70]. The
concept of patterns is used in many different domains including hardware and software.
A good and very well-known reference is the book by Gamma et al. [71] (also known as
the Gang of Four) had a significant impact on making the pattern approach popular for
software development. The book includes general background and concepts as well as a
collection of concrete patterns for object-oriented software design. The state-of-the-art
provides a few dozen safety architecture patterns [72,73], with some being just a variation
of simpler ones. Armoush introduced in his PhD thesis [72] new safety patterns and
provides a collection of existing safety patterns and a characterization of the main pattern
representation attributes for embedded systems patterns (e.g. Name, Type, ID, Abstract,
Context, Problem, Structure). These patterns are mostly based on the work of Douglas
[74,75] for hardware patterns and on Pullum [76] for software fault tolerance techniques
brought into pattern notation for software patterns. Safety patterns usually include some
kind of hardware redundancy, multiple channels with voters, or sanity checks [73].

Reuse and ISO 26262. Concerning reuse of ISO 26262 includes two means: One of
them is "proven in use argument"®
26262 that may be used in the case of reuse of existing items or elements when sufficient
field data is available. The other one is "Safety Element out of Context (SEooC)"" ,
a safety-related element which is not developed for a specific item (e.g. not developed
in the context of a particular vehicle). A SEooC can be a system/subsystem, a software
component or a hardware component. An example of SEooC for software is an AUTOSAR
software component.

Explorative study. As part of this thesis an explorative study was conducted in
order to identify the state of practice of reuse in the context of different functional safety
standards and development domains [77]. The study consists of a set of questions, which
have been discussed with interviewees from companies of various domains. The companies

which is an alternate means of compliance with ISO

5See ISO 26262-Part 8, Chapter 14
"See ISO 26262-Part 10, Chapter 9
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act in safety-critical domains with diverse product portfolios. Several points of view were
covered by interviewing persons with different background and roles in the development
process. The identified challenges are not just of technical character, but are also orga-
nizational and related to the used development process. In fact the used product line
concept was often described to be missing a clear process, good documentation, clear vari-
ant management and good change management. Traceability through all the safety-related
artifacts is a vital issue to manage all changes and analyze the impact of these changes.
Small changes in the system specification require a complete and expensive re-work of
the safety artifacts. Organizational challenges like management support for product lines
and functional safety or establishing a common understanding of used terminology require
long term strategies. The company specific interpretation of functional safety standards
should be done by experienced engineers that provide clear and unambiguous guidelines
and workflows for the development team of safety-critical products. So it should be clear
what and why they have to do it and how it can be done in an efficient way.

Best practices for the development of safety-critical systems are typically starting with
model-based development to support their development work on the one hand and on the
other hand to enable a safety analysis and safety assessment. In many cases it was shown
that experts are working on aligning the development process with the relevant functional
safety standard. It has been shown, that people, which are involved in different projects,
have different interpretations of the functional safety standards. A common interpreta-
tion is therefore necessary. The establishment of a safety culture in a company is taking
longer time and is affecting not only E/E development but also management, verifica-
tion, production and even maintenance. For example the experience of the product line
concept described in literature is not applied within the industrial context for developing
safety-critical products. Product lines have been developed over time within companies
and different solutions have been emerged.

2.6 Potential for Improvements

In this section the potential for improvement are identified based on the related work
summarized in the Sections 2.1 to 2.5 and a summary is provided in the following.

2.6.1 Safety Process Modelling (Improvement 1)

The related work concerning relevance of automotive standards and process modelling is
presented in Section 2.1. The identified works in Section 2.2.1 describe a possible approach
to combine quality and safety standards from a conceptual view. Furthermore, it shows
process modelling by using a process modelling language for safety standard modelling.
However an approach for combining quality and safety aspects in a systematic way for
reusing process elements is not available to derive a process applicable in automotive
development projects.

2.6.2 Safety System Modelling (Improvement 2)

Section 2.2 reviews relevant system modelling languages and discusses relevant safety anal-
ysis methods. SysML is identified as a standardized modelling language, that covers the
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demands for system modelling of different disciplines (e.g. software, hardware, mechanics)
and can be extended to support the safety analysis demands. The Section 2.2.2 discusses
existing approaches for possibilities of system modelling that supports different safety anal-
ysis methods. Nevertheless an establishment of a Model-Based Development Environment
that uses SysML-based modelling and supports the specific safety analysis. In particular,
safety analysis methods HAZOP, HARA and FMEA are demanded as a methodological
and tool supported solution to support functional safety activities.

2.6.3 Early Safety Validation by Simulation (Improvement 3)

Section 2.3 discusses the possibility of simulation for early system safety validation. The
related work regarding SystemC as a potential candidate for Simulation of safety aspects
is discussed and the investigation of a FMI standard for Co-Simulation. However, the use
of Co-Simulation with SystemC for the investigation of an workflow for FMI is identified
as potential improvement by a combined SysML and SystemC approach for early safety
validation.

2.6.4 Automotive Safety Argumentation (Improvement 4)

Section 2.4 reviews works for a safety case in different domains. In automotive domain the
topic of safety case has been mentioned in ISO 26262 but there are no further requirements
how to perform safety argumentation in a systematic way. A tool supported application
of GSN approach for modelling of safety argumentation is demanded, where process- and
product-specific aspects are taken into account.

2.6.5 Reuse of Safety Artifacts (Improvement 5)

The related work in Section 2.5 discusses examples and known issues, where reuse is per-
formed and existing well-known reuse approaches are described. Furthermore, an interview
survey was done, to identify the main challenges regarding reuse of safety artefacts from a
practitioner point of view, which is in contradiction to the research perspective. Further
investigations how to use such reuse approaches based on product-line engineering and
reusable patterns for elaboration of safety artefacts are needed and are covered in that
thesis.

2.7 Contributions to significance and added value

The goal of this thesis is to develop a supporting framework for the development of safety-
critical automotive systems. The presented methodologies of this thesis takes (presented
in Section 3) into account the mentioned potential improvements described in Section 2.6.
The following main contributions are identified:

2.7.1 Process modelling framework (Contribution 1)

Design of a process modelling framework that covers relevant quality and safety standards
and supports argumentation for process compliance covers improvement 1. Contribution
1 is presented in more detail in Section 3.1.
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2.7.2 Support of Model-Based Safety Engineering (Contribution 2)

The Contribution 2 covers the Improvement 2, which develops a semi-formal system mod-
elling approach based on SysML that provides all relevant safety artefacts to support
relevant safety analysis methods, such as HAZOP, HARA and FMEA by specific spread-
sheets or tools. Furthermore, Contribution 2 covers Potential Improvement 3 by providing
co-simulation support for safety validation in the early design phases of the safety life cycle.
Contribution 2 is describe in more detail in Section 3.2.

2.7.3 Support of Model-Based Safety Argumentation (Contribution 3)

Support of Model-Based Safety Argumentation covers Potential Improvement 4 Investigate
possibilities for reuse approaches different kind of safety artefacts. Further on, Contribu-
tion 3 is exhaustively described in Section 3.3.

2.7.4 Investigation on approaches for reuse of safety artefacts (Contri-
bution 4)

This Contribution 4 covers mainly potential improvement 5. In particular the reuse ap-
proach process-line engineering is investigated for quality and safety related process devel-
opment in more detail in Section 3.1. Furthermore, different kind of pattern are elaborated
and used in all methodological contributions of the thesis, nd applied in the methodologies
with respect to Process Patterns in Section 3.1, Requirements Patterns and Architecture
Patterns are describe in Section 3.2, and Argumentation Pattern are investigated in Sec-
tion 3.3.



Chapter 3

Model-Based System Safety
Engineering for Automotive
Systems

The previous sections provide an introduction, explained the related work and highlighted
the main challenges of the thesis regarding the development of safety-critical systems.
This chapter describes the elaborated methodologies to overcome that challenges are de-
scribed in more extend. Methodology 1 covers all aspects regarding Process Modelling
and Management (see Section 3.1), Methodology 2 covers Model-Based Systems Engi-
neering (MBSE) for Safety Artefacts, Safety Analysis and Simulation (see Section 3.2),
and Methodology 3 shows the support for Safety Argumentation and Safety/Security Co-
Engineering (see Section 3.3).

3.1 Methodology 1: Process Modelling and Management

3.1.1 Process Modelling Phases

The main intention of process modelling is the ability of reuse of relevant process elements.
For that reason a process line approach is beneficial since commonalities and variabilities
can be clearly systematized. As mentioned in the related work section, currently, there is
no satisfying modelling language nor a tool is available supporting the process lines. How-
ever, the modelling language SPEM2.0 and the tool EPF Composer have been identified to
be sufficient to implement the methodological framework based on safety-oriented process
line and show its validity. In the following the approach is described with help of the ex-
emplary application of process aspects regarding quality (ASPICE) and safety standards
(IEC 61508 and ISO 26262). The commonalities and variabilities can be modelled in two
phases which are Phase A: Domain Engineering and Phase B: Process Engineering [78].
Domain Engineering exploits standard compliant process, identifies commonalities and
creates base processes . Process Engineering exploits commonalities and variabilities to
derive standard-specific single processes.

An overview of the overall process modelling and management workflow is shown in
Figure 3.1. Seven steps have been defined in Methodology 1 (M1) to derive the process
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modelling approach.
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Figure 3.1: Overview of Process Modelling by using SoPL

M1- Step 1: Determine different standards with commonality. In this step a
systematic analysis of the specific standards, e.g. ISO 26262, have to be done. Hence, the
ISO 26262 standard defines more than 100 work products and more than 1300 recommen-
dations on these work products. The challenge is to perform project tailoring according
to the ASIL, identify the requirements to be fulfilled and the methods to be used for the
elaboration of each work product. For the approach a spreadsheet lists all 1300 recom-
mendations demanded by ISO 26262 and links them to relevant work products. Since
recommendations and work products are organized in a matrix, each recommendation can
be assigned to one or more work products by filling out the crossing cell with an attribute
of the specified dependency. Filtering capabilities enable to focus on one dedicated work
product for one specific ASIL, thus efficiently identifying the work to be performed for any
specific work product. The same approach has to be done for the standards IEC 61508 and
ASPICE. During this step the definition of a common terminology has to be performed, a
mapping of the activity naming and definition of the identifier of a particular activity has
to be done.

M1- Step 2: Identify commonality of process elements. Processes are constituted
of phases, which in turns are constituted of a set of activities. Activities consists of a set of
tasks. Finally, tasks are constituted of a set of steps. Thus, commonalities are unlikely at
the root level of this nested structure. From an execution point of view, phases, activities,
tasks, etc. may be performed in a different order. From a pure syntactical comparison,
all these differences may be interpreted as variabilities. However, to be able to justify a
process line approach the amount of commonalities must be greater than the amount of
variabilities. To reduce variabilities and increase commonalities, the following definitions
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are at disposal:

The Commonality Types are differentiated by partial and full commonality.

Partial commonality: whenever process elements of the same type expose at least one
common aspect (e.g. at least a step is equivalent). In this approach, this definition is
used in a flexible way. When comparing process elements of the same type, either the
entire set of processes (process line) is considered or subsets of them. More specifically,
the heterogeneous set of standards examined is divided into two subsets: one containing
the non-safety-related standard (ASPICE) and the second containing the safety-related
standards (ISO 26262 and IEC 61508). This flexible usage provides the potential to create
a greater extent of reusable process elements.

Full commonality: whenever process elements of the same type expose only common as-
pects (e.g. all steps are equivalent). For the sake of terminological completeness, we also
clarify that a process variant is a representation of a particular instance of a variable pro-
cess element of the real world or a variable property of such an element.

Variant elements. Base elements also include reusable standard-specific variants.
These elements are named as variants and they are obtained by enriching the elements rep-
resenting partial commonalities. For the complete creation of a process line for each process
element (e.g. task, work product, guideline, etc.), several variants (e.g. standard-specific,
company-specific, project-specific, etc.) should be provided. Typical standard-specific
variants are those that deal with different safety integrity levels (SIL or ASIL). Thus, the
variants also includes process elements that are not predetermined by a standard. For the
creation of company-specific as well as project-specific process elements, standard-specific
partial commonalities should be enriched or replaced.

Optional elements. Elements that might be standard-specific and that do not rep-
resent a mandatory element for each process of the process line. Optional elements can
be replaced by an empty element if the single process to be derived from the process line
does not include it.

M1- Step 3: Development of reusable process elements in a repository. Based
on the elaborated spreadsheet a standard compliant process model is created with EPF-C.
The process model creation by EPF-C is described with further illustrations in [78].

M1- Step 4: Company specific and project specific extension of process el-
ements. In this step any required adaptations of company specific elements based on
the standard compliant base models are created. For example specific entities, which are
not demanded by standards are added, such as roles, tools and guidance elements. Fur-
thermore, project specific representations of the model can be derived and further specific
elements are added. Company specific methods can be selected from a provided set and
project specific work products can be defined.

M1- Step 5: Creation of a process guideline. The tool EPF-C provides the pos-
sibility to export specific process models in a so called delivery process. It is possible to
choose specific process elements in the project browser, which are relevant for the spe-
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cific needs of the user. The exported process model can be used as guidance for involved
engineers in HTML standard format, which can be used by any conventional browser.

M1- Step 6: Execution of the modelled process. EPF-C model supports to export
the process model in XML format. A specific mapping of all process elements from EPF-
C to WEFACT was done. Process Execution and process management is performed by
WEFACT, where defined roles, methods and tools are assigned to activities. Specific
activities can be executed in WEFACT and the status of created work products can be
followed and artefact can managed in a user defined repository.

3.1.2 Implementation of Process Modelling

This section describes the used tools for implementing the process modelling methodology.

EPF-Composer (EPF-C). The open source tool EPF-Composer! implements mod-
elling of the SPEM 2.0 process modelling language. The main goals of the Eclipse Process
Framework Project are (1) to provide an extensible framework and exemplary tools for
software process engineering - method and process authoring, library management, con-
figuring and publishing a process, and (2) to provide exemplary and extensible process
content for a range of software development and management processes supporting iter-
ative, agile, and incremental development, and applicable to a broad set of development

platforms and applications 2.

Workflow Engine For Analysis, Certification and Test (WEFACT). The tool
WEFACT [79] originated from the DECOS Test Bench [80], which was a web-based dis-
tributed platform for requirements-based testing with continuous impact assessment in
order to support the safety case with evidences. In SafeCer, the test workflow was ex-
tended to a workflow for safety certification and in EMC2 the quality attribute of security
was integrated. The basis for defining the WEFACT workflow is a process model, which
is created using the EPF-C. With this tool, the previously modelled generic process flow,
which reflects the safety and security requirements of the applicable standards, is tailored
to the domain- and customer-specific practices as well as to the needs of the individual
project. The resulting specific process model is then imported from EPF-C into WE-
FACT, and for each requirement so-called "V&V Activities", typically test or analysis
activities, are defined, which apply a V&V tool to an AUT (Artefact Under Test). The
resulting evidences for respective requirements contribute to the safety and security case
via a report generation tool. All artefacts are linked to each other by full traceability
management enabling WEFACT to perform workflow management through continuous
impact management.

'Eclipse Process Framework, www.eclipse.org/epf/
*nttps://en.wikipedia.org/wiki/Eclipse_Process_Framework
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3.2 Methodology 2: MBSE for Safety Artefacts, Safety Anal-
ysis and Simulation

During the design stage of development, the system model provides an appropriate ar-
chitectural design, which usually implements functional and technical requirements. The
system design is about the breakdown of large systems into smaller subsystems to reduce
the existing system complexity. The elaborated system modelling elements and struc-
tures provide the basis for safety analysis activities (see Section 3.2.1 and Section 3.2.2).
Furthermore, for code generation templates related to blocks, which translate architec-
tural decisions into simulation models for early design validation (see Section 3.2.3 and
Section 3.2.4).

3.2.1 Safety Artefact Modelling and Analysis

The system model covers all kinds of interactions and influences between system and
vehicle behavior. The safety-related artefacts of the system are modelled by using the
semi-formal notation SysML. To this end, the SysML model shows the connections be-
tween components, functions, malfunctions on different system levels. Each component
is represented by a functional block. Functions and malfunctions are represented by use
case elements. Concerning structure, the SysML model supports the definition of block
definition diagrams and internal block diagrams. Especially internal block diagrams con-
tain information how blocks are connected and which interfaces they share. One aim of
this system model is to create the three main nets for safety analysis: the structure net,
the function net and the failure net.

Following steps are performed during Methodology 2 (M2), MBSE approach for arte-
fact modelling and analysis in the concept phase:

e M2- Step 1: Safety Modelling by Enterprise Architect (Functional Architecture)
e M2- Step 2: Safety Analysis by HAZOP

— Step 2.1: Data-Exchange EA—HAZOP (Export Structure and Functions)
— Step 2.2: Safety Analysis by HAZOP (Perform HAZOP by spreadsheet)
— Step 2.3: Data-Exchange EA«~HAZOP (Add Fault - Error - Failure - Hazard)

e M2- Step 3: Safety Analysis by HARA spreadsheet

— Step 3.1: Data-Exchange EA—HARA (Export Hazards and Failures)
— Step 3.2: Safety Analysis by HARA (Perform HARA by spreadsheet)
— Step 3.3: Data-Exchange EA<~HARA (Add Safety Goals)

e M2- Step 4: Safety Analysis by FMEA tool APIS

— Step 4.1: Data-Exchange EA—FMEA (Export Structure-, Function-, Failure-
Net)
— Step 4.2: Safety Analysis by FMEA (Perform FMEA by APIS IQ FMEA)

— Step 4.3: Data-Exchange EA«~FMEA (Add Preventive and Detection Action)
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e M2- Step 5: Derive Functional Safety Requirements from Preventive and Detection
Action

Figure 3.2 provides a brief overview of the interaction points of the system model
and the used safety analysis methods. The numbers in the blocks show the order of
performance of safety analysis activities.

Functional Description Levels

EUN - Level 0 a Data Exchange ) HARA O®
Vehicle O O \

FUN - Level 1 5 O@
Data Exch

Hybrid PowerTrain (HPT) }E-I atdjeXenange HAZOP \

FUN - Level 2

HPT Components

Data Exchange

Concepto®
N

FMEA

Figure 3.2: Dataexchange of Safety Model and Analysis Methods

The system modelling and analysis methodology is described in more detail in the SAE
conference paper [81].

3.2.2 Implementation of Safety Artefact Modelling

Enterprise Architect for Safety Modelling. For the implementation of the MBSE
methodology the tool Enterprise Architect (EA) provided by SparxSystems® was used for
the safety modelling based on SysML. EA is a commercial modelling tool that provides
multi-user support and it is graphical tool designed to build robust and maintainable
software. The tool features flexible and high quality documentation output and provides
possibilities for specific tool extensions by so-called Model-Driven Generation (MDG) tech-
nologies. These MDG technologies allow users to extend EA’s modelling capabilities to
specific domains and notations.

HAZOP Spreadsheet. The HAZOP analysis was implemented by a customized HAZOP
spreadsheet in MS-Excel, which supports the main activities of the HAZOP analysis
method described in Section 2.2:

e Use structural element (component) and allocated functions as basis for the HAZOP
e Use of guidewords to derive malfunctions on component level

e Derive malfunction behaviour and hazards on vehicle level

3https://www.sparxsystems.eu
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HARA Spreadsheet. The ISO 26262 demands the performance of the HARA. For the
performance of that HARA approach a specific spreadsheet in MS-Excel was developed,
which provides following features:

e Situation analysis supports identification of specific vehicle Driving Situations

e Import malfunction behaviour and hazards on vehicle level as basis for HARA

Derive hazardous events by combination of driving situations and hazards

Perform prioritization of hazardous events by filtering

Each hazardous event is classified by three parameters Severity (S), Exposure (E)
and Controllability (C)

e Determination of ASIL based on risk graph of ISO 26262

e Elaboration of safety goals in correspondence with hazardous events

FMEA by tool provided by APIS. APIS IQ FMEA PRO ? is an commercial, in-
dustrial established and TUV certified tool for functional safety analysis for different
types of Failure Modes and Effects Analysis (FMEA) such as Concept-/Design-/Process-
FMEA, FMEDA, and Fault Tree Analysis (FTA). The APIS tool is used for performing
the Concept-FMEA in the Concept Phase and the Design-FMEA on System Level.

Safety-Data-Exchange. For the data exchange between SysML model and safety anal-
ysis activity a specific prototype tool called "Safety-Data-Exchange" has been developed
and implemented within the safety team of VIRTUAL VEHICLE®. The tool is pro-
grammed in java in an Eclipse software development environment and provides following
features:

e Bidirectional Data-Exchange between EA and HAZOP spreadsheet:

— Export of structural element (component) and functions from system model
(EA) to HAZOP spreadsheet

— Export of malfunctions (incl. guidewords), malfunction behaviour, hazards

from HAZOP and import to EA to extend existing system modelling elements

e Bidirectional data-exchange between system model in EA and HARA spreadsheet:

— Export of hazards and malfunction behaviour at vehicle level from system model

(EA) to HARA spreadsheet

— Export of safety goals with associated ASIL incl. safe state from HARA and
import to EA to extend existing system model

e Bidirectional data-exchange between system model in EA and FMEA tool:

4Tool vendor APIS Informationstechnologien GmbH https: //www.apis-iq.com
SKompetenzzentrum — Das virtuelle Fahrzeug Forschungsgesellschaft mbH
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— Select component for FMEA: Specific component within the vehicle structure
can be chosen to create an FMEA formsheet

— Export required data of the system model from EA

— Import three data nets of structure, function and malfunction as a basis to
perform the FMEA

— Export preventive and detection action from FMEA

— Import preventive and detection action and associate to the malfunction in the
system model in EA

3.2.3 MBSE Simulation Support

This section discusses how a combined SysML and SystemC approach. The system model
in SysML is used for code generation templates related to blocks, which translate architec-
tural decisions into simulation by using SystemC modules. These models are connected
with unique signals and channels. The logical link between SysML model blocks and
SystemC modules is formalized and can be traced throughout the entire design process.

Co-Simulation by SystemC. As depicted in Figure 3.3, has the potential to support
the needs for efficient design and validation of safety relevant embedded systems.

r— System ) ) Integration
Concept phase“ Model (SysML) ~ modeling Simulation & test

%
Fixeg-point) Body Battery

¥\Code generation

System requirements e

Co-Simulation

System design

€mC Drive Cycle The
Simulation

Item Element design

Component design

Implementation

Development phases according to ISO 26262 HW/SW

Figure 3.3: Development Process Overview

This four-staged meta-model can be applied to generate arbitrary composites of em-
bedded systems. However, what ISO 26262 refers to the term architecture is usually
defined by three of them, namely item, system and element. The model supports this
structuring by extending block definitions. This way, entity boundaries can be drawn
arbitrary between different engineering domains. The rightmost hand side of the V-model
covers tasks concerning integration and test. While integration of software components
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or hardware units can be done on supplier level, integration tasks on vehicle level re-
quire the availability of a prototype car. For several reasons we do not strive for vehicle
level integration - besides availability, prototypes have shown to be costly. Every stage of
development, which can be accomplished using simulation, helps to save time and cost.
Thus, the rightmost integration and test phases in the V-model are spared and a parallel
arm covering simulation techniques is created. Since the focus is on system modeling and
design, another arm covering these topics is drawn in parallel.

Standard compliant Co-Simulation Models. This section presents a tool-independent
method on how to integrate electric and electronic system models together with their corre-
sponding simulation engines into single Functional Mock-up Units (FMUs) implementing
the FMI. Aforementioned models are built using SystemC and SystemC-AMS. By do-
ing so, SystemC becomes available to a broad range of applications on system level in a
standardized manner. The resulting FMUs are highly transportable and may easily be
integrated within larger and more complex co-simulation scenarios for fast and convenient
information exchange and system verification.

In order to integrate and execute SystemC and SystemC-AMS simulation models in
context of an FMU, a structured method is proposed. The necessary steps are illustrated
in Figure 3.4, indicated by the dashed box and described as follows:

(A) Modelling and simulation of a single component model.

(B) Model interface identification for coupling to the co-simulation environment.

(C) Wrapper class specification for controlling the model interface.

(D) C-interface specification for FMI integration.

FMI integration using a predefined software developer kit.

(F) FMU compilation and assembly together with (architectural) model description.
)

Integration of FMU to co-simulation master for simulation based system level veri-
fication.
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Figure 3.4: Proposed process for integration of executable simulation models into FMUs
for co-simulation

Subsequently, each step is explained in detail in the referred publication [82].
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3.2.4 Implementation Simulation Support

Simulation engine for SystemC. The previously explained common V-diagram as a
process model does not make any assumptions on tooling, since SysML and SystemC [42]
are pure languages. In this section, a workflow is proposed, mainly based on the strong con-
nection between SysML, SystemC and co-simulation. Based on preliminary architectural
assumptions, requirements and safety integrity levels are assigned to their corresponding
architectural entities. To accomplish these steps, Enterprise Architect was chosen as pri-
mary modeling tool for SysML. The various types of requirements can be collected, struc-
tured and regrouped within a system model. Its export capability to XMI data format and
the application of transformation templates allows the perpetuation of architectural deci-
sions from SysML to SystemC language. By compiling the SystemC code, the Microsoft
C++ compiler builds the simulation engine for SystemC. At this stage the preliminary
architectural assumptions and system design results turn into concrete executable models
for the first time in the proposed V-model. This point has a second advantage. By receiv-
ing an executable C++-model, an interface to co-simulation methodology is achieved at
the same time.

Independent CO-Simulation (ICOS). The idea of independent co-simulation is sup-
ported, by introducing the in-house (of VIRTUAL VEHICLES®) developed co-simulation
software ICOS [11]. This way, the inclusion of domain specific tools to the V-model, be-
comes possible, even on higher levels of abstraction. In the system model, the behavior
of components and elements can only be expressed at a very high level of abstraction.
The process transition to SystemC code at this stage enables two benefits related to co-
simulation. First, it becomes possible to include other relevant models. These models can
be existing concrete implementations, thus the idea of component re-use is supported. Sec-
ond, it becomes possible to replace existing, abstract SystemC models with more complex
models. A combination of both possibilities not only allows the evaluation of high-level
concepts in a broader environment, but also the traceability of certain features, back
through the chain. The fulfilment of safety goals can be evaluated this way.

3.3 Methodology 3: Support for Safety Argumentation and
Safety /Security Co-Engineering

3.3.1 Safety Argumentation

The elaborated modelling support for safety argumentation provides following features:
e Semi-formal modelling of Safety Argumentation by Goal Structuring Notation
e Process- and Product-based Argumentation
e Reuse by using argumentation pattern

Each of these features are described in the following in a certain extend.

SKompetenzzentrum — Das virtuelle Fahrzeug Forschungsgesellschaft mbH
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Semi-formal modelling of Safety Argumentation by Goal Structuring Notation.
In Goal Structuring Notation (GSN), an argument is defined as a series of connected
claims. The main elements of the GSN are goal, strategy, solution, context and module
illustrated in Figure 3.5. Strategy-elements are used to declare reasoning behind the
connection between goals and sub-goals. Context-elements provide additional information
to support a correct understanding of a specific argumentation part. Solutions are elements
that support goals because they document pieces of evidence. The relationship between
GSN elements is documented in a graphical way using different linkage elements (arrows).
The two types of linkage elements are ’SupportedBy’ and ’InContextOf’. The former,
represented by lines with solid arrowheads, indicates inferential or evidential relationship,
the later represented as lines with hollow arrowheads, declares contextual relationships.
Modules are used to hide detailed structures and simplify goal structures to provide a
general view. Between modules both types of linkage are possible.

<Name> . <Name> Gl
Context | <pescription> <Description> Goal Verification of {work product}
A
InContextOf <Name>
) <Description> Strategy
< SupportedBy
v
<Name>
] <Description> Sub-Goal
- v -
<Name> v G3
Module | <Description> G2 . Verification specification T .
Verification planning Define usod metiods for Verification evaluation of
. of twork product} verification of {work product} {work product}
Solution

Figure 3.5: Basic argumentation elements based on GSN standard [83]

Process- and Product-based Argument. To deliver proof of functional safety for a
defined development phase all requirements demanded by a standard (e.g. ISO 26262)
have to be covered. Two different types of argumentation have to be considered, namely
process-based and product-based argumentation. The proposed methodology defines each
type of argumentation separately although they stay in direct relationship in the line of
argument. Product development forces an established engineering process, supported by
joint argumentation.

In case of process-based argumentation the arguments are directly associated with
company specific processes which are derived from the ASPICE process reference model
as well as the ISO 26262 safety life cycle. Process-based argumentation provides arguments
to prove that the defined process fulfils demanded requirements. The argumentation is
based on the existence of needed work products but not on their content. The approach in
case of process-based argumentation is to document arguments, which support the process,
in parallel with the process development. The process argumentation contains reasons why
a particular process task has to be done in the described way. GSN elements like strategy
and context are used to explain the decision why a goal splitting was done. Information
about decisions is needed for process audits therefore it should always be documented.
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The GSN notation uses the possibility of unrestricted formulation to discriminate from a
generic process and to emphasize arguments why deviation is needed.

The other argumentation type is product-based. That kind of argumentation is elab-
orated based on content of available work products. With help of these work products
it must be possible to establish an argument that the developed product is safe in terms
of the relevant standards. Before project release for production a functional safety as-
sessment has to be passed and arguments have to be available in a way that an external
assessor can comprehend them. The focus of attention is to provide arguments why partic-
ular product-related, technical decisions have been made and why specific methods or tools
have been used. Within a generic formulated process a product specific decision determines
a branch-off point. A decision based on a product specific requirement causes the neces-
sity for different safety measures, which are related to different software and hardware to
manage a specific system. At that time the process becomes product-requirement-driven.

Reuse by using Argumentation Pattern. A pattern provides templates, guidance
and formalisms to create goal structures for previously defined processes or products. The
definitions concerning patterns and templates are based on [16] and additional structural
details of patterns which are defined in [6]. The most relevant attributes of patterns
(based on [6]) are Intent of the pattern, Template, Motivation, Applicability, Pitfalls
Consequences. The objective of patterns is to support standard compliant safety argu-
mentation and best practices from previous projects. Additionally it should be designed to
be extendable and adaptable based on lessons learned. Patterns assist users by providing
predefined elements, which are adaptable for tailoring needs. The pattern is not present
in the final argumentation.

A workflow for reusing of argumentation patterns is introduced that covers three sub-
sequent phases (see Figure 3.6)

Phase 1 Phase 2 Phase 3

Initialization Tailoring
Argumentation Process based
Pattern Argumentation

Process tailoring Template instantiation

Figure 3.6: Phases to create reuseable process- and product-based arguments [83]

Phase 1 - Initialization of Development Process. The initialization phase is
used to prepare all needed process elements to design a complete standard compliant de-
velopment process. Activities in this phase are selection of relevant standards as well as
identification of existing process and argumentation patterns which are suitable for reuse.
The company specific process and the accompanying argumentation pattern are outcomes
of this phase.
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Phase 2 - Tailoring for process-based Argumentation. The tailoring from the
company specific process to the project specific process means that process elements are
selected to form the project specific development process. This selection includes the cor-
responding argumentation templates provided by patterns as well as methods and tools
which should be used in the project. Creating a project specific process deals with de-
cisions and judgements dependent on ASIL and needs expert knowledge. Process-based
argumentation is needed for functional safety audits.

Phase 3 - Instantiation for product-based Argumentation. This phase covers
product development by executing the project specific process. Templates for product-
based argumentation support product specific decisions for a defined product. These
decisions are made once and they are put into practice for a complete product line of a
system. The generic template provides argumentation which is typically valid for systems
(e.g. specific physical parameters like voltage or temperature). The complete argumenta-
tion structure is achieved by instantiation of the template to product specific context. The
demand of a complete safety case is the main reason to elaborate product-based arguments
for functional safety assessment. With help of results documented in work products it be-
comes easy to argue that product specific claims are valid. This argumentation is done
bottom up starting with results of the development process. Furthermore, it is important
to have quick access to related evidence that proves a product is safe.

The complete description of the safety argumentation approach is given in the confer-
ence paper [83].

3.3.2 Implementation of Safety Argumentation

OpenCert 7 is an open source tool for product and process assurance/certification man-

agement to support the compliance assessment and certification of safety-critical systems
in sectors such as aerospace, railway and automotive. OpenCert was originally created as
a result of the FP7 project OPENCOSS 8. The main tool functionalities include:

e Knowledge Management from Standards - This feature deals with knowledge man-
agement, captures information from standards, e.g. interpretations about intents.

e Assurance Project Management - It factorizes aspects such as the creation of assur-
ance projects. This module manages a “project repository”, which can be accessed
by the other modules

e Argumentation Management - This feature manages argumentation information ap-
plying GSN graphical notation. It also includes mechanisms to support composi-
tional safety assurance, and assurance patterns management.

e Evidence Management - It manages the full life-cycle of evidences and evidence
chains. In addition, this module is in charge of communicating with external engi-
neering tools (requirements management, implementation, V&V, etc.)

This OpenCert toolset has already been used in avionics [84] and automotive domains [85],
where it was called PROSSURANCE.

Thttps:/ /www.polarsys.org/proposals/opencert
8OPENCOSS, http://www.opencoss-project.cu/node/7
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3.3.3 Safety and Security Co-Engineering Framework

Extends previous described methodologies regarding process modelling and argumentation
regarding security aspects.
The elaborated Co-Engineering Framework provides following features:

e Systematic reuse of process elements
e Process execution based on process model
e Safety argumentation for process-related aspects

e Analysis method for joint safety and security consideration
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Figure 3.7: Process Modelling Framework

The main steps of the proposed methodology, which considers all process steps nec-
essary in an automotive safety and security related development project, are shown in
Figure 3.7:

Regulations and Standards (I). In a first step all relevant regulations and standards
are identified. The automotive use case deals with ISO 26262 regarding road vehicles
functional safety and SAE J3061.

Process Definition (II). It is challenging to match these two topics because they are
influencing each other. Process definition has to consider that elaborated process steps are
not only in parallel but also highly interactive, especially when functional safety and cy-
bersecurity have to be handled. In addition, processes have to incorporate special analysis
methods, which handle safety and security aspects in one common analysis methodol-
ogy. Integrated processes, which are basis for co-engineering, unite safety with security
activities. They lead to integrated requirements, work products and argumentation.

Process Management (III). The core of the framework is the distinction between
functional safety and security related process and product requirements and the iden-
tification of interactions. Process requirements describe activities and steps, which are
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demanded by standards, while product requirements are derived from the system under
development. In order to manage the processes and support the process execution, ap-
propriate tools are useful, which assist developers with requirement and work product
management. Work products are process outcomes representing different types of evi-
dence. Evidence shows capability and maturity of the development process, compliance
to the underlying standards and safety as well as security of the developed products. In
addition, evidence is used to support arguments which are related to requirements.

Safety and Security Co-Analysis (IV). The intention of the proposed framework is
to integrate functional safety and security. For that reason special analysis methods, which
handle safety and security aspects in one common analysis (co-analysis) methodology, have
to be used.

Process- and Product-based Argumentation (V). Consequently the argumenta-
tion demonstrates that the item under consideration contains no unreasonable risk and
consolidates functional safety and security. To visualize these relationships between re-
quirements and work products GSN is used. A more detailed description of the argumen-
tation approach can be found in [10,83].
To recapitulate a loop (depicted in Figure 3.7) in which every activity is supported by a
tool is considered: The created processes are modelled, instantiated and executed. The
process output is evidence to argue that activities for the development of a specific prod-
uct have been performed and are compliant to specific regulations. Once the process has
integrated various disciplines, like safety and security, project managers have support to
coordinate their cooperative actions.

The complete description of the Safety and Security Co-Engineering Framework method-
ology can be found in the conference paper [86].

3.3.4 Implementation of Co-Engineering Framework

EPF-C is used for tool-support regarding the safety and security process modelling. It
supports the SoPL approach and provides export function of the process model in XMI
format (see also Section 3.1.2).

WEFACT |, web-based distributed platform for requirements-based testing with con-
tinuous impact assessment in order to support the safety case with evidences. WEFACT
provides import function for process models in XMI format from EPF-C. Test workflow is
extended to a workflow for safety certification and the attribute of security is integrated.
Furthermore, simulation tools can be integrated in WEFACT, executed by an user front-
end and the simulation results are stored in a central repository (see also Section 3.1.2).

OpenCert is an open source tool for product and process assurance/certification man-
agement to support the compliance assessment and certification of safety-critical systems
in sectors such as aerospace, railway and automotive. OpenCert supports creation of GSN
structures and mapping of evidence to requirements demanded by underlying standards
(see also Section 3.3.2).
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XSTAMPP (eXtensible STAMP Platform) [87]. STPA (Systems-Theoretic Processes
Analysis) is a new hazard analysis technique based on STAMP. STPA is already being used
in different industrial domains (e.g. space, aviation, medical or automotive)The extensi-
ble STAMP platform called XSTAMPP as tool support designed specifically to serve the
widespread adoption and use of STPA in different areas, to facilitate STPA application to
different systems and to be easily extended to include different requirements and features.
XSTAMPP is an Eclipse RCP 4 based tool which guides users through the Safety and
Security Co-analysis by STPA-Sec process and supports the modelling of control loops
and the definition of constraints.

In following Chapter 4 the evaluation of results gathered during application of the co-
engineering approach for an automotive systems are described in more detail.



Chapter 4

Experimental Evaluation

This section shows the results of experimental evaluation of the presented methodologies
through application of the framework to different development use case scenarios with
respect to automotive high voltage battery system case study.

4.1 Description of High Voltage Battery Systems

High Voltage (HV) battery systems are a central part of battery-powered Hybrid Electric
Vehicles (HEVs), Plug-In HEVs (PHEVs), or Electric Vehicles (EVs), which are becoming
more and more important. One reason is the high energy efficiency of E/E systems and
the zero (local) environmental pollution of EVs. The main disadvantage is the relatively
short operation range, which is far less competitive compared to conventional vehicles with
internal combustion engines. Conventional vehicles provide good performance and long
operating ranges by utilizing the high energy-density advantages of petroleum fuels. HEVs
combine the advantages of both technologies. Some of the main targets for batteries to be
used in HEVs are low costs, high power density (e.g. 1,200W /kg), very high cycle life time
(e.g. 200,000 cycles of charge/discharge), long life time (e.g. 9 years), and safety [88].

4.1.1 HYV Battery System for HEV Powertrain

With the growing importance of e-mobility, automotive HV battery systems are becoming
more important as well. High power (e.g HEV up to 250kW to provide more dynamic
driving torques) and high energy application (e.g. EVs such as Tesla Model S up to
75kWh ! to allow longer driving distances) are already being applied in series-production
vehicles. Increasing power and energy while decreasing the battery geometries leads to an
increase of potential critical effects in the case of malfunctions. In particular, e-mobility
is highly interdisciplinary, whereby risk reduction also results from different technical
disciplines (e.g. mechanics, chemistry). This means that system safety has to consist of
different safety disciplines as well (i.e. functional, electrical, mechanical, and chemical
safety). One example for electrical safety could be the prevention of hazardous voltage
through the use of galvanic disconnections or isolation. Mechanical safety aims to prevent
the deformation of the battery in the case of an accident through the use of cell housings

"https://www.tesla.com/models
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Figure 4.1: HV battery system architecture [88]

or the installation location for example. Chemical safety can prevent explosions or fire by
using a mechanical venting outlet for toxic gases. Functional Safety is related to any safety
critical malfunctioning behaviour of any system that may harm people. However, all of
these measures are applicable for the development of a safe system, such as HV battery
systems.

Figure 4.1 shows a schematic representation of a system architecture of an HV Lithium-
Ion (Lilon) battery system. The BMS is the main E/E system inside of an HV battery
to power EV or HEV. The BMS consists of several input sensors for cell voltages, cell
temperatures, output current, output voltage, and actuators like HV contactors for dis-
connection. This system is connected to various powertrain control units, the charging
interface (enabling the communication with battery charging stations), the on-board diag-
nostic interface, and via a dedicated gateway to the vehicle infotainment systems (including
the human machine interface and a wireless infotainment internet connection).

The main functions of the HV battery system are:

e Provide electrical energy

e Store/charge electrical energy

e Electrical management of the battery system
Possible malfunctions are:

e Deep discharging of battery cells

e Overheating of battery cells

e Charging by deep discharged battery cells
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e Overcharging of battery cells
These malfunctions could lead to the following possible hazards, that may harm people:
e Hazardous voltage
e Cell leakage/venting gas
e Fire/explosion

A more detailed description of the battery system and its components can be found in [88].

4.1.2 Overview of Use Case Scenarios

The following use case scenarios show the applicability of the elaborated methodologies in
Chapter 3:

e Use Case Scenario 1: Executable Process Model that covers Quality and Safety
e Use Case Scenario 2: Modelling, Analysis and Simulation of Safety Artefacts

e Use Case Scenario 3: Application of Safety and Security Co-Engineering and Argu-
mentation Framework

4.2 Use Case Scenario 1: Executable Process Model that
covers Quality and Safety

This use case scenario covers following aspects:
e Demonstration of Methodology 1
e Cross domain scenario for industrial and automotive applications
e Relevant Standards: Quality - (A)SPICE, Safety - IEC 61508 and ISO 26262

e Re-use integrated process model for quality and safety standards (different domains)

4.2.1 Description Use Case Scenario 1

Industrial suppliers for different domains (=cross domains) are forced to apply differ-
ent safety standards for the development of safety critical products. This use case sce-
nario demonstrates the process modelling approach based on SoPL described in Chapter
3.1, which covers quality demanded by ASPICE and safety standards (ISO 26262 and
IEC 61508).

As an example the system design phase is highlighted for the description: In ASPICE
the majority of the activities concerning system design is part of the process ENG.3 System
architectural design. Within this process the Process Purpose, the Process Outcomes and
Output Work Products are defined. ISO 26262 is oriented at the ASPICE structure, where
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part 4 - chapter 7 covers the system design (entitled System design). This chapter includes
objectives, input from other activities, requirements for the activities and work products.
The structure of IEC 61508 differs significantly from ASPICE. IEC 61508 does not describe
what should be done but sets out objectives and requirements for the activities. The
system design phase is covered mainly in chapter 7.2 - E/E/PFE system design requirements
specification and chapter 7.4 - E/E/PE system design and development of part two. Work
products are not mentioned in the normative part.
In the following the two phases for Domain and Process Engineering are described.

Phase A: Domain Engineering As an example of elements of type partial commonal-
ity, the task "Define system architectural design" is considered. This task is present in all
three standards. In ISO 26262 it is called "System design specification", in ASPICE it is
called "Define system architectural design" and in IEC 61508 it is called "E/E/PE system
design and development".

Phase B: Process Engineering To create a delivery process concerning ASPICE and
ISO 26262 (ASPICE_I1S026262_System_ Design_ Delivery_Process), it is necessary to
add all the needed process elements. This means that all elements in the EPF-C model
in the method content Full and Partial must be added to the Work Breakdown Structure.
Which elements from the method content Optional are added depends on the considered
standards. If the focus is on the combination of ASPICE and ISO 26262 the elements
concerning these two standards have to be added. At this point a delivery process is es-
tablished which is compliant with two desired standards. Figure 4.2 shows an illustration
of the results for ASPICE and ISO 26262.

More details about the application of the methodology in the specific use case scenario
can be found in [78].

4.2.2 Results of Use Case Scenario 1

Reusable Process Model. The modelling of process elements for Quality and Safety in
SPEM2.0 by the tool EPF-C can be reused for specific projects in industry (IEC 61508)
and automotive (ISO 26262) domain.

Engineering Guidance. The elaborated process model can be exported in a general
web-browser compatible HTML format to provide engineering guidance and support spe-
cific roles in a project.

Process Execution. The process model can be exported in XML format and for process
execution in the tool WEFACT a standard compliant, reference process model for project
execution and management.



4. Experimental Evaluation 44

Set of standards Process element repository Processes
Stand:lrer:“ Zc:;l;plianl Cnms:l:iy; :‘pseciﬁc ij:::i::‘escific eg. P?ri: ;:ssspecilic
ASPICE ful ful full 1S 26262, ASPICE
o [T | FIOMEIIED o OTEY e J, !
rtial 1 — o e TR = S B | s
o;t?or: 4 partial partial partial X
i N W
opptzzjz | 1 W 1 M 1 &\\\\\\\\\\\V \“ ASPICE
optional 3 l 2 M 2 W 2 M \ .“’ T
"7 bartiaisatety | partialsafety | partial safety | \\\\\\\\\\\
IS0 26262 R
optional 1 E Al 1 e 1\ T 4 1SO 26262
partial safety 1 I 2 2 = = = 2 ASPICE
partel 1 1] | optional 17 aptional 1 optional
full 4 1 ASPICE ASPICE ASPICE
partial safety 2 1 1
partial 2 {4 1
2 2 ,‘ ASPICE
IEC 61508 3 T E s
3 3
paria t NN ||V s ) S |
optional 1 optional optional optional / l
1 ‘ ‘ ‘ | ‘ ‘ ‘ ‘ | ‘ ‘ ‘ ‘ | ‘_ I1SO 26262 I1SO 26262 1SO 26262 |
1 1 [
opfional 2
partial safety | —— T T 77 optional 177 optional
partial 2 i IEC 61508 IEC 61508
partial safety 2 — I 1 1 i l

Figure 4.2: Demonstration of SoPL approach in use case scenario 1

4.2.3 Lessons Learnt of Use Case Scenario 1

General soundness. The elaborated adoption of the SoPL approach is applicable since
prescriptive processes mandated by the standards exhibit commonalities. The adoption is
also beneficial since it enables systematic reuse of process elements.

Traceability might be precondition for the acceptance of a process in a company. The
clear relationship between the derived process and the original standard provides support
for arguing process-compliance. Every user of the process is able to understand which sec-
tion of a standard is base for the definition of a derived process element. For this reason a
direct link to the standard is part of every process element beneficial during a process audit.

Modelling limitations. As pointed out by predecessors and as also found out through
this work, SPEM2.0/EPF Composer offers a limited variability modelling support, which
makes it not ideal for modelling a process line.

Flexible use of the notion of partial commonality resulted to be a strategic solution
for increasing the identification of common process elements.
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Figure 4.3: Demonstration of system model in use case scenario 2 [Tool: EA]

4.3 Use Case Scenario 2: Modelling, Analysis and Simula-
tion of Safety Artefacts

The use case scenario covers following aspects:
e Demonstration of Methodology 2

Domain: Automotive Domain

Relevant Standards: Safety - ISO 26262

Integrated system modelling approach that supports safety analysis and early veri-
fication by simulation

4.3.1 Description Use Case Scenario 2

System Model. The system model covers all kinds of interactions and influences be-
tween the battery system and the vehicle behavior based on SysML. The model shows
connections between components, functions, vehicle malfunctions, powertrain and battery
system level. Each component is represented by a functional block, and the functions and
malfunctions are represented by use case elements. Figure 4.3 shows the implementation
in the system modelling by EA tool (project browser, system architecture and connections
between components, function and malfunction). Based on the single source principle, rel-
evant safety artifacts are represented in the system model. Each safety artifact is modeled
with SysML modeling elements (e.g. preliminary architecture) or a link to an external
safety work product (e.g. item definition can be linked in MS Word). Thus, the system
model model represents traceability between different safety artifacts.
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Interaction of System Model and Safety Analysis. One aim of the system model is
the support of creation of the three main data nets for the safety analysis e.g. to perform
FMEA: structure net, function net and failure net. For the execution of the safety analysis,
the required safety artifacts are transferred from EA to the external safety analysis tool.
After performing the safety analysis, the resulting data are transferred back to the system
model. The FMEA is used to derive suitable safety measures to support the elaboration
of the functional safety concept for the battery system. For the FMEA, the APIS 1Q
FMEA tool was used, because it is an established tool for reliability analysis by quality
engineers in the automotive industry. Furthermore, this tool can be extended to be used
for functional safety analysis aspects. Thus, it is possible to combine the quality and
safety analyses because the same expert team is involved in the analysis activities (Figure
4.4). More details about the evaluation of the MBSE approach for HV battery systems
regarding the interaction of system model and safety analysis are described in [81].

SYSML to FMEA

SYSML Connection Layer FMEA

FMEA to SYSML
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Figure 4.4: Demonstration of system model interaction with FMEA in use case scenario 2
[Tools: EA, SafetyDataExchange, APIS FMEA]

Interaction of System Model and Simulation. Several strategies are known to
charge and discharge an automotive battery propelling a vehicle. Information about driver
behavior, routing, road profile, etc. have a strong influence on the behavior of the bat-
tery system. Such a battery system usually consists of two main components, namely
the battery pack as energy storage facility and a corresponding battery controller. The
targeted battery pack consists of, e.g. 4 battery modules, where each of them integrates
12 cells with a nominal capacity of 24Ah each. The targeted controller monitors oper-
ational condition and health of each of the modules. The controller also communicates
with the hybrid control unit of the vehicle to ensure a stable vehicle operation. For the
battery module, a SystemC-AMS based FMU utilizing the electrical linear network and
timed dataflow models of computation (MoC). The battery controller is implemented in
a SystemC/SystemC-AMS based FMU utilizing the discrete event and linear signal flow
MoC. Both FMUs are integrated into one common co-simulation scenario. More details
about the used simulation models can be found in [82]. Figure 4.5 shows the results of the
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simulation. From a qualitative point of view, the battery simulation results correspond to
the results described in [89]. Quantitatively, the generated battery module FMU repro-
duces the simulation results shown in [90], validating against Li-Po cells from [49]. For
this case no relevant increase of simulation time caused by the co-simulation framework
was measured. More details about the evaluation of the MBSE approach for HV battery
systems regarding the interaction of system model and simulation are described [82].
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Figure 4.5: Demonstration of HV battery simulation in use case scenario 2 [Illustration:
MATLAB] [82]

4.3.2 Results of Use Case Scenario 2

Common source of safety artifact data. The model-based safety engineering ap-
proach provides support for safety activities in the functional safety process as defined by
ISO 26262. The approach supports a systematic description and analysis of different kinds
of safety artifacts in a common system model.

Traceability within safety artifacts. All functional aspects are represented, including
coverage of the dependencies between different kinds of safety artifacts.

Data exchange between model and safety analysis. Bi-directional data exchange
between system modeling tool and functional safety analysis tools; Export of relevant ar-
tifacts for specific safety analysis methods and import of preventive and detection actions
as a basis for deriving safety requirements.

4.3.3 Lessons Learnt of Use Case Scenario 2

Definition of complete safety modeling profile. The profile mechanism of UML/SysML
should be investigated for the definition of a safety modeling profile that defines a reduced
subset of modeling elements and their associations for the whole safety lifecycle.
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Check of safety modeling artifacts. Based on the defined safety modeling profile, the
created artifacts of a specific safety activity could be checked to see if they are modelled
according to the profile and if all required traceability links to related artifacts are present.

Simulation by using FMU. The creation of the required FMU XML file and synchro-
nization to the model code causes additional efforts due to variable numbering and name
assignments, especially if models are modified. Additional automation by use of a MBSE
development approach is beneficial.

4.4 Use Case Scenario 3: Application of Safety and Security
Co-Engineering and Argumentation Framework

The use case scenario covers following aspects:

e Demonstration of Methodology 3
e Domain: Automotive Domain

e Relevant Standards: GSN Community Standard (Argumentation), ASPICE (Qual-
ity), ISO 26262 (Safety), SAE J3061 (Security)

e Framework provides co-engineering of safety and security process modelling, process
execution, co-analysis and argumentation

4.4.1 Description Use Case Scenario 3

For safety and security it is required to provide evidence and argumentation to show that
system development was done compliant to relevant standards and that the system satisfies
safety and security goals. The final documentation has to be provided by the assurance
case including safety and security.

Process Definition and Process Execution. Efficient safety certification implies a
process model which guides the user through the certification process and allows efficient
compositional re-certification in the event of changes in the system. EPF-C provides
elements to model phases and individual activities of the safety and security process.
It allows modelling specific standards in a formal way, which enables automating the
certification workflow.

Safety and Security Co-Analysis using STPA-Sec. The identification of potential
safety-related accidents based on potential causes regarding safety and security have been
supported by the tool XSTAMPP, e.g. failures and malicious manipulations by an at-
tacker. In an independent analysis the focus of security would be on the classical CIA
properties (confidentiality, integrity and availability). The feedback of safety relevance
of these certain properties is missing. Safety specific analysis focuses only on safety is-
sues caused by faults of E/E systems. Scenarios in which a user modifies the vehicle and
causes a potential safety hazard would be missed. Co-Analysis connects the domains and
supports the identification of safety goals and safety-related security goals.
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Figure 4.6: Process Model transfer in Use Case Scenario 3 [Tools: EPF-C, WEFACT] [86]

Patterns for Process and Argumentation. Patterns are used to provide process and
argumentation frameworks, which represents most of the recurring steps. The intention
is to spend time once and reuse the elaborated patterns many times. Especially the
integration of activities related to functional safety and security is a challenging work. The
created patterns provide process- and argumentation-templates. Process patterns simplify
creating development processes because they already bring together functional safety and
security activities. Argumentation patterns are corresponding to the process and exhibit
the line of argumentation using the created work products. They include argumentation
concerning safety and security and the interaction between them. Both types of patterns
have to be instantiated for the specific development project. Instantiation for example
means to select project specific methods like STPA-Sec for co-analysis. In parallel, the
corresponding line of argumentation has to be selected. The purpose of creating patterns
within the framework is to simplify the process definition, where the elaboration of evidence
and adequate fitting arguments supports claims related to requirements.

Product-based Argumentation. One result of the co-analysis is the idenfication of
the malfunction "overcharging battery during plug-in charging" for which developers have
to implement an adequate counter measure. Overcharging will be possible if an attacker
modifies the BMU parameters. To document the relationship between requirements (rep-
resented as goals) and measures (declared in evidence documents) the tool OpenCert is
used for argumentation by GSN. On the one hand the argumentation covers the safety
and security process and on the other hand it deals with the product specific decision how
to prevent "Battery overcharging". From the security process point of view the top level
claim is "Define functional cybersecurity requirements to prevent unauthorized changes
to BMU parameters". These requirements are listed in the corresponding project specific
document "HV Batt SecReq" stored in the project repository. From the product point of
view the BMU needs capabilities to detect and prevent unauthorized change of param-
eters. The documentation of these capabilities is evidence and usable as product-based
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Figure 4.7: HV battery system co-analysis model [Tool: XSTAMPP] [86]

argumentation.

More details can be found in the publication [86].

4.4.2 Results and Lessons Learnt of Use Case Scenario 3

Interaction between safety and security. The application of the Methodology 3
showed a possible way how functional safety and security should correspond. Interaction
between safety and security was forced by additional joint activities.

Safety and Security Co-Analysis. The co-analysis method STPA-Sec was used and
supported by the tool XSTAMPP. Product specific safety and security measures were co-
ordinated to prevent unwanted interaction.

Argumentation Patterns. The graphical depiction of links between these elements im-
proves the stakeholder’s understanding and shows how the dependencies between safety
and security are organized. The execution of the assurance activities by the workflow
engine (WEFACT) supported generation of evidences for the combined safety and secu-
rity case. The tool OpenCert provides the possibility to manage patterns and to create
GSN structures. The usage of patterns speeded up the process definition activities and
supported creation of argumentation fragments by GSN, which connect processes and
evidence with argumentation.

4.5 Research Findings

Process modelling allows more interactive work with the standard, reduces time and effort
for engineers to find relevant paragraphs and to comprehend them as a company-wide
interpretation. However, converting a standard might introduce differences due to human
errors to the original standard, which could in the worst case lead to wrong interpretations
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during development. Nevertheless, by using the process model the needed sections within
the standard can be found faster and activities can be performed based in a common
understanding.

Model development for industry sized problems is time consuming and requires new
skills in the industry. The model-based system development approaches and the imple-
mented tool chain allows the seamless data exchange between different safety analysis
tools. Furthermore, traceability and consistency between different work products can be
achieved during the development. The presented implementation of the approach has
been evaluated on several industrial use cases, where the practical applicability could be
acknowledged.

The required level of detail of the system model needs to be defined before modelling
starts, because it impacts the expressiveness of the tests used during early validation. On
the one hand, if the modelling details are too low, the tests cannot ensure that a certain
safety measure is sufficient. On the other hand, if the modelling detail is too high, the
creation of the needed models and tests is too time consuming, limiting its applicability
in industrial applications.

The usage of GSN for graphically description of the safety argument also supports
engineers in finding and understanding the arguments relevant for their work during the
development and for the safety assessment. Since the usage of a model-based approach of
the argumentation does not change its content, the overall achieved safety by the chosen
safety measures is the same in comparison to common, document bases approaches.

The investigations performed regarding the safety and security co-engineering frame-
work show that these two topics are heavily interleaved and need to be addressed together.
The proposed co-engineering framework outlines the needed items and provides the basis
for the implementation in an industrial setting for functions which have to be safe and
secure.

4.6 Application of MBS?E approach for Automated Driving

Investigations have been done regarding the relevance of Functional Safety according
ISO 26262 for automated driving functions together with industrial experts from OEM
(VOLVO) and Supplier (MAGNA Steyr Fahrzeugtechnik) [91]. Furthermore, there are
still on-going investigations regarding the evaluation of the presented approach for the
topic of automated driving, but the results have not been published so far. First results
are promissing but specific adaptations have to be done to cover the different automation
levels without human response regarding the controllability and the hand-over concept
from Automated Driving Assistance Systems (ADAS) to human driver.



Chapter 5

Conclusion and Future Work

5.1 Conclusion

The thesis at hand addresses existing challenges of the development of safety-critical sys-
tems regarding (a) different engineering standards (e.g. quality, safety, security) have to
be considered in an integrated process model, (b) a central system model that contains all
relevant artefacts to support safety analysis and simulation for early validation, (c) safety
argumentation that covers the demands of ISO 26262 safety case generation collaterally to
the engineering lifecycle, (d) approaches for reuse of safety artefacts, and (e) interaction
of safety and security aspects.

For that reason this work investigates four main Model-Based System Safety Engineer-
ing (MBS2E) methodologies, that cover the following aspects:
(A) An approach for Process Modelling and Management to reuse different kind of process
elements, derive a project specific process model and execute this process model during
project execution to track required activities and artefacts. (B) Modelling, Analysis and
Simulation of E/E Systems provides support to gather relevant system artefacts in a cen-
tral system model by introducing a safety-extension for system modelling based on SysML.
The safety elements in that model are iteratively extended with the results of safety anal-
ysis activities. Furthermore, the structure and parameters of the system model are used
for configuration of the simulation model, which is used for early safety-validation im-
plemented in a SystemC environment. (C) Process- and Product-based Argumentation
part uses a semi-formal modelling language called Goal Structuring Notation, where pre-
existing argumentation patterns for process- or product-based argumentation are collected
and used as best practices for the specific project needs. (D) The Safety and Security
Co-engineering Framework provides a possible approach to guide engineers through de-
velopment steps compliant to specific standards. The relevant interaction points of safety
and security activities are considered in an iterative and systematic way.

The applicability of the presented MBS?E methodologies are demonstrated on an au-
tomotive high voltage battery system use case within a hybrid powertrain. These method-
ologies are applied to three specific use case scenarios regarding (1) process modelling
and management, (2) safety artefact modelling to support safety analysis and simulation,

52
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and (3) safety and security co-engineering and argumentation. The demonstration of the
elaborated methods provides a proof of concept showing that identified improvements
have been covered to a specific extend. The use case scenarios show how to thoroughly
engineer a modelling framework supporting flexible process model definition and thus
allowing process engineers to select and compose process elements in compliance with
required standards. Modelling of safety artefacts is a feasible approach for derivation of
safety requirements supported via a system model in SysML. The performance of var-
ious safety analysis methods supported by data exchange based on one system model
centralizes the data and avoids inconsistency. Early verification and validation activities,
enabled by extending the system model with parameters to support standardized Sys-
temC or SystemC-AMS; libraries eases the integration of existing system level simulation
models into larger and more complex simulation scenarios, which are used for information
exchange on system level. The safety and security co-engineering framework provides the
possibility to perform co-analysis that considers potential negative influence and derives
harmonized safety and security measures in an early development stage.

5.2 Future Work

Further investigation based on the presented MBS?E approach for other future automo-
tive applications like automated driving functions are work in progress. The ISO 26262
provides a basis regarding automotive functional safety for handling hazards caused by
malfunctioning behaviour of E/E safety related systems. This ISO standard is also appli-
cable to any level of automated driving, but the system complexity challenges engineers
today, because of the higher degree of networking functionalities that must be handled,
which has been investigated together with industrial partners from VOLVO and MAGNA
Steyr Fahrzeugtechnik [91]. For that reason further aspects must be considered to realise
automated driving functions in an adequate manner (e.g. availability, reliability, safety,
and security).

Automotive standardization regarding functional safety develops further and there are

three main topics that have to be addressed in future investigations based on the presented
MBS?E approach:

e Upcoming changes in 2nd Edition of ISO 26262
e Safety of the intended Functionality (SOTIF)
e Automotive Cybersecurity

Upcoming changes in 2nd Edition of ISO 26262. International standards like
ISO 26262 requires updates, which are discussed after a specific period of time after its
publication allowing industry to gain experience.

At the moment the ISO 26262 is in final revision phase and it is planned to release the
2nd edition of ISO 26262 by Q4/2018. The second edition will provide changes regarding
the scope of application and further two new parts: The scope will be extended from
cars to other road vehicle such as motorcycles (excluding mopeds), trucks, busses, trailers
and semitrailers. That means that ISO 26262 is also valid for road vehicles>3500kg. For
trucks and busses there are additional notes and annexes available marked with "T&B"
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in the specific sections of partl/2/3/4/7/8. Two new parts will be introduced, Part 11
- "Guideline on application of ISO 26262 to semiconductors” and Part 12 - "Adaptation
for motorcycles". Part 11 will include semiconductor components and its partitioning,
specific semiconductor technologies and use cases and further examples for evaluation of
safety mechanisms, dependent failure analysis and quantitative analysis. Part 12 will spec-
ify the adaptations for motorcycle regarding safety management during the concept phase
and the product development, hazard analysis and risk assessment, vehicle integration
and testing, and safety validation. The upcoming version of ISO 26262 will not address
cybersecurity directly, but it will provide an informative annex "Guidance on potential
interaction of functional safety with cybersecurity" where possible interaction points are
highlighted in different lifecycle phases. Furthermore, some parts provide additional notes
where an interaction may influence the functional safety aspects. The mentioned changes
and extensions have to be taken into consideration for an update of the presented approach
in that thesis, which may need some further extensions to cover that aspects.

Safety of the intended Functionality (SOTIF). The scope of ISO 26262 is intended
to functional faults in the E/E system and covers random hardware faults and systematic
faults in the development, but the prevention of any safety issues based on the functional
insufficiency in particular of automated driving systems are out of scope. These systems
can lead to safety violations if a hazardous decision is made by the processing algorithm
(e.g. about the environment), which is based on sensor inputs, even in absence of a fault
in the system. The topic of SOTIF will bring development of nominal performance and
safety engineering closer together. Any effect or interaction during product development
have to be considered over entire product lifecycle. For that reason the functional safety
working group decided to start with the elaboration of a Public Available Specification
(PAS) ISO/PAS 21448 "Road vehicles — Safety of the Intended Functionality" that is
planned to release by Q4/2018. The presented approaches in that thesis could be ex-
tended to cover SOTIF as a further standard.

Automotive Cybersecurity. The interconnection and intercommunication of functions
brings the topic of cybersecurity at the table. The elaboration of an international au-
tomotive cybersecurity standard has been started ISO/SAE AWI 21434 "Road Vehicles
- Cybersecurity engineering" in an joint working group of experts from ISO and SAE!.
Many discussion are going on at the moment to elaborate a common base terms and defini-
tions, different analysis methods along the engineering lifecycle, and harmonisation points
between safety and security and how to handle the trade-off between different attributes
and derived counter measures. Furthermore, it comes to a change from development to
engineering lifecycle, because the engineering is not finished after SOP. The phases after
production (post production) become more important, because OEM and suppliers have
to monitor and support their products more intensive during operation and maintenance.
It is planned to have the final international standard regarding cybersecurity available by
Q1/2020.

The presented approach in that thesis could be adapted for the needs of cybersecurity,

!The guidebook of SAE J3061 will be replaced by the joint the upcoming ISO/SAE standard.



5. Conclusion and Future Work 55

because a similar approach as given in ISO 26262 will be used in the upcoming cybersecu-
rity standard. The different interaction points of functional safety and cybersecurity have
to be communicated clearly to provide a secure and safe product to customer market. As
a next step, the extension to Model-based System Safety and Security Engineering will be
a promising approach to fulfil that needs.



Chapter 6

Publications

This chapter contains all publications by the author of this thesis, which explain the
presented approach in Chapter 3 and use case scenarios presented in Chapter 4 in more
detail.

Fig. 6.1 shows the mapping between the individual publications and the proposed method-
ology for the model-based safety engineering for automotive systems.

The methodology as shown in Fig. 6.1 covers the following safety engineering topics:

e Process Modelling & Management
(See section 3.1 for more details).

e Model-based Safety Engineering Modelling, Analysis and Simulation
(See section 3.2 for more details).

e Support for Safety Argumentation and Safety/Security Co-Engineering
(See section 3.3 for more details).

The following relevant industrial use case is used for demonstration and evaluation of the
methodology:

e Hybrid Electric Vehicle Powertrain with focus on HV Battery System
(See section 4.1 for more details).

6.1 Summary of appended Publications

The following publications represent the main contribution of the thesis at hand. For each
publication a short summary is given and the contribution of the author is highlighted.
In the end of this chapter all publications are appended with their full text.

Publication A (2014__SAE): Challenges for reuse in a safety-critical context: A
state-of-practice study [77], 2014 SAE World Congress, Detroit, Michigan, USA, April
8-10, 2014
Content: The paper shows the results of an explorative study and provides an overview
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of current state of practice concerning reuse in context of functional safety. Based on
the results of this survey the main challenges have been derived and suggested possible
improvements as future work to overcome these challenges.
Contribution of author: Main author of all parts.

Publication B (2013__SAE): System Modelling for Integration and Test of Safety-
Critical Automotive Embedded Systems [92], 2013 SAE World Congress, Detroit, Michigan,

USA, April 16-18, 2013

Content: The paper proposes a system modelling based approach for integration and test
of safety-critical embedded systems. An extension of the V-Model targets process oriented
needs for safety and indicates, where modelling languages in favour can be applied best.
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To establish a link between safety goals and the structure of simulation models, the initial
model is enriched with necessary information and transformed to a language suitable for
advanced simulation tasks. The proposed system modelling based approach enables safety
verification and validation at an early stage of development.

Contribution of author: Elaboration of joint methodology for modelling and simula-
tion.

Publication C (2014_ Springer): Holistic Safety Considerations for Automotive
Battery Systems [88], Automotive Battery Technology. Springer International Publish-
ing, 2014
Content: This paper proposes a workflow for elaboration of an integrated safety concept
including safety measures from different engineering disciplines. Two main lessons learned
are that the consideration of all kinds of risk reduction measures in the concept phase
improve the understanding of safety of the overall system, and involving various fields of
expertise enables the development of a clear safety concept. This approach improves the
development of the overall system, while complying it with requirements of ISO 26262 for
the development of E/E systems. The applicability of the introduced approach is demon-
strated on an automotive battery case study.

Contribution of author: Main author of all parts.

Publication D (2014__QUORS): Modelling a Safety and automotive oriented Pro-
cess Line to enable Reuse and Flexible Process Derivation [78], 8th IEEE International
Workshop Quality-Oriented Reuse of Software (QUORS‘14), 2014
Content: This paper proposes a methodological framework for implementing the safety-
oriented process line approach. More specifically, we have examined three standards that
are used in the automotive domain and after having identified commonalities and vari-
abilities we have shown how to systematically model them in SPEM2.0/EPF. We have
also shown how those commonalities and variabilities can be exploited for the definition
of flexible processes. From this work we have drawn some lessons learned: the examined
processes exhibit commonalities and thus the safety-oriented process line approach repre-
sents a sound and effective way for systematizing reuse and enabling the introduction of
changes that might be required when switching from one standard to another (e.g. for
intra-domain re-certification). The current tool support for modeling is quite limited.
Contribution of author: Extending and application of the SoPL approach for an auto-
motive use case.

Publication E (2015__SAE__1): Model-based Engineering Workflow for Automotive
Safety Concepts [81], 2015 SAE World Congress, Detroit, Michigan, USA, April 21-23,
2015
Content: The paper proposes a safety workflow that covers the concept phase of the
automotive functional safety standard ISO 26262. The approach provides an overall view
of relevant semi-formal safety modeling artifacts. For the modeling of safety artifacts,
a SysML profile has been introduced. It supports creation and management of safety
artifacts required in the safety workflow. An integrated safety amalysis tool chain was
demonstrated using the Enterprise Architect system modeling tool and APIS IQ FMEA
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for the Concept FMEA. The applicability of the approach was demonstrated using an
automotive use case of a battery system of an HEV powertrain, which showed that the
approach is generally suitable for enhancing the quality of artifacts in the safety workflow
and the safety argumentation. The combination of a safety-oriented workflow and semi-
formal modelling helps relevant stakeholders perform safety engineering activities in a
systematic way, as required by various standards such as ISO 26262.

Contribution of author: Main author of all parts.

Publication F (2015__SAE_ 2): From Natural Language to Semi-Formal Notation
Requirements for Automotive Safety [93], 2015 SAE World Congress, Detroit, Michigan,
USA, April 21-23, 2015
Content: Two key points can be observed in course of this work. One is that the
ISO 26262 standard would be further advanced with a clear and concise work product
to define a state of the art safety requirement. A product suffers greatly without having a
specific template to check technical and process compliance of the conversion of the natural
language requirements into semi-formal notation to avoid systematic failures to aid model
based development. Several developers with different perspectives automatically introduce
these systematic failures. Second is that without a known method how to verify the entire
range of faults (systematic fault and random faults) with a 100% branch coverage are not
very effective or beneficial. The complexity of today’s automotive functionality supports
the requirements of the ISO 26262 standard to shift to model based engineering. The
selected tooling must be both consistent and complete, to cover those faults which could
cause harm at the item level.

Contribution of the author: Support the author for safety and reuse aspects of re-
quirements patterns.

Publication G (2015__FDL): Standard Compliant Co-Simulation Models for Veri-
fication of Automotive Embedded Systems [82], 2015 Forum on Design and Specification
Languages (FDL), Barcelona, Spain, September 14-16, 2015
Content: In this paper a structured method for the integration of SystemC/SystemC-
AMS simulation models to the FMI standard is introduced. The presented method does
not require any changes to the standardized SystemC or SystemC-AMS libraries. The
method eases the integration of existing system level simulation models into larger and
more complex simulation scenarios, which are used for information exchange and verifi-
cation on system level. A two-part battery system use case from the automotive domain
is presented, which exploits these models of computation for simulation. The resulting
FMUs, created with the described method, are highly transportable and configurable.
These properties make them suitable for verification and information exchange processes
within the automotive domain.

Contribution of the author: Elaboration of requirements and a methodology related
to co-simulation data-exchange, modelling and integration.

Publication H (2017__SafeComp): Systematic Pattern Approach for Safety and Se-
curity Co-Engineering in the Automotive Domain [94]. SAFECOMP2017
Content: This paper focuses on the selection, combination, and application of safety and
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security patterns. The introduction of the pattern engineering lifecycle provided a system-
atic way of safety- and security-related pattern engineering process steps to development,
and included already existing work products, such as the results of safety analyses. Safety
and Security Co-Engineering Loops helped to align these activities systematically. It ben-
efits from tight integration of safety- and security-related process steps, which requires
increased exchange of information between them. An industrial use case demonstrated
the practical realization of our approach. With the presented approach, we aimed to
derive the manifold benefits from patterns inherent to their nature. This is a mean for
accelerating the application of adequate safety and security co-engineering in the automo-
tive domain. In particular, we showed a way to remediate the lack of security knowledge
and facilitate easier and more informed integration of these two separate yet interfering
disciplines.

Contribution of author: Joint elaboration of the methodology and exemplary applica-
tion use scenario.

Publication I (2016__CPS): Process- and Product-based Lines of Arqgument for Au-
tomotive Safety Cases [83] EMC2 Summit. CPS Week. 2016
Content: This paper presents a methodology to create argumentation structures which
are in direct relation to development processes and demanded requirements. The formal-
ism deals with patterns and templates to make it easier to establish a complete understand-
able line of argumentation and prevents information loss. A workflow has been defined
to introduce a methodology for process- and product-based argumentation. Project spe-
cific tailoring is used to create a standard compliant development process. Instantiation
of templates provided by the engineering process leads to product specific safety argu-
mentation. Application of the proposed workflow results in a complete and structured
safety argumentation, which is needed for the safety case and supports functional safety
audits and functional safety assessments. First experiences have been gained by successful
application to an automotive battery use case to ensure compliance with ASPICE and
1SO 26262.
Contribution of the author: Main author of all parts.

Publication J (2017_SASSUR): Safety and Security Co-Engineering and Argumen-
tation Framework [86] SAFECOMP2017 - Workshop SASSUR
Content: Today’s interconnected world needs special care to consider safety and secu-
rity aspects. Although there are approaches treating the interaction between safety and
security adequately, they are still immature. This paper presented a safety and security
co-engineering framework. A comprehensive combined safety and security argumentation
methodology for the automotive domain has been developed. Its application in the auto-
motive domain within these standards constraints provides useful information and can be
considered as the next step for a wide application in development lifecycles. The following
important benefits of the presented methodology for argumentation apply to the automo-
tive domain: Usage of patterns improves process definition; the GSN structures connect
process- and product-related evidence with argumentation; the graphical depiction of links
between elements improves the stakeholder’s understanding of relevant safety and security
aspects. In the HEV powertrain use case we showed the benefit of combined analysis of
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safety and security issues and the preparation of an assurance case for safety and security.
Contribution of author: Main author of all parts.

Publication K (2016__SPRINGER): Functional Safety of Automated Driving Sys-
tems: Does ISO 26262 Meet the Challenges? [91], Automated Driving Safer and more
efficient future driving. Springer International Publishing, 2016
Content: Different kinds of challenges must be considered to realise Automated Driving
System (ADS) functions in an adequate manner. Following challenges are discussed in
this paper: Increasing complexity of highly interconnected functions and influence of sys-
tem attributes, such as availability, reliability, safety, and security must be harmonised.
The concept phase of ISO 26262 becomes more important for ADS functions because de-
velopment of ADS requires engineering approaches and technologies beyond state of the
art. In particular, influence of the driver in the HARA, definition of safety goals and
corresponding attributes for specific levels of ADS (e.g. safe state) as well as changes of
the functional safety concept from fail-safe to fail-operational strategies. Today, several
methods are available to support complex systems but they must be improved for the de-
velopment of ADS. Possible technologies are discussed to handle the increasing complexity:
Model-Based Systems Engineering, formal verification by contract based development, as
well as simulation and co-simulation.

Contribution of author: Main author of all parts.

Further involved publications of the author are mentioned here and not in-
cluded as full-text in this chapter:

Publication (2012__ERTS?): Using the CESAR Safety Framework for Functional
Safety Management in the context of ISO 26262 [95], 2012 Embedded Real Time Software
and Systems, ERTS?12, Toulouse, France, 1st - 3rd February 2012
Content: Functional safety management in the context of ISO 26262 is a challenging task
due to the amount of activities and large number of requirements listed in the standard,
as well as the size of the distributed development teams over a number of organizations
involved in an engineering project. The availability of the CESAR safety framework as
knowledge data base is very useful for the systematic planning of safety activities required
in context of ISO 26262. This paper shows how this information can be used in an
industrial context and how the tailoring for a company (which require additional company
internal information is required) can be performed. The resulting framework has been
already used in several customer projects and was a central brick in order to synchronize
development activities between different partners and finally for the success of the projects.

Publication (2013__SEAA): Investigation of the influence of non-E/E safety mea-
sures for the ASIL determination [96], 39th Euromicro Conference on Software Engineer-
ing and Advanced Application, Santander, Spain, September 4-9, 2013
Content: This paper summarizes the main findings during the investigation concerning
functional safety for high voltage batteries typically used in electric or hybrid electric
vehicles. An approach for an iterative determination of the required ASIL by applying
non-E/E measures is presented. We observe that it is often meaningful to consider ex-
ternal measures and other technologies early in the concept phase. The incorporation
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of different engineering disciplines with different viewpoints helps to improve the system
safety concept. Only considering E/E measures would result in much higher ASIL re-
quirements and therefore increase the safety case development effort and the complexity
of safety argumentation. We show that we can considerably reduce the required ASIL for
some hazards by considering non-E/E measures early in development.

Publication (2015__SSCS): A Framework for Model-Based Safety Requirements Roundtrip
Engineering [97], 10th IET System Safety and Cyber Security Conference, The Institution
of Engineering and Technology (IET), Bristol, UK, October 20-22, 2015
Content: In this paper, a software tool for automotive safety engineering called AVL
Safety Extensions (AVL-SE) is presented. As part of a tool framework, AVL-SE supports
a system safety engineering workflow aligned with ISO 26262-3 and -4 and requires the use
of a SysML-based modelling language. The software tool framework contains a database
for a system model and a database for requirements both containing safety requirements.
AVL-SE allows automatic synchronisation of databases in terms of requirements, traces
and allocations. This enables full safety requirements round-trip engineering using a tool
for SysML-based modelling and a tool for requirements engineering. Workflow and tool
were experimentally applied in the case study of an HEV powertrain E/E system. It
has been appeared that the presented approach to round-trip engineering effectively eases
the handling of the vast number of requirements which emerge from engineering an HEV
powertrain E/E system.

Publication (2018__IGI_ Chapter): Integration of Security in the Development Life-
cycle of Dependable Automotive CPS [10], Chapter in Handbook of Research on Solutions
for Cyber-Physical Systems Ubiquity. IGI Global 2018
Content: With the introduction of connected vehicles, the automotive domain must now
consider cybersecurity as an integral part of the development lifecycle. Just as safety
became a critical part of the development in the late 20th century, modern vehicles are
required to become resilient against cyberattacks. The exciting new features, such as
advanced driver assistance systems, fleet management systems, and autonomous driving,
drive the need for built-in security solutions and architectural designs to mitigate emerging
security threats. Thus, cybersecurity joins reliability and safety as a cornerstone for suc-
cess in the automotive industry. As vehicle providers gear up for cybersecurity challenges,
they can capitalize on experiences from many other domains, but nevertheless must face
several unique challenges. This article thus focuses on the enhancement of state-of-the-
art development lifecycle for automotive cyber-physical systems toward the integration
of security, safety and reliability engineering methods. Four engineering approaches in
particular (HARA at concept level, FMEA and FTA at design level and HSI at imple-
mentation level) are extended to integrate security considerations into the development
lifecycle. Furthermore, an enhancement for the safety assurance case is proposed to encom-
pass other aspects such as security. Two principles are applied for all these enhancements:
(a) modify the methods as much as necessary but as little as possible, and (b) propose a
framework for the consistent convergence of the engineering disciplines toward a common
development lifecycle for dependable cyber-physical systems.
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Publication (2018__Elsevier): Combined Automotive Safety and Security Pattern
Engineering Approach (in press) [98], Chapter in Journal Reliability Engineering & Sys-
tem Safety. Elsevier 2018
Content: Automotive systems will exhibit increased levels of automation as well as ever
tighter integration with other vehicles, traffic infrastructure, and cloud services. From
safety perspective, this can be perceived as boon or bane - it greatly increases complexity
and uncertainty, but at the same time opens up new opportunities for realizing innovative
safety functions. Moreover, cybersecurity becomes important as additional concern be-
cause attacks are now much more likely and severe. However, there is a lack of experience
with security concerns in context of safety engineering in general and in automotive safety
departments in particular. To address this problem, we propose a systematic pattern-
based approach that interlinks safety and security patterns and provides guidance with
respect to selection and combination of both types of patterns in context of system en-
gineering. A combined safety and security pattern engineering work flow is proposed to
provide systematic guidance to support non-expert engineers based on best practices. The
application of the approach is shown and demonstrated by an automotive case study and
different use case scenarios.

6.2 Full Text of all Publications

In the following a collection of all relevant papers are completing the thesis.



Publication A: Springer2014

64

Holistic safety considerations for
automotive battery systems

Helmut Martin, Andrea Leitner, Bernhard Winkler

Abstract

The objective of system safety engineering is to develop a system with no
unreasonable risk. To this end, risks caused by the electrical and/or electronic
(E/E) system that could potentially harm persons must be analyzed, and
appropriate risk reduction measures have to be considered in an early phase of
development. This requires a close collaboration between different engineering
disciplines in order to specify a comprehensive description of risk reduction
and mitigation measures - the safety concept. The international functional
safety standard ISO 26262 has to be considered for the development of E/E
systems within road vehicles up to 3.5 tons.

This standard focuses on E/E measures and considers other non-E/E mea-
sures only after the specification of the safety concept. In contrast, this chap-
ter proposes a workflow for the elaboration of an integrated safety concept
including safety measures from different engineering disciplines. Two main
lessons learned were that the consideration of all kinds of risk reduction mea-
sures in the concept phase improves the understanding of the safety of the
overall system, and involving various fields of expertise enables the develop-
ment of a clear safety concept. This approach will improve the development
of the overall system, while complying with the requirements of ISO 26262
for the development of E/E systems. The applicability of the introduced
approach is demonstrated on an automotive battery case study, where the
influence of various safety measures on the ASIL determination has been
taken into account in order to reduce the cost of E/E system development.
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1 Motivation

High voltage (HV) battery systems are a central part of battery-powered Elec-
tric Vehicles (EVs) or Hybrid Electric Vehicles (HEVs), which are becoming
more and more important. One reason is the high energy efficiency of E/E
systems and the zero (local) environmental pollution of EVs. Their main dis-
advantage is the relatively short operation range, which is far less competitive
compared to conventional vehicles with internal combustion engines. Conven-
tional vehicles provide good performance and long operating ranges by uti-
lizing the high energy-density advantages of petroleum fuels. HEVs combine
the advantages of both technologies. Some of the main targets for batteries
to be used in HEVs are low costs, high power density (e.g. 1,200W /kg), very
high cycle life time (e.g. 200,000 cycles of charge/discharge), long life time
(e.g. 9 years), and safety. With the growing importance of e-mobility, automo-
tive battery systems are becoming more important as well. High power (e.g
HEV up to 250kW to provide more dynamic driving torques) and high en-
ergy application (e.g. EVs such as Nissan Leaf 36kWh to allow longer driving
distances) are already being applied in series-production vehicles. Increasing
power and energy while decreasing the battery geometries leads to an increase
of potential critical effects in the case of malfunctions.

This paper focuses on safety aspects in the context of safety-critical auto-
motive batteries for EVs or HEVs. Regarding functional safety (safety of the
E/E system), the IEC 61508![1] is the basic international functional safety
standard applicable to all industries. The ISO 26262[2] is an adaptation of
this standard that is applicable to the development of safety-related electrical
and/or electronic (E/E) systems in the automotive domain. One important
aspect of functional safety is the risk of electronic malfunction, e.g malfunc-
tion of the battery control unit caused by incorrect inputs or software errors.
These malfunctions could lead to hazardous events for passengers, other traf-
fic participants, and uninvolved parties (e.g. fire due to overcharge). The risk
of malfunctions has to be lowered to an insignificant risk potential by gaining
a clear understanding of possible faults, as well as their causes and effects,
and by providing solutions for fault mitigation.

In particular, e-mobility is highly interdisciplinary, whereby risk reduction
also results from different technical disciplines (e.g. mechanics, chemistry).
This means that system safety has to consist of different safety disciplines as
well (i.e. functional, electrical, mechanical, and chemical safety). One example
for electrical safety could be the prevention of hazardous voltage through the
use of galvanic disconnections or isolation. Mechanical safety aims to prevent
the deformation of the battery in the case of an accident through the use
of cell housings or the installation location for example. Chemical safety can

1 IEC61058 - Functional safety of electrical/electronic/ programmable electronic safety-
related systems
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prevent explosions or fire by using a mechanical venting outlet for toxic gases.
All of these measures are applicable for the development of a safe system.

Functional safety covers one vital part of system safety engineering, but
it is important to realize that other safety measures have to be considered
as well. This paper discusses some of the main issues regarding the safety
of HV automotive battery systems on different levels of abstraction such as
battery cell, battery module and battery pack. Furthermore, the different
development phases from specification and design through production and
placement in the vehicle are covered as well.

This chapter is structured as follows: Section 2.1 starts with an intro-
duction to the safety lifecycle following ISO 26262. Section 2.2 describes the
technical background consisting of the basic architecture of a battery system,
together with potential risks and risk mitigation on different levels of abstrac-
tion. To get a better understanding, these safety measures are classified in
Section 3. Section 4 introduces a modified workflow, which is used to reduce
the required Automotive Safety Integrity Level (ASIL) and thereby also the
development costs of the electronic system through the definition of non-E/E
measures. Section 5 concludes the work and provides an outlook on how the
presented work will be continued.

2 Technical background

This section introduces the topic of functional safety in the context of automo-
tive systems. Furthermore, an overview of an HV battery system architecture
is provided, including several basic safety measures form different engineering
disciplines.

2.1 Introduction to Functional Safety following
ISO 26262

The ISO 26262 safety lifecycle encompasses the principal safety activities dur-
ing the concept phase, product development, production, operation, service
and decommissioning as illustrated in Figure 1.

Figure 1 shows the safety lifecycle and highlights the concept phase and the
relevant parts of the product development (marked with red dashed lines).
The concept phase starts with the definition of the system (here called item),
followed by a Hazard Analysis and Risk Assessment (HA&RA), in which
all identified hazardous events are evaluated according to ISO 26262 specific
risk assessment criteria (i.e., severity, exposure , and controllability). Current
hazard analysis techniques can be classified on a hierarchical structure of a
system in bottom-up (e.g. FMEA) and top-down approaches (e.g. FTA).
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Fig. 1 Safety lifecycle according ISO 26262

The most important, often-cited techniques for performing a hazard analysis
are Preliminary Hazard Analysis [3], [4], Concept Failure Mode and Effects
Analysis (Con-FMEA) [5], and Hazard and Operability study (HAZOP) [6].
By performing the hazard analysis we identified the following hazards of the
battery system: fire/explosion, toxic gases, hazardous voltage of the battery
module/pack (U>60VDC), leakage/venting of battery cells (corrosive/toxic
(e.g. hydrofluoric acid)), fire (e.g. flammable materials) and, explosion (e.g.
breakdown of cell safety vent).

The result of the risk assessment determines the Automotive Safety In-
tegrity Level (ASIL), which indicates the risk of occurrence of a specific fail-
ure mode? and its necessary degree of avoidance. ASIL values range from
ASIL A (low criticality) to ASIL D (high criticality)®. Depending on the
derived ASIL, the ISO 26262 recommends methods for fulfilling the require-
ments - higher ASIL leads to higher efforts and costs during the product
development.

Based on the results of the HA&RA, safety goals* are defined for each
hazardous event, and the corresponding ASIL is allocated to each of them.
The final activity of the concept phase is the elaboration of the Functional

2 "failure mode = manner in which an element or an item fails” [2]
3 The class QM (quality management) denotes no requirement to comply with ISO 26262.

4 Safety goals represent top level safety requirements.
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Fig. 2 Battery system architecture - Illustration of the main parts of an automotive
battery and their interrelations

Safety Concept (FSC), which defines safety measures that must be fulfilled by
the design and development of the system to avoid an unreasonable residual
risk. Safety measures are activities or technical solutions used to avoid, control
or mitigate the harmful effects of systematic failures and random hardware
failures. These technical solutions are implemented by (i) E/E measures (e.g.
E/E system with sensor — controller — actuator), (ii) external measures (e.g.
organizational measures to counter technical flaws) or (iii) other technologies
(solutions from other technical domains, e.g. mechanical fault-back solution),
which detect faults or control failure modes in order to achieve or maintain
a safe stateS.

2.2 Description of automotive battery system
architecture

Figure 2 shows a schematic representation of a system architecture of an HV
Li-Ton battery. It consists of the following main components, which already
include or represent basic safety measures:

e Battery Management Unit (BMU): The main functions of the BMU
are the electrical and thermal management, diagnosis functions, insula-
tion monitoring, and the communication with other parts of the vehicle.
Electrical management includes charge balancing, charge determination,
and the provision of status information, such as system voltage, system

5 7safe state = operating mode of an item without an unreasonable level of risk of the
system” [2]
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current, or power-time prediction (charging/discharging) for vehicle con-
trol functions. Thermal management functionality is used to monitor and
evaluate the temperature in the battery system. Disconnection monitor-
ing, charge monitoring, and fault recording represent different diagnosis
functions. The insulation monitoring in the battery system is a coordi-
nated function between the battery system and the vehicle.

HYV Disconnection: Its main purpose is the disconnection of the bat-
tery system from the vehicle HV circuit, and it provides a galvanic sep-
aration of the battery and the vehicle in case of deactivation, accident
or a safety-critical malfunction. The HV disconnection consists of special
HYV contactors for the plus and minus terminal. For the activation of the
system, a specific pre-charge circuit for both terminals has to be included
to realize a soft connection to the vehicle HV circuit. In case of an over-
current, an emergency shut-off strategy has to be elaborated because the
contactors can only guarantee a limited number of switching cycles under
load over their expected lifetime.

HYV Fuse: In the case of an over-current, the HV Fuse will disconnect
the battery system from the vehicle’s HV circuit. Since an over-current
causes the HV Fuse to be heated strongly, it must be thermally decoupled
from other components (in particular the cells) to prevent a thermal
breakdown.

I-Sensor: The I-Sensor provides the current measurement of the whole
vehicle HV circuit. The measured current value is used as an input for
state-of-charge determination in the BMU and for the thermal manage-
ment of the battery cells. Each battery has a specific current operation
range for charge and discharge. The correct current is measured within
this operating range of the battery system with a specified accuracy. If
the current is lower or higher than the operating range, a special dis-
connection strategy has to be implemented with interaction of the HV
Disconnection and the HV Fuse.

Electrical Interconnections: This includes all kinds of LV (including
the communication) and HV connections between the battery cell pack
and the relevant E/E components of the battery system.

Battery Cell Pack: The battery cell pack consists of serial and/or
parallel-connected battery cell modules and the battery cell module in-
terconnection.

— Battery Cell Modules consists of battery cells that are connected in
series and/or parallel and a cell management unit(CMU). The CMU
is responsible for cell charge balancing, measurement of cell voltage
and temperature, and the communication between CMUs in different
battery modules as well as between CMU and BMU. The cell mod-
ules contain a number of redundant temperature sensors to detect
areas with critical temperatures. These sensors are connected with the
thermal management in order to prevent critical temperature in the
battery system.
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— Battery Cell Module Interconnection includes all electrical, me-
chanical, and thermal connections between battery modules.

e Housing and external interfaces: The main purpose of the battery
housing is to protect the battery system from environmental influences
and to protect the driver from any unintended reaction of the battery
system. It prevents people from coming into contact with any hazardous
voltage. Furthermore, the housing couples the battery system and the
vehicle. It has to provide a LV (including communication), an HV inter-
face and an interface for cooling. The housing should provide vent gas
outlets (vent gas management), in case of an overpressure in the battery
system. For maintenance and repair of the battery system, a service out-
let is available. The mechanical mounting interface connects the battery
with the vehicle bodyworks.

3 Classification and application of safety measures for
automotive battery systems

As mentioned before, it is reasonable to consider different types of measures
in order to achieve a more holistic safety concept. Some of these measures
are given by customer requirements, while others have to be introduced for
additional safety reasons. In this section, we classify them in organizational
and technical measures and show some examples.

3.1 Organizational and technical safety measures

This work classifies safety measures in two main categories:
e Organizational safety measures [ORGA] encompass:

Safety-compliant development process: The company-specific de-
velopment process has to cover relevant safety-standard-specific pro-
cess activities (e.g process audits by external bodies).

Review/Inspection/Confirmation: Work products that make up
the safety case have to be checked by independent® parties.

User safety manuals: Clear and understandable manuals and in-
structions for the correct handling of the product in the native lan-
guage of the end user are required.

6 The degree of independence depends on the safety integrity level, which is defined in the
concept phase.
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Warning labels and signs indicate potentially critical parts of the
system that could cause harm to people (e.g. vent gas outlet at battery
housing).

Training: End users have to be informed/trained how to handle the
product (e.g. correct driver reaction in the case of malfunction of the
battery system). Some kind of safety training is also necessary for first
responders in the case of an accident because they should be able to
rescue people and should not endanger themselves.

Transport/Storage Regulations: Test and criteria are defined for
transport and storage-specific scenarios that have to be approved for
the battery cells (UN/ADR regulations e.g.UN 38.3 [7]).

Periodicity of maintenance: The proper functioning of the different
safety measures has to be guaranteed until the product’s decommis-
sioning. Instructions for maintenance, repair and decommissioning of
the product are defined in the standards as well.

e Technical safety measures

Functional safety [FUSA]: Possible malfunctions of the battery sys-
tem should be avoided, mitigated, or handled by adequate E/E safety
measures (e.g. detection of overcharge of battery and disconnect the
battery from any external energy source). This kind of safety measure
is explicitly covered by ISO 26262. In contrast, the following other
technical safety measures are referred to as external measures or other
technologies.

Chemical [CHEM]: Any kind of reduction of toxicity of chemical sub-
stances (e.g. chemical proof material, cell chemistry).

Thermal [THER]: Reduction of thermal energy (e.g. cooling of cells).

Electrical [ELEC]: Avoidance of hazardous voltages for customers
(e.g. electrical insulation).

Mechanical [MECH]: Mechanical construction should prevent or mit-
igate harm caused by external source.

3.2 Application of measures at battery system units

Not only the incorporation of different engineering disciplines, but also the
investigation and coverage of safety at the appropriate level of detail is im-
portant for a safe system (see Figure 2).

This section discusses the different levels of units of an automotive battery
system. The investigation starts from the lowest level (i.e. the cell) and ends
with the highest level (i.e. the vehicle where the battery should be integrated).
The battery system is separated into different units, and examples of safety
measures are provided.
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Level 4 - Battery Cells (BatCel)

This level focuses on all relevant aspects of cell design and structure, cell
housing, possible vent gas outlets, cell behavior during aging over life cycle
of the battery, and so on.

Sample safety measures:

e [ORGA] Cell production process - Establishment of battery cell production
quality process, to avoid any kind of contamination of the cell during the
production process.

e [CHEM] Cell structure - Choice of chemical cell components (e.g. cathode,
electrolyte additives).

e [MECH] Charge Interruption Device - Mechanical construction in the cell.
It is activated if anything causes internal cell pressure to exceed the ac-
tivation limit physically, and it will irreversibly disconnect the cell from
the circuit.

e [MECH]+[THERM] Thermal management - Cooling and heating of cells, if
needed.

e [ORGA]+[MECH]+[CHEM] Vent gas management - Each battery cell pro-
vides a defined mechanical venting opening in case of a cell defect.

Level 3 - Battery Module (BatMod)

The battery module level covers various safety measures for the different in-
terfaces of the cells to build up a so-called battery cell stack. One argument
for the packaging of cells in modules is the fact that modules can be replaced
during maintenance.

Sample safety measures:

e [MECH]+[THERM] Use of materials that absorb thermal energy in the mod-
ule (increase of thermal capacity).

e [MECH]+[THERM] Thermal management - Cooling and heating of the cells
if needed

e [ORGA]+[MECH]+[CHEM] Vent gas management (see level 2).
[FUSA] Monitoring of cell balancing - If a fault is detected (e.g. over-
charge), transition to safe state in that situation.

Level 2 - Battery Pack (BatPack)
The battery pack encompasses all modules and provides electrical, thermal,

and mechanical connections between them.
Sample safety measures:
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e [MECH]+[THERM] Thermal management - Cooling and heating of the cells
if needed.

e [ORGA]+[MECH]+[CHEM] Vent gas management - BatPack combines all
vent gas channels from each BatMod and leads it to the BatSys.

Level 1 - Battery System (BatSys)

The battery system contains the battery pack, the housing, the battery man-
agement unit (BMU), and other relevant components. The BMU internally
coordinates all parts of the battery and provides an interface to the E/E
system at the vehicle level. It is therefore responsible for the detection and
mitigation of errors from the external system.

Sample safety measures:

e [ORGA]+[MECH]+[CHEM] +[THERM] Fire extinguisher inlet - The BatSys
system should provide an inlet so that the fire brigade could keep the fire
at bay and cool down the battery cells.

e [ORGA]+[MECH]+[CHEM] Vent gas management - BatSys provides a vent
gas outlet at the battery housing for the vehicle.

e [FUSA] The BMU is an E/E system and is responsible for e.g. monitoring
of cell breakdown - If a cell break down is detected by the BMU, several
actions should be triggered: disconnection of battery, increase of cooling,
communication of critical battery fault.

Level 0 - Vehicle level (target integration of battery system)

At the vehicle level, the prerequisites for the correct functioning of the bat-
tery system must be clearly defined. Battery system vendors have to make
assumptions about the context in which the battery will be used. These as-
sumptions have to be documented and considered for use. Appropriate safety
measures have to be applied in the vehicle, in order to prevent malfunctions
in the battery.

Sample safety measures:

e [ORGA]+[MECH]+[CHEM] +[ELEC] Fire extinguisher inlet - The fire extin-
guisher inlet of the battery system has to be reachable for the fire brigade.

e [MECH]+[THERM] Thermal management - Cooling and heating of the cells,
as requested by the battery system.

e [ORGA]+[MECH]+[CHEM] Vent gas management - The vehicle must contain
adequate outlet for the vent gas in case of a cell defect.

e [FUSA] Operational Strategy - The vehicle should manage the driving
strategy of the powertrain, and critical situations should be prevented by
an overall vehicle safety concept (e.g. overcharge, over-temperature).
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Fig. 3 Example for malfunction Overcharge: Mapping of safety measure to battery level
and safety disciplines

e [FUSA] Warning concept - People in and around the car should be warned
by visual and acoustic signals.

Figure 3 shows the sample malfunction Overcharge and possible safety
measures. It also shows on which entity of the battery systems measures
could be applied and the discipline of the measure.

4 Considering non-E/E measures in the concept phase

So far, we have seen that functional safety is just one aspect that has to
be considered for the development of a safe automotive system. In this sec-
tion, we describe a modified version of the ISO 26262 safety workflow, which
consists of 3 main activities. Below, these activities and our proposed modifi-
cations are described in more detail using the example of an HV lithium-ion
battery. This work was conducted in an internal project, and the workflow
has previously been published in SEAA2013 [8].

The main purpose of the modified workflow is the holistic investigation of
safety measures from different disciplines at an early stage of development.
This means that non-E/E measures are already considered in the concept
phase, whereas the original workflow sees them as an add-on in later phases.

Basically, three main activities are considered here, as illustrated in Fig-
ure 4: (1) Item definition, (2) Hazard Analysis and Risk Assessment, and (3)
the design of the Functional Safety Concept. Below, these activities and the
newly introduced iteration loop are described in more detail.

1. Item (system) definition, the first activity in the concept phase, starts
with the definition of the item - the system, its functions on vehicle level,
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Fig. 4 Workflow of the concept phase following ISO 26262, including item definition,
hazard analysis and risk assessment, and the functional safety concept. Note: A proof of
the controllability parameter, which is needed during the safety validation, is not illustrated
in this figure.

and its boundaries to other items. The item in this example is an HV
lithium-ion battery. The battery should be used in a Plug-in Hybrid Elec-
tric Vehicle (PHEV) with an installed capacity of 24Ah. Potential risks of
the Li-Ion battery are hazardous voltage (U>60VDC), leakage/venting
(corrosive/toxic, flammable, explosive), fire, and explosion.

First, all relevant and available data concerning the item (e.g. previous
projects, customer requirements, state of the art, market analysis, etc.)
need to be collected and analyzed. The Li-lTon Batteries Hazard and Use
Assessment Report [9] provides a very good overview of possible hazards,
failure modes and hazard assessment, applicable standards for the US
market, and fire protection strategies.

It is further necessary to specify non-functional requirements with regard
to standards and legal aspects. In our basic project, we scrutinized sev-
eral standards (e.g. ISO 26262 for automotive electric/electronic systems
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and the ECE R1007 for battery electric vehicles). Based on the results,
we created a preliminary architecture to get a better understanding of
the interactions between the various parts and to identify functions and
malfunctions. Known hazards from other projects and previous experi-
ences have been considered to verify and complete the description. All
the results of this step are a fundamental input for the following safety
activities.

2. The Hazard Analysis and Risk Assessment starts with the analysis
of situations and possible hazards, as identified in a preliminary hazard
analysis. The following situation analysis aims to identify all driving sit-
uations, and the combination with possible hazards leads to hazardous
events. Driving situations contain all reasonable combinations of opera-
tional, environmental, and weather conditions. The hazard analysis tar-
gets the identification of potential hazards for the item on the top level
of the system.

We used a Con-FMEA, a systematic method recommended by ISO 26262,
to identify the potential hazards of the HV battery system. This approach
provides support for traceability, the possibility to verify the completeness
of the hazard analysis, and the extension of the Con-FMEA for other
FMEAs in the following development phases, as shown in Figure 5. This
means that the causes of the failure modes of the Con-FMEA form the
new failure modes for the System FMEA. The connections between the
identified hazards and the different kinds of failures at different levels of
development builds up a complete failure net. This failure net is a step-
by-step refinement in the FMEA, which supports failure propagation and
traceability®.

In our example, the hazard and situation analysis resulted in 640 haz-
ardous events. These hazardous events were identified by a stepwise com-
bination and filtering of possible combinations of operational, environ-
mental, and weather conditions. Finally, the plausibility of each combi-
nation was checked. As a result, we identified 121 plausible hazardous
events, which were then assessed according to the risk assessment pa-
rameters Severity (S) [S0..54], Exposure (E)[E0..E4], and Controllability
(C)[CO0..C3]. If any of these parameters results in a ”S=0 OR E=0 OR
C=0” no safety development is needed - the level QM (quality manage-
ment) is sufficient. The rationale behind each classification has to be
documented appropriately because it is the basis for the ASIL determi-
nation, according to the risk graph of ISO 26262 (see Figure 6).

Finally, safety goals have to be specified depending on the hazardous
events and risk assessment results.

7 ECE R100 - Uniform provisions concerning the approval of vehicles with regard to specific
requirements for the electric power train

8 For the creation of the FMEAs we used the tool APIS IQ-RM PRO FMEA v6;
http://www.apis.de
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Fig. 6 Risk graph for ASIL determination according to ISO 26262[Part3]

Below, an exemplary classification of a hazardous event is shown, where
the vehicle is deactivated:

Hazardous event: Fire because of internal cell defect during parking
situation (system is deactivated)

Individuals at risk: Persons around the vehicle (Assumption: There
is noone in the vehicle during the parking situation.)

Possible harm: Burning of cell could cause hot smoke gas that could
lead to smoke gas contamination and burns of critical injury degree
are possible.

Perception: Unpleasant sweet smell, and visible smoke

Severity: S2 - Severe injuries possible (life-threatening, survival prob-
able)

Exposure: Ej - The vehicle will park every day for a long time in
the parking garage.

Controllability: C3 - Less than 90% of all drivers or other traffic
participants are usually able, or barely able, to avoid harm.
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One main challenge here is the fact that the E/E system of the PHEV is
deactivated during parking. For this specific situation, it is not possible
to fulfill the safety goals with E/E measures only because these measures
mainly mitigate hazardous situations during operational modes.

We derived the required ASIL for our exemplary hazardous event using
the risk graph (Figure 6)of ISO 26262 : Severity S2, Ezposure Ej and
Controllability of C3 — ASIL C.

The last step is the derivation of safety goals, as in this case ”‘Avoidance
or/and mitigation of hazards caused by internal cell defect.” with the safe
state “No fire outside of the vehicle.”

3. The Functional Safety Concept (FSC) describes the derived safety
measures (see Figure 7) which realize the safety goals. Following ISO 26262,
there are three different types of safety measures (E/E safety measures,
other technologies and external measures). One viable approach to fulfill
the safety goals in this case is the consideration of non-E/E measures in
order to reduce the required ASIL.

Our modified workflow introduces an additional decision regarding whether
or not it is possible or better to define non-E/E measures to fulfill the
safety goals. If it is, we propose the identification of non-E/E safety mea-
sures with support from specialists from other disciplines (e.g. mechanical
engineering). They need to be involved at an early stage of development
because, based on their expertise, external measures and other technolo-
gies can be elaborated and considered. An example of another technol-
ogy measure for an HV battery is the use of fire-resistant materials for
the battery housing and an external measure could be a fire detector in
the parking garage. All kinds of safety measures have to be introduced
in the FSC as Functional Safety Requirements, which are linked to the
corresponding elements of the Functional Safety Architecture. The main
elements of the identified E/E measure are a sensor, a processor and an
actuator. The FSC should provide a safety event chain from the detec-
tion of critical signals (sensor) to the processing and correct decision for
the safe operation (processor), and finally the execution of a safe state
(actuator) defined in the top level safety goal for the specific hazardous
event.

4. Tterative refinement step, including update of functional safety
concept - After applying the different safety measures, we introduce a
feedback step to repeat the risk assessment with the new conditions. The
following measures were defined for the HV battery example: (1) External
measures: Fire detection unit and fire extinguisher have to be installed in
the parking garage, and (2) other technologies: Fire-resistant housing of
the battery system.

The introduction of these measures changes the risk assessment as follows:

e Severity: S1 - Light or moderate injuries possible (not life-threatening)
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e Rationale for new S: The use of special fire-resistant materials for
the mechanical construction of the housing will reduce the intensity of
the harm.

e Controllability: C2 - 90 % or more of all drivers or other traffic
participants are usually able to avoid harm.

e Rationale for new C:People will be warned by acoustic signals from
the fire detection unit; a fire extinguisher will be available to extinguish
the fire; the fire brigade will be alerted in the case of fire.

This leads to the new rating result of an ASIL A classification for the
hazardous event. Lowering the required ASIL from C to A means that
the remaining risk which has to be covered by E/E safety measures is
lower, and therefore a less complex E/E measures and less development
effort are needed.

The last step is an update of the functional safety concept. Each intro-
duced safety measure that contributes to the risk reduction is specified
as functional safety requirements, which are mapped to the elements of
the functional safety architecture. See Figure 7 for the main parts of the
functional safety concept.

Functional Safety Concept for Safety Goal X

External Other - E"
Measures S’ B .= |Technology

E/E Measure

Sensor Controller Actuator

Ak s

Fig. 7 Principle of Functional Safety Architecture consisting of three types of safety mea-
sures

5 Discussion and Conclusion

This paper summarized our investigations of functional safety based on
ISO 26262 for HV batteries typically used in EVs or HEVs. We presented
an approach for an iterative determination of the required ASIL by applying
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non-E/E measures. We observed that it is often productive to consider ex-
ternal measures and other technologies early in the concept phase, and that
the incorporation of different engineering disciplines with different viewpoints
helps to improve the safety of the entire system.

Functional safety # system safety

One main observation of this work was that hazards and risks result from
different technical disciplines because e-mobility is highly interdisciplinary.
Functional safety covers one part of this overall system safety. We identified
several other types of safety that are relevant in this context, i.e. electrical
safety (e.g. considering hazardous voltage), mechanical safety (e.g. concerning
the deformation of the battery in the case of an accident) and chemical safety
(e.g. helps to prevent explosion or fire). One main finding of this project is
the importance of a strong interaction of all these different safety disciplines
in the concept phase, which requires an organizational safety culture that fos-
ters interaction between different disciplines. Not all hazardous events can be
covered by E/E safety measures alone. Other technologies or external mea-
sures are equally important in order to achieve a safe system state.

Intercultural aspects

The discussion with other departments results in a more holistic, interdis-
ciplinary system and safety understanding. It also reveals how each team is
able to contribute to the safety of a system. A discussion at an early stage of
the project definitely improves the interaction between the different teams.
Nevertheless, it has to be kept in mind that different views include different
opinions, and often even contradicting opinions. All of them are correct in
their specific systems or safety views. This can result in never-ending discus-
sions, if there is no clear moderation.

We can offer one example of a discussion about the definition of the safe
state of the system. One common function of the battery is charging. In the
case of overcharge, the engineers responsible for electrical safety define the
protective safe state in any such case for the electrical system to disconnect
the HV battery from the high voltage net of the vehicle. This would lead to
an undefined operation condition of the vehicle. The functional safety team
must think about any possible driving situations, where an unintended loss
of high voltage energy could lead to a critical situation. One such situation
could be an overtaking maneuver on a country road, where a significant loss
of driving torque could lead to a dangerous situation for the driver or other
traffic participants.

Scope of functional safety
With a holistic safety view, it is often difficult to define the responsibilities
for different hazards. Sometimes hazards are not directly caused by an E/E
failure, but are an indirect consequence of a malfunctioning E/E system. Re-
garding the example of electric or hybrid electric vehicles, it cannot be clearly
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defined whether or not the HV battery should be considered only as an E/E
system.
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ABSTRACT

Functional safety of automotive embedded systems is a key
issue during the development process. To support the
industry, the automotive functional safety standard ISO
26262 has been defined. However, there are several
limitations when following the approach directly as defined
in the standard.

Within this work, we propose an approach for the integration
and test of safety-critical systems by using system modeling
techniques. The combination of two state-of-the-art modeling
languages into a dedicated multi-language development
process provides a direct link between all stages of the
development process, thus enabling efficient safety
verification and validation already during modeling phase. It
supports the developer in efficient application of
requirements as defined by ISO 26262, hence reducing
development time and cost by providing traceable safety
argumentation.

Based on a hybrid electric power train scenario, we evaluate
the benefits of the proposed system modeling approach for
early verification and validation of safety-critical embedded
systems.

INTRODUCTION

Automotive electric and electronic (E/E) systems are key
drivers for innovation in today's vehicles. While new
functions are delivering eco-friendliness (hybrid and pure
electric vehicles, etc.), assistance/comfort (drive-by-wire,
park-assist, etc.) and active safety (electronic stability control,
lane-change-assist,  brake-assist, etc.) their inherent
complexity is challenging manufacturers and suppliers. At the
same time, functional safety of these products is a key issue:
During the whole car's product life cycle, there are many

Copyright © 2013 SAE International
doi:10.4271/2013-01-0189

potential risks for physical injuries, or even worse, fatalities.
Therefore, these potential sources of harm should strictly be
avoided.

For these reasons, the latest automotive safety standard
1S0O26262 [1] is targeted at E/E systems of passenger cars.
Structured requirements and recommendations are leading to
documents, which are intended to confirm that the E/E
system developed is reasonably safe. However, following this
approach directly has some limitations.

First, a lack of traceability can be observed in traditional
engineering approaches between safety goals, their derived
safety requirements, created work-products, developed
components, and the resulting system. This complicates the
argumentation of a product's safety. Second, the automotive
supply chain must be aligned to support these safety
activities. Horizontal integration issues (e.g. different
software-components) and vertical integration issues (e.g.
component, module and system levels) as well as testing
problems arise in this context. Integration test cases applied
during document-centric approaches might not be as correct
and complete as they seem, due to missing links to the initial
safety goals.

To overcome these issues, we propose a combined solution
covering two main aspects, namely system modeling and
virtual prototyping. For a formalized system description
approach, we decided to deploy SysML and SystemC
languages. These languages complement each other and
provide the possibility for model-centric development. They
support the need for the characterization of structure,
behavior, requirements and simulation of automotive
embedded systems.

The resulting models are used as a reference throughout
requirements- and system design phases and serve as a basis
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for component design and implementation phases. Different
views on the model are used to extract necessary information
for integration and test scenarios, which span across
horizontal and vertical levels.

The desired functions are rooted in different engineering
domains. Therefore a co-simulation approach is followed: By
coupling different simulation tools, the impact and interaction
of hardware-, software-, and mechatronic/mechanical
components on the vehicle's functions can be observed. That
approach provides the possibility to perform fault injection to
expose safety goal violations in early development phases. In
context of functional safety, the created models and
corresponding test scenarios are oriented at the overall safety
goals and form an executable safety case, providing
arguments for safety validation. The introduced concepts and
methods are demonstrated by an automotive use case.

The innovative approach described within this work is an
immediate output of the VeTeSS! project, involving 24
partners from eight countries, including OEMs, SMEs and
research institutions. The VeTeSS consortium works on
standardized tools and methods for verification of the
robustness of safety-relevant automotive systems. Bringing
together partners from every part of the supply chain,
VeTeSS develops automated, quantitative processes usable at
all stages of development.

RELATED WORK

ISO 26262 [1] is the most recent functional safety standard
targeted at electric and electronic systems of series-
production passenger cars. It was released in late 2011. Its
last part, number 10, followed in mid 2012. It reflects the
latest state of the art in automotive engineering.

In this paper, a combined language SysML/SystemC
approach is followed, with respect to the needs of the
automotive engineering domain. In the fields of integrated
circuits and systems-on-chip, similar approaches have shown
to be successful [2]. For system-on-chip design the authors of
[3] are showing a SysML-to-SystemC transformation
procedure, allowing an automated generation of SystemC
code. They are confident that their approach is suitable in
carly system design phases. However, related work in this
field is mostly based on low-level hardware and/or software
architectural design, without the scope of higher level system
design, including the view on a system's functions and safety
properties.

SysML was used for safety related analyses in the past. In [4]
an FMEA analysis was conducted based on two different
diagram types. An interesting approach is also discussed in

[5]. A SysML modeling process for software, electronics and
mechanics is introduced. Various safety aspects are targeted
and a preliminary hazard analysis is conducted. This
approach is to be industrialized; Software products like
Medini Analyze? already provide limited support for SysML-
based safety analyses.

The general topic of re-use in scope of ISO 26262 is covered
with the introduction of safety elements out of context
(SEooC). According to its definition, it addresses the
development of new components, which are not targeted at a
specific car intended for series production. Opposite to this,
the process of qualification tries to evaluate the status of
existing components for integration. Examples for
development and integration practices of SEooC are given in

[6].

SysML is a general purpose modeling language. It is based
on Unified Modeling Language (UML), and was constructed
for systems engineering applications. It is standardized by the
Object Management Group (OMG) [7].

SystemC is a hardware description language targeted at
digital system design. It fills the gap between typical
hardware description languages like VHDL or Verilog and
higher level modeling languages. It is filed as IEEE standard
1666 [8].

METHODOLOGY

Language-Tool-Process Strategy for
Modeling Automotive Embedded

Systems

Various approaches exist for modeling automotive embedded
systems and some of them led to recognized industry
standards. We focus our research on the development of
safety-critical systems and functions. Examples for such are
completely electric or hybrid electric power trains, various x-
by-wire functions, or comfort functions like an electric park
brake or power window lifts. Those are clearly safety-
relevant, because of their immediate interaction with the
driver or the surrounding environment. Thus, we are striving
for a holistic approach, not only involving pure electric and
electronic systems and software, but also mechanic or
hydraulic systems.

In order to support our diversified approach, we chose to
evaluate SysML for deployment in industry projects. In
today's industry projects, simulation as primary method for
verification plays an important role. In the context of
functional safety, we are also eager to see if our final product
meets real world expectations and behaves as intended,

1
2

http://www.vetess.cu
http://www.ikv.de/
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excluding any misbehavior. Therefore, advanced validation
methodologies targeted at functional safety need to be
applied. Since SysML is not intended for comprehensive
simulation purposes, we thought of a supplement in order to
meet these goals. We have chosen SystemC to complement
SysML, for the reasons explained in the next section.

SysML models are based on diagrams, extended from the
UML specification. SysML uses blocks, derived from UML
classes, for system architecture definition. System behavior is
specified with use case diagrams, activity diagrams and state
machines. For a SysML capable tool we decided to use
Enterprise Architect? as primary modeling tool. It allows the
customization of the SysML language specification and the
generation of models, both according to the OMG meta-data
architecture.

Evaluation of Language Properties

Standardization

SystemC became an IEEE standard in 2005. Version 2.2 was
published by the “Open SystemC Initiative” (OSCI) in 2007.
The most recent version is 2.3, published by “Accellera
Systems Initiative”. SystemC addresses discrete-value
systems only, with its extension SystemC-AMS [9] it may be
used for analog systems as well. As of 2012, SystemC-AMS
is available as a 2.0-draft version. SystemC is a C++ library
providing methods and data types for the modeling of
systems, hardware and software. Minimum requirement is
one of a broad variety of compilers. Any C++-compatible
development environment is suitable for SystemC. SysML
became an Object Management Group (OMG) standard in
2007 with the release of version 1.0. Tool support is
provided.

Forward Engineering Possibilities

Because SysML is derived of UML, forward engineering
possibilities are given in terms of code generation. SysML
itself does not offer simulation features by specification, but
some supportive tools have capabilities to transform activity
diagrams and state charts to executable code. Constraint
evaluation can be considered possible by parametric
diagrams. SystemC offers excellent forward engineering
possibilities. Architectural models may be filled with abstract
behavioral designs, transaction level models, detailed
software- or hardware blocks or even a concrete software
implementation. Graphical user interfaces are available as
well. For simulation, a simulation engine is included next to
the models themselves within the executable. Constraint
evaluation features are included, either by the compiler, or
via external libraries, like the SystemC Verification Library
[10]. Simulation speed is another point underlining the
efficiency of SystemC. Due to low level code execution,
SystemC and its analog extension have shown to be very fast

[9]. But still, extensive use of hardware modeling concepts
slows simulation speeds down, but on a high performance
level.

Formality

SysML can be considered as a semi-formal design language,
which allows definitions as clear as the designing engineer
wants them to be. Data- and energy flows between blocks are
defining interaction. Opposite to this, SystemC is a formal
programming language using well defined blocks, interfaces
and data types, which provide clearly more uniqueness.

Applicability Hardware/Software/System

SystemC is advantageous concerning implementation levels.
It does not matter whether a system comprises software
and/or hardware. Systems are built block wise, using a
hierarchical design approach with clear interface definitions.
Hardware can be described using digital and analog models,
on register transfer or behavioral levels. The concept of time
is fully implemented, including concurrency for hardware
designs. For software, all types of C or C++ code can be
adopted by simple inclusion. SysML allows the
interdisciplinary description of hardware and/or software
systems as well and supports the allocation of requirements.
Various aspects, which are implicitly present in SystemC
models, are expressed in a more explicit way through specific
diagrams. System constraints or state machines for example,
are more legible in a dedicated SysML diagram than in
SystemC code, although they may express exactly the same.
Hardware designs can be drafted by using state charts or flow
diagrams. A clear definition of time-related concepts is
missing. Software designs are supported in a more native
way, since the derivation from UML. However, there is no
involvement of code.

Industrial Use

SystemC is primarily utilized in the semiconductor industry,
but has gained some interest in other domains. SysML users
can be found in various domains. In the automotive industry,
both languages are not fully recognized by manufacturers, but
suppliers are making use of it.

Summary

All in all, SysML offers a high level of abstraction, very
suitable for conceptual designs, overall system design and
requirement allocation. Its forward engineering possibilities
are considered to be tool-dependent. SystemC on the other
hand, is capable of describing clear, unique system designs,
with formal interfaces and module behavior. Its simulation
capabilities allow model verification.

Figure 1 shows a variant of the V-model, where the core
capabilities of both languages can be seen. SysML has

3http://www.sparxsystems.com
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advantages when it comes to the allocation of requirements to
system components. There is a strong overlap in system
design and modeling. SystemC has its primary strengths in
applied element and component design, simulation and
verification. A combined approach of both languages seems
to be appropriate to cover the entire V-model. Due to the
allocation of functional requirements and safety requirements
to hierarchical entities and their verification in simulation,
this seems an appropriate way to deliver necessary arguments
to support a product's safety case.

Component design

Simulation

Modules (SystemC)

Implementation
HW/SW

Figure 2. Development process overview

Multi-Language Development Process

V-models are commonly used in the automotive engineering
domain. In order to sum up our findings about SysML and
SystemC, a V-model is proposed. It is shown in Figure 2.

On the top left hand side of the V-Model the concept phase is
denoted. In terms of the ISO 26262 safety life cycle, it
represents a vital phase for the following system development
activities. It starts with the definition of the so called item,
which is the representation of a system that implements a
function on vehicle level (e.g. hybrid control unit). The item
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definition gathers all the safety related information for
characterizing the system (e.g. functions, known hazards ...)
and sets the boundary to the other vehicle items/systems
including all interfaces and possible interactions. In terms of
SysML, the use case diagram helps to characterize the item
and its behavior. The embedded activity diagrams allow a
more detailed specification of system states and state
transitions.

Based on that information, the Hazard Analysis and Risk
Assessment (HARA) has to be performed. It is used to
identify all possible hazards and couple them to drive and
other operational situations. Next, these hazardous events are
classified by three independent categories: Severity of harm
(S), probability of exposure (E) and controllability (C) of
these hazardous situations. The quantitative evaluation of
these metrics has to be supported by meaningful and
verifiable argumentation. As a result of the HARA, the ASIL
can be determined for each hazardous event by taking the
main parameters S, E and C (ASIL = f(S,E,C)). In that
relationship the ASIL represents a determined risk of
occurrence of a specific failure mode and the necessary
degree of avoidance of that failure mode. The ASIL is
classified from A to D, where ASIL A means the lowest and
ASIL D the most stringent level. This illustrates the
importance of the ASIL determination, because the higher the
ASIL, increased development efforts (e.g. required safety
analysis techniques, diagnostic measures in system design...)
and costs for development and justification of the safety
related system arise.

Based on the results of the HARA the safety goals have to be
determined for each hazardous event with their corresponding
ASIL. These are the top level safety requirements of the item,
and can be introduced to SysML as a normal requirement.
Additional stereotype definitions are made to clearly separate
safety goals from functional safety requirements, technical
safety requirements and component requirements. Each
requirement includes additional details with relevant
attributes, like operational situation, fault tolerant time
interval or physical characteristics (e.g. the maximum levels
of unwanted behavior). After verification of the HARA and
determination of safety goals a functional safety concept is
claborated. During that activity, functional safety
requirements are derived from the safety goals and allocated
to preliminary architectural elements from the concept phase.
This process is also supported by our model. Requirements
may be refined, by deriving sub-requirements and by creating
relationships between them. In the functional safety concept,
all safety measures are specified, including safety mechanism
of the item itself, external safety measures or measures of
other technologies. So the functional safety concept provides
an overview of all identified measures (arguments) that have
to be satisfied in the technical realization during the system
development. The functional safety concept has to be
considered within two activities. First, it is an input for the

elaboration of (technical) system requirements during the
product development phase on system level. The customer
requirements and functional safety requirements have to be
satisfied in the technical safety concept. Second, it provides
the assessment criteria for the system safety validation
activities of the item to get the final evidence that the item is
acceptably safe on vehicle level. By assigning the identified
requirements to their corresponding architectural entities,
activities or system states, an increased level of traceability is
given during the entire development process.

On the very left hand side of Figure 2, structural entities of
ISO 26262 can be recognized. An item is used as top-level
entity, to implement a function on vehicle level. It is
composed of systems or entire arrays of systems. Systems can
be further divided to elements. Elements in turn, relate at
least a sensor, controller and actuator with each other. ISO
26262 allows an element to be a system again, which deepens
the resulting hierarchy. Otherwise, elements include
components, which are no system level elements. A key
property is that they are logically and technically separable.

On component level, software and hardware is differentiated.
Software components include at least one software unit,
which is considered to be an atomic component of the
architecture. Concerning software testing, it is applicable for
stand-alone tests. Hardware components include more than
one hardware part. In terms of architectural system design,
parts cannot be subdivided any further. Examples thereof are
simple resistors and also integrated circuits.

The bottom-line implementation level is usually covered by
domain specific development steps, out of control systems
engineering, digital design, signal processing and the like.

This four-staged meta-model can be applied to generate
arbitrary composites of embedded systems. However, what
ISO 26262 refers to the term architecture is usually defined
by three of them, namely item, system and element. Our
model supports this structuring by extending block
definitions. This way, entity boundaries can be drawn
arbitrary between different engineering domains. The
rightmost hand side of the V-model covers tasks of
integration and test. While integration of software
components or hardware units can be done on supplier level,
integration tasks on vehicle level require the availability of a
prototype car. For several reasons we do not strive for vehicle
level integration. Besides availability, prototypes have shown
to be costly. Every stage of development, which can be
accomplished using simulation, helps to save time and cost.
Thus we spare the rightmost integration and test phases in the
V-model and draw a parallel arm covering simulation
techniques. Since we focus on system modeling and design,
another arm covering these topics is drawn in parallel.
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Language & Tool Coverage

In the following, we discuss how a combined SysML and
SystemC approach, as depicted in Figure 2, has the potential
to support our needs for the efficient design and validation of
safety relevant embedded systems.

Concept phase and requirement engineering

Requirements are adopted written in natural language. For
analysis and consistency improvement, industry relevant
tools like APIS IQ* can be applied during this phase. These
requirements will then be allocated to their corresponding
entities. The system model created in the right branch of this
upper left V-model has to reflect these allocations.
Furthermore, requirements must be verified in the system
design phase. This is a key issue to ensure continuous
development and coherent argumentation of the final
product's functional safety properties.

System Design

The primary goal during this stage of development is an
appropriate architectural design, which usually implements
functional and technical requirements. Furthermore, system
design is about the breakdown of large systems into smaller
subsystems. Concerning structure, the model allows the
definition of block definition diagrams (bdd) and internal
block diagrams (ibd). Especially internal block diagrams
contain information how blocks are connected and which
interfaces they share. Code generation templates related to
blocks translate architectural decisions into SystemC
modules. These are connected with unique signals and
channels. The logical link between SysML model blocks and
SystemC modules is formalized and can be traced throughout
the entire design process.

Element design

In context of ISO 26262, an element includes hardware or
software in shape of components.

Component design and implementation

Domain specific tools are used to carry out this phase.
Mathworks Matlab, dSPACE TargetLink and others are
prominent candidates for various engineering purposes.

Re-Use of Components

Another aspect relevant for the V-model is the re-use of
components, which are developed in the scope of ISO 26262.
Those “safety elements out of context” are developed prior to
the design of a vehicle intended for series-production. The
authors of [6] have shown an industrial approach supporting
the development and integration of SEooC.

In the hierarchy proposed in Figure 2, the levels affected by
the design aspect of re-use are the system-level and the
element-level. Based on the management of functional
requirements and safety requirements, certain assumptions
about the future use of the SEooC are determined, and
documented in the product's safety manual. From the
integrator's perspective, his/her requirements should meet the
given assumptions. Concerning safety aspects, the liable
integrator pulls the necessary evidence from the safety
manual to construct an argument.

For all these reasons, the interface definition of SEooC plays
an important role. During system design, modeling and
simulation phases this aspect is of particular interest.

Tool Chain & Co-Simulation Support

The previously explained common V-diagram as a process
model does not make any assumptions on tooling, since
SysML and SystemC are pure languages. In this section, we
propose a workflow, mainly based on the strong connection
between SysML, SystemC and co-simulation.

When the idea for a novel automotive product comes up, a set
of requirements is initially created. In the beginning, these are
manageable without any limitations caused by architectural
aspects. Tools like DOORS? support these steps. When the
aspect of functional safety is added, a subset of requirements
is paid special attention to. Most important about this phase is
the derivation of automotive safety integrity levels (ASIL)
per desired function. Based on preliminary architectural
assumptions, requirements and safety integrity levels are
assigned to their corresponding architectural entities. To
accomplish these steps, we have chosen Enterprise Architect
as primary modeling tool for SysML. The various types of
requirements can be collected, structured and regrouped
within a system model. Its export capability to XMI data
format and the application of transformation templates allows
the perpetuation of architectural decisions from SysML to
SystemC language. By compiling the SystemC code, the
Microsoft C++ compiler builds the simulation engine for
SystemC. At this stage the preliminary architectural
assumptions and system design results turn into concrete
executable models for the first time in the proposed V-model.

This point has a second advantage. By receiving an
executable C++-model, an interface to co-simulation
methodology is achieved at the same time. We support the
idea of independent co-simulation, introduced by our in-
house developed co-simulation software ICOS [11]. This
way, the inclusion of domain specific tools to the V-model
becomes possible, even on higher levels of abstraction.

4http://www.apis.de

Shttp:/www.ibm.com
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Figure 3. The hybrid control unit (HCU) in context of the system

In the system model, the behavior of components and
elements can only be expressed at a very high level of
abstraction. The process transition to SystemC code at this
stage enables two benefits related to co-simulation. First, it
becomes possible to include other relevant models. These
models can be existing concrete implementations, thus the
idea of component re-use is supported. Second, it becomes
possible to replace existing, abstract SystemC models with
more complex models. A combination of both possibilities
not only allows the evaluation of high-level concepts in a
broader environment, but also the traceability of certain
features, back through the chain. The fulfillment of safety
goals can be evaluated this way. However, an automated
validation is tool-dependent, and can be quite different from
domain to domain.

Examples for that are vehicle body electronic and electric
components, chemical or electric battery models or drive
cycle simulations. Fixed-point software-in-the-loop (SIL)
approaches may also be realized. Especially for full electric
or hybrid electric vehicles these approaches offer
sophisticated possibilities.

DEMONSTRATOR

In order to demonstrate our approach, a hybrid electric power
train is described. It contains a hybrid control unit,
controlling all power train functions. The HCU's software is
subject to an implementation. Its overall usage scenarios are
based on vehicle level and provide the necessary depth down
to component level to evaluate our approach. This hybrid
electric power train comprises of many different parts from

different engineering domains, and therefore suffices our
cross-domain system modeling approach.

The entire hybrid electric power train is safety critical, since
every driver input shall be carried out as defined and shall
move the vehicle as intended. Due to the specification of this
use case, the standard ISO 26262 applies.

We consider a vehicle acceleration scenario, where the turbo-
charged internal combustion engine (ICE) is assisted by a
battery-powered electric motor. In this scenario, the driver
accelerates the car at full throttle. In that case, the ICE is not
capable of providing the maximum power from the very
beginning (turbo lag), thus a boost function is triggered. For a
parallel hybrid power train architecture, the boost function
adds the torque of the motor to the torque of the engine in an
additive way. A similar function is described in [12]. Besides
the boost mode, an overboost mode allows to recharge the
vehicle's battery right after the boost mode, when the engine
operates in an optimal range and provides a sufficient amount
of energy. In this context, we consider three safety goals,
related to the hybrid control unit and the vehicle's battery:

* In boost mode, the battery shall only be discharged.
e In overboost-mode, the battery shall be charged.

¢ In coasting mode, the battery shall not be charged.

These three operating modes are specified within our model's
HCU. In terms of ISO 26262, the item hybrid power train
contains the HCU as a system, which contains a number of
software components. The safety goals and subsequent
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requirements are assigned to these entities. The vehicle's
battery must be protected from any functional misbehavior to
avoid safety hazards. These were identified during the
concept phase (HARA). A typical example would be fire or
explosion due battery overload, or battery cell damage due to
deep-discharge.

The model's hybrid control unit consists of state chart
diagrams, triggering the different operating modes. The
resulting SystemC modules are included within an ICOS co-
simulation configuration and linked to an instance of AVL
Cruise® drive cycle simulation. The driver input and the
vehicle's overall behavior, based on the HCU model, can now
be validated. The validation procedure as well as the entire
process automation is still subject to further research.

SUMMARY AND CONCLUSION

The development of safety-critical embedded systems
according to standards like ISO 26262 is of great importance
nowadays. Within this paper, we propose a system modeling
based approach for the integration and test of such systems. A
V-model is introduced, targeting process oriented needs for
safety and indicates where modeling languages in favor can
be applied best. To establish a link between safety goals and
the structure of simulation models, the initial model is
enriched with necessary information and transformed to a
language suitable for advanced simulation tasks. SystemC has
the capabilities to support this approach for hardware and
software even-handedly. The integration of SystemC into a
co-simulation environment also enables the usage of external
simulation models within the proposed architecture. The
proposed system modeling based approach enables safety
verification and validation at an early stage of development.
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Abstract

The need for cost efficient development and shorter time to
market requires reuse of safety-critical embedded systems.
One main challenge for reuse approaches in a safety-critical
context is to provide evidence that assumptions of the safety
artifacts for the reused component are still valid in the new
system definition.

This paper summarizes the major findings from an explorative
study conducted in order to identify the state of practice of
reuse in the context of different functional safety standards.
The explorative study consists of a set of questions, which
have been discussed with interviewees from companies of
various domains. The companies act in safety-critical domains
with diverse product portfolios. We covered several points of
view by interviewing persons with different background.

The results of the study reveal industrial challenges, which built
the input for the derivation of possible future work based on the
identified practical needs. Our main findings show the current
predominance of ad-hoc reuse techniques and the need for
more systematic approaches for reuse. We propose a
systematic approach to cover the industrial challenges:
establishing a safety culture in the company, an integrated
system and safety development process, the introduction of
model-based development for an improved support of reuse
concepts, and metrics for impact analysis.

Introduction

Electrical and/or electronic (E/E) embedded system
development is one of the main drivers for innovation, but still
challenging in various domains. The need for cost efficient
development and shorter time to market requires the

application of reuse. Nevertheless, reuse has not only positive
effects on the safety of a new system for example the reuse of
a software component. The specific hazards of the new system
were not considered when the reused software was designed
and coded [1]. Safety is not a property of the software itself, but
rather a combination of the software design and the
environment where the software is used: So it is application-,
environment-, and system-specific. Therefore, software which
is safe in one system and environment may be unsafe in
another.

Rigorous functional safety standards need to be applied in
domains such as automotive or avionics, because malfunctions
of E/E systems potentially cause hazardous events that could,
in worst case, harm people. Functional safety aims to get a
clear understanding of potential problems, their causes and
effects, and provides possible fault solutions and mitigation
measures to ensure a safe state in every possible hazardous
situation.

For all functional safety standards it is vital that safety analysis
results are updated whenever parts of the system or its
operating conditions change. Repeating the entire safety
assurance and certification would be valid, but also costly. In
order to improve the development process it is therefore not
only important to reuse development artifacts, but also to reuse
their corresponding certification-related artifacts. Cross-domain
reuse is another important application scenario. It means that a
component certified for one standard shall be used in an
industry domain applying another safety standard. Again, a
complete recertification would be required despite the fact that
most of the functional safety standards for E/E systems have a
lot of commonalities.
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The purpose of this explorative survey is to get insights into the
state of practice for reuse and systematic reuse with product
lines for software-intensive system in a safety-critical context.
We want to understand which challenges arise in the context of
functional safety and which best practices may already have
been identified. Therefore, the following three research
questions shall be answered by the help of structured
interviews:

Research question 1: What are main challenges for the
development of safety-critical products when (a) reusing
artifacts and (b) using the software product line concept?

Research question 2: \What are best practices for the
development of safety-critical products when (a) reusing
artifacts and (b) using the software product line concept?

Research question 3: How are product line concepts used in
real industry cases?

This paper is structured as follows: Section 2 introduces some
relevant standards and summarizes related work. Section 3
describes the structure, design, and rational of the
questionnaire, how the interviews have been conducted, and
how we have analyzed the results. Section 4 discusses the
interview results. In Section 5, we derive the main challenges
identified during the interviews and Section 6 summarizes the
main findings from the interviews with respect to the previously
defined research questions. The identified challenges are used
as input for the definition of possible improvements. An outlook
on this future work is given in Section 7. Section 8 finally
concludes the paper.

Background and Related Work

The following paragraphs provide a short introduction to
applicable specifications and functional safety standards from
different domains.

The IEC/PAS 62814 [2] is an evolving public specification’,
which currently promotes reuse-driven software development.
Two main aspects of component reuse are addressed:

(1) “Build-for-reuse” (planned production of reusable
components) and (2) “Build-by-reuse” (planned production of
systems using reusable components). This standard defines
processes for both types of reuse and a combined
development process.

The IEC 61508 “Functional safety of electrical / electronic /
programmable electronic (E/E/PE) safety-related systems” [3]
is a generic safety standard and is intended as a fundamental
safety publication.

1. Not a mandatory standard, but guidance which can be considered as a “pre”
standard.

ISO 26262 “Road Vehicles - Functional Safety” [4] is a specific
derivation of the IEC 61508 for the automotive domain. It has
to be applied since November 2011 and covers the whole
safety life cycle from development over production to service
processes for E/E systems within road vehicles. The standard
provides guidance to handle the increasing complexity of E/E
systems and to reduce the risk of systematic development
failures. Nevertheless, this standard comes with a big
challenge for companies, because it sets requirements and
prescribes a reference workflow, but does not explicitly explain
how this can be implemented efficiently.

Concerning reuse it includes two means:

One of them is “proven in use argument”? which is an alternate
means of compliance with ISO 26262 that may be used in the
case of reuse of existing items or elements when sufficient field
data is available.

The other one is “Safety Element out of Context (SEooC)™, a
safety-related element which is not developed for a specific
item (e.g. not developed in the context of a particular vehicle).
A SEooC can be a system/subsystem, a software component
or a hardware component. An example of SEooC for software
is an AUTOSAR software component.

For the development of safety-critical software intensive
systems within the avionics sector the DO-178B/C “Software
Considerations in Airborne Systems and Equipment
Certification” [5,6] defines guidelines for the specification,
development, and verification of software components.
Furthermore, it defines a software life cycle and its mapping to
the corresponding system life cycle. The software inherits its
integrity levels from the system integrity levels.

The ISO 15998 standard for the “Earth-moving machinery” [5]
is defining safety requirements for heavy construction
equipment machines. This functional safety standard is in turn
pointing towards other standards like IEC 61508, ISO 13849
[8], and in the future to relevant parts of the ISO 26262 [4].

There has been an empirical study in a previous ARTEMIS JU
project called CESAR* about how product line engineering
(PLE) is used in industry [9]. In contrast to this survey, we will
cover product lines and the more general reuse approaches,
because the concept of PLE seems to be hardly known in
companies developing safety-critical embedded systems. Due
to the different scopes of the two surveys, we did not perform a
detailed comparison of results.

The interview study has been conducted in the course of the
ARTEMIS JU SafeCer® project. The project provides support
for efficient reuse of safety certification arguments and
prequalified components within and across industrial domains.
One specific part of the project deals with platform

2. See I1SO 26262-8, Chapter 14 [4]
3. See ISO 26262-10, Chapter 9 [4]
4. www.cesarproject.eu

5. www.safecer.eu



Publication C: SAE2014

93

Downloaded from SAE International by Helmut Martin, Friday, March 13, 2015

development and software product lines. This is why we are
also interested in the application of this systematic reuse
concept in practice.

It further aims to increase efficiency and reduce the time-to-
market by the use of composable safety certification in several
domains as automotive, construction equipment, avionics, rail,
and health-care. Nevertheless, this paper will show the
practical challenges of reuse in a safety-critical context to the
research field.

Design of Interview Questionnaire

This section gives an overview on the design of the question-
naire structure, how we conducted the interviews and why we
decided to do it this way. We also outline the experience and
background of the interviewed persons and their respective
company context. The mentioned research questions are of
exploratory character and the interview design is based on Yin,
et al. [10]. The questions of the study are available as part a
public deliverable [11] at the SafeCer project website®.

With this questionnaire we aim to gain knowledge about the
state of practice for reuse in the context of functional safety in
different domains. The questionnaire design is of an explorative
character. We decided to use open questions which can be
seen as a structured guidance through a conversation with the
interviewee. We intentionally did not send out a survey to
project partners with a set of predefined answers for each
question. This strategy would have caused less effort, while
giving us the possibility to get a much higher number of survey
answers. Instead we decided to have an open discussion
based questionnaire, which provides the possibility to get an
immediate feedback from the interview partners, if their
answers have been understood correctly.

The main advantage of discussions with interviewees is the
possibility to get a better understanding of the specific
processes, methods, and tools applied in the respective
companies. Having a clearly defined questionnaire design
helps to keep a common thread throughout the interview, while
asking more detailed questions if necessary. Written answers,
in contrast, are often short and hard to understand. One main
prerequisite for a written survey would have been a clear
definition of questions. Especially in a field with various terms
describing basically the same concepts this is almost
impossible to do.

The questionnaire consists of 50 questions, which are
separated in 4 main parts. Its basic structure is illustrated in
Eigure 1. With Part 1 of the questionnaire we aim to get a
characterization of the investigated companies and the
respective interviewees. We want to understand their
background, their daily work tasks, and their expertise within
functional safety and reuse. This is required to interpret the
answers given by the interviewees. Getting to know company-
specific details helps us to understand why certain methods
are applicable and when they are used. Additionally, we want
to identify the domain and product portfolio of the respective

6. www.safecer.eu

company. This also includes questions about the development
strategy, e.g. percentage of code developed in-house. The
reason for this is that the development process in a company
developing most of the code in-house might differ significantly
from a company where lots of code comes from suppliers and
has to be integrated. It is further important to get information
about company-specific terminology, e.g. how they define the
term product variant, if such variants exist in the company, and
how they are handled. The same applies for product
generations. These aspects are understood quite differently in
companies and the impact on managing reuse and functional
safety can differ accordingly. This first part of the questionnaire
helped a lot in getting a clear understanding of the view and
scope of the remaining questions.

In Part 2, we asked the interviewees for their personal
definition for terms like functional safety, product lines/product
families, and platforms. For us, this harmonization of
terminology and understanding seemed to be very important.
During the preparation of the questions we saw that the
definition of the terms platform and product line can be different
even in one company when asking people from different
departments with different background and expertise.
Especially the term platform is used differently in several
contexts. So, for the successful and meaningful conduction of
the remaining interview it is a main prerequisite to get a mutual
understanding concerning the company specific terminology to
perform a common evaluation of the results.

Part 3 and 4 of the questionnaire are alternative. Depending on
the discussions during the interview one of these two question
sets has been chosen. Part 3 covers reuse in general, whereas
Part 4 includes some more detailed questions concerning the
application of a software product line approach. We decided to
have two alternatives in order to find out how companies deal
with reuse in general or product line engineering in particular, if
the interviewees are aware that their company uses a product
line approach. The design process of the questionnaire has
been iterative meaning that we tested each version of the
questionnaire with various colleagues and tried to continuously
improve the questions. Based on the results of the
questionnaire we identify existing challenges and tried to derive
possible improvements.

Interview Procedure

One big challenge in the interview process was to get access
to appropriate interview partners in the various companies.
First, it is not easily possible for an external person to know
who the key persons are and second, it is not easy to get an
appointment with those people. We got the first set of interview
partners by asking our contact persons in the respective
companies for recommendations. Then we introduced an
additional question in the questionnaire, where we asked if the
interviewee can recommend other interview partners which are
able to give useful information.
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Figure 1. Overview of the structure of the interview questionnaire
together with the evaluation of the results

With this strategy we could extend the set of interview partners.
In order to be able to later analyze the results we wanted to
record the interviews. This was not possible in all companies
because of confidentiality issues. In cases where recording
was not possible, two persons conducted the interview. One
was carrying out the interview and the second one made notes.
This was also very practicable, because it is not possible for
one person to make notes while doing the interview. The actual
interviews are very flexible. Some of the questions are already
answered in the course of another question and can therefore
be skipped. Sometimes it is better to change the order of
questions, because of the current interview flow. During the
meeting sessions we performed active listening to confirm what
the interviewer has heard and moreover, to confirm the
understanding of both parties. After the transcription the
interview protocol containing all questions and answers was
send out for a final review and that provides the possibility for
additional remarks.

Analysis Procedure

We did not attempt to make a statistical evaluation of our
results, because of the qualitative nature of the data. One main
objective was to get some insights into current practices for
reuse in a safety-critical context in order to identify challenges
and open research questions. Therefore we mainly use the
discussion to get an in-depth understanding.

Characterization of Interview Partners

The interviews have been conducted in 5 different companies
which cover different domains and contexts. All of them are
either developing safety-critical products or provide
engineering services with scope on functional safety. Figure 2
shows the investigated companies in relation to their reuse
strategy. Company 1 and 2 employ a product line concept for

the development of safety-critical products. Company 3 is
migrating from the development of products based on
customer requirements towards a product line approach.
Company 4 is providing engineering services specific for each
customer, which makes systematic or planned reuse of
artifacts more challenging. Company 5 is also moving towards
a product line approach, since they are starting to combine
common modules in a base system.

Generally we aimed to interview people with the scope on
safety, software design and system design within each
company. In the following we are giving a short overview on
each studied case.

Case 1: Heavy Machinery Development

One set of interview partners is employed at a company that is
developing a huge range of different heavy construction
machines. Several product lines are maintained and in most
products a set of functions is considered as safety-critical.
Typical relevant functional safety standards are ISO 15998 [7],
ISO 13849 [8], and partly IEC 61508 [3]. Several components
are developed in-house, but a lot of parts are ordered and
developed by suppliers. In this company, we interviewed a
range of experts from different projects and areas. Accordingly
we are able to identify how different product lines are
developed and which challenges arise from different
perspectives. The interviewees have been chosen according to
their role in the company and dependent on their work tasks.

Case 2: Truck Development

As a second case study, experts and managers from a truck
developing company have been interviewed. In the truck
domain compliance to a functional safety standard is not yet
required by legislation. Nonetheless, functional safety activities
are common but are until today managed as quality assurance
tasks. In order to capture the way of working and how product
lines look like several responsible persons from different
departments have been interviewed.

Case 3: Subsystem Supplier

For case 3, we interviewed a safety expert from a company
that is supplying safety-critical subsystems to construction
equipment and railway domain customers. The range of
products reaches from non-safety-critical products to safety-
critical products. Usually, the customer is defining the safety
requirements and the company is tracing those requirements
through development in order to show compliance when
delivering the product to the customer.

Typical functional safety standards used in this case are
EN-50128 [12], EN-50129 [13] and IEC 61508 [3]. Reusability
and product lines play a more and more important role and a
transition towards product line development is ongoing. The
interviewee has been responsible for safety in several projects
as a safety responsible.
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Figure 2. Characterization of interview partners according to their reuse
strategy.

Case 4: Engineering Service Supplier

One of the interviewed companies is an automotive supplier
which mainly provides different engineering services - in
particular functional safety services. This company has to
comply with different automotive standards for the development
and in particular with functional safety according 1ISO 26262 [4].
They do different kinds of engineering services such as
powertrain engineering, simulations, and software development
for engines and transmissions. Reusability in this company is
limited because of the customer-driven projects. We had
interviewees from various departments and with different roles,
e.g. project management, process responsible, safety
engineer, and development engineers. All of them were very
experienced in their specific position and could give as detailed
insights in their everyday work.

Case 5: Communication Products Developer

The last company is a leading supplier of technology and
software products in the field of time-triggered architectures
and communication systems. Their products enable developers
of aerospace, automotive, and off-highway industry to deliver
more reliable embedded systems quickly and efficiently. Their
products are successful in the aerospace industry and the
company has gained wide experience in certification according
RTCA DO-178B and DO-254 [14]. High ASIL levels (ISO
26262) are supported in projects with leading automotive
industry partners. Furthermore the industry safety standard IEC
61508 is important for applications in that field, because it
influences the development of E/E/PE safety-related systems
and products across all sectors. The interviewees are at the
one side responsible for the management activities in the
company and in the coordination of different research and
industry projects for aerospace and industry applications. In
their department they have experiences with different safety
standards (DO-178B/C, ISO 26262, IEC 61508) and the
required safety process activities across these standards.

Questionnaire Results

This section summarizes the main results of the questionnaire
and therefore uses the questionnaire structure as described in
Section 3.

Terminology

First of all we are interested to know how the terms product line
and platform are defined in an industrial context. This
understanding is important for an investigation of reuse and
product lines. Without a common wording it would be
Impossible to interpret answers in a meaningful way. It further
helps to identify if a company employs the product line concept
without realizing it. This section describes our findings.

Product Line

The core idea of the product line approach is to build multiple
products from a single infrastructure in a way that is aligned to
stated business goals. An often used definition from Northrop
and Clements [15] describes a software product line as “a set
of software-intensive systems sharing a common, managed set
of features that satisfy the specific needs of a particular market
segment or mission and that are developed from a common set
of core assets in a prescribed way.” In distinction to other reuse
approaches, software assets themselves contain explicit
variability. The main concept is the differentiation of domain
and application engineering. In domain engineering, reusable
assets are developed together with a description of the
supported variability. Concrete products can be derived in
application engineering using these reusable assets in a
predefined way. The most important issue is the description of
variability. This is usually done with variation points, which
provide several possible variants, which can be chosen for a
concrete product. At the moment a specific variant is selected,
the variation point is said to be bound [16].

One major finding from our survey reveals that definitions do
not only differ between companies, but also between
departments within one company. The definition also depends
on the role of the company, either as an OEM (Original
Equipment Manufacturer) or supplier. OEMs typically define a
product line as a group of products with some similarities that
can be configured based on the requirements of a customer.
Internal sub-products such as a common E/E architecture,
engine steering or transmission steering are often defined as
products of an internal product line. A product line is typically
defined as a set of products that share a specific product
characteristic, like type of machine or type of truck. Which
products are seen to be sharing a specific characteristic is
usually dependent on the company's product philosophy.
Suppliers seem to face more challenges when employing a
product line concept, since their products are often more
dependent on specific customer requirements. In general, we
can state that answers are very much dependent on the
interviewees' tasks and working area in a company. As
mentioned before, domain and application engineering are key
concepts of software product lines in literature [18]. We saw
that practitioners, at least in companies developing safety-
critical products, are often not familiar with these terms.
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Therefore it is hard to make a connection between the
academic and the industrial world. Here, we also saw the
advantage of conducting the survey as interviews. Otherwise
interview partners simply would not have given answers to
relevant questions, because they are not aware of the fact that
they indeed use these concepts.

Platform

Basically, software product lines enable efficient mass-
customization by the use of platforms. We use the following
definition for platforms in the context of software product lines
from Pohl et al [18]: “A platform is a base of technologies on
which other technologies or processes are built”. There are
many other definitions for platforms available in literature. Most
interviewees refer to the term software platform, which in their
understanding consists of commonly used software modules.
These software modules would not need to be redeveloped for
each product and their reuse will reduce the development,
verification, and safety assessment effort. Some interviewees
stated that it can be difficult to reuse software components
because of changing electronic hardware configurations or the
need to migrate to another tool chain if the software platform
should be applied in a new context. Therefore they use a much
broader understanding of the term platform, which also
includes common architectural guidelines, recommended tools,
technical concepts, suggested hardware, software modules,
and so on. With this enhanced view on platforms the potential
for reuse and effort reduction is stated to be much higher. The
verification effort for the common architecture, the tool chain,
technical concepts and hardware is being reduced significantly.
Again we found that terminology can be very different within
one company. A platform can be seen on the one hand for
example as the AUTOSAR [17] part of the steering system on
an ECU. On the other hand a platform was described as a
superset of all possible vehicle functions that can be build into
a machine for a customer.

Generally we see that there is often no commonly defined,
used, and harmonized terminology in companies and that the
terminology used in practice is not compliant with the
terminology used in literature. This makes it (1) hard to
establish a company-wide culture regarding functional safety
as well as reuse and (2) it hinders knowledge transfer from
research towards industry and on the other side the
identification of industry needs from an academic point of view.
For both aspects, functional safety as well as reuse in general
and product line engineering, it is important to have a clearly
defined common understanding.

Reuse in a Safety-Critical Context

This section discusses reuse in a safety-critical context from
two important points of view: the first part discusses reuse of
software and other development artifacts, the second part
focuses on reuse of safety artifacts.

Reuse of Software and Development Artifacts

This part of the questionnaire asks for the degree of reuse, the
type of reused artifacts, if and how much artifacts must be
modified in order to be reused in a different context, and if
there are dedicated methods for reuse. First, we observed that
the need for reuse is highly dependent on the business
strategy of the company. For one of the interviewed companies
(Case 4) it is not important to force reuse. Their business
strategy relies on the development of customer-specific
solutions. They regard the know-how of their developers as
their most valuable asset. But even for them it seems to be
helpful to maintain a common software architecture for all
products, which is then detailed with diverse concrete
implementations. In this context it has also been reported that
an advanced application life cycle management (ALM) tool can
be an enabler for reuse. These tools support version control
and branching and are often tightly integrated with the
respective development environment. This enables the parallel
development of different component variants and versions.
Nevertheless, at least in the investigated company there is no
systematic variability management support. The degree of
reusability is also highly dependent on the specific domain.
Some domains, as for example the aerospace domain (Case
5), have much more stable requirements as other domains.
Sometimes it is even possible to reuse 100%. Other domains
have very diverse products and therefore, it is hardly possible
to reuse anything.

Reuse of Functional Safety Artifacts

The questionnaire contains a set of questions asking for reuse
of functional safety artifacts (e.g. hazard analysis and risk
assessment or functional/technical safety concepts), tool
support, responsibilities, and argumentation in the context of
reuse. Especially from a safety point of view results from
previous projects are hard to reuse, because they are closely
linked with the concrete project or the safety item, respectively.
Just taking the example of a vehicle: Selecting a different type
of transmission changes the whole safety concept starting from
hazards and their assessment. This means that even for
slightly different requirements, all safety artifacts have to be
revised. Typical reuse techniques such as simple copy and
paste are therefore hardly applicable for safety artifacts.
Nevertheless, in some cases reuse is desirable at least for
some parts. In a cross-domain setting, reuse of safety artifacts
needs to match the new scope and the safety requirements in
the different domains (Case 5). It is possible that a different
kind of documentation is required for a different domain. E.g. a
safety manual which documents the arguments for functional
safety of delivered component is usually provided by the
supplier in automotive domain. This kind of document is not
known in the avionics domain.
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General Discussion

Figure 3 summarizes our main findings about the relation
between the different development phases and the potential for
reuse. The picture is restricted to parts of the development
process where we got answers from the interviews. It mixes up
system/software and safety development and we do not claim
this to be a complete development process. One column in the
represented table states about the context-dependence of
artifacts in this phase. We distinguish between completely and
partly dependent. As we have described before, safety analysis
is tightly connected to the specific system. This means that
small changes in the system description require a complete
rework of the safety analysis. If this is the case, we talk about
completely context dependent artifacts. Otherwise, if it is
somehow possible to separate the artifact from the current
system context, we speak of partly context dependent artifacts.
In the last column we indicate the reuse potential of artifacts in
the respective development phase.

context
Development phase Reusable?
dependent?
Concept phase completel as areference,
c pep Pl |or with high effort
oo
a Safety concept partly definition of reusable solutions
a
SW architecture partly common architecture
H Anplication SW ” libaries and components,
= ication a
:‘§ PP partly but certified for specific HW
c
'é’ Middleware partly easier, because more standardized
]
E’ Hardware partly "Safety Element out of Context"
. unit tests are easier reusable,
S Testing partly
1 system level tests depend on system
> safety validation completel highly dependent on system,
vall |
Y P Y difficult to reuse

Figure 3. Reuse potential in different phases of development

We do not claim this list to be complete because it summarizes
the findings from our survey. In general, reuse seems to be
most practicable in phases without complete context
dependency. This is obvious because the artifacts are not
tightly connected to a specific system description. Therefore, in
the concept phase, previous project results are mainly used as
a reference in a safety context. Hazard analysis and risk
assessment is very subjective and usually requires some
experience in order to identify the main hazards and to assess
them appropriately. Previous hazard analysis and risk
assessments can be used to cross-check the completeness if
all hazards have been identified and can be used as a
reference based on previous ratings. This is the main source of
reuse of safety artifacts in the interviewed companies. The
safety concept seems to be very context dependent as well,
but it has been stated that it can be designed in a way that
solutions are reusable in later projects as well. The structure of
the software is also one reusable artifact as described above.
Companies tend to employ a common software structure for all
products if possible. The products then differ in the concrete
implementation. Software seems to be easily reusable,
because there are many concepts propagating software reuse,
e.g. object-oriented development, component-based
development, model-based development. In fact, in a safety
context it is not that simple. Software can only be certified in

combination with a concrete hardware platform. So it is not
easily possible to reuse a software component on a different
platform. Software as well as hardware can be developed as a
Safety Element out of Context’. This basically means that it
makes assumptions on the context and ensures the safety for
an assumed context. This concept is often applied in practice if
the context is not known at the beginning of the product
development, which is a very common scenario during the
development of embedded systems. More common is the
reuse of more standardized parts, which are less dependent on
specific customer requirements (i.e. it is easier to reuse
communication technology than system-level concepts). This
usually requires a detailed review of previous projects in order
to find out the possibilities of reuse and to preempt hidden
dependencies.

Product Line Engineering
This section summarizes our findings from the product line
cases.

Management of Product Lines

In the first part of the product line question set, we asked for
the management and application of product lines in an
industrial context. One main observation revealed that domain
and application engineering processes as defined in literature
(e.g. [18]) are not explicitly defined in practice. Instead,
platform and product development use quite similar
development processes. It has further been reported, that the
commonality and variability is not analyzed at the beginning of
the product line activities as proposed in literature. This usually
leads to challenges later in the project because variability and
common parts are built on expertise and experience. We asked
the interviewees to describe the company's development
strategy in the scope of product lines. In one case, they
developed the whole functionality of a high-end product and
then used it as a base to derive other products. In this context
it was reported, that the missing distinction between platform
and product development processes is leading to problems as
soon as the platform project ends, but products still use the
platform. Additionally, development strategies change over
time. In one case, the development strategy is evolving from
product development based on customer requirements to the
development of a customizable product base. In other cases
attempts to add more functionality to the platform failed at the
end. Possible reasons for this failure are a lack of
understanding in the organization, unclear development
strategies and management commitment. A product life-cycle
lasting many years for products derived from the product line is
challenging. This means that the product line needs to support
both, future products but also products already existing on the
market. It has been a general observation that maintenance of
a product line is a big challenge.

7. See detailed definition in ISO 26262-Part 10 [4]
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Modeling of Product Lines

Model-based development is becoming more and more
important for embedded system development. We have been
interested in how models are used in real-case product lines
and in the context of functional safety. Some steps towards
UML modeling have been made in one case, but in general we
could not find evidence for the use of modeling techniques.
The design of a product line is usually based on experience
and sketched in tools like MS PowerPoint. Architecture design
languages like EAST-ADL or AADL are also not used in the
investigated cases. Nonetheless, practitioners see a more
structured way of designing the product line to be useful.

Challenges for Reuse in a Safety-Critical
Context

The discussions with the interviewees revealed several
challenges companies facing with reuse in a safety-critical
context. Together with the interviewees we summarize the
most important challenges and provide a common point of
view:

Challenge 1: Context Dependency

As we have already discussed before, safety assessment is
highly dependent on the concrete system context, which
hampers the reuse of safety artifacts. One has to take care that
assumptions on the system are still valid in the new context.
Small changes in the overall system concept have a huge
influence on the safety assessment of a system. Entering a
new market or using a manual instead of an automatic
transmission requires a completely new safety analysis and
safety concept. Considering a new target market, the
probability of a certain hazard in this environment (e.g. icy road
in Africa) could be completely different.

Challenge 2: Uncertainty Due to Subjectivity - Experience
Required

Risk assessment is highly dependent on the personal valuation
of the given situation. The person doing this assessment has to
find a trade-off between ensuring a safe system (which is his
responsibility) and the costs of system development. The
higher the assigned ASIL, the higher the costs. There are no
given values how to rate the risk of a system in an objective
way. This means that this task is highly dependent on the
judgment and experience of the safety engineers. Furthermore,
hazard analysis is a mainly manual task. It can be supported
by tools and partly automated, but the main work has to be
done by safety engineers. Therefore there is always some risk
that someone oversees a potential hazard. Reference projects
are a useful source for comparison to ensure that all possible
hazards have been covered.

Challenge 3: High Complexity - Safety Artifact Dependency
The challenge of complexity is twofold: On the one hand, E/E
systems are getting more and more complex because of the
increasing number of functionality, especially cross-cutting
functionality. This makes the analysis of possible faults very
extensive and complex. On the other hand, safety analysis and

modeling spans over the whole development process and
results in a huge variety of documents. In order to argue the
safety of a system, it is important to ensure traceability
between these documents and the actual system
implementation. This again introduces a lot of complexity.

Challenge 4: Integrated Development Process

In order to improve the development of safety-critical systems
it would be valuable to have one common development
process which is supported by an integrated tool chain. Often,
safety is introduced at a very late point in the project. At this
time, most design decisions have already been made and
safety measures are costly to implement. Early consideration
of safety in the development could safe efforts later on. A
common development environment and process could support
the joint, parallel development of technical and safety solutions
as one product instead of trying to include safety into an almost
complete product. The challenge of tool interoperability and
integrated development is an ongoing research in different
projects (e.g. ARTEMIS projects CRYSTAL or MBAT).

Challenge 5: Scope of Product Line Development

If a company wants to employ a product line, it is important to
have a clearly defined scope from the beginning of the
development process. In case of safety-critical product lines
this does not only include the requirements for products and
their variability, but also safety requirements and their possible
variability. This means that reuse has to be defined at an very
early stage of development. This can be challenging because
safety introduces a lot more possible variability.

Challenge 6: Traceability and Documentation

As already has been mentioned above, safety is often seen as
an “add-on” in late phases of development. This does not only
make the solution expensive, but does also inhibit traceability.
Traceability is required for safety argumentation and reuse. It is
hardly possible to efficiently reuse parts of prior projects
without making a detailed impact analysis. One important
aspect is the documentation of design decisions from a very
early stage of development. They are an essential part of the
safety argumentation. If design decisions are linked to the
respective solutions, the reusability of these solutions is also
improved.

Challenge 7: Common Understanding

The development of a common understanding of the system
and the applicable safety standard is an important prerequisite
of the success of a project, especially for distributed projects.
Safety requirements could be given by a customer or in other
cases, the entire safety assessment is out-sourced to an
external supplier. Anyway, distributed development of a system
requires a clearly defined wording. Additional challenges are
cultural differences. Due to subjective nature of safety analysis,
the cultural aspect can lead to overestimation or under-
estimation of a criticality of a function. This is challenging for
global companies as well as in global organizations where
development is distributed over different sites, the different
views on safety criticality become a challenge.
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Questionnaire Interpretation

In this section we summarize the main findings regarding the
research question defined in the introduction.

Research question 1: What are main challenges for the
development of safety-critical products when (a) reusing
artifacts and (b) using the software product line concept?

In research question 1 we are aiming to collect such
challenges. The identified challenges are not just of technical
character, but are also organizational and related to the used
development process. In fact the used product line concept
was often described to be missing a clear process, good
documentation, clear variant management and good change
management. Traceability through all the safety-related
artifacts is a vital issue to manage all changes and analyze the
impact of these changes. Small changes in the system
specification require a complete and expensive re-work of the
safety artifacts. Organizational challenges like management
support for product lines and functional safety or establishing a
common understanding of used terminology require long term
strategies. The company specific interpretation of functional
safety standards should be done by experienced engineers
that provide clear and unambiguous guidelines and workflows
for the development team of safety-critical products. So it
should be clear what and why they have to do it and how it can
be done in an efficient way.

Research question 2: What are best practices for the
development of safety-critical products when (a) reusing
artifacts and (b) using the software product line concept?

Typically some interviewees started looking at model-based
development to support their development work on the one
hand and on the other hand to enable a safety analysis and
safety assessment. In many cases we analyzed, the experts
are working on aligning the development process with the
relevant functional safety standard. It has been shown, that
persons, which are involved in different projects, have different
interpretations of the functional safety standards.

A common interpretation is therefore necessary. The
establishment of a safety culture in a company is taking longer
time and is affecting not only E/E development but also
management, verification, production and even maintenance.

Research question 3: How are product line concepts used in
real industry cases?

To our experience the product line concept described in
literature [15] is not applied as is within the industrial context
for developing safety-critical products. Instead product lines
have developed over time within companies and different
solutions have emerged. It is therefore necessary to distinguish
between different product line solutions. In his paper [24] Jan
Bosch describes different levels of maturity of software product
lines. The author is providing categories of software product
lines from very straight forward solutions where nothing is
reused to very advanced solutions where evolutions of product

lines are managed. This concept was our starting point for our
study. From functional safety perspective each of the provided
categories will result in different development solutions and
therefore different ways to manage functional safety.

Accordingly we are interested first how product line solutions
look like in industry and how the used concept evolved.
Conducting and analyzing the interviews was challenging, if
specific terms like platform and product line are used differently
within a case and between different cases. The existing
product lines have often developed over time and not through
planning. For example in case 1 the separation of different
product lines has its source in the acquisition of competitors
with their product range. The platform used for most product
lines is not derived from identifying commonalities and
variabilities, but instead is a company decision to follow the
AUTOSAR standard [17]. Some known commonalities have
been added to this concept. This example shows how complex
real-life cases are and how hard it is to gather right information
that is possible to analyze and compare with others.

A set of characteristics needs to be set up to be able to
understand the way of using the product line concept and to be
able to collect data that is on the one hand comparable and on
the other hand can be matched to concepts given in literature
to evaluate their correctness. Asking for concepts described in
literature like for example “domain engineering” and
“application engineering” is only confusing and is not leading to
answers. Instead characteristics that help to deduce if a
specific process like domain engineering is applied, need to be
used in the interviews. One important experience for us was
the interesting insight in different aspects in various companies
and departments.

Improvements and Future Work

Based on the answers from this questionnaire, we derived four
possible fields of improvement regarding reuse and functional
safety. These suggested improvements will be the base for the
definition of concrete tasks for the second part of the SafeCer
project. Figure 4 maps these improvements to the challenges
identified in the previous section. It shows that we can cover
quite a lot of the identified challenges in this way. In the
remainder of this section we describe the suggested
improvements in more detail.

Improvement 1: Establishment of a Model-Based
Development Environment

Development engineers set a lot of hope in model-based
development and the integration of safety in a model-based
development environment. The system modeling approach
presented by Habli et al [19] examine how model-driven
development and assessment can provide a basis for the
systematic generation of functional safety requirements. They
demonstrate how an automotive safety case can be structurally
and traceable developed, justifying why and how the defined
functional safety requirements can adequately mitigate the risk
of the identified hazards to an acceptable level. Kelly [20]
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proposes a modular, compositional approach for the
construction of safety cases. Contracts are used to describe
the agreed relationship.

An integrated system model supports different views on the
specification of the safety-related system and improves the
cooperation of involved disciplines in a company and the
communication to their suppliers. Furthermore the support of
traceability over the different safety artefacts is addressed by
MBD in an efficient way. The component-based development
and modularization is one vital contribution of the SafeCer
project to extend this approach for safety-critical applications. It
seems to be promising and a key to success.

Improvement 2: Integration of Safety in the Development
Process

Well-established development processes are a valuable basis
for the integration of the safety activities required by the
different functional safety standards for the different domains.
The investigation of an applicable integrated process model for
domain-specific and cross domain deployment will also be one
of the research topics in SafeCer. One further extension of that
integrated process model shall be a work-flow, which supports
the possibilities for introducing reuse of the elaborated safety
artifacts.

Research in the field of safety-critical product lines has focused
on adapting traditional safety analysis techniques, such as
Fault Tree Analysis (FTA) and Failure Mode and Effects
Analysis (FMEA), to suit product line processes. Much of the
work has been conducted at the Laboratory for Software Safety
at lowa State University. Most noticeable is the extension of
Software Fault Tree Analysis (SFTA) to address the impact of
product line variation on safety analysis [21,22,23].
Furthermore the integration of the significantly involved
development tools to an integrated and process oriented tool
chain will be investigated in SafeCer projects.

Improvement 3: Establishment of Safety Culture

In most of the investigated companies, safety is regarded as a
required task which can be handled by an independent safety
team. Often engineers ask for support from management which
should force a basic safety culture in their company. This
means that the required safety activities should be regarded as
an integral part of the development process and should not be
in a parallel independent side rail. All persons, which are
involved in any safety activity, have to be aware about their role
in the organization and the project, their responsibilities and
their expected contributions.

This further means that tool chains should be adapted in a way
that they force engineers to perform certain tasks in close
cooperation with the safety engineers. E.g. it seems to be
desirable for software developers to get more training to
improve the understanding and awareness for the topic of
functional safety and the possibilities of application of the
approaches for reuse. The SafeCer project is offering trainings
and workshops at different industrial and scientific conferences

and elaborates guidelines to support the different safety
activities which are required for the certification of safety-
related systems.

g
- § %
g & =
£ % © 2
Challenges Improvements 5 a s o
= ° = o
2l 23|
LW FB o
- QO o bo o 3 < E
Q m Q9 aQ g =N
EsS E:= | EZ|ES
Ch1: Context dependent x X X
Ch2: Uncertainty (subjectivity) X X
Ch3: High Complexity X X
Ch4: Integrated Development Process X X x
Ch5: Scope of PLE development % X X X
Ch6: Traceability and Documentation b 4 X X
Ch7: Common Understanding X X X X

Figure 4. Identified challenges and possible improvements

Improvement 4: Metrics for Impact Analysis

The introduction of reuse metrics will provide a quantitative
indicator, which helps to evaluate the applicability,
meaningfulness, and practicability of component reuse. The
reuse metrics can be used to decide whether or not a
component can be reused without modifications or if
modifications are meaningful from an economical point of view.

SafeCer will investigate on a cost model for reuse that provides
such kind of metrics, which should provide the basis for an
objective decision. The cost model would first assist to identify
and compare the best potential reuse candidate and second
support the change impact, if requirements of the system
changes to assess their effect on the existing reusable safety
architecture by performing a quantitative impact analysis.

Future and on-going work of the SafeCer project will extend the
methodology for different reuse approaches for the safety-
critical context and provide guidance, how the potentials for
reuse can be developed in an efficient way.

Conclusion

High development complexity, the need for shorter time to
market, and cost efficient development of safety-critical
embedded systems in domains like automotive, avionics and
heavy machinery requires more sophisticated reuse strategies.
These strategies are often not employed in practice. With this
explorative study we provided an overview of current state of
practice concerning reuse in the context of functional safety.
From the results of the explorative survey we derived the main
challenges and we suggest the following possible
improvements as future work to overcome these challenges:
Establishment of safety culture in the company, introduction of
an integrated system and safety development process, and
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applying model-based development, which supports a
systematic basis of reuse concepts, and metrics for impact
analysis.

As a possible extension of the study it would be good to
investigate other domains, like aerospace or healthcare, as
well to gain more insights of industrial reality of reuse. A next
step could be the elaboration of additional online questionnaire
to include a more significant number of companies of each
domain. This enables a statistical evaluation of the presented
results for state of practice concerning reuse.
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Abstract—ISO 26262 is a recently introduced automotive
functional safety standard. This standard imposes new
requirements that must be fulfilled for conformance purposes.
Thus, companies used to develop safety-related E/E systems in
compliance with either only Automotive SPICE (ASPICE) or a
combination of ASPICE and IEC 61508 have to quickly perform
a gap analysis in order to introduce adequate changes in their
way of working. Implementing such changes in a visionary way
with expectations of a long-term payback is an urgent open issue.
To contribute to addressing such issue, in this paper, we intro-
duce a safety-oriented process line-based methodological frame-
work to model commonalities and variabilities (changes) between
the standards to enable reuse and flexible process derivation. To
show the usefulness of our approach, we apply it to model a proc-
ess-phase line for the development of safety-critical control units.
Finally, we provide our lessons learned and concluding remarks.

Keywords—Automotive SPICE; IEC 61508; 1SO 26262; safety
processes; safety-oriented process lines; process line modeling.

I.  INTRODUCTION

In the context of safety-critical automotive systems
engineering, various standards (e.g. ASPICE [1] and IEC
61508 [2]) play a crucial role in prescribing process reference
models, which in some cases overlap and thus exhibit several
similarities. More recently, ISO 26262 [3], which is a new
standard for functional safety and which represents the
automotive specialization of IEC 61508, has entered the scene
with new requirements on the development process. As a
consequence, since compliance with the process reference
model may constitute a mandatory requirement for certification
purposes, companies used to develop safety-related E/E
systems in compliance with either only ASPICE or a
combination of ASPICE and IEC 61508 have to quickly
perform a gap analysis in order to introduce adequate changes
in their processes. Via a gap analysis ad-hoc adjustments can
be performed. Since however a gap analysis represents a timing
window during which process engineers have to identify what
changes and what remains the same, we propose to systematize
this effort by implementing the safety-oriented process line
approach, which was explored in [5] in the framework of the
SafeCer [6] project. We thus propose to systematically model
process elements as either commonalities or variabilities in
order to enable reuse and flexible process derivation. The
relevance of the adoption of a safety-oriented process line
approach is motivated also by the fact that process reference
models included in the standards allow flexible but thoroughly

Helmut Martin and Robert Bramberger

VIRTUAL VEHICLE Research Center,
Graz, Austria

justified interpretations and customizations, which can be
modelled as variabilities.

Thus, in this paper, to enable process engineers to imple-
ment changes with expectations of long-term payback, we
introduce a methodological framework to model the common-
alities and the variabilities that exist between automotive stan-
dards as well as the variabilities stemming from company-spe-
cific as well as project-specific interpretation and customiza-
tion. Our methodological modelling framework uses the SPEM
(Software Process Engineering Meta-model) 2.0 [8] process
modeling language, which is implemented within the process
modeling tool EPF-Composer [9]. To show the usefulness of
our approach, we apply our framework to model a process-
phase line for the development of safety-critical control units.

The rest of the paper is organized as follows. In Section II,
we provide essential background information. In Section III we
present our safety-oriented process line-based methodological
modeling framework and its application. In Section IV, we
draw some lessons learned. In Section V we discuss related
work. Finally, in Section VI we present some concluding
remarks and future work.

II. BACKGROUND

In this section, we briefly present the background on which
we base our work. In particular, in Section II.A we provide
essential information concerning the system design phase of
the automotive standards under examination. In Section II.B,
we recall safety-oriented process line concepts and guidelines
and, finally, in Section II.C we recall how processes and their
variations can be modelled in SPEM2.0/EPF.

A. System design phase in the examined automotive standards

In this subsection, we focus on three standards, namely
quality development standard ASPICE and two safety-related
standards ISO 26262, and IEC 61508. The rationale behind the
selection of these three standards is that they represent different
but overlapping intra-domain (namely, automotive and
industry) standards. For each standard, we provide a brief
overview and then we focus on the system design phase. For
this phase, we provide pointers to the normative parts, which
are necessary to fully understand the application of our safety-
oriented process line-based approach presented in Section III.

IEC 61508 deals with generic functional safety and is
intended as a basis safety standard, applicable to different
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domains. ISO 26262 is one derivation of the IEC 61508. These
two standards provide prescriptive development processes for
achieving functional safety by reducing the risk of systematic
failures. ISO 26262 and IEC 61508 include quality
requirements that are in common with ASPICE, which focuses
on process improvement. ASPICE provides a Process
Reference Model (PRM). The PRM is composed of activities
(in ASPICE named Base Practices), which are also covered by
ISO 26262 and IEC 61508.

In ASPICE the majority of the activities concerning system
design is part of the process ENG.3 System architectural
design. Within this process the Process Purpose, the Process
Outcomes and Output Work Products are defined. The
structure of IEC 61508 differs significantly from ASPICE. IEC
61508 does not describe what should be done but sets out
objectives and requirements for the activities. The system
design phase is covered mainly in chapter 7.2 E/E/PE system
design requirements specification and 7.4 E/E/PE system
design and development of part two. Work products are not
mentioned in the normative part. Finally, ISO 26262 part 4 —
chapter 7 covers system design (entitled System design). This
chapter includes objectives, input from other activities,
requirements for the activities and work products.

B. Safety-oriented process line: concepts and guidelines

A process line [4] is a family of highly related processes
that are built from a set of core process assets in a pre-
established fashion. A safety-oriented process line is a process
line that targets safety processes [5]. A (safety-oriented)
process line approach is constituted of three phases: scoping
(i.e. definition of the set of processes to be examined as a
family), domain engineering (i.e. commonalities and
variabilities identification and modeling), process engineering
(single processes modelling via selection and composition of
reusable commonalities and variabilities). Comparisons among
safety processes characterize the main activity of the domain
engineering phase. Through comparisons, it is possible to
identify what can vary (variabilities) between safety processes
and what, instead, remains unchanged (commonalities). At a
first glance, processes defined in different standards seem to
exhibit only variabilities. Terminological differences constitute
a barrier to a straightforward identification of commonalities.
Moreover, processes are constituted of phases, which in turns
are constituted of a set of activities, which in turn are consti-
tuted of a set of tasks and which, finally, in turns are
constituted of a set of steps. Thus, commonalities are unlikely
at the root level of this nested structure. From an execution
point of view, phases, activities, tasks, etc. may be performed
in a different order. From a pure syntactical comparison, all
these differences may be interpreted as variabilities. However,
to be able to justify a process line approach the amount of
commonalities must be greater than the amount of variabilities.
To reduce the variabilities and increase the commonalities, two
definitions are at disposal:

Partial commonality: whenever process elements of the
same type (e.g. tasks) expose at least one common aspect (e.g.
at least a step is equivalent).

In this paper, this definition is used in a flexible way. When
comparing process elements of the same type, either the entire
set of processes (process line) is considered or subsets of them.
More specifically, the heterogeneous set of standards examined
in this paper is divided into two subsets: one containing the
non-safety-related standard (ASPICE) and the second
containing the safety-related standards (ISO 26262 and IEC
61508). This flexible usage provides the potential to create a
greater extent of reusable process elements.

Full commonality whenever process elements of the same
type (e.g. tasks) expose only common aspects (e.g. all steps are
equivalent).

For the sake of terminological completeness, we also
clarify that a process variant is a representation of a particular
instance of a variable process element of the real world or a
variable property of such an element.

C. SPEM?2.0 and Eclipse Process Framework

SPEM 2.0 [8] is the OMG (Object Management Group)'s
standard for software process modelling. In the literature,
several process modelling languages are available [10-12].
SPEM 2.0 is simply one of them but since it has appealing
features in terms of standardization, reuse, tool-support, etc. (as
surveyed in [12]) as well as in terms of active community
working towards its enhancement [13], it answers our
expectations. SPEM 2.0 offers static as well as dynamic
modelling capabilities, the latter achieved by including links to
other modelling languages (e.g. UML activity diagrams).
SPEM 2.0 also offers modelling capabilities to address process
variability. As explored in [5] these modelling capabilities are
not fully adequate to model process lines. However, the
alternative modelling proposal [14], called vSPEM, which is
currently matter of investigation, is still too immature to be
considered in the time-frame of our project.

In SPEM 2.0, a process element (e.g. a task) can be a
variability element and to it the process engineer can associate
separate objects representing the differences (e.g. additions)
relative to the original (called base). The variability element
has an attribute that characterizes its variability type. The
variability type enumeration class defines the different types of
variability [8]. In Table 1, we recall those variability types used
in our approach presented in Section III.

TABLE L VARIABILITY TYPES IN SPEM2.0
Variability Description
type
na Not applicable
contributes Provides a way to contribute to attribute values and
association instances of the base, without altering it.
The base is logically replaced with an augmented
variant.
replaces Defines a replacement of a base. The replacement
consists of either a complete new variant or a change
concerning fundamental relationships.

SPEM2.0 is defined as a Meta Object Facility (MOF)-based
meta-model, which is composed of seven main packages,
which are: 1) The Core package defines concepts allowing for
the foundation of the other packages. 2) The Method Content
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package defines concepts allowing for the specification of a
knowledge base of reusable process elements (e.g.
TaskDefinition and WorkProductDefinition). 3) The Process
Structure package defines concepts allowing for the
representation of process models composed of inter-related
actual process elements (e.g. TaskUse). 4) The Process with
Method package defines concepts such as Method Content Use
elements (e.g. TaskUse) for the integration of processes
defined by using the concepts available in Process Structure
with the instances of concepts available in Method Content. 5)
The Method Plugin package defines mechanisms allowing for
the reuse and management of method content and processes. 6)
The Process Behaviour package defines mechanisms and
concepts allowing process elements to be linked to external
models for behavioural specification. 7.) The Managed Content
package introduces concepts for managing the textual content
of natural language descriptions, which are necessary to
increase models understand-ability.

For a subset of the concepts (that belong to the meta-
model), graphical modelling elements (icons) are at disposal.
Table II recall those icons that are related to what is presented
in Section III.

TABLE I ICONS DENOTING METHOD CONTENT (USE) ELEMENTS
Task Definition TaskUse
Method Content Method Content Use

Concerning tool-support for SPEM2.0, EPF Composer [9]
is a tool that provides sufficient support with respect to our
exploratory needs.

III. SAFETY- AND AUTOMOTIVE-ORIENTED PROCESS LINE

As discussed in the background section, to be able to reuse
process elements, a process line approach is beneficial since
commonalities and variabilities can be clearly systematized. As
mentioned, currently, there is no satisfying modelling language
and no tool supporting process lines. However, SPEM2.0 and
EPF Composer are sufficient to implement our safety-oriented
process line-based methodological framework and show its
validity. Thus, in Section III.A, we illustrate how commonal-
ities and variabilities can be modelled (domain engineering
phase), by using SPEM2.0/EPF, and then, in Section II1.B, we
exploit those commonalities and variabilities to derive
standard-specific single processes (process engineering phase).
Fig.1 depicts the two phases and their main activities.

Phase A: Domain Engineering I Phase B: Process Engineering

2 A2 B.2
|dentify Create Base Design P Export
Commonalities Structures. Processes rocesses
to HTML/XML

Fig. 1. Process line phases

In the first phase we focus on the static structure of the
process line. No modelling support is currently available to
consider variabilities in the execution order. With respect to

single processes, instead, we consider both static and dynamic
structures.

A. Domain Engineering

The goal of this subsection is to explain how commonalities
and variabilities are identified and modelled within
SPEM2.0/EPF.

Before a process line model can be built, since all the three
standards use slightly different terms to denote process
clements (e.g. tasks, work products, etc.), a common
terminology for all the three standards has to be defined in
order to go beyond irrelevant terminological differences (Fig.
1.A.1). Development of semantic equivalence is a vital
building step in process line creation. This step, which is
extremely time-consuming, should be performed in close
cooperation with experienced assessors to guarantee the
achievement of a certifiable result. The challenge of this step is
the identification and comparison of different terms within
unstructured text fragments. For example, as summarized in
Table III, the term Base practice in ASPICE is used as
equivalent to the term Activity. Once the process elements (e.g.
activities) got an identifier the mapping of different standards
takes place whereby tasks are defined.

TABLE II1. MAPPING OF SPECIFIC TERMS
Common | 150 56762 | I1EC 61508 ASPICE EPF-C
identifier
Activity Activity Activity Base practice Task

If a process element (e.g. an activity) of one standard (e.g.
System design specification in ISO 26262) is equivalent with a
process element of a different standard (e.g. E/E/PE system
design and development in IEC 61508) the elements are
mapped to a common identifier. A unique ID is given to each
matching comparison in order to provide traceability to the
origins of all standards and the information is collected in a
spreadsheet, which allows for tracking each single element and
ensuring full coverage of the standards. Additional details can
be found in [18]. After having identified the commonalities and
variabilities that characterize the system design phase
mandated by the set of standards considered in the background,
SPEM/EPF can be exploited to create a knowledge base
populated by those identified commonalities and the
variabilities. As recalled in Section II.C, SPEM2.0 offers a
package (Method Plugin) that supports reuse and management
of method content. Within EPF this package is implemented
and thus it is possible to create plug-ins containing reusable
method content. As depicted in Fig. 2, we thus decide (as it
was initially proposed in [17]) to define a series of plug-ins
aimed at containing base elements. We organize these plug-ins
by using two logical packages (Base and Processes), which in
EPF Composer are aimed at grouping method plug-ins. We use
Base (respectively Processes) for organizing plugins related to
the Domain (Process) engineering phase. More specifically, we
define one plug-in for each type of commonality (either full or
partial) and variability (i.e. optional). We also define a plug-in
for all the variants that are related to either partial
commonalities or variabilities.

More precisely, as Fig. 2 shows, base elements include:
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Full commonality: In the defined scope (see I1.A) this type
of element is very rare. Therefore partial commonality is used
in a flexible way.

1) Partial commonality: Elements that to be reused need to
be enriched in an additive way. These elements contain a
common part. For example, a new task obtained by considering
the subset of steps that is in common either in all three
standards or in a subset of them.

As an example of elements of type “partial commonality”,
we can consider the task Define system architectural design.
This task is present in all three standards. In ISO 26262 it is
called "System design specification", in ASPICE it is called
Define system architectural design and, finally, in IEC 61508 it
is called E/E/PE system design and development.

4 @ Base
4 4 Phase_System_Design
<4 Base_System_Design_Commonality_Full
1L <> Base_System_Design_Commonality_Partial
i 4> Base_System_Design_Optional
4 =, Method Content
4 I Content Packages
9 4 =), System_Design_Base_Optional
=\ System_Design_Optional _ASPICE
= System_Design_Optional_IEC61508
=i System_Design_Optional_1S026262
4 <> System_Design_Variants
- @ Method Content
4 (g Content Packages
4 mi ASPICE_System_Design_Variants
4 =, ASPICE_System_Design_CS_Variants
B\ ASPICE_System_Design_PS_Variants
4 =i [EC61508_System_Design_Variants
« =, [EC61508_System_Design_CS_Variants
=\ JEC61508_System_Design_PS_Variants
4 =) 1S026262_System_Design_Variants
4 B [S026262_System_Design_CS_Variants
B\ 15026262_System_Design_PS_Variants

Fig. 2. Plug-ins for systematizing process line elements

The clauses below provide in italics the associated common
steps, which justify the identification of a partial commonality:

ISO 26262: “The consistency of the preliminary
architectural assumptions in ISO 26262-3:2011, 8.3.2 and the
preliminary architectural assumptions in this sub-phase shall be
ensured” [3]. Architectural assumptions are those related to the
representation of the structure of the item or functions or
systems or elements that allows identification of building
blocks, their boundaries and interfaces, and includes the
allocation of functions to hardware and software elements.

ASPICE: “Establish the system architectural design that
identifies the elements of the system with respect to the
functional and non-functional system requirements.”’[1]

IEC 61508: “The design shall be based on a decomposition
into subsystems with each subsystem having a specified design
and set of integration tests.” [2]

2) Optional elements: Elements that might be standard-
specific and that do not represent a mandatory element for each
process of the process line. Optional elements can be replaced
by an empty element if the single process to be derived from
the process line does not include it.

The process element Communicate system architectural
design is optional because it is only considered in ASPICE.

3) Variant elements: Base elements also include reusable
standard-specific variants. These elements are named as vari-
ants in Fig. 2 and they are obtained by enriching the elements
representing partial commonalities. For the complete creation
of a process line for each process element (e.g. task, work
product, guideline, etc.), several variants (e.g. standard-spe-
cific, company-specific, project-specific, etc.) should be pro-
vided (Fig. 1.A.2). Typical standard-specific variants are those
that deal with different safety integrity levels (SIL or ASIL).
Thus, the plug-in named with the suffix Variants also includes
process elements that are not predetermined by a standard. For
the creation of company-specific (CS in Fig. 2) as well as
project-specific (PS in Fig. 2) process elements, standard-
specific partial commonalities should be enriched or replaced
(via the contributes or replaces relationship; see Table I).

As an example of elements of type “company-specific
variant elements”, we can consider the task named Define
system architectural design_V SafeCer that replaces the base
element of type “partial commonality” named Define system
architectural design with a SafeCer specific system archi-
tecture activity. The description field associated to each
process element is then filled in with brief information as well
as pointers to the spreadsheet containing the references to the
sections of the single standards.

B. Process engineering

In the previous subsection we have shown how the domain
engineering phase (phase A of the process line engineering)
can be performed within SPEM2.0/EPF. To proceed with
phase B, we create a new plug-in for each single process that
belongs to our process line and can be obtained by selecting
and composing process elements contained in the base (Fig.1
B.1). Fig. 3 shows the plug-ins that should be available at the
end of the process line engineering development.

Phase A { & Base
4 & Processes
ASPICE 15026262 _IEC61508_System_Design_Delivey Process
= ASPICE_ISO26262_System_Design_Delivery Process
<= ASPICE_System_Design_Delivery Process
IEC61508_System_Design_Delivery Process
= 15026262_System_Design_Delivery Process
onfigurations

5 &

Phase 6

C

Fig. 3. The two-phase process line engineering approach

More specifically, the package “Processes” is expected to
contain a plug-in for each single process of interest. Before a
plug-in for a delivery process is created the area of interest has
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to be defined (e.g. ISO 26262). The specific process (e.g.
1SO26262 System_Design_Delivery Process) is built up with
base tasks and the variants of the base tasks, which are
provided in the Base package. For each delivery process a new
plug-in is created where only the subsection Delivery Process
is used. The creation of the real process occurs in the Work
Breakdown Structure by using the tasks from the repository. To
create an Activity Diagram related to the process the single
tasks have to be properly ordered by setting their predecessors.

To create a delivery process concerning ASPICE and ISO
26262 (ASPICE 15026262 System Design Delivery  Proc-
ess), it is necessary to add all the needed process elements. This
means that all elements in the method content Full and Partial
must be added to the Work Breakdown Structure. Which
elements from the method content Optional are added depends
on the considered standards. If the focus is on the combination
of ASPICE and ISO 26262 the elements concerning these two
standards have to be added. At this point a delivery process is
established which is compliant with two desired standards. Fig.
4 shows the corresponding activity diagram.

3
Define system architectural design_V_SafeCer

e

Define system architectural design concerning safety

&
Define detailed design and interfaces

)
Allocate system safety requirements to the safety related system

ks

Allocate system requirements_optional

<=0a

Ca

Communicate system architectural design_optional

Fig. 4. Activity diagram of the System design phase

Fig. 4 shows four tasks from the plug-in Partial
commonality (upper four) whereupon the first task has been
replaced by a company/consortium-specific task (this task
represents the interpretation and customization carried out in
the context of the SafeCer project) and two tasks from the plug-
in Optional. The two tasks at the bottom (named optional)
derive from the inclusion of ASPICE-specific elements.

In the EPF-Composer a Method Configuration is used to
define a subset of the library. This subset, which is the basis for
exporting to XML and HTML, defines the packages and plug-
ins that are added or subtracted. EPF-Composer permits users
to export libraries, plug-ins and configurations in XML format
for further processing in other process-related-tools (Fig.1.B.2).
Fig. 5 shows how the subset is arranged by selecting Plug-ins
and Content Packages. An element appears in the
configuration if the related check box is marked otherwise it is
not part of the configuration.

+ [H €8 Base
+ [H| & Phase_System_Design
a !i¢= Base_System_Design_Commonality_Full
4 [/ =\ Method Content
4+ [ Content Packages
4 [/] 4 System_Design_Base
L"'J % [Elements]
4 |.JT'<> System_Design_Commonality_Full
i:f;¢ [Elements]
¥ I_ |6 Processes
[ Categories
'J_i 4= Base_System_Design_Commonality_Partial
|| Base_System_Design_Optional
:u'al“f System_Design_Variants
Processes
I = ASPICE 15026262 IEC61508 System_Design_Delivey Process
4[]0 ASPICE_15026262_System_Design_Delivery Process
 []=h Method Content
lwl Content Packages

|| Processes

[¥]c= categories
| 4= ASPICE_System_Design_Delivery Process

Fig. 5. Selection of reusable process elements

The snippets below show how the task Define system
architectural design_V SafeCer in the variants plug-in is
related the task Define system architectural design in the partial
commonality plug-in. The linkage between single elements is
implemented by using unique ID's.

<ContentElement xsi:type="uma:Task"

name="Define system architectural design"”
id=""_xJ8cgITREeOXwIvrdzngwg"

</ContentElement>
<ContentElement xsi:!type="uma:Task"

name="Define system architectural design V SafeCer™
variabilityBasedOnElement="_xJ8cgITREeOXwJIvrdznqwg"
variabilityType="replaces">...

</ContentElement>

IV. LESSONS LEARNED

In this section we present the lessons learned that we have
derived by implementing the safety-oriented process line
approach in SPEM2.0/EPF. The lessons concern the following
four main bolded aspects: General soundness - The adoption
of the safety-oriented process line approach is sound since
prescriptive processes mandated by the standards exhibit
commonalities. The adoption is also beneficial since it enables
systematic reuse of process elements. Traceability might be
precondition for the acceptance of a process in a company. The
clear relationship between the derived process and the original
standard provides support for arguing process-compliance.
Every user of the process is able to understand which section of
a standard is base for the definition of a derived process
element. For this reason a direct link to the standard is part of
every process element. Modelling limitations - As pointed out
by predecessors and as also found out through this work,
SPEM2.0/EPF Composer offers a limited variability modelling
support, which makes it not ideal for modelling a process line.
Flexible use of the notion of partial commonality resulted to
be a strategic solution for increasing the identification of
common process elements.
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V. RELATED WORK

The necessity to react to the introduction of the new ISO
standard for functional safety has motivated several research
works aimed at first of analysing the existing gap with respect
to previous ways of working and then proposing solutions. In
[19], for instance authors propose to simply extend ASPICE
with safety-related process elements in order to fulfil the
requirements of ISO 26262. This trend of extending/up-
grading/amplifying a standard with safety-specific process
elements in order to provide ad-hoc solutions, is also
pioneered in [20-21]. Our approach profoundly differs from
these ones. We do not pursue ad-hoc and “hard modelled” or
(simply “hard written” in case of natural language-based
proposals) solutions. Instead, we propose to thoroughly and
systematically engineer a modelling framework supporting
flexible process models definition and thus allowing process
engineers to select and compose process elements in
compliance with the required standard(s).

VI. CONCLUSION AND FUTURE WORK

In this paper we have proposed a methodological frame-
work for implementing the safety-oriented process line
approach. More specifically, we have examined three standards
that are used in the automotive domain and after having
identified commonalities and variabilities we have shown how
to systematically model them in SPEM2.0/EPF. Then, we have
also shown how those commonalities and variabilities can be
exploited for the definition of flexible processes. From this
work we have drawn some lessons learned: the examined
processes exhibit commonalities and thus the safety-oriented
process line approach represents a sound and effective way for
systematizing reuse and enabling the introduction of the
changes that might be required when switching from one
standard to another (e.g. for intra-domain re-certification). The
current modelling support is however too limited.

In the future, in close cooperation with experienced safety
assessors, we plan to extend this work by considering
additional process elements and other safety related standards.
The extension will include the modelling of the specific roles
to synthesize the required skills to be standard compliant and
ensure that a check in terms of competences has been done.
Additionally, we intend to model also work products, guidance
and tools. We also intend to actively contribute to the provision
of a more adequate modelling support for safety-oriented
process lines. Further, we aim on the definition of metrics that
allow process engineers to evaluate the reduction in terms of
time and cost enabled by the systematization of reuse. To be
aligned with the ongoing evolution of the functional safety
standards proposed by the rather influent set of automotive
Swedish manufactures, we intend to consider SS-7740 [15] as
well as CMMI-DEV [16] plus its corresponding extension for
safety (+SAFE [20]).
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Abstract

Although the ISO 26262 provides requirements and
recommendations for an automotive functional safety lifecycle,
practical guidance on how to handle these safety activities and safety
artifacts is still lacking.

This paper provides an overview of a semi-formal safety engineering
approach based on SysML for specifying the relevant safety artifacts
in the concept phase. Using specific diagram types, different views of
the available data can be provided that reflects the specific needs of
the stakeholders involved. One objective of this work is to improve
the common understanding of the relevant safety aspects during the
system design.

The approach, which is demonstrated here from the perspective of a
Tierl supplier for an automotive battery system, covers different
breakdown levels of a vehicle.

The safety workflow presented here supports engineers' efforts to
meet the safety standard ISO 26262 in a systematic way.
Furthermore, it offers a solution to deal with the interaction of safety
artifacts and the safety analysis activities, which allows for the
creation of a compelling safety argument in the concept phase.

Introduction and Motivation

The development of cyber-physical systems - in particular in the
automotive domain - has to overcome several challenges, including
increasing complexity due to the inter-connection and inter-
communication of distributed systems in a vehicle [1] and addressing
multidisciplinary automotive systems (electrical, mechanical,
chemical and thermal disciplines e.g. automotive battery systems)
[2]. Furthermore, all of these systems must comply with different
standards and regulations, such as quality development process
standards (e.g. Automotive SPICE - IEC 15504), functional safety
standards (e.g. [SO 26262 [3]), product-specific standards (e.g. test

specifications for battery systems ISO 12405 [4]) and others. Most of
these standards are harmonized because they refer to each other and
must be applied in the same engineering domain.

There is one important principle for mastering the complexity in such
systems: “divide and conquer”. By following this breakdown
principle, the product and process aspects can be covered.
Concerning the product aspect, a system can be hierarchically
structured and separated into elements with clearly defined or even
standardized interfaces. Furthermore, the engineering process can be
divided into a number of more finely grained engineering processes,
complemented by certain activities to support the integration of the
various engineering artifacts.

The ISO 26262 “Road Vehicles - Functional Safety” is an
automotive-domain-specific derivation of the generic industrial
functional safety standard [EC 61508 [5]. Since November 2011, the
ISO 26262 has been mandatory for the field of electrical and/or
electronic (E/E) systems. It covers the complete safety lifecycle,
including design, development, production, service processes and
decommissioning. The standard provides guidance by introducing
requirements and recommendations to reduce the risk of systematic
development failures and to handle the complexity of E/E systems.
Nevertheless, compliance with the standard presents a significant
challenge for companies because it only sets requirements, but does
not explicitly explain how these requirements can be implemented in
an efficient way.

For all engineering activities, specific documentation is required to
prove that the development of a product conforms to the standard.
The ISO 26262 requires specific work products, which are related to
requirements of the standard for each safety activity. However,
different work products share the same safety artifact data. Thus, if
any of these artifacts have to be changed, different work products are
affected and have to be updated to provide consistent information.
This is the main drawback of document-centric development. The
introduction of semi-formal notation (e.g. SysML) improves this
situation because the artifacts in a system model use a consistent,
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shared data source. The required work products can therefore be
created and exported as the documentation output of the system
modeling effort.

The modeling described in this paper is based on the international
standard OMG Systems Modeling Language (SysML) [6], since this
language has been successfully applied and is supported by
commercial available modeling tools. A standardized, semi-formal
modeling language paves the way from the document-centric to the
model-centric development approach. However, it is difficult to use
“raw” SysML with no supporting methodological background or
restrictions to a specific subset of elements and associations between
the modelling elements.

This work makes three contributions: It presents a safety workflow
with respect to ISO 26262, it creates an integrated Safety Analysis
tool chain, and if proposes a SysML profile that supports the safety
workflow.

The presented workflow is a tool-independent approach based on
SysML. One constraint for the development of the approach was the
use of company-specific tools that are used in the existing,
established engineering process, without the purchase of additional
commercial tools.

Overview of ISO 26262 Safety Lifecycle

The ISO 26262 defines a safety lifecycle by delineating different
levels of safety requirements (see Figure 1). The safety issues are
thereby outlined from a higher level of functional abstraction (safety
goal, functional safety requirements) to the more detailed levels of
the technical realization of a system (technical safety requirements),
down to the software (software safety requirements) and hardware
levels (hardware safety requirements). The following paragraphs
explain our conclusions to create new concepts for the separation
between problem and solution space in the context of ISO 26262.

Functional Needs

The functional needs cover the definition of the item, which
represents a system or an array of systems that realizes a specific
functionality on the vehicle level ([3]-Part3).

Scope of work

Functional Needs §
[Scope on VEHICLE level] !

Functional
Description

Functional Solution :
[Scope on ITEM level] :

System Description
[Scope on SYSTEM level, incl. Vehicle]

Software Description
[Scope on SOFTWARE level] ‘

Technical
Solution

Hardware Description
[Scope on HARDWARE level]

Figure 1. Overview of abstraction levels

Moreover, the preliminary architecture assumption (PAA) of the
vehicle has to be elaborated, which defines the boundary of the item
and the interaction of the item with different stakeholders (e.g. other
items, other technologies, users/ humans). Based on this “item
definition”, the Hazard Analysis and Risk Assessment (HARA)
analyze all potential risks from hazardous events. The HARA
determines an Automotive Safety Integrity Level (ASIL) for the risk
classification and a number of safety goals. The safety goals represent
the top-level safety requirements for the subsequent safety activities
in the safety lifecycle and define additional attributes for the vehicle
(e.g. safe state). The ASILs and the safety goals correspond to the
hazardous events.

The technical solutions are derived from functional solutions. The
abstract functional solution of the item has to be defined
independently of any technical solution, so that it can be reused for
different kinds of implementations. Furthermore, this separation is
crucial for the understanding of the characteristics and interactions of
today's multidisciplinary automotive systems.

Functional Solution

The first level of the solution is covered in the functional safety
concept (FSC) ([3]-Part 3), which has to be derived from the safety
goals. The FSC defines all required safety measures for handling
different kinds of identified malfunctions. These safety measures
have to be reflected as functional safety requirements (FSR), which
must be allocated to the elements of the PAA of the item.

In this paper, we focus on the functional description described above,
which covers the functional needs and functional solution. It is a very
important part of the safety lifecycle because the ASIL and the
defined functional safety requirements provide the basis for the
technical solution and all the subsequent safety activities.

Technical Solution
In the following technical solution, the description of the system,
software and hardware defines the technical implementation.

The system description ([3]-Part 4) defines the technical safety
requirements (TSR), which refine the FSC by specifying safety
mechanisms. Safety mechanisms, which are technical measures
related to the detection, indication and control of faults both in the
system and in external devices that interact with the system, define
measures to achieve the defined safe state.

The system design specification and the technical safety concept have
to comply with the FSR and TSR of the item. The allocation of TSR
to system design elements has to be performed, and the system design
has to implement these TSR, which is documented in the technical
safety concept (TSC). Safety analyses of the system design are
needed to avoid systematic failures, random HW failures, and
common cause failures, as well as to verify the TSC.

On the lowest level of the system implementation, the TSR have to be
refined and allocated to the hardware and software components. The
hardware/software interface has to be specified on the system
integration level for the coordination between component hardware
devices that are controlled by software and hardware resources that
support the execution of software.
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The software description ([3]-Part 6) covers all safety activities
concerning the software development. The software-relevant
supporting processes are initiated by identifying the appropriate
methods in order to comply with the requirements and their
respective ASIL.

The hardware description ([3]-Part 5) covers the activities and
processes necessary for the product development at the hardware
level, including the hardware implementation of the technical safety
concept, the analysis of potential hardware faults and their effects,
and the coordination with software development.

The following section summarizes and discusses the relevant
standards and related literature, after which the “Methodology”
describes the presented approach for the safety workflow, including
the system modeling and safety analysis. The usability of the
approach is then demonstrated using the case of an automotive
battery system, and the results are described in the “Demonstration”
section. In the “Discussion” section, we provide some lessons learned
from the application of the approach, and the “Conclusion and
Outlook” section concludes the paper and provides ideas for further
investigations.

Related Work

The work of Dajusuren, et al. 7] discussed a number of Architecture
Description Languages (ADLs) (SysML, EAST-ADL, AADL, TADL,
AML, and MARTE) and evaluated this set of ADLs based on the
automotive-specific modeling requirements. They selected SysML as
a viable language to carry out the case study on automotive systems
and to demonstrate a method for architectural consistency checking
using SysML. The use of the SysML diagram types was evaluated,
and the benefits and disadvantages of the features were discussed
from the perspective of the automotive domain.

Papadopoulos, et al. described a method [22] and a tool [23] for the
automatic generation of an FMEA. The tool constructs FMEAs from
engineering diagrams that have been augmented with information
about component failures.

Piques, et al. described their industrial experiences in applying a
SysCARS methodology in industrial projects [8]/[9]. The SysCARS
methodology provides a precise mapping of system engineering
artifacts to SysML artifacts, as well as the sequence of modeling of
the activities to be performed, by a “workflow-driven” mechanism.
Moreover, they show how interoperability is ensured with the tools
already in place for requirements management and control design.

Martin, et al. provided a state-of-practice study about the reusability
of safety artifacts [10]. Their work identified the need for Model
Based Systems Engineering (MBSE) to improve the state of
industrial practice. MBSE provided the fundamental basis for
applying any kind of reuse approaches because any reusable artifact
can be handled and managed systematically, in contrast to the
document-centric approach, where potentially reusable data is hidden
in text fragments in natural language.

The present work used three safety analysis methods: HAZard and
OPerability study (HAZOP), Hazard Analysis and Risk Assessment
(HARA), and Failure Mode and Effects Analysis (FMEA).

The HAZOP analysis is a team-based method for identifying
potential safety and operational problems associated with the design,
maintenance or operation of a system. A HAZOP is a formal and
objective process, which ensures a systematic and well-documented
evaluation of potential problems/hazards [11][12].

The HARA is a safety analysis workflow for the automotive domain
which provides a systematic determination of the potential risks in
specific driving situations, introduces the Automotive Safety Integrity
Level (ASIL) and defines Safety Goals ([3]-Part 3).

The FMEA is a systematic method of analyzing potential failure
modes aimed at preventing failures. It is intended to be a preventive
action process carried out before implementing new features or
changes in products or processes [13][14].

The functional safety standard ISO 26262 defines the Safety Case as
follows: “The Safety Case argument that the safety requirements for
an item are complete and satisfied by evidence compiled from work
products of the safety activities during development.” ([3]-Part 1).
The Safety Case can be interpreted as complete safety justification,
including all the supporting material, which provides evidence such
as relevant design information, verification and validation reports.
The Safety Case Report summarizes and references all the supporting
documentation in a clear and concise format. The University of York
has been investigating the topic of Safety Cases [15] for many years,
in particular for the avionic and automotive domains. The research
group around Tim Kelly introduced a semi-formal modeling language
called Goal Structuring Notation (GSN)[16][17]. GSN is a graphical
argumentation notation that can be used to document explicitly the
individual elements of any argument (claims, evidence and contextual
information) and, perhaps more significantly, the relationships that
exist between these elements. Arguments documented using GSN can
help provide assurance of critical properties of systems, services and
organizations (such as safety or security properties). The present
paper uses the GSN modeling language for the semi-formal notation
of the preliminary safety case. The University of York organized a
GSN Working Group, which released the GSN standard! in
November 2011 to provide guidance on the usage of the GSN
modeling language.

Methodology

The ISO 26262 prescribes a safety lifecycle for the development of
E/E systems which covers all relevant phases with specific
requirements for the different safety activities. These safety activities
can be categorized into six different aspects (see Figure 2).

Requirements [REQ]: Elements for requirements (REQ) definition,
which includes REQ ID, REQ text, REQ attributes

Architecture [ARCH]: Static architectural definitions that define the
ARCH element and its interfaces.

Behavior [BEH]: Functional descriptions (static and dynamic)

Safety Analysis [SAF]: Covers all kinds of elements that are needed
to perform safety analysis (e.g. failure model)

1. http://www.goalstructuringnotation.info/




Publication E: SAE20151

112

Downloaded from SAE International by Helmut Martin, Friday, March 13, 2015

Verification Validation [V&V]: Covers all V&V criteria and test
cases that provide evidence and approve the specification

Safety Argumentation [ARG]: Covers all kinds of elements that are
needed to create the safety case

Scope of work

11
in|

System
Requirements
Architecture
Behavior

Safety Analysis
Verfication Validation

HW

Technical
Solution
sw
Descript| Descript.| | Descript,

gl

Safety Argumentation

Figure 2. Overview of safety artifact categories

To provide evidence of the adequate fulfillment of all these
requirements, work products have to be elaborated. These work
products integrate the documentation of the safety artifacts (e.g. the
item definition contains preliminary architecture and functional
description).

Introduction of Integration Levels

To cover the different levels of integration in a vehicle, we defined a
structure that covers these aspects by outlining these levels in a
breakdown of a Hybrid Electric Vehicle (HEV) (see Figure 2):

*  Level 0 - Vehicle Level (e.g. Hybrid Electric Vehicle)

*  Level 1 - Vehicle Components (e.g. Hybrid Powertrain (HPT),
Chassis,...) [Level 0 - Components]

. Level 2 - HPT Components (e.g. HCU, Battery System) [Level
1 - Components]

Functional Description Levels

e

FUN - Level 1 - Hybrid Powertrain (HPT) H rﬁ
FUN - Level 2 - HPT Components ° @ - m

FUN - Level 0 - Vehicle

Figure 3. Overview of integration levels (e.g. hybrid electric vehicle)

Safety Workflow to Develop System Model
This section provides an overview of the main safety activities of the
functional abstraction in the concept phase of ISO 26262:

1.). Activity 1: Analyzing Functional Needs
2.). Activity 2: Defining Functional Safety Concept

Activity 1 (“Analyzing of Functional Needs”) starts with the
definition of the item, which defines the intended functionality of the
item and provides an assumption of the preliminary architecture of
the vehicle, the boundary of the item and the interaction with other
vehicle items or technologies and with different kinds of users
(humans). Based on this item, the HARA is defined. The HAZOP
safety analysis method supports the hazard identification. During the
HARA, the potential risks (i.e. hazards) have to be identified and
combined in specific driving situation as “hazardous events”. The
final task is determining the ASIL and defining the safety goal.

e Activity 1: Analyzing Functional Needs:
o Task 1.1: Item Definition
o Task 1.2: Hazard Analysis and Risk Assessment (HARA)
o Task 1.3: ASIL Determination + Safety Goal Definition
o Task 1.4: Argumentation of Safety for Problem Description

Activity 2 -“Definition of Functional Safety Concept” has to provide
an initial abstract functional solution documented in the functional
safety concept (FSC) ([3]-Part 3). The FSC defines all required safety
measures, which represent functional solutions to fault detection and
failure mitigation, fault tolerance mechanisms, the transition to safe
state, possibilities for driver warnings, and other aspects. These safety
measures have to be expressed as functional safety requirements,
which have to be elaborated in the context of the safety goal defined
at level 0. All relevant safety measures for the specific item have to
be clarified, as well as all relevant external measures or other
technologies outside of the item which are taken into account for the
item's FSC. Safety analysis methods such as FMEA can be used to
support the identification of the potential risk. The Concept FMEA
provides an initial verification of the functional safety concept and
the defined safety measures for the prevention and detection of
identified failure modes. Finally, the identified functional safety
requirements (safety measures) have to be allocated to the assumed
preliminary architectural elements of the item, which forms the basis
for the subsequent technical solutions.

. Activity 2: Definition of Functional Safety Concept
o Task 2.1: Derivation of Functional Safety Requirements
o Task 2.2: Safety Analysis (Concept FMEA)
o Task 2.3: Allocation of Functional Safety Requirements
o Task 2.4: Definition of Validation Criteria

o Task 2.5: Argumentation of Safety for Functional Solution

Task Definition

Once the activities have been defined and the tasks have been
derived, more details must be elaborated for each ‘Task’ to support
the practical execution of the safety workflow. The following
information, represented by specific Work Products (WP) and/or
artifacts, is required as inputs or outputs for the performance of
specific steps for each task:

e Input: WP and/or relevant artifacts
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»  Steps/Questions: Specific steps or questions support the
definition of the required artifacts, depending on the task.

. Output: WP and/or relevant artifacts

The following section provides an exemplary definition of a task of
Activity 1: Analyzing of Functional Needs and describes the modeling
artifacts needed to model this task.

@Task 1.1: Item Definition:

. Inputs: All relevant inputs for defining the item have to be
collected and documented.

o Steps/Questions:

o What does a preliminary architecture look like?

o Which use cases of the vehicle are important?

o Which stakeholders are involved (persons, external systems)?
o Which functions of the item are relevant?

o Which operating modes and states of the item have to be
covered?

o What failure modes and hazards are known?

. Outputs:
o WP: Item Definition
o Artifacts:

[ARCH]: Preliminary Architecture Elements, Boundary,
Interfaces

[BEH]: Use Cases of the vehicle incl. different stakeholders of
the item; Abstract (Item) Functions; Operating modes and states
of the item

[SAF]: Known failure modes and hazards

Interaction of System Model and Safety Analyses

On all these different levels of integration, the system model and the
different safety analysis methods must interact in order to identify all
relevant malfunctions.

Figure 4 provides an overview of the safety analysis method used in
this work, as well as which level of integration is involved (notice the
numbering in the circles in the figure):

1.). HAZOP: Level 1 and Level 0 (yellow bar)
2.). HARA: Level 0 (orange bar)

3.). Concept FMEA: Level 0, Level 1, and Level 2 (green bar),
where Level 1 is the central level of the safety analysis

Functional Description Levels

FUN - Level 0

Vehicle @
FUN - Level 1

Hybrid PowerTrain (HPT) h{
FUN - Level 2 I‘?*I
HPT C

Data Exchange ) HARA C)‘

Data Exchange

Data Exchange

E =S

Figure 4. Interaction of system model and safety analyses

Furthermore, the different safety analysis methods support the
definition of adequate safety measures corresponding to specific
malfunctions of the item.

Interaction System Model & HAZOP

In part 3, ISO 26262 states: “7.4.2.2.1 -The hazards shall be
determined systematically by using adequate techniques”.

Based on this requirement, the HAZOP is used in our approach to
identify potential vehicle hazards as a basis for the HARA. The
HAZOP analysis procedures involve taking the available description
of a system and systematically questioning every part of it to
establish the possible deviations that might arise due to an unintended
functionality of the system. In the next step, the consequences of
those deviations are assessed by defining the potential hazards that
could have a negative effect on the vehicle. The HAZOP is applied in
a structured way by a team of domain experts (e.g. Systems-/ HW-/
SW-/ mechanical-engineers), who are responsible for the
implementation of the system in later development phases.

Note: In this approach, the focus of the HAZOP is on hazard
identification. No further recommendations or requirements of a
standard HAZOP are required.

A complete HAZOP requires the following information:

Item under analysis
Guidewords

System effect if guideword occurs

Bl o

Resulting hazard or deviation

Table 1. Input/Output artifacts of HAZOP

Input Output
Type Import Artifacts Type Export Artifacts
ARCH | Component Element Identified Hazards
SAF (associated with

BEH Abstract Functions component and function)

Interaction of System Model & HARA

The HARA is an analysis workflow defined in the ISO 26262 - Part 3,
which has to be documented in the work product of the same name. It
is performed by a team, which should involve not only experts from
the different domains, but also some kind of user perspective, which
could be provided by managers or administrative staff in a company.
In the presented workflow, the HARA uses the output of the HAZOP
as a basis for identifying hazards and defining hazardous events. For
the hazardous events, it is necessary to analyze potential situations
and combine them with the identified hazards. The team must
evaluate these hazardous events using three independent risk
assessment parameters: severity (S from 0 to 3), exposure (E from 0
to 4), and controllability (C from 0 to 3). For each classification of
these parameters, a rationale is needed to document all assumptions.
If any of these parameters can be classified as “0”, then there is no
safety criticality of the hazardous event. However, even in such cases,
the rationale for that decision must be provided.
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The Automotive Safety Integrity Level (ASIL) can be determined by
combining these three parameters in accordance with the risk table in
the ISO 26262. The ASIL covers a range of QM ASIL A/B/C/D,
where QM means Quality Management (QM) and no safety
criticality, ASIL A is the lowest integrity level, and ASIL D is the
highest integrity level. The ASIL is a vital parameter for all
subsequent safety activities of the safety lifecycle because it
corresponds to the number of safety requirements and recommended
methods. Thus, the ASIL can be seen as an indicator of the
engineering effort required to provide evidence of the fulfillment of
ISO 26262.

The following steps must be covered in the HARA on the vehicle
level:

Hazard identification (done by HAZOP)
Situation analysis

Classification of hazardous events (S/E/C)
Determination of ASIL and safety goals
Verification of the HARA

AN e

Table 2. Input/Output artifacts of HARA

Input Output

Type | Import Artifacts Type | Export Artifacts

Safety Goals + ASIL X
(associated ~ with  the
identified Hazards)

SAF Identified Hazards REQ

Interaction of System Model < Concept FMEA

The concept FMEA is a crucial method in the concept phase for (1)
the identification of possible hazards for the later hazard analysis and
risk assessment and (2) the derivation of E/E and non-E/E safety
measures for the functional safety concept.

The following discussion shows the interaction between the system
model and the Concept FMEA on the functional level and analyzes
“what the system does”, without covering “how the system does it”.
The Concept FMEA has to be performed by a team of domain experts
who know their relevant system components and provide input about
their failure behavior.

Using a functional abstraction, the functions have to be analyzed
based on the following failure modes ([11] - Ch. 13.5.3):

*  Function fails to perform

. Function performs incorrectly

*  Function performs prematurely

*  Function provides incorrect information

. Function does not fail safe

To perform the Concept FMEA, the following artifacts have to be
provided as input: structural elements as a structure net, functions as
a function net (associated with structure elements), and malfunctions
in a failure net (associated with functions) from vehicle level down to
the relevant level of the item (see Figure 5). The structure net

describes relations between system components, the function net
describes the relations between functions, and the failure net
describes the relations between failures. Each structure element
relates to one or more functions, and each function could relate to one
or more malfunctions.

S1.14 Systemn Struchre
st sy
S11 R
L\
— 8121
‘F\‘s‘u

_____ Lesntt

aanasnst
anmnanens

Figure 5. Relations between system structure, functional net, and failure net
(Source: APIS 1Q?).

The following steps must be taken to perform the Concept FMEA:

1. Conduct FMEA

a.  Define the system components and create the structure net,
including all system components

b.  Define the functions of all system component and create the
function net of all functions

c.  Identify all malfunctions
2. Evaluate malfunctions by Risk Priority Number (RPN)
3. Recommend/Define actions for

Corrective/Preventive actions

o e

Monitoring/Detection actions

4. Re-evaluation of malfunctions by RPN with respect to
recommended Actions (3+4) that cover a defined RPN limit

Table 3. Input/Output artifacts of Concept FMEA

Input Output

Type | Import Artifacts Type | Export Artifacts

Architectural ~ Elements Ereventive sgtions

ARCH REQ | (Corresponding to
(Structure Net) Malfunction)

BEH Abstra.ct FuneHons Detection Actions
(Function Net) REQ | (Correspondin to
(Corresponding to p &

Functions) Malfunction)

Malfunctions

SAE (Failure Net)

N

FMEA tool APIS IQ FMEA - http://www.apis.de/en
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To perform the Concept FMEA, we use a worksheet that covers the
safety-related information, as well as reliability information. Figure 6
shows a template for the Concept FMEA.

Effects | S| Failure | Causes | Preventive | O Detection D| RPN|R/D
Modes Action Action
System Element: $1.2
Function: FU2
Effect 7 [Failure | Cause | Initial State: 28.10.2000
PA1 8 |DA 3| 168
128 4 8 7 889 19

Figure 6. Template of worksheet for Concept FMEA (Source: APIS 1Q)

The RPN is used to express the risk of a system in terms of reliability.

The expert team must determine three parameters in the FMEA:
severity (S from 1 to 10), occurrence (O from 1 to 10), and detection

(D from 1 to 10). The product of these individual ratings in the

FMEA results in the Risk Priority Number [RPN = S*O*D]. For the
Concept FMEA, we decided to use a rough scaling by reducing the
scales to the values {3,5,7,10} because the fine scale is too detailed
for this initial analysis. To identify a specific failure-mode that has to
be treated as safety critical, we defined a threshold for the resulting
RPN > 300 (marked in red), as shown in Figure 7.

After the initial determination of the RPN, no special preventive or
detection actions are defined. In the next step, Preventive Action (PA)
and Detection Action (DA) must be defined and the new
corresponding RPN must then be determined. These actions directly
influence the parameters of occurrence (PA = O) and detection (DA
= D). After defining these actions, a further iteration of the RPN
parameter determination must be performed.

Risk Priority Number (RPN) Detection (D)

Severity (S) | Occurance (O) 3 5 7 10
3 27 45 63 90

3 5 45 75 105 150

7 63 105 147 210
10 90 150 210 300
3 45 75 105 150
5 75 125 175
7 105 175 245
10 150 250
3 63 105
5 175
7 245

Figure 7. RPN matrix incl. the highlighting of relevant RPN values (red...

safety relevant, yellow...reliability relevant)

From a safety-critical perspective, the influence of the actions has to
influence the rating of the resulting RPN < 300. (From a reliability
perspective, the limit was defined as RPN < 145, which is indicated

in yellow.)

Interaction of FMEA and Function Safety Concept

The Preventive Actions (PA) and Detection Actions (DA) of the
Concept FMEA will be used as inputs for the verification and
extension of the definition of safety measures with functional safety

requirements. Since the PA and DA are linked to specific system
malfunctions, each existing malfunction has to be linked to
Functional Safety Requirements, if it contributes to a specific
safety-critical hazardous event with an ASIL rating.

System Modeling of Safety Aspects in SysML

The major goal of a system model is to provide a single-source
artifact repository, which covers all kind of artifacts that are relevant
for specifying the system in a system model. This system model
provides the basis for all kinds of analyses that have to be performed
from different viewpoints (e.g. functional safety analysis activities).
For the safety activities, some specific system modeling artifacts are
needed as inputs. After the safety activities, such as safety analysis,
some of these artifacts have to be extended or updated with safety-
specific attributes.

The system model should cover the following aspects:

. Definition of ARCH-blocks

. Connection Interfaces of ARCH-blocks (information, physical
flows)

. Allocation of functions to ARCH blocks
. Allocation of malfunctions to functions
. Allocation of hazards to malfunctions

. Allocation of FSR to ARCH-blocks

Using SysML, we introduced the following elements for the
functional architecture model:

. Functional Architecture
. Connection

. Functional Element

. Function

. Malfunction

e Hazard
These elements are related as follows (see Figure 8):

. Functional Architecture relates to Functional Elements
. Functional Architecture relates to Connections

. Functional Element relates to Functional Sub-Elements
. Functional Elements relate to Functions

¢ Functional Elements provide Connections:

a.  Requester: Functional Input

b.  Provider: Functional Output

. Functions consists of Sub-Functions

. Functions relate to Malfunctions

e Malfunctions relate to Hazard (on top level)
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Provider
FunctionalElements/Blocks Connection ‘

Requester
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o ’ Exchange Energy Flow

’ Force Flow ‘

Sub-Functions
Malfunction

Hazard

Figure 8. Overview of functional architecture modeling elements

Data Exchange between SysML and FMEA

To exchange data between the SysML model and the FMEA, we
defined the following steps (see Figure 9):

1. Create SysML model

2. Transform SysML model to FMEA model (Connection Layer)
3. Perform FMEA
4

Export results from FMEA model into SysML model
(Connection Layer)

5. Allocate FMEA results to SysML model

SYSML to FMEA (

SYSML Connection Layer FMEA
FMEA to SYSML

Figure 9. Data exchange between SysML and FMEA

This data exchange can only be executed with a defined tool chain.

Safety Argumentation by Safety Case

The ISO standard addresses three main elements, requirements (e.g.
safety goals), argument, and evidence (e.g. work products), where the
safety argument communicates the relationship between the evidence
and the objectives/requirements ([3]] - Part 10).

The ISO requires more than 100 such work products as evidence for
the fulfillment of the requirements for safety activities within the
safety lifecycle. The problem lies in providing several pages of
evidence without any clear explanation about how this evidence
relates to the safety requirements. Thus, both the argument and the
evidence are crucial elements for the safety case. In our approach, we
decided to use Goal Structuring Notation (GSN) to represent the
individual elements of a safety argument.

The creation of the safety case can be seen as an incremental activity
that must be performed in parallel with engineering activities of the
safety lifecycle, and incremental versions of the safety case report
should be available. The preliminary safety case has to be ready after
the functional safety concept has been finalized.

The GSN defines the following elements: Goals, Strategies,
Solutions, Contexts, Assumptions, and Justifications. These core
elements are linked using the following types of relationships:
SupportedBy and InContextOf.

The modeling of the safety case should be supported by the modeling
tool Enterprise Architect (EA). A GSN tool extension was created for
the modeling tool EA, which provides support for the modeling of
GSN modeling elements and relationships.

The different types of safety argument structure representations can
be systematically reused based on the concept of introducing Safety
Case Pattern (SCP) [17]/[19]/[20]. The SCP describes a partial
solution and addresses one aspect of the overall structure of the safety
argumentation of a safety case. The related literature contains some
relevant pattern catalogues, which have to be evaluated and
instantiated for the specific needs. Figure 10 shows an exemplary
pattern, and the demonstration section below shows its application. In
this pattern, the implicit definition of ‘safe’ is ‘hazard avoidance’. The
goal G1 is covered by argument S1 that all identified hazards have
been addressed. This strategy can only be executed in the context C1
of some knowledge of the plausible hazards (e.g. as identified by
HAZOP). Given this information (C1), which identifies n hazards, n
sub-goals of the form G2 can be constructed. The argument then
develops from these ‘hazard avoidance’ goals.

G1: {System X}
is safe

Provides {Hazard X}

$1: Argument by

claiming addressed
all identified

plausible hazards

C1: Identified Hazards for
{System X}

context of

n = # hazards

on

G2: {Hazard X} has
been addressed

s

Figure 10. Safety Case Pattern “All identified plausible hazards argument”

described in [17]

Demonstration

This section demonstrates the usability of the approach by applying
the methodology to the use case of an automotive battery system,
which shows the coverage of the different aspects of safety measures.
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Use Case Description

The automotive battery system is one major component of the
powertrain of a Hybrid Electric Vehicle (HEV). A typical HEV
powertrain consists of multiple actuators (e.g. engine, motor, clutch,
transmission), which are controlled by embedded controllers, such as
the Motor Control Unit (MCU), Engine Management System (EMS)
or Battery Management Unit (BMU). The controllers are connected
via a bus system to a coordinating master Hybrid Control Unit
(HCU). Figure 1 illustrates the main components of an HEV and their
electrical interconnection.

Inverter

1

E-Motor

LV Battery

Figure 11. Hybrid powertrain: E/E architecture showing the main mechanical
and electrical components, their respective control units and their electrical
interconnections

The current work focuses on the battery system. The constant
evolution of state-of-the-art technology is resulting in the availability
of a wide variety of high-voltage battery technologies with diverse
characteristics, such as lead acid, lithium-ion, lithium polymer, and
nickel-metal hydride batteries. Some of the main targets for batteries
to be used in HEV are low costs, high power density (e.g. 1200W/
kg), very high cycle lifetime (e.g. 200,000 cycles of charge/
discharge), high lifetime (e.g. 9 years), and safety.

The main functions of the battery system are:

e Provide electrical energy
. Store/charge electrical energy

*  Electrical management of the battery system
Possible malfunctions are:

e Deep discharging of battery cells

¢ Overheating of battery cells

»  Charging by deep discharged battery cells
¢ Overcharging of battery cells.

These malfunctions could lead to the following possible hazards:

¢ High voltage
. Leakage / venting gas
. Fire

*  Explosion

System Modeling in Enterprise Architect

For the system model in SysML, we used Enterprise Architect (EA)?,
which is a commercial modeling tool that provides good user support
and possibilities for specific tool extensions by so-called model-
driven generation (MDG) technologies. The MDG technologies allow
users to extend EA's modeling capabilities to specific domains and
notations.

The system model covers all kinds of interactions and influences
between the battery system and the vehicle behavior. To this end, the
SysML model shows the connections between components,
functions, vehicle malfunctions, powertrain and battery system level.
Each component is represented by a functional block, and the
functions and malfunctions are represented by use case elements.
Figure 12 shows the connections between component, function and
malfunction, which are realized via associations.

=

/

e [Package] FKT_HV Battery System (HV Battery System]

“Functonal Blocks
HV Battery System

A
e \

Figure 12. Use case diagram of functions and malfunctions of the battery

~

system

One aim of this system model is to create the three main nets - the
structure net, the function net and the failure net - which are later
used as inputs for the Concept FMEA.

Figure 13 shows the breakdown of the components, functions and
malfunctions. The breakdown of the components is modelled by the
internal block diagram, and the breakdown of the functions and
malfunctions is shown in use case diagrams.

4[] FCT_Vehicle Level 0

» (] FCT_Vehicle

4 [_] FCT_HybridPowertrain
#3 HybridPowertrainfunction
23 HybridPowertrain
22 HybridPowertrain Function Decomposition
22 HybridPowertrain Malfunction Decomposition
@ «function» Energy Recuperation Engine Braking
@ «function» Energy Recuperation - Active Braking
@ «function» Energy storage

4 [E «Functional Block» HybridPowertrain

Figure 13. SysML structure and breakdown

3. http://www.sparxsystems.com.au/
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Based on the single source principle, every relevant safety artifact is
represented in the SysML model. Each safety artifact is modeled with
SysML modeling elements (e.g. the preliminary architecture) or a
link to an external safety work-product (e.g. the item definition can
be provided in MS WORD).

The SysML model represents the full traceability between the
different safety artifacts. For the execution of the safety analysis, the
required safety artifacts are transferred from EA to the external safety
analysis tool. After the safety analysis, the results are transferred back
to EA. Following the safety workflow, the first safety analysis is the
HAZOP for identifying hazards on the vehicle level caused by
malfunctions of the battery system.

For the HAZOP, a MS EXCEL template is used. The functions of the
battery system are imported from EA. By combining the functions
with the guidewords, the malfunctions of the battery system and
malfunctioning behavior on the vehicle level are determined. From
the malfunctioning behavior on the vehicle level, the possible hazards
are derived. Hazards are the potential source of harm for the driver,
passengers or pedestrians. The identified hazards are exported to EA
and will be used as input for the HARA.

For the HARA, an additional Excel template is used. The hazards are
imported from EA and combined with driving situations in an
assessment matrix to derive the hazardous events. Based on the risk
matrix of ISO 26262, these hazardous events are assigned a risk
parameter severity (S), exposure (E), and controllability (C), and the
ASIL for every hazard event is then determined. Based on the
classification, the safety goals and their associated ASILs are
identified. The safety goals are then exported to the EA. Based on
these safety goals, the functional safety concept is defined, and the
preliminary architecture is modeled in EA.

Figure 14 shows the preliminary architecture of the hybrid powertrain
via the internal block diagram.

b [Class] HybridPowerram [HybridPowortrain]

ibd [Class] HybridPowertrain [HybridPowertraim)
KE m:;]:m.(, >l eo m-,., [ == REREEETN S IR

Heu
Convotune 4

1

1 }
LVB L Battery 0C0C 0D [ S HVES | HV Batiery System

Figure 14. Preliminary architecture of hybrid powertrain

The FMEA is used to derive suitable safety measures to support the
elaboration of the functional safety concept for the battery system.
For the FMEA, the APIS 1Q FMEA tool was used because it is an
established tool for reliability analysis by quality engineers in the
automotive industry. Furthermore, this tool can be extended to be
used for functional safety analysis aspects. Thus, it is possible to
combine the quality and safety analyses because the same expert
team is involved in the analysis activities.

The FMEA is used to define safety measures (i.e. detection action and
preventive action) for the battery system and to verify the HAZOP.
The FMEA is performed in the APIS IQ tool. From EA, the modeled

structure net, function net and failure net are imported. The aim of the
FMEA is to define safety measures, which are called detection and
preventive actions in the FMEA. The defined actions are exported to
the EA as basis for the functional safety requirements.

Figure 15 shows the derivation of the preventive action to the defined
FSR in a requirements diagram in EA.

req [Package] Requirement [FSR]

«requirement preventive action»
Disconnection of HV Battery System in
case of U_Cell>4,5V within FTT=15s

Disconnection of HV'

Measurements of Evalutation of battery

battery cel voltages Gell voltages battery system from
traction

ID =012 o D = 020 o 1D =032 -

Figure 15. Derivation of FSR from FMEA actions

Safety Argumentation by GSN

For the safety argumentation, an MDG technology for GSN in the EA
tool is used. The developed MDG technology for GSN allows the
user to model a safety case for the battery system, which is consistent
with the requirements and analysis results. Figure 16 shows an
example for the safety case of the battery system. The advantage of
the MDG technology for GSN in the EA tool is that the traceability
between the GSN model and the system model can be easily shown.
This helps the safety engineer and the assessor to follow the
argumentation in the relevant safety case.

€3.1: Ref Safety gosts speciied in Ref xy

G3.1. RATI (Genersi). Appropiste.
\ ‘safety goals ara dafined

N\

G3 1.2 Appropriats tosrabiity
targsts ara dsfined

G2.1.1.2: New risks assocated G2.1,1.0: Previous systems

with rves system identiied risk checked =
G3 1 2DRisk sssessment

fulillod

G311 Hazard analysis
futiled

Sn32: Review of
pravious projcts

41 Am
Functions
Conoapt)

Figure 16. GSN model in the system modeling tool (excerpt)
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Discussion

After the approach had been demonstrated, the involved industry
partner evaluated the results. The achieved advantages (Adv) and
potential improvements (Imp) were identified based on the lessons
learned when the presented approach was applied.

Advantages of the approach

Adv#1: Common source of safety artifact data: The model-based
safety engineering approach provides support for safety activities in
the functional safety process as defined by ISO 26262. The approach
supports a systematic description and analysis of different kinds of
safety artifacts in a common system model.

Adv#2: Traceability within safety artifacts: All functional aspects
are represented, including coverage of the dependencies between
different kinds of safety artifacts.

Adv#3: Data exchange between model and safety analysis:
Bi-directional data exchange between system modeling tool and
functional safety analysis tools; Export of relevant artifacts for
specific safety analysis methods and import of preventive and
detection actions as a basis for deriving functional safety
requirements

Adv#4: Modeling of safety argumentation: Support for creating a
preliminary safety case using the GSN modeling language in
accordance with the GSN standard

Potential improvements of the approach

Imp#1: Support of safety workflow: The modeling should support a
safety workflow by providing guidance and templates for better
usability of the SysML modeling profile.

Imp#2: Definition of complete safety modeling profile: The profile
mechanism of UML/SysML should be investigated for the definition

of a safety modeling profile that defines a reduced subset of modeling
elements and their associations for the whole safety lifecycle.

Imp#3: Check of safety modeling artifacts: Based on the defined
safety modeling profile (see Imp#2), the created artifacts of a specific
safety activity could be checked to see if they are modelled according
to the profile and if all required traceability links to related artifacts
are present.

Imp#4: Library for safety case pattern: Extending the modeling
tool with a library of safety case patterns should be investigated. This
would support the re-use of best practices of the GSN models by the
tool-chain.

These improvements serve as the basis for our research group's future
investigations in the area of semi-formal safety modeling.

Conclusion and Outlook

The paper proposed a safety workflow that covers the concept phase
of the automotive functional safety standard ISO 26262. The

approach provides an overall view of the relevant semi-formal safety
modeling artifacts. For the modeling of the safety artifacts, a SysML

profile was introduced that supports the creation and management of
the safety artifacts required in the safety workflow. An integrated
safety analysis tool chain was demonstrated using the Enterprise
Architect system modeling tool and APIS IQ FMEA for the Concept
FMEA. The applicability of the approach was demonstrated using an
automotive use case of a battery system of a HEV powertrain, which
showed that the approach is generally suitable for enhancing the
quality of the artifacts in the safety workflow and the safety
argumentation.

The combination of a safety-oriented workflow and semi-formal
modelling helps the relevant stakeholders perform safety engineering
activities in a systematic way, as required by various standards such
as ISO 26262.

Further investigations on the topics of system modeling with respect
to functional safety activities should address the extension of the
presented approach to the technical solution level (System/SW/HW
description). The data exchange of safety analysis methods (e.g.
System FTA/FMEA and FMEDA) should be extended. In addition,
predefined safety case patterns should be made available by adding a
library extension of the modeling tool.
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Abstract

The standard ISO 26262 stipulates a “top-down” approach
based on the process “V” model, by conducting a hazard
analysis and risk assessment to determine the safety goals,
and subsequently derives the safety requirements down to the
appropriate element level. The specification of safety goals is
targeted towards identified hazardous events, whereas the
classification of safety requirements does not always turn out
non-ambiguous. While requirement formalization turns out to
be advantageous, the translation from natural language to
semi-formal requirements, especially in context of ISO 26262,
poses a problem. In this publication, a new approach for the
formalization of safety requirements is introduced, targeting the
demands of safety standard 1SO 26262. Its part 8, clause 6
(“Specification and management of safety requirements”) has
no dedicated work product to accomplish this challenging task.
The five levels of requirements for writing safety requirements
are distributed throughout the standard, increasing the
probability of misapplication. For these reasons, a dedicated
requirement template is proposed. It is applicable for writing
new or checking existing requirements, independent of any
tool. By reviewing a number of industrial relevant use cases
the applicability of the new template is verified and its
effectiveness is demonstrated. Furthermore, a semi-formal
notation technique is shown to express these formalized
requirements, including their associated attributes and
resulting relationships. By following the proposed approach, we
meet the obligations of 1SO 26262 to write e.g. unambiguous,
consistent, verifiable, and complete requirements. In the end,
this has the potential to dramatically reduce the probability of
systematic failures during development of automotive
embedded systems.

Introduction

With ever increasing reliance on electric and electronic
components contributing to the functional safety of next
generation vehicles, a single malfunction can initiate a costly
product recall. Automotive E/E systems perform highly
networked functions with large numbers of features in
numerous product variants. Dense system interaction
increases complexity beyond human understanding. Generally
speaking, these properties are considered to be the main
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source for systematic faults. They do not only affect newly
developed systems, like complex driver assistance systems.
Also well-known systems often bear a non-negligible safety
threat, especially when they are considered in a different
context than initially intended.

Besides the fact that writing requirements is non-trivial, the
number of requirements needed to specify a technical product
with all its features, variants and safety is usually large. The
automotive market demands more product functions than ever
before. This complexity increases the number of malfunctions.
Typical modern cars are available in a broad range of variants.
Different propulsion systems and combinations thereof are
available. For example, hybrid electric vehicles or pure electric
vehicles require sophisticated electronic controls. Advanced
driver assistant systems as well as active and passive safety
systems provide additional comfort and protect passengers.
The amount of functions provided by all these various systems
is the reason where the term complexity stems from. Each of
these single systems is generally well understood today, but
the interactions with and cross-relationships to other systems
may not be fully understood and this is critical for functional
safety.

Vehicles are developed by a multi-level architectural hierarchy,
where each level has different technology (and intellectual
property) characteristics. At the top level, safety critical
automotive product development is initiated with a
comprehensive and well-coordinated concept phase. Its
hazard analysis and risk assessment evaluates the risks the
product’s users and operators face in various situations and
where the product possibly contributes to this risk. One of the
key outputs of the hazard analysis and risk assessment is a set
of safety goals. Safety goals are top level safety requirements
that should safeguard the system’s intended behavior in an
implementation-independent way. Based on these safety
goals, a tree of safety requirements emerges from top to
bottom, including functional safety requirements, technical
safety requirements, software safety requirements and
hardware safety requirements. In general, requirements are
often mistaken for specifications. Whereas the first reflect a
black-box view on the system under development, the latter
reflect a white-box view. All these aspects span a large space
of formulation and interpretation for safety requirements across
the multi-level architectural hierarchy. Natural language is by
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it's name the way we communicate and appears to be the most
intuitive language available. Therefore it is considered as the
primary means for writing requirements. At the same time it
provides the whole spectrum of linguistic diversification, which
motivates several different approaches for requirement
formalization and allows systematic failures to be introduced.

The approach described within this work has been created
within the VeTess! project. The VeTeSS consortium works on
standardized tools and methods for verification of the
robustness of automotive safety-relevant systems. To highlight
the advantages of the proposed approach, an automotive
airbag system is considered as a use case. This paper shows
how to establish requirements ready for test and how these
requirements are related to system design and architecture.

Problem Statement

Writing requirements for technical products is widely
considered to be a time consuming activity to refine for use in
development. The reasons for that are diverse. First of all,
authors of requirements have a certain technological
background that can unintentionally introduce a perspective
reflected in the written requirements and derive into the
specifications. Second, engineers who are focused on
implementation of specifications may have a specific
technology in mind, interpreting requirements in a domain
specific way. Third, in the automotive supply chain, authors
and readers (producers and consumers, respectively) of
requirements are distributed across all stages of development,
from OEM (original equipment manufacturer) level to tier n
level (e.g. hardware suppliers). Finally, in this hierarchy,
requirements are often the sole written work products of
technical communication. Hence, requirements are expected to
fulfill  properties like unambiguousness, completeness,
indivisibility, and comprehensibility, which are key issues in this
field.

In functional safety, requirement engineering plays a major role
due to the fact that all safety requirements address potential
malfunctions of all these composite systems. This is
considered as main motivation to produce sets of requirements
with integrity. Several safety standards are aware of these
challenges and state numerous criteria for writing
requirements, e.g. IEC 61508 or ISO 26262. The majority of
them do not state however, how these criteria should be met.

Objectives from ISO 26262
Properties of Safety Requirements

ISO 26262 represents the standard for functional safety of road
vehicles, targeting passenger cars up to 3.5 tons of gross
weight. It consists of 10 parts and covers the entire safety life
cycle of electric and electronic systems, and their relevant
associated systems. In its part 8, clause 6, the “Specification
and management of safety requirements” is specified. In the
present paper only safety requirements in context of
ISO 26262 are in focus. Their unique feature is the direct or

! http://www.vetess.eu
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hierarchically linked assignment to a malfunction, which is
relevant in terms of functional safety either directly or indirectly.

The 1SO 26262 part 8, clause 6 defines the quality criteria for
all safety requirements are the following: Atomic, unique,
abstract, level defined (non-redundant, modular, structured,
satisfied, and qualified). 1SO 26262-part 3 defines the safety
goals and functional safety requirements. Part 4, clause 6
defines the system level and likewise parts 5 & 6 provide the
numerous characteristics for the specification of single safety
requirements for their corresponding elements. Due to lack of
definitions within the standard, some definitions are taken
from [1].

First of all, unintentional ambiguity shall be avoided. Ambiguity
is referred to as a commonly understood meaning of the
requirement within a specific context. This is considered to be
one of the primary sources for systematic failures, especially in
the automotive supply chain when it comes to the exchange of
requirements between different developers of OEMs and/or
suppliers. Comprehensibility also contributes to this field,
especially if engineers from different domains work together.
Different domains typically use sets of well established
vocabularies, which must be matched. Furthermore,
requirements should be atomic. This means that one
requirement should carry one single traceable piece of
information. This drives the ability to verify it, without it another
type of systematic failure can be introduced. Internal
consistency ensures that one safety requirement contains no
contradictions with another safety requirement, e.g. one
requirement is for the safety goal and the second one a
functional safety requirement. The property of feasibility
demands that one single safety requirement can be mapped to
a specific technical implementation. Finally, verifiability ensures
that the standard’s criteria have been met and that proper
evidence can be generated proving the fulfilment of safety
requirements. In order to verify safety requirements,
1ISO 26262 recommends semi-formal verification methods for
all ASILs, especially for ASILs C and D (ISO 26262, part 8,
Table 1).

ISO 26262 also quotes characteristics for sets of safety
requirements and their management. They should be
hierarchically structured, in order to reflect the standard’s
development phases (see ISO 26262-8, Figure 2).
Furthermore, sets of safety requirements should be grouped
together, according to the system’s architecture. The property
of completeness means that the safety requirements at one
level fully implement all safety requirements of the previous
level. Contrary to internal consistency, external consistency
means that multiple safety requirements do not contradict each
other. Redundancy between safety requirements shall be
avoided in general, that is duplication of information within any
level of the hierarchical structure. This is the purpose of the
attributes to be documented on only one level of requirements.
Finally, maintainability ensures that requirements can be
modified or extended. This includes the introduction of new
versions of safety requirements but also the addition or
removal of safety requirements to or from the set. Additional to
these properties, safety requirements shall also be traceable.
That means that a logical link shall be established to each
source of a safety requirement at the upper hierarchical level,
the lower hierarchical level, or to its realization in the design.
To enforce traceability of verification results, each safety
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requirement shall also be linked to its corresponding
specification of verification.

Besides these definitions found in part 8, clause 6, additional
requirements are specified throughout the standard. An
example thereof is part 3, clause 8.4.2.3, which states that
functional safety requirements shall be specified by the
function to manage deviations and include also operating
modes, fault tolerant time intervals or safe states. Another
example can be found in part 5, clause 7, where hardware
safety requirements need to define five aspects, a) behavior of
the element, b) safety mechanisms for the internal faults, c)
safety mechanisms for the external faults from other elements,
d) the safety mechanism for the interactions from the other
elements and e) the safety mechanism to cover latent faults.

One can conclude that the standard does not reflect an
integrated view on the construction of safety requirements. An
extensive list of properties to obey when writing requirements
can be found in [1], [2]. In this paper, focus is on ISO 26262,
part 8, clause 6, entitled “Specification and management of
safety requirements” for each of the element levels through the
standard. This work focuses on methodology, how to specify
safety requirements and to fulfill all relevant criteria. Numerous
tools are already available on the market, targeting 1SO 26262.
In context of this paper, a tool independent solution should be
elaborated.

The Rationale of Safety Requirements

Safety requirements differ from traditional product or process
requirements as they shall be (a) targeted towards one or more
concrete malfunctions and (b) assigned to at least one
architectural element with the purpose to mitigate the output
failure of the architectural element.

Malfunctions from (a) are addressed through the formulation of
safety goals. In order to fulfill (b), I1SO 26262 knows five
subsequent levels where safety requirements must be
formulated. The “hazard analysis and risk assessment” must
be conducted in order to disclose potential safety risks to the
item under development. The functional safety concept is
intended to represent an -independent view on the product to
manage the known failures. Its requirements are named
“functional safety requirements”. They are derived from their
corresponding safety goals to identify needed safety measures
to avoid these imminent dangers so that they can be mitigated
somewhere in the “ltem’s architecture. “Technical safety
requirements” are derived from their corresponding functional
safety requirements. They are allocated to system elements for
implementation by the system design. Finally, the hardware
and software safety requirements are derived from either their
corresponding or assumed technical safety requirements.

Requirements are defined down to the component level
(hardware parts and/or software units, according to 1SO 26262,
part 1).The component is usually the element that is removed
during a repair event, when the car does no longer operate as
specified.

If this hierarchical approach is strictly followed, each safety
requirement contributes to one or more safety goals, hence
contributes indirectly to the mitigation of one or more hazards
by the prevention of faults becoming errors, and errors
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subsequently causing failures. This highlights the importance
of a properly conducted hazard analysis and risk assessment
during the concept phase.

For the fulfillment of (b), ISO 26262 knows several architectural
elements. The item implements a function at vehicle level and
consists of a system or an array of systems. Safety goals apply
to this level. Functional safety requirements apply to this level
as well and address intended functions. A system relates at
least a sensor, a controller and an actuator with one another.
Technical safety requirements apply to the system level, they
are allocated to system elements. Components are composed
of one or more hardware parts and/or software units. Hardware
safety requirements and software safety requirements apply to
this level.

Writing Safety Requirements

The most intuitive way of writing requirements is using natural
language. It is the best way to start to define the requirements
in the elicit and gather process. During the clarification and
analysis process of requirements management, a method is
needed to convert this natural language into semi-formal to
complete two things at once. On one hand improve the
technical quality, and on the other hand reduce the
duplications which are process anomalies that generate even
more systematic failures at a later stage.

The template defined by the VeTeSS project is used as the
initial verification report. For the technical contents it checks if
a set of requirements meets the standard’s requirements from
part 8, clause6. First of all, a distinction between
requirements, specifications and implementation is introduced.
A requirement defines the expected behavior of an element.
The safety goal is always a negative requirement or objective,
while all the other safety requirements are those that can be
verified. A specification is defined as a piece of information
addressing a requirement. The specification contains key
information how the requirement should be realized, aided by a
certain technology or technical solution. An implementation is
defined as a piece of technology realizing a specification. In
terms of ISO 26262, this refers to all kinds of code (software,
hardware description languages), hardware, as well as
elements of other technologies (e.g. mechanical domain).

class rsi

Requirements realize Specifications realize Implementation

Figure 1: The relationships between requirements, specifications and
implementation.

Contributions of this Work

All in all, the main challenge in writing safety requirements is to
consider their underlying hierarchical levels and their target
architectural elements. Both of these aspects emerge during
the concept phase. First, the results of a hazard analysis and
risk assessment help to determine a hierarchical system
design. Second, preliminary architectural assumptions are
taken, in order to establish a first draft of the item under
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development. Both approaches together should lead to a set of
usable safety requirements.

Requirements are often mistaken for specifications. However,
there should be a clear distinction between these both, in order
to maintain the environment of a problem space (the
formulation of requirements and safety requirements, stating
what shall be achieved) and a solution space (the formulation
of specifications, stating how the actual implementation shall
fulfill the requirements). This concept is well known for the
development of embedded systems, and refers to the black
box/white box approach introduced earlier. While requirements
typically describe the black box behavior, specifications
describe the white box behavior.

In this work, we propose 3 contributions to the state-of-the-art
in writing safety requirements for automotive applications, their
formalization, and transformation into semi-formal notation.

1. We propose an ISO 26262 compatible template for
writing safety requirements. This template contains a
number of patterns which allow the establishment of
cross-relationships to artifacts of other problem
domains in the same context (architecture, behavior,
etc.)

2. We propose a SysML profile containing stereotypes
and relationships for modeling safety requirements
according to the template.

3. We present a method for analysis of these gathered
safety requirements, which helps during review and
assessment steps.

A use case from the automotive domain highlights the benefits
of the approach described within this work.

Related Work

The relationships between requirements development,
verification, and validation are elaborated in [3]. The authors
highlight the differences between those terms, contributing to
the common understanding and increasing the probability of
success of future system designs.

The authors of [1] provide a good overview to different
requirement writing and formalization techniques. The method
of boilerplates for a more formalized way of writing
requirements is also introduced for the first time.

In [4] requirements engineering is identified as one of the
crucial issues of automotive software development processes.

Systematic failures occur when the supply chain does not
provide consistent and traceable product requirements from
“top down” [5].

Stirgwolt [6] describes the shift from a quality oriented
management to a safety work culture. Writing requirements is
not the first step of product development, which is described as
a key barrier for execution of this shift.
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The thesis of [7] is dealing with the aspect of requirements
ambiguity in context of 1SO 26262. This work has a strong
focus on the exact formulation of safety requirements utilizing a
domain ontology and constrained natural language in terms of
boilerplates.

In [8] the domain ontology design tool is elaborated. It semi-
automatically transforms natural language requirements into
semi-formal boilerplate requirements.

In [9] a semantic guidance system is introduced which assists
requirements engineers with capturing requirements using a
semi-formal representation.

Requirement templates represent guidelines for writing
requirements [10]. They can be seen as a blueprint for the
description of functionality and capabilities. The template
described consists of several sections, each describing a
special type of requirement and its variations.In [11] and [12] a
unified requirements modelling language is proposed. It
supports system and process modeling, danger modeling,
feature modeling and goal modeling aspects. It is implemented
as a UML profile on top of a well-defined meta model. Several
implementations exist which are based on standard UML tools.

A systematic method for the definition of domain specific
languages using UML profiles is given in [13]. This includes the
definition of a domain meta model and a UML profile.

Solution
Why use patterns?

To save development time and reduce development costs,
while achieving a reasonable quality for functional safety are
motivations to use patterns. Let us address the “quality” aspect
of requirements. 1ISO 26262 part 8, clause 6 defines the quality
characteristics, for each requirement. The problem each
project must resolve is how effective is it able to convert the
natural language requirements into semi-formal requirements.
Once this is done it is easier to convert into a model based
development saves time and development costs while avoiding
systematic failures to being introduced into the implemented
design of an element. Currently the 1SO 26262 has not
released any template, patterns or boilerplates, yet the raw
material is available. Many Artemis projects are evaluating and
defining new methods, artifacts or tools to help support the
improvement of state of the art. The ISO 26262 has industry
specific requirements which need to be developed to achieve
the needs of the market. This paper demonstrates how easy it
can be to check the quality with proper and effective template,
clear patterns and concise boilerplates. In order to address the
targets highlighted previously, an organizational structure for
requirements must be defined. It should be able to purport the
frame conditions for our approach. For this reason we
introduce the terms template, pattern, and boilerplate. A
template is defined as a product specific or standard oriented
guideline for writing requirements. Furthermore, it serves as a
container for requirement patterns. For example, it may be
implemented as a spreadsheet in response to a collection of
requirements. A pattern defines the attributes (e.g. interfaces)
and loose syntax describing what shall be used to construct
linguistic sentences in terms of semi-formal notation. One
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pattern specifies the numerous attributes which a sentence
must include, in order to comply with the pattern. A pattern
however may not specify a strict linguistic syntax for exact
formulation of sentences, covering all aspects and possibilities
of natural language. It aids the distributed development of the
Item to derive the requirements to the allocated elements. A
single boilerplate is defined as a pre-defined requirement
sentence containing placeholders. One boilerplate defines the
strict syntax of a single requirement. During the process of
writing requirements, its placeholders are completed with
corresponding information. The textual form of the requirement
can be generated when needed, by merging the information
with the boilerplate. This is shown in [1], where several
advantages are enumerated. For example, by separating the
information from the boilerplate, an independent modification of
requirement expressions is possible. Another example thereof
is the collection of identical placeholders, which allows for easy
sorting and filtering on specific information.

The relationships between template, pattern and boilerplate
are shown in Figure 2. The paper at hand defines its scope on
templates and patterns. Boilerplates are not in focus of this
work. There are several reasons for that. First of all, it is
intended to fill the gap for a work product according to
ISO 26262, without purporting exactly how requirements
should be written. Second, in the automotive industry, palettes
of boilerplates are collected and classified as different ways of
expressing certain kinds of requirements. These palettes of
boilerplates may be defined differently from OEM level down to
supplier levels. In many cases it does not necessarily seem
reasonable to introduce entirely new boilerplates targeted at
functional safety. Much more, existing boilerplates may be
tailored to comply with the patterns related to functional safety
from this paper. Third, other projects have dealt with or are
dealing with the formulation and analysis of boilerplates.
Examples thereof are the CESAR project and the succeeding
CRYSTAL project.

Scope
Guidelines
Template
1 Regulations
contains
4 Attributes
Pattern
Loose syntax
1
contains Strict syntax
Boilerplate
Placeholders

Figure 2: The relationships between requirement templates, patterns,
and boilerplates, as they are defined in the VeTeSS project
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Structure of the Template

The proposed template is organized as follows. First of all, it
demands some meta-information, like the name of the
requirement author or assessor, the baseline requirement
document or work product it assesses, the item, element or
product to be sold and project- or use case-relevant
information. A (simplified) copy of the spreadsheet is given in
the Appendix.

In vertical direction, it reflects the hierarchy of safety goals and
safety requirements according to ISO 26262. At the same time,
this hierarchy can be related to the architectural structures of
the standard. Safety goals define the objectives of the item to
avoid malfunctions which could lead to harm which are defined
during the concept phase. Functional safety requirements
convert these negative requirements into positive or feasible
requirements to be performed by the item at vehicle level.
Technical safety requirements are derived and address the
systems according to ISO 26262. Software safety
requirements define the behavior needed for the software
components .Hardware safety requirements define the
behavior for the hardware components. For ISO 26262
compliant development, it is worth to note that this requirement
hierarchy must always be constructed otherwise a systematic
failure could be introduced. Naturally, this happens in a top-
down approach. But also during the process of re-constructing
missing requirements on a higher level, a bottom-up approach
requires at each level the assumed requirements to be re-
addressed or re-evaluated in the correct hierarchy or
sequence. Furthermore, each distributed developer must
process their element on the proper hierarchy level. Therefore
each level may contain information about organizational roles
and responsibilities according to 1SO 26262 part 2, entitled
“Management of functional safety”.

In horizontal direction, the template proposes a number of
attributes. Subsets of these attributes are subsequently used
for the construction of requirement patterns. The attributes are
grouped in two sections.

The left section is intended to specify external safety behavior,
referred to as black box behavior or demand. It targets the
respective architectural element of the affected hierarchical
level. The right section is intended to specify internal safety
behavior, referred to as white box behavior, or reaction. It
targets the contents of the respective architectural element of
the affected hierarchical level. In the following, the attributes of
external safety behavior, which are used for the construction of
requirement patterns, are discussed.

Requirement type: The requirement type specifies the type of
the safety requirement. For this, the five options are available:
Safety goal or top-level safety requirement, functional safety
requirement, technical safety requirement, as well as hardware
and software safety requirement.

Action: The action attribute specifies the verb of the safety
requirement.

Malfunction: The malfunction attribute refers to a behavior
output failure of the hierarchy.
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Function: The function attribute represents the execution
logic.

Demand actor: The demand actor attribute stands for the
requestor of a function.

Reactor element: The reactor element attribute stands for the
receiver of the output of a function.

Operational condition: The operational condition attribute is
defined as the state of an architectural element. This state
depends on the hierarchical level and must be defined
accordingly.

Automotive safety integrity level (ASIL): This attribute is
used for process tailoring, as a more stringent level requires
additional efforts in order to safeguard the associated behavior.

In the following, the attributes of internal safety behavior, which
are used for the construction of requirement patterns, are
discussed.

Propagating known failures: This attribute tries to cover
output deviations of the affected item or element. It determines
differently than defined behavior, opposite to specified
intended behavior.

Safe state 1: This attribute refers to safety measures realized
through redundancy, with the intent to detect and control faults
occurring in the affected element.

Time: The attribute of time is defined differently on each
hierarchical level. The declaration of a value however is
indispensable for specification of internal behavior.

Architectural elements: The definition of architectural
elements from an internal (white box) point of view. This also
includes information how the contained architectural elements
are related to each other.

Safe state 2 & 3: The external safety measures define the safe
states 2 and 3. Safe state 2 is referred to as warning level with
fault detection. Safe state 3 is referred to as emergency level
including degradation of the elements intended function.

Interfaces: The interfaces attribute defines the interfaces
between the architectural elements as well as elements of
other technologies.

Laws & Regulations: Finally, the laws and regulations
attribute  allows the specification of applicable legal
requirements and standards.

These attributes primarily target the concept phase, and
product development at the system, hardware and software
levels. Depending on the scope of the developer on a specific
level, the number of attributes may be increased to include
other level specific aspects. In order to enforce a successful
exchange of requirements at the interfaces between OEMs
and the different suppliers, we suggest the previously
introduced attributes as a minimum requirement.
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Structure of Patterns

In this section the organization of patterns for safety
requirements is elaborated.

Safety Goal requirement pattern: A safety goal represents
the top-level safety requirement. It must be formulated
negatively. Hence, the action attribute automatically turns to
avoid for all safety goals. The malfunction attribute is used to
express the hazardous behavior of the item. Furthermore, it
uses the reactor element, operational condition, and ASIL
attributes.

Functional Safety Requirement pattern: A functional safety
requirement is derived from at least one safety goal. It is
formulated positively. The action attribute is used to represent
the necessary verb. The function attribute is used to specify
the intended functionality for the vehicle level. The reactor
element and demand actor attributes are used to specify the
sensing and actuating systems. Furthermore, the operational
condition and ASIL attributes are specified as well.

Technical Safety Requirement pattern: A technical safety
requirement is derived from at least one functional safety
requirement. It is formulated positively. The action attribute is
used to represent the necessary verb. The function attribute is
used to specify the intended functionality for the system level.

Software Safety Requirement pattern: A software safety
requirement is derived from at least one technical safety
requirement. It is formulated positively. The action attribute is
used to represent the necessary verb. The function attribute
addresses a subfunction at software level. The reactor element
attribute targets the receiver of software generated outputs.
The demand actor attribute and the ASIL attribute are used.
On the software level, must be systematically defined to
support all operational conditions as specified due to the fact
that software as a provider of data flow control utilizes the
underlying hardware and operates on the system level.

Hardware Safety Requirement pattern: A hardware safety
requirement is derived from at least one technical safety
requirement. It is formulated positively. The action attribute
specified the necessary verb. The function attribute specifies
the subfunction at hardware level. The reactor element
attribute is used to characterize the output of the subfunction.
At hardware level, no demand actor is specified, due to the fact
that hardware is seen as a provider for data management
functions.

Translation from Natural Language to Semi-
Formal Notation

Typically, requirements are captured, elicited, and collected
using requirements management software. Good examples

thereof are tools like Medini Analyzez, DOORS3, or PTC

2 http://www.ikv.de/medinianalyze

3 http://www.ibm.com/software/products/de/ratidoor
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Integrity4. The introduced template and its patterns are
generic, that means tool independent. They may be used
twofold:

First application is the evaluation of existing safety
requirements. The second application is the generation of new
safety requirements. Experience has shown that with an
increasing number of safety requirements, advanced methods
are necessary in order to keep up with the increasing
complexity. The complexity here emerges from four different
operations, which recur at all hierarchical levels during the
automotive development process. They are defined as follows.

* Collect: Safety requirements shall be collected from
all relevant sources and at all relevant hierarchical
levels.

e Analyze: The requirements analysis represents a
quality check for technical contents. Basically this
refers to the completeness and soundness of all used
attributes. (Note it determines anomalies such as
gaps, overlaps and incomplete allocations for
traceability due to the logic for a safety goal)

* Repair: If any anomalies are identified during the
analysis process, they of course must be corrected. It
is worth to note that a detected anomaly must be
corrected at the right hierarchical level. Anomalies in
requirements are classified as systematic faults;
therefore they must be fixed at their appropriate
element level.

*  Execute: The collected, analyzed, and corrected sets
of requirements are released for a baseline. Subsets
of these requirements may be communicated to the
next lower hierarchical level for further development
activities.

For these tasks, plain text, lists, or spreadsheets are
insufficient. Those solutions are considered two-dimensional,
and suffer from low traceability and a lack of modularity.
Besides that, these approaches are susceptible to systematic
faults, which may be introduced during changes and
modifications.

To overcome these issues, formalization has shown to be
beneficial. This is recognized by ISO 26262, part 6 for software
architectural design, software unit design, and software
verification tasks. The extension of these ideas to other parts
of ISO 26262, like concept phase or system level is subject to
current projects in industry and academia. In this paper, the
conversion from natural language to semi-formal notation is
covered, while the option persists to advance to full formal
notation later on.

Semi-formal notation in general refers to a representation with
well-defined language syntax and an informal defined
language semantics. This stands in contrast to full formal

4 http://ptc.com/product/integrity
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notation methods, which are more stringent and have a
mathematically defined language syntax and semantics. The
term informal refers to a less stringent way of notation, where
e.g. natural language with arbitrary language symbols is used.
With the definition of patterns, featuring fixed intentional
attributes as building blocks for the representation of desired
semantics in the context of functional safety, the notation of
safety requirements already stepped up from an informal
notation to a structured language notation, which is considered
semi-formal.

. The Systems Modelling Language (SysML) is standardized in
an OMG standard [14], and knows a total of nine different
diagrams, depicting several aspects of systems engineering.
One of these diagrams is entitled Requirement Diagram. It
allows the collection, organization, and structuring of arbitrary
kinds of requirements. The latest SysML standard version 1.3
knows only one type of requirement. It does not distinguish
between e.g. functional and non-functional requirements, or
safety and non-safety requirements. As SysML is based on
UML 2, it also inherits its profiling mechanisms. A profile
provides a generic extension mechanism for customization of
models. A profile consists of stereotypes, tag definitions and
constraints, which are applied to e.g. classes or attributes.

To demonstrate the benefits of the proposed requirements
template and to highlight the advantages of semi-formal
notation, the template and its patterns are to be transformed
into a SysML profile, extending the capabilities of SysML
according to 1SO 26262 and enabling a reuse of already
defined safety artefacts. Such artefacts may be preliminary
architectural assumptions or architectural designs in shape of a
Block Definition Diagram (bdd) or Internal Block Diagram (ibd).
Functions and malfunctions, which were identified in course of
the hazard analysis and risk assessment during concept
phase, may be available in shape of a Use Case Diagram (uc).

As each of the patterns represents a safety requirement at a
specific hierarchical level of ISO 26262, it seems reasonable to
extend the SysML1.3::Requirement stereotype with the five
types of safety requirements known by 1SO 26262. Each of
these earns a tagged value indicating its minimum ASIL level.
Furthermore, a derive relationship stereotype is defined,
aiming at the right derivation depending on the hierarchical
level of the safety requirement. Part of the resulting profile is
shown in Figure 3.
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SysML1.3: €D «metaclass»
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+ _metatype = FunctionalSafet
- ASIL devel

(from Metamodels)

Technical Safety Requirement )| [T
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Figure 3: Extension of the SysML requirements concept.

Additionally, it makes sense to define the architectural
elements according to the standard. These extend the block
concept of SysML and include the Item as well as System,
Sensor, Controller, Actuator, Hardware part and Software Unit.
To enable multi-dimensional requirement adoption, the
template’s attributes must be present within the profile as well.
Extending architectural element classes would dramatically
increase the number of required relationships on diagrams and
system models. For this reason, for each of the template’s
attributes a stereotype is created which extends the
Dependency relationship. The result of these steps is a SysML
profile reflecting the hierarchical levels of 1SO 26262 and all
attributes defined within the requirement template’s patterns. It
may be implemented in any UML tool capable of SysML
modeling and UML/SysML profile definition.

Automotive Airbag System Use Case

A use case from the automotive domain highlights the
application of the proposed requirements template and the
semi-formal requirements modelling approach. We consider an
airbag system which can nowadays be found in every
passenger car. It is a system in terms of ISO 26262. The
corresponding item is the passenger restraint system. It
involves components of other technological domains of the
vehicle as well, like seats or safety belts for example. However,
these may also be controlled through electric and electronic
systems. The air bag system relates sensors, actuators and a
controller with each other. The controller consists of hardware
and software elements. These are an air bag system on chip
(SoC) hardware element, and a main micro-controller (uC) with
corresponding software. The airbag system consists of various
sensors. The most obvious ones observe different crash
scenarios on vehicle level, e.g. upfront or side-impact crash
scenarios. The sensors may use different technologies for that.
The uses of G-force sensors or pressure sensors are two
possibilities. Furthermore, additional sensors may be used to
detect the present number and location of passengers within
the vehicle. The airbag system also consists of numerous

Page 8 of 14

actuators. The actuators used to deploy automotive airbags
are usually called squibs or gas generators. They are used to
inflate air bags in vehicles intended for active passenger
protection during collision scenarios.

Functional Description

An Airbag system has sensor components to capture the crash
event. This is achieved by constant monitoring of sensor
values. The controller needs to collect the operational condition
and confirms the crash event so that an airbag fire signal can
be generated. Inside the controller, the SoC performs an
analog to digital conversion of the sensor data. It
communicates with the uC using an serial peripheral interface
(SPI1). The uC decides if and when the airbag actuators shall
be deployed and requests deployment from the SoC, which in
turn drives a high analogue current to the gas generator
resistors. The emerging heat of these resistors activates a
chemical reaction, resulting in airbag inflation, protecting the
passenger within the vehicle. Experience has shown that
airbag systems typically perform of up to 20 networked
functions, depending on the features and configuration of the
vehicle. For this work focus is on two typical use cases which
can be related to the two following safety goals

1) to avoid the lack of deployment of the airbag during a crash
event, classified according to the hazard and risk analysis with
ASIL A, and

2) to avoid the deployment of the airbag during normal driving
conditions (no crash event), classified according to the hazard
and risk analysis with ASIL D.

() B .-
Figure 4: Two vehicles in the same crash scenario. One has the driver
airbag inflated, in the other the driver airbag did not deploy (right).
Image courtesy fire brigade.

A real world crash scenario is shown for illustrative purposes in
Figure 4. The two photographs were taken from different
viewing angles. Both vehicles are involved in the same crash
scenario, but only one airbag did inflate to protect the driver.
This raises questions if the requirements and subsequent
specifications of these systems were correct.

Hardware Part

The controller or application specific integrated circuit must be
defined by the expected “black box” behavior. This is usually
defined in the hardware design specification, the
communication protocol, the interfaces, the time, the voltage
necessary to “fire” an airbag actuator or ignitor. The ability to
read the sensor data, communicate with the micro controller to
provide a fire signal and the controller then determines the
conditions when to send the “fire” signal. Each depends on the
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item definition or application, the effectiveness of the system to
detect and control all “known faults”.

Software Unit

The software components living within the microcontroller
contain the execution logic for the sensor data conversion and
evaluation. Evaluation information includes the logic for airbag
deployment according to a broad range of factors. These
include the impact signals transmitted by the sensors, the
vehicle’s operational condition (e.g. cruise mode, standstill,
etc.), the number and characteristics of occupants within the
vehicle (e.g. presence, weight), as well as information about
other systems (e.g. safety belt buckles), or possible child
safety seats. The evaluation result is compared with the
evaluation result of the hardware SoC. If the airbag system is
in an actual crash scenario, it looks up the best passenger
protection strategy and engages its single airbags accordingly.

Example: A derived Safety Requirement

In this section, an example is exercised from the top-level
safety goal down to hardware and software levels. Note that
this represents a minimal cut-out of a larger set of safety
requirements. For a safety goal, we want to avoid the
deployment of the airbag during no crash event (as defined in
the previous section). According to the corresponding pattern,
this gives:

Table 1: Safety goal pattern example.

Table 3: Technical safety requirement pattern example.
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From this negatively written safety goal we derive a functional
safety requirement. It basically states that the airbag shall
deploy in a crash scenario. This gives:

Table 2: Functional safety requirement example.
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From this functional safety requirement, a technical safety
requirement is derived, introducing a technical solution to the
problem, involving sensors, a controller and actuators. This
gives:
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Based on this technical safety requirement, hardware and
software safety requirements must be derived. An example for
a software safety requirement is given in the next table:

Table 4: Software safety requirement pattern example.

Requirement
Type

Action
Function
Reactor
element
Demand actor
ASIL

trigger fire security airbag D

confirm L i
signal peripheral ECU

[}
%)
Y

Based on the previous technical safety requirement, an
example for a hardware safety requirement is given in the next
table:

Table 5: Hardware safety requirement pattern example.
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To demonstrate the semi-formal modelling, the technical safety
requirement from Table 3 is picked out. A SysML requirements
diagram is chosen to depict the corresponding information, as
seen in Figure 5. The technical safety requirement artefact is
shown in the center. On the left and right hand sides, the
requirements attributes are located, connected with the
requirements artefact using the intended relationships. On the
bottom, two subsequently derived hardware and software
safety requirements are shown. The coherent requirement text
in natural language is part of the technical safety requirement
artefact and is generated manually.
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Figure 5: Technical safety requirement modeling.
Evaluation and Discussion of Benefits

The VeTeSS project selected products from the different
element levels to represent the typical state of the products to
be assessed. The project focuses on how to generate the
correct verification methods and tools to support 1SO 26262
and drive further the state of the art. System, software and
hardware elements were included in the sample. The partners
used their natural language safety requirements. They applied
all the 1SO 26262 requirements in all different perspectives.
One perspective this paper wishes to highlight is how well were
the natural language requirements written by the expert:
Without a ruler to measure the quality then as engineers it is
nearly impossible to guess the quality.

So this team took the ISO 26262 requirements, drafted a
method and semiformal template to check these natural
language requirements. From the sample of VeTeSS
requirements (note that the actual requirements are project
confidential) over 30% of the sample assessed missed at least
one or more attributes of the level of the safety requirements
as defined by the 1SO 26262. Typical errors were incomplete
or inconsistently written requirements. Incompleteness was
due to the lack of the level, or attributes needed. Inconsistence
could be found with if the author did not have the top down (or
outside in) perspective. As innovation is an inside out
development, then it can be additionally difficult to meet these
“V” model requirements. The benefit of the “V’-model is to
encourage a project to take a harder review to raise awareness
of the first time right development. The requirement
characteristics defined are the first level of assessment after
the intuitive approach of writing in the natural language.

Criteria for Evaluation

The use of the requirements template with its patterns has
several advantages. First of all, ambiguity for single safety
requirements can be reduced. Since each safety requirement
at a level has a fixed set of relationships covering one attribute
per artefact, redundant or contradictory pieces of information
can be identified more easily. Indivisibility (atomicity) can also
be addressed with this mechanism. Second, the allocation to at
least one traceable architectural element increases the
property of feasibility. From an inverse view, in the end one
architectural element has a set of safety requirements
assigned, which are subject to specification for implementation.
Page 10 of 14

Third, the operational condition relationship or state artefact,
respectively, addresses verifiability of the safety requirement. A
corresponding test case affects the targeted architectural
element. For entire sets of safety requirements, the template
ensures traceability, as it enforces a hierarchical approach,
where a safety requirement maintains a relationship to its
parent safety requirement (which, in the end, is a safety goal
as top level safety requirement). The utilization of SysML
modeling techniques allows grouping of requirements in
packages and visualization of sets on diagrams.
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«Elements deployment> o an <aitbag>duing | ___—==="
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Figure 6: Automated checking of safety requirement attributes.

In a model based environment, the checking of such properties
for consistency and completeness can be automated. This
requires the formulation of rules, which are derived from the
safety requirements meta model. To check for the most
common properties on the white box view of safety
requirements, approximately 30 rules are necessary. These
are implemented in the used industry tool (Sparx Systems
Enterprise Architect) within a safety requirement add-in. A
screenshot of the process of automated rule checking can be
seen in Figure 6. After the application of rules to the model, the
engineer is confronted with a number of passed or not passed
evaluation results, pointing out possible deficiencies of the
requirements model.

Common mistakes

In the VeTeSS project, 6 use cases from the automotive
industry from all levels of the supply chain are assessed. Each
use case has an item definition according to the concept phase
of ISO 26262, featuring the results of a hazard analysis and
risk assessment, as well as preliminary system architecture.
The 6 use cases include the previously introduced airbag
system, but to achieve more a significant evaluation result, all
use cases were taken into account for analysis. Based on
these, safety goals and safety requirements are available.
These are subject for evaluation according to the introduced
requirements template. Hence, the template was applied to
check on existing requirements. The most common mistakes
are highlighted here.

Missing malfunctions: On the item level, a common mistake
is to exclude the malfunction from the safety goal. This often
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coincides with the fact that safety goals are not written
negatively and hence do not make use of the verb avoid. While
the hazard is addressed, the malfunction of the E/E system
triggering the hazard is not. This has large potential for
systematic faults, as the safety goals are not complete then.
Subsequently derived safety requirements possibly do not
address the identified hazard anymore. During the subsequent
derivation of safety requirements, the results of the hazard
analysis and risk assessment must be available and constantly
looked up. Repeated comprehension and interpretation
introduces systematic faults. Such a procedure also conflicts
with the idea of (sets of) safety requirements as a standalone
work product.

Wrong hierarchical level: During interaction and exchange of
requirements between suppliers, safety issues might be
resolved at the wrong hierarchical level. This leads to safety
requirements targeting the wrong architectural level, e.g. a
safety goal targeting the item level, stating:

“Avoid critical cell voltage of the battery.”

does not address the item level anymore, but rather the
hardware level as it refers to some kind of voltage level.

Missing operational condition: This affects all hierarchical
levels. However, the causes of such mistakes are often found
in the hazard analysis and risk assessment. For the safety
goal:

“Avoid unintended vehicle acceleration.”

the assessment of unintended acceleration might result in e.g.
different ASIL ratings for different operational conditions.

Missing reactor element: The template’'s requirement
patterns inherently support the construction of causal loops, as
demand actors, functions, and reactor elements are basically
the building blocks of such loops. Thus, missing a reactor
element as in:

“Avoid inadvertent deployment during all operational
conditions.”

may break such loops. It is not immediately clear which
architectural element is the receiver of the specified function’s
output, thus such mistakes increase the potential for
systematic faults.

Conclusions

Two key points can be observed in course of this work.

One is that the ISO 26262 standard would be much further
advanced with a clear and concise work product to define a
“state of the art” safety requirement. A product suffers greatly
without having a specific template to check the technical and
process compliance of the conversion of the natural language
requirements into semi-formal notation to avoid systematic
failures to aid model based development. Otherwise several
developers with different perspectives automatically introduce
these systematic failures.
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Second is that without a known method how to verify the entire
range of faults; systematic, fault injection and random faults
with a 100% branch coverage are not very effective or
beneficial. The complexity of today’s automobile functionality
supports the ISO 26262 standard’s requirement to shift to
model based engineering. The selected tooling must be both
consistent and complete to cover those faults which could
cause harm at the item level. The automobile industry is a cost
competitive business environment. Therefore the distributed
developers are driven to find effective ways to integrate these
new development techniques into their quality and business
management systems.

Future Work

An open topic for further research activities is the even
stronger formalization of safety requirements into e.g.
boilerplates. It is expected that only a subset of large
boilerplate collections is necessary to reflect the requirements
patterns introduced in this work. Together with such a selection
of boilerplates, an accurate metric for exact analyses would be
in favor of safety engineers to improve the quality of safety
requirements.
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bdd
E/E

FSR

HARA

HWSR
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OEM
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SoC

SWSR

TSR

uC
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Appendix

The I1SO 26262 compliant requirements template is available as a spreadsheet, intended for the process of requirements capturing,

either by single persons or teams of safety engineers.
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Abstract—The functional mockup interface (FMI) is a tool
independent standard to support model exchange and co-
simulation, as intended by the automotive industry to unify the
exchange of simulation models between suppliers and OEMs.
The standard defines functional mockup units (FMU) as com-
ponents which implement the FMI. The creation and exchange
of simulation models with customers and suppliers across the
automotive supply chain is highly beneficial: In order to support
early phases of development (requirement formulation, creation
of executable specifications, and rapid prototyping) the creation
of FMUs for co-simulation is reasonable. In this paper, we propose
a structured method for generation of FMUs for co-simulation
which are versatile, highly transportable and fast simulating. We
show how to compile FMUs based on SystemC and SystemC-
AMS, representing digital as well as analog and mixed signal
electric and electronic systems. This tool-independent method
allows inclusion of existing simulation models with only minimal
adaptations. Additionally, no modifications of the standardized
libraries are necessary with the outlined approach. The resulting
FMUs allow convenient exchange and fast co-simulation of
automotive systems, as they may be integrated by any FMI
compatible master tool. An automotive battery system use case
is shown to highlight these advantages and to demonstrate the
simulation performance of the resulting FMUs.

I. INTRODUCTION

Cooperative simulation, or co-simulation, has become a
common method to support the development of automotive
systems. The integration of different modelling languages,
tools and solvers into one common co-simulation enables new
possibilities for design and verification of complex systems.
Efforts to standardize the exchange of simulation models
and enable integration in co-simulation scenarios were un-
dertaken by the ITEA2 MODELISAR project. One of its
main goals was the development of the functional mock-
up interface! (FMI) [1], [2]. The FMI is an open standard
which defines an interface supporting model exchange between
simulation tools and interconnection of simulation tools and
environments. The second version of the FMI standard was
released in 2014 [3], [4].

SystemC? [5] is a C++ based library for modelling and
simulation purposes. It is intended for the development of
complex electric and electronic systems. SystemC targets high
abstraction level modelling for fast simulation [6]. It pro-
vides sets of macros and functions, and supports paradigms

Thttp://www.fmi-standard.org
Zhttp://www.accellera.org

like synchronization, parallelisms, as well as inter-process-
communications. Its simulation engine is included in the li-
brary, and is built into an executable during model compilation.
While SystemC is capable of modelling and simulating digital
systems, its SystemC-AMS? extension expands these concepts
to the analog and mixed signal domain. Both, SystemC and
SystemC-AMS libraries, provide a certain degree of protection
of intellectual property, when optimized and compiled models
are exchanged.

In this work, we present a tool-independent method on how
to integrate electric and electronic system models together with
their corresponding simulation engines into single functional
mock-up units (FMU) implementing the FMI. Aforementioned
models are built using SystemC and SystemC-AMS. By doing
so, SystemC becomes available to a broad range of applications
on system level in a standardized manner. The resulting FMUs
are highly transportable and may easily be integrated within
larger and more complex co-simulation scenarios for fast and
convenient information exchange and system verification.

This paper is structured as follows. Section II recapitulates
related work. Section III characterizes relevant frame condi-
tions and requirements. Section IV introduces necessary steps
on how to process models for FMU integration. Section V
highlights the application of the proposed method with an
automotive battery system use case. Section VI summarizes
the results and concludes this paper.

II. RELATED WORK

Since the release of the FMI standard version 1.0 in 2010

and version 2.0 in 2014, efforts have been spent in order
to implement and test the functional mock-up interface, in
order to build new workflows for simulation and verification
of systems under development. This section presents related
work in the area of FMI, FMU generation, as well as parsing
and usage in simulation scenarios.
[7] introduces the FMI and argues about the necessity to
share models for model/software/hardware-in-the-loop testing
activities. As part of that a methodology for gradual integration
and progressive validation is proposed. It also emphasises the
need for conversion of existing models into the FMI standard.
[8] discusses technical issues and implementation of a generic
interface to support the import of functional mock-up units
into a simulator. For this import, the FMI calling sequence of
interface functions from the standard are used.

3http://www.systemc-ams.org



Publication G: FDL2015

136

[9] describes the implementation of FMI in SimulationX.
It presents code generation out of a simulation model for
FMUs for model exchange and co-simulation. A code export
step generates the necessary C-code for model exchange. For
co-simulation, a solver is included in the resulting dynamic
link library (DLL). The tool coupling using SimulationX is
accomplished by using a wrapper.

The need for co-simulation in connection with the design
of cyber-physical systems is highlighted in [10]. It follows
the idea, that coded solvers in FMUs have some limitations
regarding analysis or optimization. Therefore the authors strive
for explicitly modelled ordinary differential equation solvers
and claim a significant performance gain.

In [11] a verification environment using Simulink and SystemC
is introduced. It relies on s-functions to create a wrapper in
order to combine SystemC modules with Simulink.

In [12] the generation of FMUs from software specifications
for cyber-physical systems is outlined. This approach fulfills
the need for software simulation models. A UML based
software specification is automatically translated into a FMU,
maintaining its original intended semantics. This step is done
using C-code, which is included within the FMU.

In [13] a high level approach for integration and management
of simulation models for cyber-physical systems is shown.
[14] presents an integration strategy for rapid prototyping for
Modelica models into the FMI standard, and highlights a high
level approach for integration of cyber-physical systems.

SystemC and SystemC-AMS are used in a variety of
simulation platforms, where different wrappers or adapters
provide data exchange services. Examples thereof are given in
[15], [16]. Regarding the use of SystemC or SystemC-AMS in
the context of the FMI standard, no relevant publications are
available to date, describing a unified process for integration.
Thus, the outlined approach of integrating SystemC/SystemC-
AMS models together with a functional mock-up interface into
a FMU is considered as a novel contribution to the field of
applied co-simulation.

III. REQUIREMENTS ON MODELLING AND
CO-SIMULATION DATA EXCHANGE

In this section, general framework requirements and
specifics are captured. This affects the SystemC and SystemC-
AMS languages and libraries, the FMI standard, as well as
co-simulation specific aspects. Usually, the compilation of
SystemC or SystemC-AMS models leads to a platform specific
executable, containing all models as well as necessary sched-
ulers and solvers. This property seems suitable for application
of SystemC’s modelling and simulation concepts in context
of the FMI. In order to comply to the FMI standard for
co-simulation, a dynamic link library implementing the FMI
needs to be compiled and assembled instead of an executable.
The targeted FMI application scenario can be found in [17],
[18] and is shown in Figure 1 for one single FMU. One co-
simulation master is expected to coordinate the co-simulation
by utilizing the FMI for communication to the FMU. The FMU
includes the entire model and the corresponding scheduler or
solver. SystemC and SystemC-AMS based approaches differ
from co-simulation with tool coupling, as no separate tool is
required for simulation execution.

Executable FMU

Slave

O ] ]

Master

Process

Fig. 1. Co-simulation with generated code on a single computer [18].

A state machine for the calling sequence of the FMI
standard co-simulation interface C-functions is available [17,
p-31]. For a basic repetition of simulation steps, the following
principles can be distilled. First, a FMU is subject to instan-
tiation and initialization. Then, input values, parameters and
states are set using corresponding fmiSet[...] () group
of functions. This is followed by a simulation execution phase
called using fmiDoStep () function. If that step completes,
the fmiGet [...] () group of functions is used to retrieve
the results for external communication. In scope of this work
the previously mentioned functions need to be implemented
in SystemC and made available to the FMI based on a C-
code interface. Since SystemC supports the concept of time,
all C-interface function calls must be synchronized during co-
simulation.

One further main criteria refers to the SystemC and
SystemC-AMS libraries. Both libraries are available license
free. SystemC is standardized under IEEE 1666 [5], whereas
SystemC-AMS is documented in the Language Reference
Manual version 2.0. Thus, it makes sense to strive for a
solution which builds on these standard documents and does
not cause any changes to the corresponding implementation
libraries.

Under normal circumstances, SystemC and SystemC-AMS
module simulations are performed in a single run, using the
time domain simulation analysis mode. This means that the
method sc_start () runs the initialization phase and sub-
sequently the scheduler through to completion [19]. However,
sc_start () may be called repeatedly with a time argument,
where each simulation run starts where the previous run left
off. For co-simulation, where data exchange and synchroniza-
tion happens on discrete points in time, this function is vital
to control simulation within the FMU. Memory management
is rarely an issue in standard SystemC/SystemC-AMS models,
due to their single elaboration phase and comparably short
run times. In encapsulated FMUSs, memory management can
be crucial as the FMI standard suggests that FMUs have to
free any allocated resources by themselves. The standard there-
fore defines instantiation and termination functions, therefore
proper construction and destruction of all SystemC/SystemC-
AMS models contained in FMUs is desirable to avoid any
memory leaks.

The SystemC simulation kernel supports the concept of a
delta cycle. One delta cycle consists of an evaluation phase
followed by an update phase. This separation ensures deter-
ministic behavior [19], as opposed to e.g. the use of events.
Events trigger process executions, but their execution order
within one single evaluation phase is non-deterministic. The
concept of a delta cycle is even more important when moving
from simulation level to co-simulation level, where external
signals are connected to the model. New values written to
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e.g. signals become visible after the following delta cycle.
Execution of one delta cycle does not consume simulated time.

SystemC and SystemC-AMS feature four different models
of computation (MoC). According to [20], a MoC is defined
by three properties. First, the model of time employed. Second,
the supported methods of communication between concurrent
processes. And third, the rules for process activation. SystemC
features a kernel including a non-preemptive scheduler [5],
which operates discrete event (DE) based for modelling con-
currency. This MoC is used for modelling and simulation of
digital software and hardware systems. SystemC-AMS features
three different MoC, which may be used depending on the
actual application. Namely these are timed dataflow (TDF),
linear signal flow (LSF) and electrical linear networks (ELN).
TDF operates on samples which are processed at a given rate,
with a specified delay, at a given time step interval. TDF and
DE MoC are synchronized using specified converter ports. LSF
is primarily used for signal processing or control applications
and features a broad range of predefined elements within the
SystemC-AMS library. Converter modules for the conversion
to and from the TDF and DE MoC exist. ELN permits the
description of arbitrary linear networks and features an element
library as well. Converter modules for the conversion to and
from the TDF and DE MoC exist. Our goal is to support all
four MoC in context of simulation through the FMI.

IV. MODEL INTEGRATION METHOD

In order to integrate and execute SystemC and SystemC-
AMS simulation models in context of an FMU, we propose
a structured method. The necessary steps are illustrated in
Figure 2, indicated by the dashed box. They are described
as follows.

(A) Modelling and simulation of a single component model.

(B) Model interface identification for coupling to the co-
simulation environment.

(C) Wrapper class specification for controlling the model
interface.

(D) C-interface specification for FMI integration.

(E) FMI integration using a predefined software developer kit.

(F) FMU compilation and assembly together with (architec-
tural) model description.

(G) Integration of FMU to co-simulation master for simula-
tion based system level verification.

Subsequently, each step is explained in detail.

A. Modelling and Simulation

To embed a SystemC or SystemC-AMS simulation model
in a FMU, the model has to be set up and tested against
its specifications first. Standalone executables may be exe-
cuted, traced, and debugged using additional tools like an
integrated development environment. However, a proprietary
co-simulation master usually does not offer such sophisticated
debug possibilities for compiled and assembled FMUs. To
instantiate and test the model under development, a test bed
is typically used. It may consist of stimuli generators, ref-
erence models or watchdogs [21]. The SystemC Verification
Library (SCV) [22] is also available for this purpose.

B. Model Interface Identification

In a second step, the interface of the simulation model,
which is later exposed through the FMI, shall be determined.
This includes the definition of input and output quantities,
or states, as well as internal timing (accuracy and precision
required by the simulation model) and external timing (simu-
lation step size for data exchange considerations. If a system
level design is available, the model interface identification can
be accomplished using these specifications.

C. Wrapper Class Specification

Typically, sc_main () is used to indicate the top-level
module and to subseqgently construct the entire module hi-
erarchy through instantiation. The latter happens during the
so called elaboration phase, right before the execution of
sc_start (). For co-simulations, the breakdown of time
into time steps is achieved by calling sc_start () mul-
tiple times. Thus it is necessary to keep the entire module
hierarchy and its states persistently in memory, as seamless
data exchange between simulation steps must be ensured. This
can be achieved by using a C++ wrapper class defining a
constructor and destructor managing the top-level SystemC
simulation model in memory, until the entire co-simulation
is finished. Listing 1 shows an example constructor for a
SystemC wrapper class. Additionally, the wrapper class has
sc_signal primitive channels attached. These are used for
realization of the interface identified in step (B).

BatteryControllerWrapper :: BatteryControllerWrapper () {
controller = new BatteryController(”batteryController”);

signalVoltageln = new sc_signal<double>;
signalSocOut = new sc_signal<double>;
controller =in_voltage(*signalVoltageln);
controller —out_soc (*signalSocOut);

Listing 1.  Wrapper class constructor.

D. C-Interface Specification

The main idea here is to have a set of functions, which can
be used to initialize, control, and finally shut down the C++-
based SystemC/SystemC-AMS simulation model within a C-
based FMU. To bridge the gap between the C-language FMI
and the C++-language based simulation models, special linker
instructions are required when compiling the file for the FMU.
The compiler keyword used for this purpose is extern "C".
This C++ standard feature is a linkage-specification every
compiler is required to fulfill. It exposes the enclosed C++
functions to the FMI.

For SystemC/SystemC-AMS, this means that signals (e.g.
sc_signal) or ports (e.g. sc_in/sc_out) may be used for
variable modifications when the scheduler or simulaton engine
is not running. However, the scheduler requires the execution
of one delta cycle to adopt a value which is written to a
signal, otherwise the previous value remains assigned. This
is achieved by using the SC_ZERO_TIME macro. It updates
the signal’s value while it does not advance simulation time.

For SystemC-AMS, the different MoC are combined
advantageously using converters, in order to get and set
input and parameter values as desired. To couple e.g.
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Fig. 2. The proposed process for the integration of executable simulation models into FMUs for co-simulation.

an electric current, the sca_eln::sca_tdf_isink and
sca_eln::sca_tdf::sca_r primitive modules from the
ELN MoC library may be used to read or write electric current
values using the TDF MoC, respectively. A code example for
setting a value to a TDF MoC module can be seen in Listing 2.
Again, for execution of one delta cycle, the SC_ZERO_TIME
macro is used.

extern “C” void setBatteryCurrent(double current) {
wrapper—>batteryModule—>cellGenerator —>setCurrent (current);
sc_start (SC_ZERO_TIME);

Listing 2. Assignment of a value to a TDF module method

For FMI integration, a minimum of 6 different kinds of
functions are required. startInterface () is required as
an entry point to the SystemC/SystemC-AMS model, when
simulation 1is initialized. Called once per FMU instantia-
tion, this function calls sc_main () for the first time. One
delta cycle is increased by calling sc_start () with the
SC_ZERO_TIME argument. This triggers the construction of
the simulation model in memory via the previously intro-
duced wrapper class from step (C). This ensures that the
simulation model is completely hierarchically constructed in
memory and ready for simulation, without any simulated
time passing by yet. shutDownInterface () is used to
destruct all impressed models and free the occupied memory.
setValueXxXX () and getValueXXX () functions are used
for each coupled variable to pass values through the FMI
directly to the SystemC/SystemC-AMS model. The doSim ()
function is used to trigger the simulation start. It basically
calls sc_start () with a SystemC time format parameter.
If sc_start () is called using a fixed time interval, this
time interval represents the step size of the FMU. In order
to dynamically pass a required time interval setting to the
simulation model, the setTimeStep () function is used.
This realizes an adaptive step size co-simulation. The time
step value is stored within the wrapper class. The call to
sc_start () is modified accordingly, as seen in Listing 3.

sc_core::sc_start(wrapper—>timeStep, sc_core ::SC_SEC);

Listing 3. Dynamic simulation step size assignment.

E. FMI Intergration

For integration of the FMI, the FMU SDK (soft-
ware development kit) is used as a basis [23]. It pro-
vides functions and macros which are included next to the
SystemC/SystemC-AMS files. The main header file establishes
a logical connection between the software code and the
descriptive XML file that is required for each FMU. This
modelDescription.xml file contains major information
about the FMUs architecture. This also includes gathered
information from step (B).

F. FMU Compilation and Assembly

Finally, the FMU parts are now compiled and assem-
bled. According to [2, p.38], a FMU is referred to as a
zip file with a predefined structure. The .dll file is placed
in the binaries folder for the corresponding platform. The
modelDescription.xml file is placed in the top level
(root) folder. The SystemC/SystemC-AMS source files are
placed in the sources folder optionally. Corresponding model
documentation or associated requirements (see [24] for details)
may be placed in the documentation folder. Initialization
values, like sets of parameters, may be placed in the resources
folder. After creating a zipped file from these contents, the
FMU is ready for distribution and instantiation.

G. FMU Integration for Co-Simulation

The FMI for co-simulation standard defines a master soft-
ware component which is responsible for data exchange be-
tween subsystems. In this work, the independent co-simulation
framework (ICOS) from Virtual Vehicle Research Center [25]
is used. Typically, it is applied to solve multidisciplinary chal-
lenges, primarily in the field of automotive engineering. Use
cases include integrated safety simulation, electrical system
simulation, battery simulation, thermal simulation, mechanical
simulation, and vehicle dynamics simulation. It features an
application design which separates the co-simulation frame-
work and its coupling algorithms from the simulation tools
that are part of the co-simulation environment. Hence the
co-simulation framework is independent from the simulation
tools it integrates [26]. The framework relies on the exchange
of discrete time signal information, and provides several
different algorithms e.g. for interpolation, extrapolation, and
error correction methods [27] of these signals. The exchange
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of discrete time signals from one co-simulation component
model to another is called coupling. The independent co-
simulation framework implements the FMI standard and allows
instantiation and co-simulation of FMUs. Alternatively, and to
ensure FMI standard compliance, a FMU checker executable
is provided with the standard. It instantiates an FMU and
performs basic operations on it automatically.

V. AUTOMOTIVE BATTERY SYSTEM USE CASE

In order to demonstrate the functionality of the resulting
FMUs described in Section IV, an automotive battery system
use case was selected. The battery system introduced here is
intended for a hybrid electric vehicle (HEV), where the battery
powers an electric motor next to a combustion engine, as main
components of the power train. Several strategies are known
to charge and discharge an automotive battery propelling
a vehicle. Information about driver behavior, routing, road
profile, etc. have a strong influence on the behavior of the
battery system.

Such a battery system usually consists of two main com-
ponents, namely the battery pack as energy storage facility
and a corresponding battery controller. The targeted battery
pack consists of 4 battery modules, where each of them
integrates 12 cells with a nominal capacity of 24Ah each. The
targeted controller monitors operational condition and health of
each of the modules. The controller also communicates with
the car’s hybrid control unit (HCU) to ensure stable vehicle
operation. For the battery module, we construct a SystemC-
AMS based FMU utilizing the ELN and TDF MoC. For the
battery controller, we implement a SystemC/SystemC-AMS
based FMU utilizing the DE and LSF MoC. Both FMUs are
integrated into one common co-simulation scenario.

A. Battery Module FMU

The success of HEVs strongly depends on the development
of battery technology. For the development of battery based
systems it is essential to know the characteristics and the
behavior of the battery. Especially in the field of functional
safety, the knowledge of these features is key to control
potential hazards. There is a wide range of different existing
modes available for simulating the performance of lithium-ion
battery cells. Most common approaches are electro-chemical
models [28], [29], [30] and equivalent circuit models (ECM)
[311, [32], [33], [34].

Electrochemical models describe the internal dynamics of
a cell leading to complex partial differential equations with
a large number of unknown parameters. Since these models
are computationally expensive and therefore time consuming,
they are not suitable for system-level modeling. ECMs on the
other hand are computationally more efficient and are therefore
better suitable for system-level modeling. Such models are
also commonly used in embedded battery management systems
(BMS) to estimate the state of charge (SoC) and predict the
performance of physical batteries. An ECM is composed of
primitive electrical components like e.g. resistors, capacities
and voltage sources to simulate a cell’s terminal voltage
response to a desired current flow. It is capable to accurately
describe the static as well as the dynamic behavior of a cell
under various operating conditions. In [35] an ECM model of a

Voc(S00)

Tyat

I

@ . ®)

Fig. 3. Schematic diagram of the used cell equivalent circuit model: (a)
Voltage-current characteristics, (b) Energy balance circuit.

battery cell intended for portable devices, written in SystemC-
AMS, is shown.

For this use case, we model an ECM according to [34],
[35]. The corresponding circuit diagram is shown in Figure 3.
Such a two-RC' block model (a) is a common choice for
lithium-ion cells [32]. These two RC blocks characterize
short-term and long-term dynamic voltage response of the
cell, respectively, which arise from diffusion phenomena in
the cell. Ip,¢ in (b) represents an identified input current to
the FMU according to section IV. The controlled voltage
source Vo reproduces the open circuit voltage (OCV), which
represents an output of the FMU according to section IV.
The serial resistor Ry describes the internal resistance of the
cell comprised of ohmic and charge transfer resistances and
is connected in series with the two RC branches. In general,
all parameters of the model depend on several quantities like
state of charge (SoC), temperature, cell age as well as current
direction and rate.

Mathematically the electrical behavior of an ECM with two
RC branches can be expressed by Equations 1 and 2.

Voat = Voo + V1 + Vo + Rolpas (D
Vi o 0 wm o
=" ) e @
Vo 0 mal Ve [

with Vo and VLQ the voltages across the RC' branches and
their time derivatives, respectively.

To parametrize an ECM, measurements on physical bat-
teries are often performed to create large multidimensional
look-up tables for the various parameters to cover all their
dependencies. The lithium-ion battery model is based on
data of a LiFePO, (LFP) battery [34]. To limit complexity
for this use case we propose a simplified model, where the
OCV depends on the SoC, Voo = f(SoC), and all other
parameters are considered constant using averaged values from
the data of [34]. The used SoC — Vo relationship is based
on [36] and was adapted for usage out of its ordinary range
to support simulation of e.g. overcharge scenarios. Figure 4
shows the SoC — Vp¢ relationship. However, the model
can straightforwardly be extended to a more advanced model
by including additional elements representing terms for e.g.
thermal behavior or aging effects. Thermal models may also
be attached through co-simulation later on.
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Fig. 4. Battery open circuit voltage Vo as a function of SoC.

It is noteworthy that the ECM model can be adopted
for other battery chemistries by simply adjusting the set of
parameters used in the model. In context of a FMU, these could
be placed within the FMU’s resources folder in e.g. XML file
format for model configuration during instantiation.

From a black box view, the proposed battery module FMU
shall support the following functionality.

e One module shall consist of 12 cells in series connection,
each modelled as described in this section.

e Current demand is an input to the battery module.

e Voltage is an output of the battery module.

e The battery module’s SoC shall be set from external prior
to simulation (without recompilation of the FMU).

A battery module with these properties is modelled in
SystemC-AMS as follows. The ECM of a battery cell shown
in Figure 3 representing equations 1, 2 is implemented using
primitives of the ELN MoC of SystemC-AMS. The TDF MoC
is used to interface the ECM, e.g. to control the voltage source
Voc the class sca_tdf_vsource primitive is used. The cell
is instantiated 12 times, and these instances are connected in
series to model a single battery module. The battery module
is subject to integration into a FMU according to Section IV.

B. Battery Controller FMU

The electrochemical processes inside a battery are con-
sidered complex and the lithium-ion cell operating window
is narrowed down by voltage and temperature restrictions.
A battery controller monitors cells and modules to keep the
battery pack and the entire vehicle functional within a safe
state. Monitoring measures for batteries typically capture the
state of charge (SoC), cell voltages as well as the temperature.
The determination of the SoC is very complex, since it cannot
be measured directly. Many vehicle applications require an
exact knowledge of the SoC of the battery. The most obvious
include the calculation of the vehicle’s remaining driving
range. More sophisticated applications include communica-
tions to the HCU, e.g. recuperation functions, influence on
driving modes, trip routing, or comfort functions. Several
solutions to the problem of accurately estimating the SoC have
been proposed in literature [37]. The most common method for

calculating the SoC is coulomb counting, which is based on
measuring battery current. With the knowledge of an initial
SoCy, the remaining capacity in a cell can be calculated by
integrating the current that is entering (charging) or leaving
(discharging) the cell over time:

1t
SoC = SoCy + —/ Nyt (T) - dT 3)
Cq to

Here Cg is the rated capacity (the energy capacity of the
battery under normal condition), Ip,: is the battery current
and 7 is a factor that accounts for loss reactions in the cells
(we assume 1 = 1). Coulomb counting is straightforward
to implement and able to determine the SoC under load,
which makes it suitable for on-board applications. However,
it requires the initial SoC of the battery. To get SoC the cell
voltage under no-load is measured and from this the SoC can
be determined from the SoC' — V¢ relationship.

We propose a battery controller FMU, implementing four
main functionalities:

e Sampling of the battery voltage.

e Sampling of the battery current.

e Calculation of the SoC based on SoC — V¢ relationship
and look-up table.

o Calculation of the SoC based on coulomb counting using
current integration.

The battery controller is realized as a SystemC/SystemC-
AMS module. It uses one thread for periodical voltage sam-
pling and one for look-up table operations (based on OC'V -
Voc relationship depicted in Figure 4). It utilizes the integrator
primitive from the LSF MoC of SystemC-AMS for current
flow calculation according to Equation 3. In this use case, no
error correcting measures like a Kalman filter are implemented.
However, in practice a solution is necessary to counteract drift
effects. In the end, the module is compiled and assembled as
an FMU according to Section IV.

C. Co-Simulation Integration

The resulting FMUs pass the FMU checker test and are
integrated into the independent co-simulation framework as
described in Section IV-G. First, its boundary condition server
(BCS) is used to test the resulting FMUs. Second, the FMUs
are integrated into a co-simulation scenario. This includes
a mild hybrid vehicle together with a drive cycle modelled
in CarMaker, and the hybrid controls modelled in Matlab
Simulink.

D. Discussion of Results & Observations

The following Table I provides an overview of different
simulation scenarios and their achieved performance within
the independent co-simulation framework as described in Sec-
tion IV-G. The simulated time is denoted as ¢, whereas ¢,
refers to the time needed for simulation execution on a standard
laptop device.

Figure 5 shows the output of the controller’s estimation
of the SoC. In this scenario, the module is discharged with
20 A current pulses with a pulse period of 7" = 1100 s and
a duty factor of 7/7 = 1/11. State of charge estimation with
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Scenario ts [s] te [s]
Battery controller w/ discharge pulses (BCS) 8000 9
Battery controller w/ drive cycle current (BCS) 200 <1
Battery module w/ discharge pulses (BCS) 8000 2
Battery module w/ drive cycle current (BCS) 200 <1
Battery module, controller w/ discharge pulses (BCS) 10000 15
Battery module, controller w/ discharge pulses (BCS) 20000 28
Mild hybrid vehicle drive cycle 200 17

TABLE 1. SIMULATION TIME EVALUATION

a simple OCV-SoC lookup table does not make sense under
load conditions, as during times 7' — 7. Allowing a sufficiently
large relaxation time after a discharge pulse we can compare
the two methods and yield similar results for the SoC. Next, the
controller and battery module FMUs are coupled to the vehicle
model and its hybrid controls. Figure 6 shows an excerpt of
the electric motor current demand and battery module state-
of-charge as observed during a drive cycle.

From a qualitative point of view, the battery simulation
results correspond to the results described in [36].
Quantitatively, the generated battery module FMU reproduces
the simulation results shown in [35], validating against Li-Po
cells from [8]. For this case no relevant increase of simulation
time caused by the co-simulation framework was measured.
The step size considered for co-simulation was 1s.

The ascertained overall efforts for FMU integration are
considered justifiable, once the co-simulation interface has
been defined. However, the following issues should be ob-
served when following the proposed process. By encapsulating
simulation models into FMUs, an additional layer of time syn-
chronization is introduced. FMU-internal SystemC/SystemC-

AMS module step sizes may take very small values and ac-
count for precise calculations. In contrast to that, a very small
external co-simulation step size causes increased coupling-
related communications, produces vast amounts of data, and
therefore slows down simulation performance. From this it
follows that the internal and external step sizes used may not
diverge by higher orders of magnitude.

To ensure stable loading, execution, and unloading pro-
cesses of FMUs at the FMI master, the use of point-
ers and dynamic memory allocation when constructing
SystemC/SystemC-AMS modules is indispensable.

The FMI standard defines a resource folder inside a FMU,
which may be used for e.g. different sets of ECM parameter
settings. This is ideal for model exchange scenarios where
models are kept separately from their associated parameters
and configurations.

The creation of the required FMU XML file and syn-
chronization to the model code causes additional efforts due
to variable numbering and name assignments, especially if
models are modified. Additional automation could help to
improve these deficiencies, e.g. use of a model based software
development approach.

VI. CONCLUSION

In this paper a structured method for the integration of
SystemC/SystemC-AMS simulation models to the FMI stan-
dard is introduced. The presented method does not require
any changes to the standardized SystemC or SystemC-AMS
libraries. The method eases the integration of existing system
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Fig. 5. Estimation of the state-of-charge using voltage based look-up table (lut) and coulomb counting with current integration (cc) approaches. For this
simulation, a 20A pulse discharge test was conducted.
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Fig. 6. The electric motor current demand (solid line) and battery module state-of-charge (dashed line) of a hybrid electric vehicle as observed during a drive
cycle. The co-simulation scenario includes a vehicle power train model and a hybrid control unit model coupled to the two proposed FMUs.
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level simulation models into larger and more complex simula-
tion scenarios, which are used for information exchange and
verification on system level. A two-part battery system use case
from the automotive domain is presented, which exploits these
MoC for simulation. The resulting FMUs created with the
described method are highly transportable and configurable.
These properties make them suitable for verification and in-
formation exchange processes within the automotive domain.
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Abstract — Future automotive systems will exhibit increased levels of automa-
tion as well as ever tighter integration with other vehicles, traffic infrastructure,
and cloud services. From safety perspective, this can be perceived as boon or
bane - it greatly increases complexity and uncertainty, but at the same time opens
up new opportunities for realizing innovative safety functions. Moreover, cyber-
security becomes important as additional concern because attacks are now much
more likely and severe. Unfortunately, there is lack of experience with security
concerns in context of safety engineering in general and in automotive safety
departments in particular. To remediate this problem, we propose a systematic
pattern-based approach that interlinks safety and security patterns and provides
guidance with respect to selection and combination of both types of patterns in
context of system engineering. The application of a combined safety and security
pattern engineering workflow is shown and demonstrated by an automotive use
case scenario.

Keywords: 1SO 26262 - SAE J3061 - Engineering Workflow - Safety Pattern -
Security Pattern - Automotive

Introduction

bernhard.winkler, martin.krammer}@v2c2.at

Future applications in the automotive domain will be highly connected. They will rely
on interacting functionalities exchanging data via various networking channels, and
storing or receiving their operational data in or from the cloud. On the one hand, there
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is enormous potential in these new types of cyber-physical-system (CPS) applications
and services, which are bound to revolutionize the automotive domain, as we know it
today. On the other hand, ensuring safety and security of next-generation automotive
systems is a significant and comprehensive challenge that needs to be addressed before
promising visions can become reality and an economic and societal success story.

Today, practitioners in the automotive domain are well experienced to deal with
safety aspects during CPS development. However, there is a lack of knowledge on how
to handle related security aspects, because the knowledge is either just non-existent or,
maybe even more often, distributed over different organizational units in a company
and thus not easily accessible.

Given the tight interconnection and the mutual impact of safety and security aspects,
we argue that there is a need for a combined engineering approach enabling safety and
security co-engineering. Moreover, given the present lack of experience in safety and
security co-engineering, we think that providing additional guidance to engineers
would be highly beneficial.

In this paper, we specifically focus on the proper and due consideration of the secu-
rity aspect within a safety engineering lifecycle, which is one particularly urgent prob-
lem related to the aforementioned challenge. Consequently, we propose a systematic
pattern-based and 1SO 26262-oriented approach for safety and security co-engineering
in the automotive domain. Through the use of patterns, we hope to close the security
knowledge gap by harvesting its manifold benefits: conservation and reuse of design
knowledge, best practices and tested solutions, reuse of architectural artifacts enabled
by abstraction, cross-domain exchange of solution concepts, etc. Apart from the sys-
tematic interlinking of safety and security patterns, we elaborate how these patterns can
be specified and maintained.

2 Background and Related Work

This section provides background knowledge about architectural patterns in general,
safety patterns, security patterns, safety and security co-engineering, and current rele-
vant automotive guidance for safety and cybersecurity.

2.1  Relevant Automotive Guidance for Safety and Cybersecurity

1SO 26262 — “Road Vehicles — Functional Safety” [1] is an automotive domain-specific
safety standard. It provides a structured and generic approach for the complete safety
lifecycle of an automotive E/E system including design, development, production, ser-
vice processes, and decommissioning. 1SO 26262 recommends requirements and tech-
niques for system, software, and hardware design to achieve functional safety of E/E
systems. For instance, the Usage of established design patterns is recommended (i.e.
“+”) for all ASIL levels for each sub-phase of software development, as described in
subsection 4.4.7 of Part 6. Concerning security, the first edition, released in 2011, does
not consider it explicitly neither there is any support or guidance. The second edition,
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to be released mid-2018, is expected to provide some notes regarding the interaction of
safety and security activities.

SAE J3061 [10] is a cybersecurity process framework for the development lifecycle
of in-car systems. It provides guidance on best practice methods and techniques for
secure system development tailored to the automotive domain by using a corresponding
V model, as defined in 1SO 26262. In J3061, safety and security interaction points are
defined to coordinate the two engineering processes.

2.2 Safety and Security co-analysis and co-engineering

In our view, safety & security co-analysis refers to methods and techniques that can be
used to identify safety hazards and security threats. Safety & security co-engineering
refers to engineering activities that consider both safety and security and their interac-
tions in the development lifecycle. Co-analysis includes activities in the early stage of
the development lifecycle, e.g. in the requirements engineering as well as the design
phase. Co-engineering considers all phases of the lifecycle, in which co-analysis is an
integral part.

In the context of automotive domain, existing co-analysis methods Hazard Analysis
and Risk Management (HARA) is standardized in 1SO 26262 for safety, which can be
extended with security Threat Analysis and Risk Assessment (TARA) method, as men-
tioned in SAE J3061 to identify cybersecurity risks [15]. Other proposals include Fail-
ure mode and Vulnerability Effect Analysis (FMVEA) [4] and Security Aware Hazard
Analysis and Risk Assessment (SAHARA) [16] that aim at combining both safety and
security analysis in parallel. A safety and security co-engineering approach should in-
clude all engineering activities in the automotive system development lifecycle accord-
ing to relevant standards such as ISO 26262 and SAE J3061 based on the V-model
[17].

2.3  Architectural Patterns

Patterns are used to solve similar problems with a general and universal solution. A
well-known and proven solution for a specific problem is generalized so that it can be
reused for similar recurring problems in other projects. Alexander describes the concept
of using architecture patterns to solve similar problems in different projects [9].

The concept of patterns is used in many different domains including hardware and
software. A good and very well-known reference is the book by Gamma et al. [11] (also
known as the Gang of Four), which had a significant impact on making the pattern
approach popular for software development. The book includes some general back-
ground and concepts as well as a collection of concrete patterns for object-oriented
software design.

The state-of-the-art provides a few dozen safety architecture patterns [3][2], with
some being just a variation of simpler ones. Armoush introduced in his PhD thesis [3]
new safety patterns and provides a collection of existing safety patterns and a charac-
terization of the main pattern representation attributes for embedded systems patterns
(e.g. Name, Type, ID, Abstract, Context, Problem, Structure,...). These patterns are
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mostly based on the work of Douglas [12,13] for hardware patterns and on Pullum [14]
for software fault tolerance techniques brought into pattern notation for software pat-
terns.

Safety patterns usually include some kind of hardware redundancy, multiple chan-
nels with voters, or sanity checks [2]. They can address software or hardware issues
and they allow systems to remain fully functional or to bring them to a safe state. De-
scribing existing patterns, but the ones used in the presented case study, is out of the
scope of this work.

Security engineering is an iterative and incremental process. Security patterns can
be seen as the essence of sound security designs and best practices from an existing
body of knowledge that can be used to solve security problems in new scenarios. During
the security engineering process, security patterns can be used in requirements analysis
and design to eliminate security flaws and provide additional information for security
validation. Security patterns have attracted the attention of both academic researchers
and industry [5]. The main focus of existing work is on the construction (including
representation, classification, and organization) and application of security patterns. Se-
curity patterns are represented as textual templates or combined with UML models, in
a hierarchically layered architecture or in a searchable pattern library. Security patterns
have been proposed for requirements engineering, software system design such as web
services, and Service-Oriented Architectures [6]. Open Security Architecture? is a com-
munity-based online repository of security control patterns based on the 1SO 27000
information security standard family for enterprise IT systems, in which patterns are
represented as text and graphical architecture designs in a consistent template. In recent
years, security patterns have also been proposed for cyber-physical systems [7].

3 Methodology

Although patterns address specific problems, the context in which a pattern is applied
influences how it should be applied. Therefore, more than a catalogue of patterns, prac-
titioners require a workflow to systematically guide their efforts when using patterns to
tackle safety and security problems. We propose a safety and security pattern engineer-
ing lifecycle that aims at combining the two engineering processes for pattern identifi-
cation and design and allows for the necessary interaction and balancing of safety and
security concerns.

3.1  Pattern Engineering Lifecycle

The Pattern Engineering Lifecycle is the approach proposed in this paper to help engi-
neers selecting and applying safety and security patterns to develop safe and secure
systems. The Pattern Engineering Lifecycle is meant to be used in unison (and tightly
integrated) with the usual safety and security engineering approaches. It therefore does

L http://www.opensecurityarchitecture.org.
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not substitute established approaches but rather enhances them with further tasks. The
approach is suitable to be used with all existing patterns as well as ones to be developed.

The lifecycle takes place at the end of the Product Development: System level phase
of the V-Model framework of 1SO 26262 [1]. At this point, the Functional and Tech-
nical Concept are fully developed and both are used as input for the lifecycle. The out-
put of the lifecycle is then consumed by the next phases of the V-Model, namely Prod-
uct Development: Hardware level and Software level.

Safety Security Safe and
Pattern |:> Pattern : Sgcu re
Engineering Engineering Safety and Security Architecture

Co-Engineering Loop
Fig. 1. Pattern Engineering Lifecycle

The lifecycle is divided into three main phases happening one after the other in a
waterfall fashion (cf. Fig. 1). The first phase, Safety Pattern Engineering, comes before
Security Pattern Engineering, the second phase. The rationale for this is that the ap-
proach explicitly focuses on “security for safety” (i.e., safety concerns are the main
engineering drivers) and that security should start working when the final architecture
is almost finished. Also, in general, further changes in the architecture might open new
vulnerability points or might not be properly covered by mechanisms already imple-
mented. However, security measures can influence system properties that can alter
safety. For this reason, we introduce the Safety and Security Co-Engineering Loop, the
third phase of the lifecycle. The loop prevents safety-motivated changes from creating
unforeseen vulnerabilities and security-motivated changes from jeopardizing safety
characteristics of the system. Each of these phases will be described in detail in the next
paragraphs.

Safety Pattern Engineering
Safety Pattern Engineering involves safety-related tasks and is composed of three main
tasks (cf. Fig. 2), which will be described in the following paragraphs.

Perform Safety Engineering

As described above, patterns are used to tackle specific problems; therefore, we need
to have a good understanding of the system and the context in order to select and apply
patterns appropriately. The workflow starts with established safety engineering ap-
proaches and techniques that need to be carried out until Safety Requirements (Func-
tional or Technical) are available.

Select Safety Pattern
The decision about which pattern best fits a specific system should be analyzed taking
into account the problem to be addressed and the context of the system. Besides, there
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are a few trade-offs that one needs to take into consideration when choosing an archi-
tectural pattern, such as costs (hardware, development effort) or standardization. The
Safety Requirements guide safety engineers into selecting a safety. Current state-of-
the-art [3][12][13] provides many patterns with detailed information about the impact
in the system in the view of different dimensions (e.g. Cost, Reliability, Safety). There
might be cases that no pattern is suitable for the discovered problems, thus the engineer
needs to come up with an ad-hoc solution.

SAFETY PATTERN ENGINEERING
Perform Safety :> Select Safety :> Apply/Instantiate
Engineering Pattern Safety Pattern

SECURITY PATTERN ENGINEERING

::ZL?,:T |:> Select Security Apply/Instantiate
; y Pattern :> Security Pattern
Engineering

Fig. 2. Safety Pattern Engineering and Security Pattern Engineering tasks

Apply/Instantiate Safety Pattern

The engineers should apply the safety pattern to the architecture, performing required
changes on the architecture or on the pattern. Using the pattern “as-is” is usually not
possible and some adaptation might be required. The updated system architecture is the
prerequisite for the next task.

Security Pattern Engineering

In the previous phase, the architecture was updated with safety measures. In the second
phase, Security Pattern Engineering, the architecture will be analyzed with regard to
security vulnerabilities. The weak points are to be addressed by applicable security pat-
terns and a secure architecture will be the output of this phase.

Perform Security Engineering

In this step, Security Engineering is performed on the existing system context such as
functional requirements, results of Safety Engineering, and intermediate architectural
design of the system, including the safety patterns. Established Security Engineering
methods and techniques such as attack surface analysis, attack trees, and threat model-
ing can be used to identify vulnerabilities and threats. The results of this task leads to
security measures that either mitigate potential threats or reduce the risks to an accepta-
ble level. Special attention is given to vulnerabilities caused by safety patterns.

Select Security Pattern

The security engineers should give priority to the selection of re-usable security solu-
tions from well-established security patterns for mitigating the security risks. If multi-
ple security patterns are available, the selection of a security pattern is then a design
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decision that optimizes cost-benefit. Similar to the selection of safety patterns, if no
security pattern is available, an ad-hoc solution is applied.

Apply/Instantiate Security Pattern

In this step, the instantiated security pattern is incorporated into the existing system
architecture design. If the information how to integrate is not available in the pattern
description, the security engineers should adapt the security pattern to the specific sys-
tem context and requirements.

Safety and Security Co-Engineering Loop

After the initial two phases of the Pattern Engineering Lifecycle, the Safety and Secu-
rity Co-Engineering Loop starts. In this phase, lightweight versions of safety pattern
engineering and security pattern engineering take place one after the other until no extra
modification is required in the architecture. The fact that they are performed as a light-
weight version means that the focus is on checking those aspects that experienced al-
teration and their respective influence on the overall system.

The Loop starts with the safety pattern engineering task requiring safety engineers
to analyze how the newly added security patterns might impact the system safety. Some
security architecture strategy might impair, for example, the communication time be-
tween components, causing a command to arrive late. Also in this task, the results of
the first security pattern engineering phase help the safety engineers to identify further
points of failure that could be caused by an attack. The initial safety pattern might re-
quire some modification to add extra safety.

On the other hand, if the newly proposed safety mechanisms imply new vulnerabil-
ities or changes in the attack surface, the security engineers should detect, assess, and
propose new solutions. This is what happens during the security pattern engineering
performed in the lightweight version. This goes on like a cycle and stops when the
system fulfills the desired safety and security requirements. Updating supporting doc-
umentation and updating the architecture are also tasks to be performed.

4 Implementation of Pattern Engineering Approach

In the following section, the technical implementation of the approach shall be demon-
strated on an automotive case study.

4.1  Use Case Description

Our automotive use case example of a connected electrified hybrid powertrain is a com-
bination of one or more electric motor(s) and a conventional internal combustion en-
gine, which is currently the most common variant of hybrid powertrains. The variety of
powertrain configuration options increases the complexity of the powertrain itself as
well as the required control systems, which include software functions and electronic
control units. With the integration of connectivity features, further novel vehicle func-
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tionalities and new business models can be discovered. Therefore, we focus on an inte-
gral part of every connected hybrid powertrain, the battery management system (BMS),
and its functionalities related to the connection to the external world; in this case espe-
cially the connections with the charging unit.

In this paper, we investigate a specific use case scenario of the connected hybrid
powertrain use case: charging of the battery system by connecting it with an external
charging unit. Fig. 3 left shows the most relevant elements: battery satellite modules,
battery management system, CAN communication, the charging interface, and the ex-
ternal charging unit.

4.2 Application of the approach

In this subsection, we apply the Pattern Engineering Lifecycle in the use case scenario
presented in the previous subsection. The concept phase is considered in this example.

SAFETY PATTERN ENGINEERING

Perform Safety Engineering.
We describe in the following a small summary of the results of this task up to the level
of Functional Safety Requirements:

Hazard: Wrong estimation of charging status.

Comment: The battery of electric vehicles can be very dangerous in case of over-
charging, even causing explosions. If the charging status of a battery is estimated
wrongly, extra energy might be supplied, leading to a hazardous situation.

Operational situation: Parking

Comment: The hazard will only happen while charging, and this can only be per-
formed while the car is parked. This hazard might also occur while driving when ar-
chitectures with regenerative systems are considered.

Hazard classification:
e  Severity: 3 || Exposure of frequency: 4 || Controllability: 2
e Resulting hazard ASIL: [C]
e Safety goal: Estimate correct status of cycle while charging.
o Safe state: Disconnect HV battery, Alert driver.
e Functional Safety requirement: Detect Failure and errors from BMS.

Select Safety Pattern
The results from Safety Engineering describe two possible safe states for the system
that are compliant with the Safety goal. The “Disconnect HV battery”” measure would
cut off the power supply, the source of the hazard. The “Alert driver” measure would
issue a warning to the driver. The car will be in parking mode if the hazard occurs
(operational situation: Parking); therefore, full functionality in case of fault occurrence
is not required.

We should apply to the architecture a pattern that helps fulfilling the Functional
Safety Requirement “Detect Failure and errors from BMS”. We selected the Monitor-
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Actuator Pattern [12] (cf. Fig. 3 Right) which provides heterogeneous redundancy. This
pattern adds to the architecture a monitoring channel that detects possible faults and
triggers the primary channel to enter its fail-safe state. The Monitor-Actuator Pattern is
suitable to systems with low availability requirements and addresses the problem of
finding an appropriate mechanism for detecting failures or errors without incurring
higher costs.

Apply/Instantiate Safety Pattern
The Monitor-Actuator Pattern was instantiated as depicted in Fig. 3. Only changes to
the BMS component were made.

Primary
Channel
4 Shutdown
’ BMS |« Battery Signal
. . Module Voltages T Monitor
Signals for.aclwatlon and and Temperatures | Channel
deactivation of external
charger | o~ Battery
Charging v : BMS Module Voltages
N CAN Bus | Signals for activation and and Temperatures f
Interface + deactivation of external charger 1
| Electricity (Hazard ScurceJJI ]
________________ Chargin, I
Bme L, CAN Bus X
Interface
T Electricity+ :

Fig. 3. Left: Automotive Battery Use Case | Right: Architecture with the safety pattern applied

SECURITY PATTERN ENGINEERING

Perform Security Engineering

In this context, Security Engineering follows the initial definition of a safety pattern to
identify potential security vulnerabilities, threats, and risks in order to find appropriate
countermeasures and apply corresponding security patterns. In this example, we use the
threat modeling methodology [8], in which a system is modeled in a data flow diagram
(DFD). When modeling the functional blocks from the safety pattern (cf. Fig. 3. ) ina
DFD, a few transitions and extrapolations occur. First, since threat modeling assumes
that attacks happen when data flow from one process (i.e., a software component that
takes input and either produces output or performs an action) to another, the logic signal
flows in the safety pattern need to be translated into directional data flows according to
the software architecture implementing this safety logic. Therefore, additional compo-
nents are added such as the “CAN bus” process, which represents the communication
bus in the in-car system. Second, the trust boundaries need to be defined in the DFD in
order to identify attacks originating from data flows across trust boundaries. As a result,
the charging interface is split into two parts: an in-car charging interface and the corre-
sponding interface at the charging station. The interface on the charging station is mod-
eled as an external interactor outside the “In-car system” trust boundary. There can be
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different levels of trust boundaries. In this case, we assume that attacks can only origi-
nate from outside the “In-car system” boundary. Third, at the system level, security has
an influence on components beyond the scope of the safety pattern. Since the commu-
nication between the primary and monitor channel and the charging interface goes
through the CAN bus, and the powertrain unit is connected to the same bus, the security
of the charging interface also influences the security of the powertrain unit. Thus even
though the two safety modules cannot be attacked directly due to the unidirectional data
flows, there are risks that an attacker might use the system charging function to attack
the powertrain unit. Fig. 4 shows the modeled architecture in DFD using the Microsoft
Threat Modeling Tool.

In-car system

Charging control system|
I Primary channell

I Voltage and tei peratire data
— ::
‘ Shutdown signal N
= nel D

Battery pack

Charging
interface

(charging
station)

hake comnwnicafion

Fig. 4. Threat modeling of architecture (Tool: MS Threat Modeling Tool 2016)

The security analysis provides a list of threats according to the STRIDE method. In our
case, the threats we identified are the communications from the external charging in-
terface to the CAN bus that is responsible for establishing and maintaining communi-
cations for charging control. An attacker can use the in-car charging interface as an
entry point by compromising the external charging interface or tampering with the com-
munications between the interfaces to inject malicious content into the CAN bus.

In-car syste mi

r - [ Handshake %mmu}%atmn [fcrwarded)l !

/D/ata cnmmu}m%innm Hafidshake ccrbl\un%ﬁucn’lr__-\ '

Charging | . . =] i
interface Charging HEF Powertrain unit

{charging jnterface (in-car) gateway CAN bus /

station) i V
: I Singal for charging control l Signal for charging control '
:

Fig. 5. Security Gateway as a security pattern (Tool: MS Threat Modeling Tool 2016)

Select Security Pattern

One possible solution is to add a security gateway between the external unit and the
internal CAN bus as shown in Fig. 5. The security gateway is a security pattern that is
placed between an unprotected internal network and untrusted external entities when
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communication to the outside is inevitable. As a repeatable solution, the security gate-
way is not limited to the charging interface. It can be applied to any communication
between the CAN bus and untrusted external devices. In general, it controls the network
access to the internal ECUs according to predefined security policies and can also in-
spect packet content to detect intrusion attempts and anomalies. It can also serve as an
endpoint for secure communication with external entities that implement network or
application level securities. In this way, it adds security protection and segments the
system without fundamentally changing the existing in-car system architecture.

Apply/Instantiate Security Pattern

In Fig. 5, we see the altered architecture with the Security Gateway module. Beyond
the many benefits, a security gateway might introduce latency into the communication,
which is a subject of safety impact analysis.

SAFETY AND SECURITY CO-ENGINEERING LOOP

First Safety Pattern Engineering Iteration

With the inputs from previous tasks we perform a HAZOP analysis to identify potential
anomalies in the provision of the service controlling the Charging Interface (cf. Table
1). The focus is thus on the changes performed to the architecture by the security engi-
neers.

Based on the analysis we identified failure modes Omission and Late as potential
causes of a hazard (cf. Table 1). Other potential failure modes are not relevant for this
scenario. As input from the Security Pattern Engineering phase, we get the information
that the Security Gateway adds a small latency to the communication between the
Charging Interface and the BMS. This small delay can cause a minor amount of extra
charging in the battery which is not a source of hazard.

Table 1. HAZOP Guideword analysis of the architecture.

Function: Command to the Charging Interface to stop charging

Guideword | Possible Causes Possible Consequences

Commis-

sion

Omission The Gateway blocks a message to stop | The Charging Interface keeps providing
charging. Message gets corrupted. energy to the battery.

Early

Late The extra processing time required slows | Battery is charged for a couple of hun-
the reaction time of the components. dreds of milliseconds more than required.

Value High

Value Low

From the input received from the previous phase, we also discovered that the safety
functions on the charging interface will not suffice in the case of a hacker attack. To
tackle this issue a Charging Interface fail-safe device connected to the Monitor channel
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was integrated (cf. Fig. 6). Of course, one obvious drawback in this solution is the extra
cost incurred due to extra hardware and installation.

First Security Pattern Engineering Iteration

The changes in the architecture neither create new vulnerabilities nor jeopardize the
current mechanisms already in place. Since further modification of the architecture was
not required, the Loop reaches an end. After finalization of the safety and security pat-
tern engineering activities, the design can be reviewed to check whether all applied
patterns can co-exist and whether there is no unwanted influence. While there is a direct
review of the design with the applied patterns after each iteration, a final check can
ensure the soundness of the design. It was decided to add the Security Gateway as an
additional component in the system, to not only ensure that safety pattern and the secu-
rity pattern do not interfere with each other, but also to support the maintainability of
the security solution. Updates to the gateway do not impact the safety pattern directly.

(1) Safety Pattern Engineering
(2) Security Pattern Engineering Primary
(3) Safety and Security Co-Engineering Loop - Channel P Battery
Signals for activation and Module Voltages
deactivation of external charger q Shutdown and Temperatures [
5 . Signal 1
Chargin Securit
% e ke Gat VZ CAN Bus . shutdown x
Interface ateway(2) Monitor Signal o Fail
: Channel(1) ~ Saf:('s‘)
|
I Electricity BMS 1

Fig. 6. Architecture after the first Iteration of Safety and Security Co-Engineering

5 Discussion

The availability of recurring process steps, based on automotive industry standards,
results in faster and cheaper product development while fulfilling the need for intangi-
ble product properties, namely safety and security. This means that if, for instance, a
safety (architectural) pattern is selected to address a specific safety requirement, addi-
tional information and guidance with respect to neuralgic aspects from a security point
of view is needed. These might be subject to further security analyses and the applica-
tion of an additional security (architectural) pattern might be warranted. The security
pattern, in turn, can have a safety impact, which is again explicitly specified.

The decision about which pattern fits best for a specific system should be analyzed
taking into account the problem to be addressed and the context of the system. Besides,
there are a few trade-offs that one needs to take into consideration when choosing an
architectural pattern, such as costs (e.g. available hardware, development effort) or
standardization. These trade-offs are project specific can also involve managerial deci-
sions.

As stated, safety and security engineering are very closely related disciplines and
their synergy can be fostered when their similarities are recognized and adequate inter-
actions are established correctly.
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6 Conclusion and Future work

This paper focused on the selection, combination, and application of safety and security
patterns. The introduction of the Pattern Engineering Lifecycle provided a systematic
way of safety- and security-related pattern engineering process steps to development,
and included already existing work products, such as the results of safety analyses. The
Safety and Security Co-Engineering Loops helped to align these activities systemati-
cally. It benefits from tight integration of safety- and security-related process steps,
which requires increased exchange of information between them.

An industrial use case demonstrated the practical realization of our approach: the
architecture of an automotive battery system was described in a semi-formal way, in-
cluding identification of its main components, physical interconnections, and flows of
information. Within the Safety Pattern Engineering step, the “Monitor-Actuator Pat-
tern” was selected as an appropriate measure for detecting failures originating from the
BMS. Within the Security Pattern Engineering step, the “Security Gateway Pattern”
was selected to protect the CAN bus from attacks on the Charging Interface. During the
Safety and Security Co-Engineering Loop, the conducted HAZOP analysis identified
additional modifications to the overall system. As result, a dedicated risk reduction
measure was proposed to enhance the integrity due to combination of the two patterns.
Finally, the complete system was presented after the first iteration of the introduced
Safety and Security Co-Engineering Loop.

With the presented approach, we aimed to derive the manifold benefits from patterns
inherent to their nature. This is a mean for accelerating the application of adequate
safety and security co-engineering in the automotive domain. In particular, we showed
a way to remediate the lack of security knowledge and facilitate easier and more in-
formed integration of these two “separate” yet interfering disciplines. Future work
should investigate an advanced model-based tool support for the proposed steps of the
approach with interfaces to existing external tools.
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Abstract—The complexity of functions in today’s vehicles de-
mands a methodical procedure to ensure functional safety. Pro-
cess audits and functional safety assessments confirm compliance
to standards and safety of a product. One outcome of the safety
life cycle is the safety case, which should “communicate a clear,
comprehensive and defensible argument that a system is accepta-
bly safe”. In this paper, we propose a workflow to introduce a
joint approach for process- and product- based argumentation
compliant to ASPICE and ISO 26262. The approach is supported
by argument patterns that cover the main lines of argument with
respect to relevant standards. These patterns are elaborated in
parallel to the development process and deal with visualization of
the line of safety argumentation as well as the linking of evidenc-
es. They have a generic specification, provide templates and cover
two argumentation aspects. Process-based argumentation deals
with the engineering process and supports process audits whereas
product-based argumentation deals with project specific out-
comes, i.e. content of work products, and supports the functional
safety assessment. The applicability of the approach is demon-
strated on an automotive use case of a high voltage battery sys-
tem for a hybrid electric vehicle powertrain.

Keywords — 1SO 26262, Automotive SPICE, Safety Case,
Safety Argumentation, Safety Audit, Safety Assessment

1. INTRODUCTION

The number of networked functions implemented on nu-
merous control units in today’s vehicles is increasing. The in-
teraction of these heterogeneous functions causes a high degree
of complexity which requires particular attention before, during
and after development. From a safety point of view these func-
tions must operate without any malfunctions, which could lead
to hazards with catastrophic effects (e.g. harm people or lead to
damage to the environment). The automotive safety standard
ISO 26262 [1] defines an item as a system or array of systems,
e.g. automotive Electric/Electronic (E/E) system, that imple-
ments a specific function. ISO 26262 provides requirements
and recommendations concerning functional safety to handle
required safety activities over the entire life cycle of an item,
e.g. traceability over the elaborated work products. The stand-
ard compliance of the development process must be proven and
the implemented product has to be safe according to recom-
mended methods of the standard. The outcome of safety activi-
ties has to be documented in a multitude of work products. A
work product is defined as a result, being associated with one

Eric Armengaud

AVL List GmbH
Graz, Austria
eric.armengaud@avl.com

or more requirements of ISO 26262. Furthermore, ISO 26262
demands conformation measures for relevant work products to
check their correctness with respect to formality, content ade-
quacy and completeness by an independent body or organiza-
tion. In most cases, results are documents such as “Safety anal-
ysis”, “Safety integrity determination” or “Reliability calcula-
tion”. All documents as a whole provide evidence to compile
the safety case.

To argue that all requirements concerning the process are
fulfilled, adequate evidence is needed. However, evidence must
clearly be distinguishable from the information, which led to it.
From this point of view it is beneficial to find an improved
methodology to indicate required evidence. The relationship
between safety requirements and evidences has to be commu-
nicated by clear, comprehensive and defensible argumentation,
to emphasize traceability.

All stakeholders, including engineers, reviewers and audi-
tors, may not be in-depth familiar with the engineering process
and the content of all resulting work products. Stakeholders
will be able to comprehend the argumentation faster, resulting
in shorter review cycles, concise feedback and a better under-
standing of the entire product development.

In section II the problem statement is formulated. Sec-
tion IIT provides related work and the most important back-
ground information. Section IV describes the proposed meth-
odology to use process- and product-based argumentation. Sec-
tion V shows the application of the methodology in an automo-
tive use case. Finally conclusions and future work are presented
in section VI.

II. PROBLEM STATEMENT

Companies, which deal with safety critical products, engage
external authorization bodies to certify their abilities concern-
ing functional safety development (e.g. functional safety audit
and functional safety assessment). Safety certification ensures
that a certain product fulfills specific safety requirements in a
specific environment. It requires a complete and structured
collection of evidence to show that the developed system is
acceptably safe.

The role of safety arguments is often neglected, thus stake-
holders who are not directly involved in the creation of work
products (e.g. reviewers) may have troubles to reconstruct the
train of thought concerning decisions taken. Documentation of
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decisions in a comprehensible manner avoids loss of crucial
information. A systematic approach is required to handle the
development process that deals with dependency issues of the
elaborated work products because the complex relationship
between them may be not obvious. Artifacts cover outcomes of
a specific engineering task, which include standard compliant
work products. An argumentation method is needed that ac-
companies the process and is able to deal with the complex
linkage between these individual artifacts. In order to come up
with a versatile approach, being capable of dealing with a
broad range of complex systems and processes, this method
must be structured, modular and scalable.

For the identified problem, the following solution is pro-
posed. Argumentation patterns and matching guidelines are
defined and shall accompany the development process. They
highlight the relationship between the development process and
its related argumentation in an understandable way. A clear
relationship between process- and product-based argumentation
should be established in order to avoid systematic faults in the
line of argumentation. A structured approach that offers a clear
view on all present relationships will be easy to use and saves
time and costs. The Goal Structuring Notation (GSN) [2] is
defined for the construction of versatile arguments. In terms of
ISO 26262 GSN helps to establish a valid relationship between
evidence and safety requirements. Argumentation pattern
should be elaborated to support corresponding artifact types.
Process- and product-based argumentation is used together to
compile a conclusive safety case.

III. BACKGROUND AND RELATED WORK

A. Automotive Functional Safety - 1SO 26262

ISO 26262 is the basis for development of safety-critical
products in the automotive domain. It demands evidence to
show that the established processes perform appropriately.
ISO 26262 defines the “Automotive Safety Integrity Level”
(ASIL) as a risk classification parameter for safety-critical haz-
ardous situations. This is an important parameter and prescribes
minimum efforts to be taken for all subsequent safety activities
in the safety life cycle. The safety life cycle is defined, but
ISO 26262 presupposes that special quality standards like Au-
tomotive SPICE [3] are fulfilled. An established quality level
for processes is the basis for functional safety activities. Re-
quirements in ISO 26262 expect various confirmation measures
such as reviews (e.g. review of the safety analysis), audits (e.g.
functional safety audit) and assessments (functional safety as-
sessment). To pass these confirmation measures, it is beneficial
if all necessary arguments are available without expenditure of
time.

A very important topic in context of ISO 26262 is the elab-
oration of a safety case. It defines a safety case as “the compi-
lation of all work products that are used as evidence to show
that all requirements for an item are satisfied. [...] The three
principal elements are requirements, arguments and evidence”.
Arguments explain the relationship between evidence and re-
quirements (objectives). ISO 26262 does not provide detailed

requirements concerning safety cases, even though distributed
development is omnipresent in the automotive domain.
ISO 26262 defines “Development Interface Agreements”
(DIA) for clarification of the relationship between OEM and
different suppliers (Tier x). DIA connects safety cases, if dis-
tributed development is performed.

If we have a look to other domains, it can be seen that safe-
ty cases are regarded as important and that they obtain a lot of
attention. Depending on the context different stages of safety
cases can be defined. The British “Office for Nuclear Regula-
tion” [4] defines 11 principal stages in the life cycle of a nucle-
ar facility. Kelly [7] defines three software safety cases based
on the “MoD Defence Standard 00-55” [5] from the military
domain.

In context of this paper the focus is on four stages which fit
for automotive safety cases. They are explained in detail in
section [V.A.

B. Quality Management - Automotive SPICE

Automotive SPICE is a quality development standard
which is focused on improvement of development processes
for software intensive systems. Automotive SPICE provides a
process reference model which covers the entire product life
cycle. The three belonging process categories are “Primary Life
Cycle Processes”, “Organizational Life Cycle Processes” and
“Supporting Life Cycle Processes”. They deal with all process
aspects but functional safety aspects are only covered by refer-
ring relevant standards. A metric to assess process capability is
part of Automotive SPICE. The quality of the process has to
achieve at least the capability level “Managed process”. With
help of ISO 26262 safety and automotive related requirements
are added to an Automotive SPICE compliant development
process.

C. Process Line for Modeling of Process Elements

Safety-oriented Process Line (SoPL) [9], [10] defines a
methodology which provides the opportunity to derive reusable
standard compliant processes. The aim is to increase the num-
ber of reusable process elements. A process element is a repre-
sentation of a specific standard compliant activity that includes
roles, tasks, work products, tools and guidance. First relevant
standards become analyzed and a standard compliant process
model is build consisting of reusable process elements. The
SoPL is able derive an executable project specific process tai-
lored from a company specific process. The term ,,company
specific” indicates that a pool of tools and methods has been
defined to perform quality and safety related activities within
the company. We use the SoPL as a basis for our work and
extend this approach with safety argumentation methodology.

D. Modeling of Argumentation using GSN

GSN [2] is a graphical notation that can be used to docu-
ment arguments. In GSN, an argument is defined as a series of
connected claims. Strategy-elements are used to declare reason-
ing behind the connection between goals and sub-goals. Con-
text-elements provide additional information to support a cor-
rect understanding of a specific argumentation part. Solutions
are elements that support goals because they document pieces
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of evidence. The relationship between GSN elements is docu-
mented in a graphical way using different linkage elements
(arrows). The two types of linkage elements are 'SupportedBy'
and TnContextOf. The former, represented by lines with solid
arrowheads, indicates inferential or evidential relationship, the
later represented as lines with hollow arrowheads, declares
contextual relationships.

<Name> <Name>
Context <Description> <Description> Goal

<Name>

<Description>, Strategy
<Name>

<Description> Sub-Goal
<Name> l
Module <Description>
<Name> .
<Description>) Solution

Fig. 1. Basic argumentation elements based on GSN standard

Modules are used to hide detailed structures and simplify goal
structures to provide a general view. Between modules both
types of linkage are possible. Furthermore, modules provide the
opportunity to integrate argumentation from other sources if
distributed development takes place and supports DIA of
ISO 26262. Fig. 1. shows a simple goal structure for illustra-
tion. The angled brackets within elements represent metadata,
in this case element <Name> and <Description>.

E. Related Argumentation Approaches

The following papers show a selection of different argu-
mentation approaches, which investigate safety cases and ar-
gumentation topics. They emphasize the relevance to distin-
guish between process- and product-based argumentation in
various ways.

The timely generation of well-focused safety cases is capa-
ble of bringing considerable benefit in the context of develop-
ment and assessment and contributing to safety assurance of
automotive E/E systems according ISO 26262. A process-
based argumentation only renders the standard’s implicit argu-
mentation in a different form. Further argumentation is needed
to provide a rationale argument for product-specific decisions
during the development [13]. A process argumentation ap-
proach to generate process-based arguments from process
models is shown in [11]. It reduces cost and time during certifi-
cation process. Distinction between process- and product-based
argumentation has been made in [14] but only product-based
argumentation has been considered in detail. It deals with
building of reusable safety cases and patterns.

The authors in [15] propose an integrated process- and
product- based argumentation. Process-based arguments are
backing arguments for product-based arguments to derive the

safety case. The safety case development manual [17] provides
guidance on the development of safety cases for the avionic
domain. In this manual a clear distinction between product-
based and process-based arguments is demanded since “the
former is concerned with getting the right product and the latter
with getting the product right.”

IV. METHODOLOGY

The proposed methodology considers a company specific
process which fulfills requirements from Automotive SPICE
and ISO 26262. We show how to enhance the engineering pro-
cess based on the SoPL approach by integration of safety ar-
gumentation modeling.

A. Definition of important Terms

To distinguish between process- and product-based argu-
mentation, we introduce a categorization of work product as
follows.

i.) Work products to prove capability and maturity of the
development process (e.g. Project plan).

ii.) Work products to show compliance to ISO 26262.
This type of artifact delivers proof that the defined
process fulfils demanded safety aspects (e.g. confir-
mation review report).

iii.) Work products to ensure product safety. This type of
artifact delivers product specific arguments which are
needed in an assessment to show safety of the product
(e.g. safety goals).

During the project life cycle, each of these work products
goes through different stages of development. To ensure con-
tinuous argumentation throughout development, different states
of work products must be considered. Therefore, the safety
case should not be a final deliverable at the end of the project.
To overcome this limitation, we introduce four stages of devel-
opment based on [4] and [5] for the automotive safety case.

1. The “Preliminary Safety Case” is available after defi-
nition and review of the system requirements specifi-
cation (functional safety concept is available).

2. The “Intermediate Safety Case” contains initial sys-
tem design and preliminary validation activities. This
type of safety case can be needed to get a permission
to drive engineering prototype cars on public roads
(cars are driven by professional drivers).

3. The “Pre-operational Safety Case” demonstrates that
all necessary pre-operational actions have been com-
pleted, validated and implemented (basis for release
for production).

4. The “Operational Safety Case” is available just prior
to in-service use, including complete evidence of hav-
ing satisfied the systems requirements (operational
customer vehicle - field monitoring, maintenance).

Due to this variety of safety cases, it is necessary to have a
systematic approach for their management. In this paper, we
introduce such a systematic approach, which is applicable to all
four stages. We focus on the first stage of the safety case ex-
emplarily, the preliminary safety case.
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B. Connect Standard Compliant Process and Argumentation

As shown in [10] a complete process takes aspects like
functional safety and process quality into consideration. ISO
26262 formulates process requirements, which can be seen as a
framework for tailoring. The direct derivation of a development
process based on this single standard is not constructive. For
the realization of an E/E system additional product specific
standards have to be obeyed (e.g. EMC directive for hardware
components, IEC 62660 for lithium-ion cells, etc.). Each sup-
plier company determines its own priorities and way of engi-
neering, and therefore defines its own specific development
process. For that reason each process needs individual argu-
mentation to prove standard compliance.

To ease the construction of an argument accompanying the
development process, GSN argumentation patterns are used. A
direct relation enables traceability between standards (e.g.
ISO 26262, Automotive SPICE), process and argumentation
(realized in GSN). This is important because traceability of
arguments and requirements is a fundamental topic in current
standards. If the arguments are provided in a systematic way,
they are easy to comprehend and can be re-used by any stake-
holder in a specific project. A good example thereof is field
experience. In case of a cumulation of system failures in the
field, the car manufacturer needs to take action. This likely
requires engineers to comprehend design decisions which were
made numerous product generations earlier.

Evidences in GSN argumentation structure are modeled as
solution elements, which are directly process related. The name
of a solution in development projects may differ from names
used in the standard. For this reason work products designated
standard compliant refer to outcomes created during process
execution. The relation of product specific work products and
standard compliant work products is given at any time.

C. Process- and Product-based Line of Argument

To deliver proof of functional safety for a defined
development phase all requirements demanded by a standard
(e.g. ISO 26262) have to be covered.

This section explains the difference between two types of
argumentation, namely process-based and product-based
argumentation. The proposed methodology defines each type
of argumentation separately although they stay in direct rela-
tionship in the line of argument. Product development forces an
established engineering process, supported by joint argumenta-
tion.

1) Process-based Argumentation

In case of process-based argumentation the arguments are
directly associated with company specific processes which are
derived from the Automotive SPICE process reference model
as well as the ISO 26262 safety life cycle. Automotive SPICE
contributes quality requirements which are presupposed by
ISO 26262. During the process execution tools and methods
which fit best are selected for a problem specific area of appli-
cation. This selection leads to a project specific process. Pro-
cess-based argumentation provides arguments to prove that the

defined process fulfils demanded requirements. The argumen-
tation is based on the existence of needed work products but
not on their content. Usable work products are the types (i) and
(i1) which have been defined in section IV.A. The approach in
case of process-based argumentation is to document arguments,
which support the process, in parallel with the process devel-
opment. ISO 26262 demands functional safety audits to evalu-
ate the implementation of the process and Automotive SPICE
defines a quality assurance strategy to ensure the process quali-
ty. The process argumentation contains reasons why a particu-
lar process task has to be done in the described way. GSN ele-
ments like strategy and context are used to explain the decision
why a goal splitting was done. Information about decisions is
needed for process audits therefore it should always be docu-
mented. The GSN notation uses the possibility of unrestricted
formulation to discriminate from the generic process and to
emphasize arguments why the deviation is needed.

2) Product-based Argumentation

Within a generic formulated process a product specific de-
cision determines a branch-off point. A decision based on a
product specific requirement causes the necessity for different
safety measures. For example, the development of a battery
system requires different safety measures for battery packs with
different capacity and different number of cells due to chemical
and electrical issues. The safety measures are related to differ-
ent software and hardware to manage the battery system. At
that time the process becomes product-requirement-driven.

Product-based argumentation is elaborated based on content
of available work products which are from type (iii) defined in
section IV.A. With help of these work products it must be pos-
sible to establish an argument that the developed product is safe
in terms of the relevant standards. Before project release for
production a functional safety assessment has to be passed and
arguments have to be prepared in a way that an external asses-
sor can comprehend them. The focus of attention is to provide
arguments why particular product related, technical decisions
have been made and why specific methods or tools have been
used.

D. Patterns - Development of reusable Artifacts

A pattern provides templates, guidance and formalisms to
create goal structures for previously defined processes or prod-
ucts. The paper at hand uses definitions from [16] concerning
patterns and templates and additional structural details of pat-
terns which are defined in [6]. The most relevant attributes of
patterns (based on [6]) are listed below:

e Intent of the pattern: What is the pattern for? (e.g. veri-

fication)

e Template: GSN argumentation structure used for im-

plementation.
e  Motivation: Scenario that supports the understanding
(e.g. perform a complete verification)

e Applicability: Situations in which it can be applied
(e.g. pattern is designed for HARA-verification in the
automotive domain)
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o Pitfalls: What possible pitfalls, hints or techniques
should you beware of when using the pattern?

e Consequences: How does the pattern support its objec-
tives? (e.g. pattern prevents users to make common
mistakes)

G1
Verification of {work product}

S1
Separation of
Argumentation paths

G2 G3 G3

Verificati ificati —_— .
Verification planning erification specification Verification evaluation of

Define used methods for )
of work product} verification of {work product} {work product}

< < <

Fig. 2. Template for verification activity

The objective of patterns is to support standard compliant
safety argumentation and best practices from previous projects.
Additionally it should be designed to be extendable and adapt-
able based on lessons learned. Patterns assist users by provid-
ing predefined elements, which are adaptable for tailoring
needs. The pattern is not present in the final argumentation.

The focus of considerations is mainly on the attribute
“Template” which contains a chain of arguments. Templates
are graphical representations, i.e. argumentation structures,
which contain symbols as well as text and require instantiation.
Templates are basically reusable for similar lines of arguments.
The GSN community standard provides two types of abstrac-
tions that are usable in templates, structural” and “entity”.
Structural abstraction supports the concept of multiplicity and
optionality and entity abstraction which provides the notions
“Uninstantiated (UI)” and “Uninstantiated and Undeveloped
(UU)”. A formal definition of these concepts is given in [8].
Graphical entities of GSN are annotated as uninstantiated, and
may contain a textual expression in curly brackets to be re-
placed during instantiation. In templates the standard compliant
name of a work product might be used as placeholder. The in-
stantiation uses a project specific name. For illustration Fig. 2.
shows a very generic template related to verification activities.
Verification is split up to three activities which remain
uninstantiated and undeveloped. The square at the bottom of
the goals denotes that further development of the goals and
instantiation of terms in curly brackets is needed.

A template is used twofold. The first aspect is related to de-
cisions which are put into practice repeatedly whereby the line
of argument is always identical. In this case instantiation is
adding concrete project and evidence description. This use can
often be found in connection with process argumentation (e.g.
for the process to argue a HARA). The second use is when
aspects of the product differ. In this case the provided tem-

plates have to be instantiated before they are applied (e.g. var-
iation of product specific parameters).

E. Workflow for Introduction of Methodology

To introduce the proposed methodology to an engineering pro-
ject, we define the following three sub-sequent phases which
are shown in Fig. 3. .

Phase 1

Initialization
Argumentation
Pattern

Phase 2

Tailoring
Process based
Argumentation

Phase 3

A 4 A 4

Process tailoring

Template instantiation

Fig. 3. Phases to create process- and product-based arguments

Phase 1 - Initialization of Development Process. The ini-
tialization phase is used to prepare all needed process elements
to design a complete standard compliant development process.
Activities in this phase are selection of relevant standards as
well as identification of existing process and argumentation
patterns which are suitable for reuse. The company specific
process and the accompanying argumentation pattern are out-
comes of this phase.

Phase 2 - Tailoring for process-based Argumentation. The
tailoring from the company specific process to the project spe-
cific process means that process elements are selected to form
the project specific development process. This selection in-
cludes the corresponding argumentation templates provided by
patterns as well as methods and tools which should be used in
the project. Creating a project specific process deals with deci-
sions and judgments dependent on ASIL and needs expert
knowledge. Process-based argumentation is needed for func-
tional safety audits.

Templates are able to support process developers. They are
used in two different cases. The first case provides arguments
for repeatedly used generic process activities. This means, tem-
plates are available, which provide arguments that process re-
quirements are fulfilled. In other words the template is included
in the safety argumentation without changes. High level goals
in a project are very similar to the company specific argumen-
tation (e.g. the process for a HARA is quite similar in different
projects). In the second case templates have to be instantiated
because the project specific development process deals with
activities beyond the template. This can occur if the process
changes driven by a product or a customer demand. For exam-
ple, one project uses HAZOP for hazard identification and in
another project FMEA is required (see section V.B.) Fig. 4.
shows an instantiated process template for HARA.

Phase 3 - Instantiation for product-based Argumentation.
This phase covers product development by executing the pro-
ject specific process. Templates for product-based argumenta-
tion support product specific decisions for a defined product.
These decisions are made once and they are put into practice
for a complete product line of battery systems. The generic
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template provides argumentation which is typically valid for
battery systems (e.g. specific physical parameters like voltage
or temperature). The complete argumentation structure is
achieved by instantiation of the template to product specific
context. The demand of a complete safety case is the main rea-
son to elaborate product-based arguments for functional safety
assessment. With help of results documented in work products
it becomes easy to argue that product specific claims are valid.
This argumentation is done bottom up starting with results of
the development process. Furthermore, it is important to have
quick access to related evidence that proves a product is safe.

O Goal:G_10
All hazards are
identified and
mitigated

¥ Strategy'5_2
Perform activities
required by standard

O Goal:G_9
RTModule: HARA is performed a Confirmation
HARA is performed Goal:G_8 review of HARA is
HARA is verified performed

O EvidencelE_5
Confirmation
review report
Ref:
ConRevRepHARA

CEvidence:E_6
Verification
report

Ref: VerRepHARA

[Module: Hazards are mitigated
Hazards are mitigated

Fig. 4. Process-based argumentation for HARA (D-Case Editor)

V. APPLICATION TO THE USE CASE

This section describes the application of the three phases
(see Fig. 3.) in a concrete use case where argumentation mod-
eling is implemented in the tool “D-Case Editor” [18].

A. Description of the Battery System Use Case

One major component of a Hybrid Electric Vehicle (HEV)
powertrain is a High Voltage (HV) battery system. The current
work focuses on the HV battery system for an automotive
powertrain.

In the last decades, state-of-the-art technology is evolving
and leading to the availability of various battery cell technolo-
gies with diverse characteristics (e.g. nickel-metal hydride,
lithium-ion, and lithium polymer batteries). Some of the main
targets for batteries for the HEV powertrain are low costs, high
power density (e.g. >1200W/kg for HEV up to 250kW to sup-
port dynamic driving torques), very high cycle life time (e.g.
>200.000 cycles of charge/discharge), high life time (e.g. >9
years), and safety. Safety becomes relevant because the power
and energy density is increasing by decreasing of battery ge-
ometry, which leads to a potential increase of critical effects in
the case of a critical malfunction [12].

The main functions of the battery system are providing
electrical energy, storing/charging of electrical energy and elec-
trical and thermal management. Based on these main functions
potential safety-critical malfunctions can arise, e.g. overheating
of battery cells, overcharging of battery cells and deep dis-
charging of battery cells. These malfunctions could lead to fol-
lowing possible hazards: occurrence of high voltage, leakage of
cell chemistry, toxic venting gas, fire and/or explosion.

Relevant data concerning the engineering process and safe-
ty aspects of the HV battery system was provided by the indus-
trial project partner AVL. In the following section we show the
first experimental results during the application of the proposed
methodology.

B. Application of Workflow for Battery System Development

Application of the three subsequent phases defined in sec-
tion IV is described in the following.

Phase [- Initialization of Battery Development Process.
The methodology is applied to develop a HV-battery system.
ISO 26262 and Automotive SPICE are the standards which
have to be considered in the regarded use case. The company
specific process concerning the battery system is available. The
argumentation patterns have been elaborated in parallel to the
process. These patterns provide generic argumentation (e.g.
HARA).

Phase 2 - Tailoring for Battery Development Process. The
tailoring step derives the battery specific process and needed
argumentation. Argumentation associated with the process is
related to specific methods which have been selected (e.g.
HAZOP for identification of hazards). The objective is to pro-
vide argumentation why HARA supports the goal that has to be
achieved. Fig. 4. shows the argumentation concerning HARA
starting with the goal “Hazards are identified and mitigated”.
The list below shows the four argumentation paths required by
ISO 26262 for a functional safety audit concerning HARA:

e HARA is performed

e  Hazards are mitigated

e  Verification of HARA is performed

e  Confirmation review of HARA is performed

The audited engineering process is ready for execution to
develop a HV battery system.

Phase 3 - Instantiation for Battery System Argumentation.
Fig. 5. shows exemplary the product-based argumentation con-
cerning overheating of a battery system for a hybrid car. In
particular it deals with the argumentation related to a hazard
which has been identified in a HARA. The hazard and situation
analysis has been performed, hazardous events have been de-
fined and classified by S/E/C parameters and the ASIL is de-
termined. For the hazard “Overheating of the battery system”
ASIL C has been determined for all charging situations of the
battery system. The safety goal “Prevent overheating of the
battery system” has been derived from this hazard. Related to
this safety goal the safety measure “Temperature monitoring”
has been defined.
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In this example the safety measure is visualized as “Strate-
gy” which is connected to sub-goals. The identified sub-goals
lead to functional safety requirements which support the safety
goal at the top. The functional safety requirements are stored in
the project specific file “HV_Batt FSR”. This file is linked to
the ISO 26262 compliant work product “Functional safety con-
cept”. It represents the product specific argument that imple-
mentation of derived requirements prevents the battery system
of overheating. The file contains the evidence for a functional
safety assessment.

O Context:C_1
Safety goal based
on hazard "Battery
overheating”

BGoalG_1
Overheating of the battery
system preserved

&F Strategy:S_1
Argument over

Safety measure for
Temperature monitering

O ContextC_2

Safety measure
— % “Temperature monitoring”

~

BGoal:G4
Deactivation at critical
temperature value
(>100°C)

e

BGoal:G_2
Temperature measurement

of hotspots in

BGoal:G_3
Processing of measured
temperature values

Battery system

CEvidence:E 1
FSR for safety
measure

WP: "HV_Batt_FSR"™

~_

Fig. 5. Product-based argumentation for a battery system (D-Case Editor)

C. Evaluation Results

The application of the elaborated approach shows that the
presented methodology is beneficial for safety case creation.
Following benefits have been identified as results of evalua-
tion.

e Argumentation patterns and the included structures ac-
company ISO 26262 and Automotive SPICE compliant
processes.

e Traceability between argumentation goals and standard
requirements is emphasized.

e  Separation of process and product specific argumenta-
tion makes the methodology manageable and under-
standable.

e Reusable patterns and templates simplify argumenta-
tion and guarantee completeness.

e The elaborated argumentation structure reduces audit
and assessment costs.

e The presented approach is usable for different stages of
safety cases (see section [V.A).

VI. CONCLUSION AND FUTURE WORK

This paper presents a methodology to create argumentation
structures which are in direct relation to development processes

and demanded requirements. The formalism deals with patterns
and templates to make it easier to establish a complete under-
standable line of argumentation and prevents information loss.
A workflow has been defined to introduce a methodology for
process- and product-based argumentation. Project specific
tailoring is used to create a standard compliant development
process. Instantiation of templates provided by the engineering
process leads to product specific safety argumentation. Appli-
cation of the proposed workflow results in a complete and
structured safety argumentation, which is needed for the safety
case and supports functional safety audits and functional safety
assessments. First experiences have been gained by successful
application to an automotive battery use case to ensure compli-
ance with ASPICE and ISO 26262.

As a next step, it is planned to evaluate tools that support
GSN modeling. In cooperation with tool vendors of the EMC?
project, existing tools will be enhanced to support the argumen-
tation part of the presented methodology. In a long-term per-
spective it is intended to develop a tool which is able to support
process development, process execution and process argumen-
tation based on the proposed approach. A further aim is the
extension of the methodology to cover security argumentation
in a joint safety and security approach.
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Abstract. Automotive systems become increasingly complex due to their func-
tional range and data exchange with the outside world. Until now, functional
safety of such safety-critical electrical/electronic systems has been covered suc-
cessfully. However, the data exchange requires interconnection across trusted
boundaries of the vehicle. This leads to security issues like hacking and mali-
cious attacks against interfaces, which could bring up new types of safety is-
sues. Before mass-production of automotive systems, arguments supported by
evidences are required regarding safety and security. Product engineering must
be compliant to specific standards and must support arguments that the system
is free of unreasonable risks.

This paper shows a safety and security co-engineering framework, which covers
standard compliant process derivation and management, and supports product
specific safety and security co-analysis. Furthermore, we investigate process-
and product-related argumentation and apply the approach to an automotive use
case regarding safety and security.

Keywords: Safety and security co-engineering * process- and product-based ar-
gumentation ¢ process and argumentation patterns ¢ automotive domain e
ISO 26262 » SAE J3061

1 Introduction

The market and the society are requesting safe vehicles. Upcoming vehicle functions
require external sensor data and communication across vehicle boundaries. Further-
more, software updates with new vehicle features can increase road safety, but these
topics introduce the additional challenge on cybersecurity. Security issues are starting
to be in the front line in the automotive business because more and more problems at
the market occurred and have been published by various media. In 2015 the Jeep
Cherokee become unfortunately famous for being hacked remotely [1]. Lately vulner-
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abilities in Tesla [2] have also become real. In both cases core safety-critical elements
such as the brakes became vulnerable. The main lessons learned with these experi-
ments are that vulnerabilities are hidden in the inner design of the system. Security
has to be considered at early stages of the concept design [3].

The industry and standardization committees are moving forward a collaborative
approach between safety and security disciplines. Currently, automotive safety and
security disciplines are not similarly mature - security is less mature than safety [4]:
While the SAE guidebook regarding automotive cybersecurity is available in the first
edition, for the established automotive functional safety standard ISO 26262 [5] the
preparation of edition 2 is ongoing. Both documents note interaction points of func-
tional safety and cybersecurity', but only in an informative way. The standards focus
on guidance to solve the challenges in the specific safety and security lifecycle. One
of the challenges identified in the ISO 26262 standard is the need of a safety case
which provides argumentation in a clear and comprehensive way that a system
achieves a reasonable level of functional safety to operate in a given context. While
functional safety refers to safety against failures in electrical/electronic (E/E) compo-
nents, in the future there has to be argumentation where not only safety but also secu-
rity and probably other dependability aspects are covered.

The paper at hand deals with a concept that covers standard compliant process- and
product-based argumentation in context of safety and security. Just by following the
standards procedures, automotive systems are not guaranteed to be free of risks.
Standards are considered a compilation of best practices which describe industry-wide
accepted concepts, methods and processes. The paper is structured as follows: Section
2 describes the state of the art and previous approaches for this problem. Section 3
presents the safety and security co-engineering framework proposed by the authors.
Section 4 demonstrates how the approach is put into practice by using specific tools.
Section 5 provides conclusions and an outlook on further work.

2 Background and Related Work

ISO 26262 is the automotive functional safety standard, describing a safety lifecycle
for the development of safety-related automotive systems (targeting passenger cars
and minivans). The first edition was published in 2011 and is currently in a revision
phase. A new informative annex will define potential interaction and communication
channels between functional safety and cybersecurity. The same concept of safety and
cybersecurity interaction points is presented in SAE J3061 [6]. The security lifecycle
specified in SAE J3061 proposes communication paths between safety and security
engineering. Fig. 1 provides an exemplary overview of the interaction between safety
and security engineering during the concept phase. The lifecycles itself are clearly
described in the standards, but the interaction and cooperation is currently based on
informative annexes which suggest approaches and potential cooperation topics.

! The term “safety” refers functional safety according to ISO 26262, and “security” refers to
cybersecurity according to SAE J3061.
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There is a need to define activities to force interaction between the standards. Based
on SAE J3061 a joint working group between ISO and SAE was started with the goal
of developing an SAE/ISO “Standard for Automotive Cybersecurity”. For safety and
security co-analysis in different lifecycle phases multiple methods have been devel-
oped, e.g. STAMP (Systems-Theoretic Accident Model and Processes) [7] a theoretic
model for safety, SAHARA (Security-Aware HARA) [8], an extension of the HARA
method (Hazard And Risk Analysis) or FMVEA (Failure Modes, Vulnerabilities and
Effects Analysis) [9], a combination of threat modeling and failure modes and effects
analysis. But methods like these need to be embedded in a larger lifecycle framework.

SAE J3061 15026262

Communication o
Feature Definition [Cr--==-=-=- Syste;".' ’Con’ceptf ---------- >

v v

Threat Analysis and q__._Communico'l“ion of Hazards and _ > Hazard Analysis and
Risk Assessment Threats or shared Analysis Risk Assessment

v v

Complet d
Security Goals  Hr---------- on;z:sji:ee:zyan ----------- >  Safety Goals

Item Definition

Security Engineering

Safety Engineering

Fig. 1. Comparison of safety- and security engineering

For safety and security it is required to provide evidence and argumentation to
show that system development was done compliant to relevant standards and that the
system satisfies safety and cybersecurity goals. The final documentation has to be
provided by the assurance case including safety and cybersecurity.

ISO 26262 mentions the possibility to use a graphical notation Goal Structuring
Notation (GSN) to create the safety case. GSN’s initial intention was to support safe-
ty case management [10]. Ray and Cleaveland proposed to apply GSN for construct-
ing security assurance cases of medical cyber-physical systems [11]. The graphic
structure of the security assurance case starts with a top-level security claim node
accompanied by context information node and then breaks into layers of sub claim
nodes that argue over different stages and aspects of the development lifecycle. Each
sub claim is supported by a set of evidence nodes that explain the validity of the
claim. Basically, GSN for assurance case is a graphic way to organize narrative in-
formation of claim, context, strategy, argument and evidence according to the GSN
convention.

Patterns assist in reusing best practices systematically [17]. They are a suitable
way to support argumentation that safety and security related requirements are ful-
filled. Menon et al. [12] demonstrate how patterns are used to provide argumentation
structures for software safety arguments. The authors define the structure consisting
of GSN elements and its applicability. Patterns are usable on all development levels.
Preschern et al. [13] examine the relationship between security and functional safety.
The authors present an approach to categorize threats related to the impact to safety-
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critical functions. Taguchi et al. [14] define and compare different types of patterns
concerning safety and security.

3 Safety and Security Co-Engineering Framework

iError! No se encuentra el origen de la referencia. shows the main steps of the
proposed methodology which considers all process steps necessary in an automotive
safety and security related development project:

Regulations and Standards (I) and Process Definition (II). In a first step we
identify all relevant regulations and standards. In our automotive use case we deal
with ISO 26262 regarding road vehicles functional safety and SAE J3061. It is chal-
lenging to match these two topics because they are influencing each other. Process
definition has to consider that elaborated process steps are not only in parallel but also
highly interactive, especially when we have to handle functional safety and cyberse-
curity. In addition, processes have to incorporate special analysis methods, which
handle safety and security aspects in one common analysis methodology. Integrated
processes which are basis for co-engineering unite safety with security activities.
They lead to integrated requirements, work products and argumentation.

Process Management (III). The core of the framework is the distinction between
functional safety and security related process and product requirements and the identi-
fication of interactions. Process requirements describe activities and steps, which are
demanded by standards, while product requirements are requirement derived from the
system under development. In order to manage the processes and support the process-
es execution, appropriate tools are useful, which assist developers with requirement
and work product management. Work products are process outcomes representing
different types of evidence. Evidence shows capability and maturity of the develop-
ment process, compliance to the underlying standards and safety as well as security of
the developed products. In addition, evidence is used to support arguments which are
related to requirements.

Regulations Process 5
and Definition |:> rocess
Standards Management

Process Patterns

U I =« 1

Process and Product based

Argumentation <:| Safety - Security
Co-Analysis

Argumentation Patterns

Fig. 2. Safety and security co-engineering framework

Safety and Security Co-Analysis (IV). The intention of the proposed framework
is to integrate functional safety and security. For that reason we have to deal with
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special analysis methods (see section 3.2), which handle safety and security aspects in
one common analysis (co-analysis) methodology.

Process- and Product-based Argumentation (V). Consequently the argumenta-
tion demonstrates that the item under consideration contains no unreasonable risk and
consolidates functional safety and security. To visualize these relationships between
requirements and work products we use GSN. A more detailed description of the
argumentation approach can be found in [17], [18].

To recapitulate we consider a loop (depicted in Fig. 2) in which every activity is
supported by a tool: We create processes which are modelled, instantiated and execut-
ed. The process output is evidence to argue that activities for the development of a
specific product have been performed and are compliant to specific regulations. Once
the process has integrated various disciplines, like safety and security, project manag-
ers have support to coordinate their cooperative actions.

3.1  Process Management

The requirements-driven workflow during process management starts with capturing
requirements derived from the system artefacts, from standards, and possibly other,
e.g. domain specific sources. The goal is a valid combined safety and security case,
which requires evidences for the arguments it is composed of. The next step in the
process is the definition of the necessary assurance activities, for which appropriate
tools and methods are assigned. Finally, the assurance activities are processed - as far
as possible automatically by a workflow engine. Successful assurance activities yield
the necessary evidences. In case of negative results the faulty system element needs to
be amended and then the assurance activity needs to be re-processed. When all assur-
ance activities have been processed successfully the combined safety and security
case is complete and valid.

System Standards Domain
artefacts / practices

define
assurance
activities

- s
combined 3

Safety Case
—

1 1
1 L
Assurance Assurance ) .
e Security Case
methods & tools | activities 0
> e E— -
i

Artefact under Process Assurance 1 reference

Assurance > activities !

No
Failed

________-
-

Evidences

Success

Fig. 3. Workflow model supporting compositional safety and security case
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3.2  Safety and Security Co-Analysis

Integrated development processes have to deal with requirements concerning func-
tional safety and security. They affect not only safety related methods (e.g. HARA),
they also demand methods for joint safety and security analysis (e.g. STAMP, STPA-
Sec, FMVEA).

STAMP approach is used in this framework for co-analysis to model systems as
hierarchical structures. Higher level controllers in the hierarchy control the processes
at lower levels via actors, while the lower levels send feedback to the higher levels via
sensors. It provides support to identify root causes for accidents in modern complex
systems. Therefore, safety accidents should be viewed as a result of a lack of control,
instead of a chain or sequence of events (i.e. Swiss cheese model). System-theoretic
Process Analysis (STPA) is a novel analysis approach derived from STAMP.

STPA uses a control theory based system consideration. STPA for Security
(STPA-Sec) [19] extends the safety-focused method to cover security. In STPA-Sec,
each control action is analyzed under different possible conditions and guidewords are
used to identify loss scenarios. A loss is a situation of insufficient or missing controls
or safety constraints. STPA-Sec consists of following steps:

— Step 1. System description (scope, control model, accidents and hazards).

— Step 2. Identification of unsafe control actions (using control actions from Step 1
and guidewords to identify unsafe control actions in all system states and environ-
mental conditions). Control action not given, given incorrectly, wrong timing or
order, stopped too soon or applied too long.

— Step3. Identification of scenarios which can cause unsafe control actions: identify
scenarios how unsafe control action can be caused, based on control loop.

— Step 4. Design controls and countermeasures based on scenarios.

3.3  Patterns for Process and Argumentation

Patterns are a concept which spreads out in various development areas. We are using
patterns to provide process and argumentation frameworks, which represents most of
the recurring steps. The intention is to spend time once and reuse the elaborated pat-
terns many times. Especially the integration of activities related to functional safety
and security is a challenging work. We created patterns that provide process- and
argumentation-templates. Process patterns simplify creating development processes
because they already bring together functional safety and security activities. Argu-
mentation patterns are corresponding to the process and exhibit the line of argumenta-
tion using the created work products. They include argumentation concerning func-
tional safety and security and the interaction between them. Both types of patterns
have to be instantiated for the specific development project. Instantiation for example
means to select project specific methods like STPA-Sec for co-analysis. In parallel,
the corresponding line of argumentation has to be selected. The purpose of creating
patterns within the framework is to simplify the process definition, where the elabora-
tion of evidence and adequate fitting arguments supports claims related to require-
ments.
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4 Application to the Use Case

The automotive hybrid powertrain use-case provides the basis for the analysis of safe-
ty and security aspects based on state-of-the-art material”>. An integral part of the hy-
brid powertrain system is the high voltage (HV) battery system, which consists of the
battery management system (BMS), the battery satellite modules (grouping battery
cells in modules and communicating via dedicated bus), and a fan control for cooling
of the battery cells. The BMS is the main E/E system inside of an HV battery to pow-
er electric or hybrid electric vehicles. The BMS consists of several input sensors (see
Fig. 5) for cell voltages, cell temperatures, output current, output voltage, and actua-
tors like HV contactors for disconnection. This system is connected to various power-
train control units, the charging interface (enabling the communication with battery
charging stations), the on-board diagnostic interface, and via a dedicated gateway to
the vehicle infotainment systems (including the human machine interface and a wire-
less infotainment internet connection).

For the demonstration of the applicability of the presented co-engineering frame-
work we had to use existing tools, which have been extended for specific needs of the
presented approach:

EPF-C® (Eclipse Process Framework — Composer) is used for tool-support regard-
ing the safety and security process modelling (II).

WEFACT (Workflow Engine for Analysis, Certification and Test) [16], web-
based distributed platform for requirements-based testing with continuous impact
assessment in order to support the safety case with evidences. Test workflow was
extended to a workflow for safety certification and in the EMC? project the attribute
of security was integrated (ILI).

XSTAMPP (eXtensible STAMP Platform) [20] is an Eclipse RCP (Rich Client
Platform) based tool which guides users through the Safety and Security Co-analysis
by STPA-Sec process and supports the modelling of control loops and the definition
of constraints (VI).

OpenCert is an open source tool for product and process assurance/certification
management to support the compliance assessment and certification of safety-critical
systems in sectors such as aerospace, railway and automotive [15]. OpenCert supports
creation of GSN structures and mapping of evidence to requirements demanded by
underlying standards (V).

In the following, the main parts the framework in scope of the EMC? project will
be described in more detail.

4.1 Process Definition and Process Execution

Efficient safety certification implies a process model which guides the user through
the certification process and allows efficient compositional re-certification in the

? Technology-specific details have been abstracted for commercial sensitivity and presented
analysis results are not intended to be exhaustive.
? Eclipse Process Framework, www.eclipse.org/epf/.
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event of changes in the system. EPF-C provides elements to model phases and indi-
vidual activities of the safety and security process. It allows modelling specific stand-
ards in a formal way, which enables automating the certification workflow.

Process WEFACI
Model
Import

Fig. 4.Screenshots showing process modelling and execution (Tools: EPF-C, WEFACT)

WEFACT imports the process model including the activities modeled in EPF-C.
iError! No se encuentra el origen de la referencia. shows safety- and security-
related parts of the assurance process. The modeled assurance activities (small
squares in the model diagram) are imported as so-called V-Plans and displayed as
hierarchical list in the project explorer (left part of the GUI window). The upper right
section of the window shows the assurance (“V&V”) activities contained in the se-
lected V-Plan. The V-Plan can be associated with the respective assurance tools (low-
er right corner). Finally, the assurance activities are processed by the workflow engine
and deliver evidences for the requirements. During workflow execution, the status of
the assurance activities changes whenever an activity is completed; the altered status
is indicated by different highlighted colors in the list of activities.

4.2  Safety and Security Co-Analysis using STPA-Sec

The main accidents related to the BMS are fire/explosion of the battery systems and
collision with an object:

* Fire / explosion of the battery system could be caused on the one side by charging
conditions which are due to manipulation or failures outside of the safe range, but
also by a modification or error in the operating parameters (e.g. spoofing on CAN
bus, malicious firmware updates).

* Modified or erroneous operating parameter of the battery system or the control
module, which provides power to the engines, could lead to undesired acceleration
or deceleration. This could cause a collision.
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Fig. 5 shows the representation of the system architecture in the XSTAMPP tool
used for co-analysis. We focused on the control action “Charging Request” and iden-
tified the following unsafe control action, based on the guide phrase “Control Action
given incorrectly”: Excessive charging request is transmitted to charging unit during
plug-in charging.

Potential safety and security scenarios for such an unsafe control action include:

* Tampering: An excessive charging request can be caused by a modified charging
request from the BMS to the charging unit due to tampered process model in the
BMS software to enable fast charging for not fast chargeable batteries. Potential
motivation for the owner to hack his own car is that he is interested in faster charg-
ing and does not care about longevity of the battery due to leasing contracts.

* Wrong Hardware: A wrong charging request from BMS to charging unit may be
caused by a failure/design error in the temperature sensor of the battery. Due to fi-
nancial reasons, a manufacturer could reduce the number of sensors per battery
module below the number required for a reliable reading. One additional scenario
is that a maintenance provider uses sensors with lower resolution and hacks the
control system to accept such sensors, which may be not certified for the task.

* Manipulation: Even when the vehicle BMS requests the correct power level a
malicious manipulation on the communication between BMS and charging unit
could lead to an unsafe charging request. Such a manipulation could be directed at
the charging unit or at the BMS.
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g Usage Availability of g J
" Energy
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Battery Model
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Temperatur Cell Voltage
Interlock Battery Current

L Cell Temperature

Cooling 1
Heating
Power Switch > Battery
l———
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Discharge Charging

Fig. 5. Part of control loop of the battery management system (Tool: XSTAMPP) [21]

Supported by the tool XSTAMPP, we identify potential safety-related accidents
based on potential causes regarding safety and security, e.g. failures and malicious
manipulations by an attacker. In an independent analysis the focus of security would
be on the classical CIA properties (confidentiality, integrity and availability). The
feedback of safety relevance of these certain properties is missing. Safety specific
analysis focuses only on safety issues caused by faults of E/E systems. Scenarios in
which a user modifies the vehicle and causes a potential safety hazard would be
missed. Co-Analysis connects the domains and supports the identification of safety
goals and safety-related security goals.
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4.3  Process- and Product- based Argumentation

Application of the methodology during the development of a BMS starts with selec-
tion of underlying standards. In this use case we consider ISO 26262 and SAE J3061
which are modeled in EPF-Composer as standard compliant integrated process model.
The intention is to consider interacting functional safety and security activities. Based
on the process model we examine the concept phase which includes the Hazard Anal-
ysis and Risk Assessment (HARA). Results of the HARA are “Automotive Safety
Integrity Levels” (ASIL), safety goals to mitigate potential safety-critical hazards and
high level safety requirements. The necessary process steps based on SAE J3061 have
to be added to the existing process model. In other words, the process model based on
ISO 26262 has to be extended with steps demanded by SAE J3061 to define a co-
engineering process. Executing this process means to perform co-analysis using
STPA-Sec method. One result of the co-analysis is the hazard "overcharging battery
during plug-in charging" for which developers have to implement an adequate coun-
termeasure. Overcharging will be possible if an attacker modifies the BMU parame-
ters. To document the relationship between requirements (represented as goals) and
measures (declared in evidence documents) we use the OpenCert GSN editor. On the
one hand the argumentation covers the safety and security process and on the other
hand it deals with the product specific decision how to prevent "battery overcharg-
ing". From the security process point of view the top level claim is "define functional
cybersecurity requirements to prevent unauthorized changes to BMU parameters".
These requirements are listed in the corresponding project specific document
"HV_Batt_SecReq" stored in the project repository. From the product point of view
the BMU needs capabilities to detect and prevent unauthorized change of parameters.
The documentation of these capabilities is evidence and usable as product-based ar-
gumentation.

4.4  Results of investigation

The presented co-engineering framework was demonstrated by application to a hybrid
electric vehicle powertrain use case. The application of the methodology showed a
possible way how functional safety and security should correspond. Interaction be-
tween safety and security was forced by additional activities. The co-analysis method
STPA-Sec was used and supported by the tool XSTAMPP. Product specific safety
and security measures were coordinated to prevent unwanted interaction.

The usage of patterns speeded up the process definition activities and supported
creation of argumentation fragments by GSN, which connect processes and evidence
with argumentation. The graphical depiction of links between these elements im-
proves the stakeholder’s understanding and shows how the dependencies between
safety and security are organized. The tool OpenCert provides the possibility to man-
age patterns and to create GSN structures. The execution of the assurance activities by
the workflow engine WEFACT allowed widely automated generation of evidences
for the combined safety and security case.
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5 Conclusion

Today’s interconnected world needs special care to consider safety and security as-
pects. Although there are approaches treating the interaction between safety and secu-
rity adequately they are still immature. This paper presented a safety and security co-
engineering framework. A comprehensive combined safety and security argumenta-
tion methodology for the automotive domain has been developed. Its application in
the automotive domain within the standards constraints provides useful information
and can be considered as the next step for a wide application in development lifecy-
cles. The following important benefits of the presented methodology for argumenta-
tion apply to the automotive domain: Usage of patterns improves process definition;
the GSN structures connect process- and product-related evidence with argumenta-
tion; the graphical depiction of links between these elements improves the stakehold-
er’s understanding of relevant safety and security aspects. In the HEV powertrain use
case we showed the benefit of combined analysis of safety and security issues and the
preparation of an assurance case for safety and security. The question, what is a com-
pelling argument regarding the coordination of functional safety and security
measures has not been answered in a satisfactory manner and needs further investiga-
tion.

The idea of safety and security co-engineering is becoming an accepted approach
and it is required to appear in a specific standard regarding safety and security co-
engineering activities and shall be treated in a normative manner. Experience gained
in EU projects like EMC? and AMASS will try to reach standardization committees
and influence developments of future editions of standards with the goal of supporting
assurance case establishment.
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Chapter 1
Functional Safety of Automated Driving
Systems: Does ISO 26262 Meet the Challenges?

Helmut Martin', Kurt Tschabuschnig?, Olof Bridal’, Daniel Watzenig*

Abstract: Today’s innovative Automated Driving Systems (ADS) functions are
realised by highly interconnected and networking cyber-physical systems based on
existing Automated Driving Assistance Systems (ADAS). These interconnections
increase the complexity of so-called systems-of-systems, because automation re-
quires information and interaction with its environment. All possible interactions
must be known for the definition of the intended system behaviour in order to
identify any malfunctions of ADS, which may propagate over the system bounda-
ries and influence other systems to fail in a harmful way. Hidden links are able to
effect unwanted operational system states so that they can not be perceived as
failure modes. For that reason, functional safety is an important topic for reduction
of safety-critical risk to cause failures in complex automotive systems.

The chapter presented discusses the application of the automotive functional safe-
ty standard ISO 26262 in context of ADS. Following main topics are highlighted:
Complexity of automated driving systems, issues concerning availability and reli-
ability, importance of the concept phase and the role of the driver. Furthermore,
proposals are made on how to handle these challenges and for feasible enhance-
ments of the current ISO 26262 standard. Existing and promising methods are dis-
cussed that deal with the increasing complexity for the development of future
ADS.

Keywords: ADAS, automated driving, functional safety, fail-safe, fail-
operational, ISO 26262, safe state

1 Introduction

Science fiction stories about autonomous cars have inspired the imagination for
many years. In early 1980s the television series Knight Rider presented the self-
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driving and artificial intelligent car named K.I.T.T.5, and the slogan went, “Knight
Rider — A shadowy flight into the dangerous world of a man who does not exist”.
Techies of the time were fascinated by the possibility of a technology and imag-
ined that it would be possible to drive or simply travel in cars of the kind in the
near future. Today, some decades later, that vision is starting to be made a reality,
which will change and further influence the common understanding of the existing
human road mobility system. For the last 30 years, the main innovations of vehicle
technologies have been achieved by E/E systems in the automotive industry [1],
e.g. Anti-lock Braking System (ABS) in 1978, Electronic Stability Program (ESP)
in 1995 up to Collision Avoidance Systems in 2010 (see Figure 1).

. H
A Functions Electronic (armdirr ]
Stability Night Vision e
Automated Driving
Control
1)
fRction Navigation High-Speed
Control 8 Lane Departure Collision Avoidance o .
System Automated Driving
System
T
Anti-lock Adaptive Cruise Collision Eco- Cooperative
Braking P o N
Control Mitigation Maneuvering Maneuvering
System
H >

1980 1990 2000 2010 Toéiay >2020 Timeline
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Vehicle Dynamic
Stabilisation

Automated Driving

Figure 1: Evolution of advanced vehicle functions.

New generations of the Advanced Driving Assistance System (ADAS) are
more complex than ever before in two aspects: firstly from a technical point of
view in the context of the introduction of new technologies for implementing the
functions required. Secondly from an organizational point of view concerning the
whole supply chain including the suppliers involved for a different kinds of ser-
vices and products during the lifecycle of an automotive vehicle. In this chapter,
we will focus on the technical aspect as well as on the discussion about the chal-
lenges of automated driving functions and of how to apply the existing version of
the ISO 26262 [5] standard concerning automotive functional safety.

1.1 From Driver Assistance to Highly Automated Driving Sys-
tems

Today, almost every car on the market provides driver assistance systems (e.g.
Electronic Stability Control — ESC). For safety reasons, high-class vehicles are
equipped with various additional ADAS functions (e.g. Adaptive Cruise Control —
ACC). The introduction of such systems has helped to reduce the number of fatal

> Knight Industries Two Thousand
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accidents [7] [8]. However, more than 90 percent of accidents still occur as a re-
sult of human misbehaviour or mistakes. Thus, it is an important topic for the Eu-
ropean Union to reduce the number of human-caused accidents by introducing the
next generation of ADAS for our cars, which are referred to as Automated Driving
Systems (ADS).

The different definitions of driving automation for on-road vehicles by SAE in
the standard J3016 [3] and recommendations provided by BASt® and NHTSA” are
shown and compared with each other in Table 1. The comparison between the lev-
els proposed by the various standards/recommendations is possible up to the BASt
Level 4 “fully automated’ (see blue line in Table 1).

Table 1: Definition of SAE Driving Automation levels for on-road vehicles
and comparison with BASt and NHTSA [2].

Execution of Fallback System
- steering and |Monitoring of| performance | capability <
2 acceleration/ driving of dynamic (driving 63 | B3
= Name Narrative definition deceleration | environment | driving task | modes) E B |23
Human driver monitors the driving environment
No the full-time performance by the human driver of all aspects of the dynamic driving task, N N N B>
? | Automation even when enhanced by warning or intervention systems Human driver ( Human driver | Human driver | n/a Es | ©
the driving mode-specific execution by a driver assistance system of either Some -
1 Driver steering or acceleration/deceleration using information about the driving environment | Human driver Human driver | Human driver | drivin, 2 '
Assistance | and with the expectation that the human driver perform all remaining aspects of the | and system | '* tver | Hu b m';:gg E]
dynamic driving task
the driving mode-specific execution by one or more driver assistance systems of both g
Partial | steering and using information about the driving environment ) ome
z Automation and with the expectation that the human driver perform all remaining aspects of the System Human driver | Human driver ::g;’;g ?
dynamic driving task
Automated driving system (“system”) monitors the driving environment
Conditional the driving mode-specific performance by an automated driving system of all aspects of Some =B
3 onditions! the dynamic driving task with the expectation that the human driver will respond System System |Humandriver| driving | BE [ 3
Astomation appropriately to a request to intervene modes | T8
the driving mode-specific performance by an automated driving system of all aspects of Some B
4 High the dynamic driving task, even if a human driver does not respond appropriately to a System System System driving | 3 E
Automation request fo intervene modes “3
34
Ful the full-time performance by an automated driving system of all aspects of the dynamic All drivin
5 driving task under all roadway and environmental conditions that can be managed bya | System System System 9
Automation human driver modes

Evolution of driving systems (based on the definition by BASt / Lx...Level x):

LO. Driver only - Driver assistance comfort system (e.g. speed limiter)
Responsibility: Driver
Safe State: Driver always has control of the vehicle
L1. Assisted - Advanced driver assistance provides safety improvement, ADAS
supports the driver (e.g. EBA%, ACC, LKA®)
Responsibility: Driver
Safe State: Driver takes over full control of the vehicle
L2. Partly automated - Driving system controls laterally and longitudinally for a
certain time in few situations (e.g. motorway assistant)

¢ Germany Federal Highway Research Institute (BASt) — http://www.bast.de

7°US National Highway Traffic Safety Administration (NHTSA) — http://www.nhtsa.gov/
8 Emergency Brake Assist

® Lane Keeping Assist
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Responsibility: Driver
Safe State: Driver takes over full control of the vehicle
L3. Highly automated - Driving system controls lateral and longitudinal move-
ment for a certain time in specific situations (e.g. motorway chauffeur)
Responsibility: Driver OR System
Safe State: Driver takes over full control of the vehicle within a specific
timeframe OR System has to control the vehicle in defined
driving situations, if the driver did not take over full control
L4. Fully automated — Driving system has complete control of lateral and longi-
tudinal movement within a specified situation of the application (e.g. motor-
way pilot)
Responsibility: System
Safe State: System controls the vehicle in some driving situations

In SAE J3016, the highest level is ‘Full Automation’, which means from our

perspective an autonomous vehicle that is able to drive without a driver. This level
is not reached in this chapter because this scenario is too far away from today’s
technical practice.
The role of the driver will continue to be important for the introduction of automa-
tion functions in vehicles over the next few years. For high levels of automation
the driver should not be required to cope with any critical driving situation. In
such cases, the ADS should be able to handle any kind of driving situation auton-
omously — but this is still a future perspective expected that is expected to become
reality around the years 2025-2035.

In the past, vehicle manufacturers realised their particular ADAS functions in-
dependently on a do it alone basis and using different OEM!°-specific trade names
(e.g. Adaptive Cruise Control (ACC), Active Cruise Control (ACC), Cooperative
Adaptive Cruise (CACC), Distronic Plus). The function itself as well as the han-
dling and the user interaction typically slightly differed from each other to guaran-
tee OEM-specific originality. The levels of automation have to be harmonized for
the introduction of ADS functions, otherwise the driver will not be able to operate
different systems in the required way without training or a special extended driv-
ing license for automated vehicles as recommended by NHTSA [12]. One im-
portant aspect for handling the challenges is the standardization and harmonization
of ADS functions of all OEMs on the market. The standardization must include
not only the vehicle itself but also the overall aspects concerning the eco-system
that are required to realise ADS functions like infrastructure (e.g. map data) or en-
vironment (e.g. secure C2X!' communication). In aviation, the rulemaking adviso-
ry committee ARAC'? harmonizes all the aviation-specific standards (e.g. for sys-

19 Original Equipment Manufacturer

! Car-to-x means a communication between the car and any other external system,
e.g. other cars C2C or the infrastructure C21

12 Aviation Rulemaking Advisory Committee — http://avstop.com/legal/2.htm
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tem failures, underdetermined air traffic situation and human factor faults). The
awareness of the need for such a rulemaking advisory committee for road vehicles
is also given in the automotive industry as an automated vehicle will not be a
closed system as was the situation in the past.

If we compare the situation of aviation with the road mobility standards concern-
ing safety, ISO 26262 today covers only a subset of those system safety regula-
tions. As an example, we wish to mention the interaction of ADS with the driver
in aspects such as warning of the driver, supporting the driver so that an appropri-
ate reaction can occur and feedback to the driver concerning his/her reaction. Only
if the reaction of the vehicle is clearly defined and the driver knows which actions
are carried out by the vehicle on its own, the right decision or reaction can be ex-
pected from the driver within a specific driving situation when needed.

1.2 Functional Safety according to I1SO 26262

Safety is one of the key issues of road vehicle development. New innovative ve-
hicle functionalities are not only introduced as driver assistance functions. Con-
cerning propulsion, vehicle dynamics control as well as active and passive safety
systems increasingly enter the domain of system safety engineering. Development
and integration of these functionalities will enforce the need for a serious consid-
eration of safety within the system development and the need to provide evidence
that all reasonable system safety objectives are reached [3].

There are different Levels of Safety (LoS) (see Figure 2):

LoS1. Safety with respect to product liability’> where safety aspects of any kind
must be covered in order to achieve the permission for the launch of a product
on a specific customer market (e.g. electrical safety of high voltage systems),

LoS2. Functional Safety with a cross-divisional view of any type of malfunction
in mechatronic systems (e.g. failure of a mechanical part that could lead to an
hazardous event),

LoS3. Functional Safety with emphasis on any kind of malfunction of electrical
and/or electronic (E/E) systems (e.g. failure within the hardware which must
be monitored and handled to achieve the safe state of a system). This means
for the automotive industry, the ISO 26262 standard has to be applied.

13 ¢.g. Austrian Federal Act - Governing the Liability for Defective Product/Product Liability [4]:

§5. (1) A product §5. (1) A product shall be deemed defective if it does not provide the safety which,
taking all circumstances into account, may be reasonably expected, in particular with respect to:
1.the presentation of the product; 2.the use to which it can reasonably be expected that the product

would be put; 3.the time when the product was put into circulation.
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Safety according to
product liability

Functional safety
(according to ISO 26262 scope)

Figure 2: Overview of different safety levels.

ISO 26262 “Road Vehicles — Functional Safety” is an automotive industry-
specific derivation of the generic industrial functional safety standard
IEC 61508 [6]. ISO 26262 was released in November 2011 as the state of the art
international standard for E/E systems in passenger cars. It provides a structured
and generic approach for the complete safety lifecycle of an automotive E/E sys-
tem, including design, development, production, service processes and decommis-
sioning. 1SO 26262 defines the Automotive Safety Integrity Level (ASIL) as a
risk classification parameter for the safety-critical hazardous situation of an item!4.
This is an important parameter for all subsequent safety activities in the safety
lifecycle. The ASIL can be seen as a parameter that indicates a reduction of risk
requirement in order to achieve a tolerable risk level.

The overall systems engineering must cover all kinds of system properties such
as reliability, availability, maintainability, security and (functional) safety. Relia-
bility engineering is closely related to safety engineering and to system safety.
Both use common methods for their analyses and may require inputs from each
other. Reliability engineering typically focuses on costs through failure caused by
system downtime, cost of spares, repair equipment, personnel, and the cost of war-
ranty claims. Safety engineering normally does not emphasize costs, but rather the
preservation of life and nature. Therefore, it deals only with particular safety-
critical and dangerous system failure modes [11]. Safety and reliability are differ-
ent properties. A system can be reliable and unsafe while it can also be unsafe and
reliable (see Figure 3). Furthermore, in some cases, these properties even come in-
to conflict with each other. Leveson discusses this problem with very interesting
examples from the military as well as the avionic and chemical industries [13].

14 An item is a system or array of systems for implementing a function at vehicle level, to which
ISO 26262 is applied.
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Figure 3: Relation of unreliable and unsafe scenarios.

The ISO 26262 standard states “ISO 26262 does not address the nominal per-
formance of E/E systems, even if dedicated functional performance standards exist
for these systems (e.g. active and passive safety systems, brake systems, Adaptive
Cruise Control).” ASIL is not a nominal performance metric for other system
properties (e.g. maintainability, reliability, availability) of ADS functions. Specific
metrics for other concerns need to be examined in certain analyses of the particu-
lar scope (e.g. Mean Time To Repair (MTTR) for maintainable systems).

The ISO 26262 standard provides guidance by introducing requirements and rec-
ommendations to reduce the risk of systematic development failures and to handle
the complexity of E/E systems. Nevertheless, compliance with the standard pre-
sents a significant challenge for companies, because ISO 26262 sets requirements
and recommendations but does not explicitly define how they should be imple-
mented in an efficient way in the context of a particular application. To implement
the requirements and recommendations of the ISO 26262 in a particular applica-
tion, expert knowledge in functional safety must create a thoughtfully argued and
documented interpretation of the ISO 26262 for the particular application.

ISO 26262 provides a systematic top-down engineering approach based on the V-
model’s. A specification starts from the system-of-systems (SoS) level down to the
sub-system and component level and subsequently to the implementation level of
hardware (HW) and software (SW) modules. After the implementation and verifi-
cation of HW and SW, the integration a bottom-up approach follows on at the
right side of the V-model: integration of HW and SW modules in components
(e.g. HW+SW in ECU), components in sub-systems (e.g. ECU in HV battery),
sub-systems to system (e.g. HV battery in powertrain), system in SoS (e.g. power-
train in vehicle).

2 General Challenges of ADS

Some challenges are particularly relevant for automated systems in general terms
(compared to ‘classic’ automotive electronic systems) and are related to complexi-
ty, availability and reliability. This section provides an overview of different kind

15 See definition at http://v-modell.iabg.de/v-modell-xt-html-english/index.html
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of challenges that must be investigated for the development of safety-critical as-
pects of ADS.

2.1 Increasing Complexity of ADS

A system can be described as an aggregation of elements or components con-
cerning their cooperation and interaction with others to function properly. Interac-
tions in a system are exchange processes between components realised by flow of
material, energy and information (component relationships). In the event of fail-
ure, the system should be able to react in a fault-tolerant manner, which means
that the system is able to trap a fault — “the system and its intended functions are
able to survive” [9].

Safety is a system property intended to avoid system faults or malfunctions
from causing any substantial damage (e.g. injuries to people or damage to the en-
vironment), which requires precise error detection. If an error is detected, the sys-
tem must switch into a passive safe state with the consequence that the system is
no longer available or reliable, but it is safe (failure integrity). The influence of
system attributes such as availability, reliability, safety, security'® must be harmo-
nised and a kind of trade-off is required, because the ADS can be safe but that
does not mean that the system is available or secure.

If a system is required to guarantee high availability and fail-operational char-
acteristics, the system architecture is expected to have higher complexity of im-
plemented functions. This means that the system grows in terms of the number of
components and the interactions between them. The effort involved for the addi-
tional system safety causes increasing complexity. In addition unexpected effects
arise when repetitive interactions are effected by increasing non-linear functions
between the components. The most important attributes [10] of complex systems
are:

e Non-transparency — state, interconnection and behaviour of a system and its
components are only partly known,

o  Sensitivity — interference of results in case of unexpected input changes,

e [Instability — smallest disturbances cause unknown, unwanted behaviour of
the system,

e [nternal dynamics — continuous change of the system’s state by the system
itself without any external influence.

The mentioned attributes promote the appearance of additional faults and com-
plicates their identification. Despite simplest components and interactions, the
whole system generates forms, patterns and behaviour dynamics that could not be
derived from particular components. This property is referred to as emergence!”,
which arises from various signal feedbacks of the system components.

16 See also “dependability” — umbrella term to describe different quality attributes of a system.
17 Emergent entities (properties or substances) ‘arise’ out of more fundamental entities and yet
are ‘novel’ or ‘irreducible’ with respect to them [36].
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One popular development method is to abstract the reality, which means build-
ing a model to simplify or reduce the reality and capture the interesting major be-
haviour of the system. The state space of a model is always smaller than the state
space of the real world because not all parameters such as temperature and friction
that affect the components are considered. The synthesis of the component models
does not show all operating states or all linking conditions. In particular, undesira-
ble effects and hidden links could occur (see Figure 4).

Product
Level
Emergence
Hidden links _
System
Level
Component
Level

Figure 4: Latent linkages between system components and integration levels.

Unidentified coupling of components and over different integration levels may
lead to systematic faults during the modelling of the systems. These non-
transparency links and reactions to signals are the cause of unpleasant effects such
as emergence (spontaneous system behaviour caused by smallest state changes on
lowest level without direct derivation), common cause effects (single fault, cause
simultaneously multiple components failure), powered run away (activation of a
not provided function and are not designated in the conception or signal flow) and
hidden links (unwanted operation states in the system, not identified as failure). In
these cases, the system works incorrectly while a faulty state is not visible. That
could cause the loss of all safety reserves in the system. The implemented safety
mechanisms are ineffective and cannot be activated because the functional chain is
unknown. These non-transparency links must be discovered during the system de-
sign.

The mission of mastering complex systems is to control the above-mentioned im-
pacts in time and to prevent injurious effects. This could be done by a safe system
design and increasing system transparency. The quality, robustness and fault toler-
ance of the design depends on prediction potential of the applied development
procedure.
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2.2 Strict Requirements concerning Availability and Reliability
of ADS

A high degree of automation means that many - and potentially all - of the tasks
usually carried out by the driver will now be executed by control systems in such a
manner that the driver relies fully on the correct operation of these systems. The
unavailability of a function — for example the inability to perform automated brak-
ing or automated steering — is more critical when the driver is ‘not in the loop’
than it would be if the driver is ‘in the loop’. Regarding safety, it is generally con-
sidered as acceptable that a semi-autonomous function such as conventional cruise
control or adaptive cruise control is suddenly deactivated, provided the driver is
informed about the deactivation. The deactivation could be caused by a detected
error in the system, by the activation of a stability function such as ESP or ASR or
by some other triggering condition. The sudden loss of the vehicle’s ability to
drive autonomously, perhaps after several hours of fully autonomous driving,
would typically be considered highly critical concerning safety, even if the driver
is forced to take over control of the vehicle. In an extreme case, the vehicle con-
tinues to operate fully autonomously and to the extend that the driver does not
even has any possibility to take over control.

Thus, the closer we approach towards fully autonomous vehicles, the more im-
portant it becomes to ensure that automated functions are fully available. Classical
‘fail-safe’ design solutions that rely on deactivating a function and informing the
driver are no longer sufficient. Instead of fail-safe designs, fault-tolerant designs
will be needed so that functions remain operational even when a fault is encoun-
tered in the system.

In context of criticality of potential failures of functions for highly automated
driving, it is clear that systems providing the functions are able to significantly af-
fect the vehicle behaviour. Potential failures can cause very bad effects and highly
autonomous functions are, therefore typically associated with strict requirements
on safety integrity. However, it should be noted that many conventional systems
also require high levels of safety integrity, for example brake systems and steering
systems. So, this aspect is not a fundamental difference between ADS functions
and other vehicle functions. In general, automated functions tend to be associated
with stricter safety requirements.

3 Challenges to ADS concerning Functional Safety

For relatively high levels of automation (i.e. closer to ‘autonomous driving’ than
‘driver warning functions’), a complexity issue must be faced that makes the safe-
ty analysis more difficult than that of conventional systems. In a ‘classic’ vehicle,
the driver is responsible for coordinating all the vehicle functions (propulsion, de-
celeration, steering, headlamps, direction indicators etc.). In principle, this means
that each independent system function can be investigated separately with respect
to functional safety and taking into account the possibilities that exist for the driv-
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er to handle a particular malfunction of that vehicle function. But with higher de-
grees of automation, the driver is no longer the overall coordinator, which means
that any malfunction need to be handled by another function. In fact, the limits be-
tween these functions become blurred and difficult to define since the interaction
between the different functions grows is now more complex. The ISO 26262 ap-
proach of looking at one function (or ‘item’, which is the real or imagined system
that provides the function) at a time is less appropriate when the functions are
heavily dependent on each other. In the following section, more safety-related top-
ics will be discussed that must be taken into account for the engineering of ADS.

The innovations of today’s vehicles follow a continuing evolutionary approach.
The development of future technologies is based on existing automotive engineer-
ing best practices and does not only reuse the existing ones. Some of these evolu-
tionary aspects will be discussed in the following.

3.1 Vehicle Platform for Basic Driving Functions

Many of the current discussions on ADS are concerned with the functional level
to replace the single driver tasks by additional ADS functions. Further important
issues that need to be covered are the basic actuation functions, such as accelerat-
ing, braking and steering, to implement the required vehicle movement. For these
functions, today’s vehicles provide function-specific assistance for the human
driver through means such as force support in braking systems by a hydraulic or
an electro-mechanic brake. Systems for automated driving functions need to be
improved to support the fully required brake force without a human driver. Fur-
thermore, the safety concepts of existing systems must be updated because the
ECU (e.g. of the steering system) needs to detect any kind of malfunction and
their effects have to be mitigated, because without a driver the system has to
monitor, decide and react on its own. The steering system’s safety goal can be
formulated like, “Avoid the reversible and irreversible steering request from the
steering system affected by any of the involved E/E systems” (e.g. steering angle
sensor or ECU) [30]. The 3-Level Monitoring Concept (EGAS concept) provides
a possible technical solution, which is a standardized principle for safety designs
for vehicle engine controls published by German OEMs [31].

Future vehicle architectures will introduce new safety concepts in the automotive
industry (e.g. steer-by-wire systems will change safety concepts in contrast to the
systems nowadays). In the event of any fault, a deactivation in a fail-silent mode
as a safe state will not be possible (e.g. a fail-operational mode can be realised by
redundant system architecture). As a conclusion, it is obvious that the implementa-
tion of ADS functions in existing vehicle platforms cannot be seen as only add-
ons to existing functions. The overall safety concept of vehicles has to be updated
for upcoming requirements concerning fault-tolerant and fault-operational behav-
iour of highly automated vehicles.

Issue: Are existing vehicle platforms ready for ADS?
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3.2 From ADAS to ADS Functions

Today, ADAS functions are used as a basis for the realization of ADS functions.
However, these ADAS functions concern specific aspects of specific automotive
use regarding

e Scenarios: from simple to complex scenarios (e.g. from keeping a driving
distance by ACC on the Motorway to City Chauffeur at traffic crossing)
o Vehicle speed: from low to high speed (e.g. from Park Steering Assist to
High-speed Motorway Chauffeur)
e Vehicle Safety Risk: from ‘normal’ to ‘low’ risk (e.g. from Emergency Brak-
ing Assist to Automated Driving on the Motorway)
The challenge is the combination and interaction of these basic functions. All
kinds of interactions between these basic functions need to be analysed and han-
dled in such manner that no unintended interactions concerning timing and value
could occur. Any kind of functional and technical interaction must be dealt with
during the system design phase.
Issue: Is reusing of existing ADAS possible?

3.3 Share of Sensors and Actuators

Different vehicle functions share the same sensors and actuators and all func-
tional and technical condition has to be met. Sensor signals and actuator command
signals may not be faulty in case of feature interaction and synchronization. In
many applications an adequate fusion of sensor data and a voter mechanism for
actuator command signals are required. In particular, any kind of unwanted inter-
actions has to be handled so that no hidden links could affect any malfunction be-
haviour.

Issue: Is the available technology sufficient and adequate for the required func-
tions?

3.4 From many ECUs to Host ECUs

Today, more and more functions of vehicles are implemented on existing single-
core ECUs. These existing technologies slowly reach their limits (e.g. clock fre-
quency, heat dissipation, size of gates). The following challenges approach is a
shift from single-core to multi-core ECUs, which means a shift from distributed
functions with many ECUs to a few multi-core host ECUs. The latter offer many
different functions, but this rather new technology also requires new safety fea-
tures. For safety-critical applications according to ISO 26262, these multi-core
ECUs with shared resources have to support specific safety measures in hardware
(e.g. use of lockstep core or memory protection). Furthermore, safety measures
have to be supported by the software and software engineering constrains. Real-
time (e.g. loads of cores), functional (e.g. sequences) and safety (e.g. spatial re-
dundancy) aspects have to be considered by the operating system and the applica-
tion software. Many new algorithms from different vendors have to be integrated
in these platforms, and coordination, configuration and documentation pose a fur-
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ther challenge. All these aspects have to be compliant to ISO 26262 and require
safety evidence for the assessment of those applications.
Issue: Is new technology ready for safety-critical applications?

4 Importance of the Concept Phase

The concept phase defined in ISO 26262 focus on the functional abstraction of a
specific item by (1) definition of the item, (2) assessment of the potential risks of
that item by performing the Hazard Analysis and Risk Assessment (HARA), (3)
determination of the ASIL for each hazardous event, (4) definition of high-level
functional safety requirements as Safety Goals and (5) derivation of a Functional
Safety Concept (FSC), which covers all relevant safety measures to achieve func-
tional safety for the defined item. In the following, each of these activities is de-
scribed and relevant steps will be discussed in more detail.

4.1 Item Definition

This activity covers the definition of the item, the required functionalities, the in-
tended behaviour, the interaction with other items/systems of the vehicle and the
interaction with the external environment of the vehicle. ISO 26262 is intended as
an automotive-specific functional safety standard and it should be usable for any
kind of E/E system in a vehicle. This can be slightly different when considered
beyond the scope of specific items. For example, if we compare a hybrid power-
train system component such as a high-voltage battery system with an automated
driving system for a Motorway Assistant (MWA): The MWA contains much more
complex and networked functionalities that must to be coordinated with external
items (e.g. other vehicles) and environmental systems (e.g. traffic signs) and fur-
thermore with vehicle internal functions related to fundamental vehicle platform
functions.

4.2 Hazard Analysis and Risk Assessment (HARA)

In the concept phase, the functional abstraction allows to have an abstract view of
the system. Functional safety concerns unintended behaviour of the item. Safety
analyses should be carried out in that phase to identify potential hazards of the
item (e.g. HAZOP'® or Concept FMEA'") followed by risk assessment.

The following steps describe activities that need to be done during the HARA in-
cluding some proposed further extensions concerning ADS functions; these are
written in bold letters and described in more detail:

18 HAZard and OPerability study.
19 Failure Mode and Effects Analysis.
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Step 1: Elaboration of hazardous events

o Stepl.1: Driving scenarios by situation analysis
- Driving situation (e.g. maneuver at crossroads)
- Infrastructure (e.g. communication between car and environment)
- Environmental condition (e.g. weather)
- Operating mode of the vehicle (e.g. acceleration)
- Traffic participants involved (e.g. pedestrian)
- Driver presence (e.g. driver in the loop/or not)

o Step 1.2: Hazard identification (e.g. by HAZOP)
- From malfunctions
- To malfunction behaviour
- To hazard

o Step 1.3: Derivation of hazardous events
- Combine driving situation with hazards
- Potential source of harm to specific group of traffic participants at

risk

Step 2: Classification of hazardous events
o Step 2.1: Severity classification
o Step 2.2: Exposure classification
o Step 2.3: Controllability classification

Driver presence and controllability classification. Each hazardous event is clas-
sified by the risk parameters severity (S), probability of exposure (E) and control-
lability (C) during the HARA. Parameter C denotes the estimation of controllabil-
ity of a hazardous event by the driver or other persons potentially at risk.
Controllability classes are CO to C3, where CO meaning “controllable in general”
and C3 meaning “difficult to control or uncontrollable.” In the specific context of
risk assessment for automated driving functions, the parameters depend on the role
of the driver within a specific driving situation, which is why an ASIL should be
determined for any potential hazardous event. For ADAS and partially automated
functions, the driver must always be able to take over control of the vehicle within
a defined reaction time. Concerning functionality, for highly or fully automated
functions, it is not required that the driver monitors the driving situation. Thus, it
might not be possible for the driver to consider any kind of controllability of the
vehicle. This may lead to a classification of C3, which would result in ASIL C/D?
worst case.

4.3 Determination of ASIL and Safety Goals

The next steps concern the rating of ASIL and the definition of safety goals:
Step 3: ASIL derived from risk parameters

20 Depending on the classification as S and/or E.
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o ASIL=f1(S,E, C) based on ISO 26262, part 3, Table 4
Step 4: Elaboration of Safety Goals

o Formulation of Safety Goals

o Definition of Safety Goal attributes (e.g. Safe State)

Definition of Safety Goal attributes. A safety goal must be specified as a top-
level safety requirement. We want to avoid any unreasonable risk of a possible
hazardous event (e.g. “unwanted acceleration shall not occur”). Safety goals are
not expressed in terms of technological solutions but in terms of functional objec-
tives. If a safety goal can be attained by transitioning to, or by maintaining of one
or more safe states, then the corresponding safe state(s) shall be specified. Further
relevant parameters regarding a safety goal are safe state, Fault Tolerant Time In-
terval (FTTI)?!, Diagnostic Test Interval (DTI)*, Fault Reaction Time (FRT)* and
Safe Tolerance Time (STT)* to maintain safe state before a possible hazard may
occur (see Figure 5).

FTTI= DTI + FRT + STT

The definition of these parameters is very important in case of FRT being re-
quired to have critical driving situations handled by the system or by the driver to
maintain the defined safe state (e.g. ADS function level 2 defines safe state as
“driver takes over control”).

Fauit Fault Detection

Possible
Hazard
Normal Safe State
Operation
T<=Diagnostic test Time
interval Fault Reaction Time
Fault tolerant time interval

Figure 5: Fault Reaction Time and Fault Tolerant Time Interval [5].

2! Time span in which fault(s) can occur in a system before a hazardous event ([5], Part3, 1.45).
22 Amount of time in which a safety mechanism takes online diagnostic tests ([5], Part3, 1.26).
23 Time span between detecting a fault and reaching the safe state ([5], Part3, 1.44).

24 Amount of time between achieving the safe state before a hazard could occur.
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Further influences to define a safe state. The complexity of the driving situa-
tion must be considered for the definition of safe states. Another important re-
quirement in ISO 26262 concerning the safe state is “8.4.2.4 If a safe state cannot
be reached by a transition within an acceptable time interval, an emergency opera-
tion shall be specified. ”

Based on this requirement further constraints have to be taken into account:

o Jtem Definition — provided functionality of ADS to maintain safe state (e.g.
low ADS level — only comfort functions vs. high ADS level — self-driving)

o Driver Presence — difference between driver in the loop or not (e.g. driver’s
hands on the steering wheel vs. checking e-mails at the touchscreen)

o System Availability — Possible or required degradation function depends on the
level of ADS and the driver reaction in case of malfunction

e Safe Place — reachable safe place depends on the current driving situation and
environmental conditions (e.g. safe state required during overtaking on the
third lane of the motorway)

o Safe State Scenario — accessible safe state in specific driving situations includ-
ing all constraints

An overview of different influences is given in Table 2.

Table 2: Overview of exemplary influences on the safe state.

Item LOW ADS MID ADS HIGH ADS
Definition
Driver YES YES NO NO
presence
Deactivati Not
S}lfster.n. cac IV.a won .0 Available Available
Availability | not available available
Safe Place B B Stop vehicle on Stop at the
the same lane rightmost lane
Safe State . . Vehicle must Vehicle must
i Driver must Driver must
Scenario stop at safe stop at safe
take over take over
place place

4.4 Functional Safety Concept (FSC)

The objective of the functional safety concept is to derive functional safety re-
quirements from the safety goals and to allocate them to preliminary architectural
elements of the item or to external measures.

The following aspects have to be addressed in FSC:
o  Error detection and failure mitigation

Transition to a safe state

Warning and degradation concept

Fault tolerance mechanisms

Error detection and driver warning

Arbitration logic

O O O O O
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The last three aspects will be discussed in the following in more detail:
Fault tolerance mechanisms means that a fault does not directly lead to the viola-
tion of the safety goal(s). The mechanism maintains the item in a safe state with or
without any kind of degradation.
Error detection and driver warning is important to reduce the risk exposure time
to an acceptable interval (e.g. engine malfunction indicator lamp, ABS fault warn-
ing lamp).
Arbitration logic is required to select the most appropriate control request from
multiple requests generated simultaneously by different functions and is particu-
larly important for the interacting functionalities of ADS.
However, not all of these aspects are always relevant for every system. Some sys-
tems do not offer any fault tolerance and some systems do not need any arbitration
logic. The relevant safety measures concerning error detection, driver warning and
transition to the safe state are important topics that must be considered in that
phase.

4.4.1 Examples of FSC for Different ADS Levels

Depending on the type and degree of automation, there are several different
strategies for ensuring safe operation despite faults in associated systems. This is
illustrated in Figure 6, which shows three potential event sequences unfolding af-
ter the occurrence of an error. From top to bottom, these can be described as fol-
lows:

An assisted or partially automated function can no longer be trusted to fully
function and as a consequence the driver is alerted to (re-)take control of the vehi-
cle. During and after the handover, the partially automated function is prevented
from working unsafely, perhaps by deactivating that function completely.

Example: Cruise control is deactivated due to a detected error. The driver is in-
formed and takes control of the longitudinal motion of the vehicle.

A highly or fully automated function determines that the driver needs to take
over due to a detected error. The driver is informed about the need for handover of
control. Due to the expected relatively long time for the handover, the automated
function needs to continue to operate fully or almost fully for some time.

Note: This means that the handover is initiated when the automated function is
still either fully, or almost fully operational.

Example: An autonomous driving system detects an error that indicates that an
additional (subsequent) fault may lead to unsafe system behaviour. The driver is
informed and takes control of the vehicle.

A fully automated function without any possibility for the driver to take over
control determines that the vehicle shall be stopped in a defined time interval to
avoid any hazardous event. As in the previous case, this means that the handover
is initiated when the automated function is still fully or almost fully operational.

Example: An autonomous driving system detects an error that indicates that an
additional (subsequent) fault may lead to unsafe system behaviour, so the auto-
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mated function brings the vehicle to a safe stop within a few minutes or possibly
seconds.
System has to maintain

SAFE condition for ~1-2s
before driver control

4 FTTI -
Assisted, partially : ) State; System has to maintain
automated H Driver take- operation for ~8-10s
over control before driver control
i« FTTI -
\ System has to maintain
’ SafeState: degraded operation until car
: Driver take- stopped in safe place
Highly / fully | ISSRAAMINN | over control
H  maintains
automated H p— .
H No Driver take-over:
H . ’ SafeState
H System in degraded operation
- FTTI > Time

Figure 6: Different concepts for transition to safe state.

For the second and the third case described above, i.e. in the lower part of Fig-
ure 6, it is shown that the automated function needs to be fully - or almost fully -
operational for several seconds after an error occurs. If there is no driver to take
over, the function has to remain operational, albeit potentially degraded, for sever-
al minutes. Thus, the implementation of such highly or fully automated functions
needs to be fault-tolerant in the sense that full or degraded functionality is possible
even when a fault occurs in the system.

4.4.2 Vital Role of the Driver in the FSC

ISO 26262 sets requirements concerning error detection, driver warning and re-
action of the driver. For today’s automotive E/E systems, the role of the driver can
be regarded as almost being covered in a cooperative manner. The driver must be
able to control the vehicle on every trip (in Europe see also: Vienna Convention).
By contrast, how the automated vehicles operate in a standardised way and sow
safety-critical aspects should be handled in a standardised way is not defined.
Thus, the driver needs to be familiar with different specific automated driving sys-
tems because the behaviour vehicles may differ. The training of the driver is re-
quired for specific ADS functions to ensure the driver’s correct reaction within the
required reaction time.

An additional aspect that must be taken into account here, and this is the ‘habitua-
tion effect,” i.e. the introduction of ADAS and ADS functions will change the
driving experience and require different skills of the driver. In HARA, the parame-
ter C for controllability might change to ‘uncontrollable’. In the near future, a
driver may be unable to handle a critical vehicle situation without assistance sys-
tems within the required reaction time because of lack of experience. Special driv-
ing licenses for automated driving systems could be a possible scenario. However,



Publication K: Springer2016 196

20

they may not be accepted by customers who may hinder the introduction of such
systems.

At present we do not train drivers to be able to deal with either a total brake
failure or total loss of steering capabilities. Both braking and steering systems are
extremely safe and reliable as a result so that the drivers do not need to worry
about such problems at all. An alternative solution is simply to make the future
ADS so safe and reliable that the drivers can fully rely on them at all times.

5 Supporting Methods to Handle Complexity of ADS

The complexity of these safety-critical systems must be considered and nega-
tive effects need to be detected and mitigated by fault identification and fault miti-
gation techniques. Today, in the development of automotive electronic systems
there are established methods and technologies for safety activities available (e.g.
Safety analyses such as HARA for ASIL determination [5], Failure Mode and Ef-
fect Analysis (FMEA) [32], Fault Tree Analysis (FTA) [33]).

The available technologies that need to be improved and developed further for
their practical application in systems engineering:

e Formal/semiformal specifications by Model-Based Systems Engineering

e Formal verification by Contract-Based Design
¢  Simulation and Co-Simulation

5.1 Model-Based Systems Engineering (MBSE)

The following definition of MBSE can be found in Friedentahl [34]:
“Model-based systems engineering (MBSE) applies systems modelling as part of
the systems engineering process ... to support analysis, specification, design, and
verification of the system being developed.”

The MBSE approach is a semiformal methodology to support engineers in the
specification phase with analysis of the system and reduction of reality to an ab-
stract model representation. The requirements for a specific level are defined and a
virtual solution for the system is elaborated and hierarchically divided into repre-
sentative components from system-of-systems, systems, sub-systems and compo-
nents. Models at a lower hierarchy level provide more specific details concerning
the realisation. During the modelling phase a separation of intended and unintend-
ed functions (= fault behaviour) is required, which is represented by specific func-
tional properties and safety-related properties of the system. The model-based en-
gineering approach is highly recommended by ISO 26262, part 6, for software
development at ASIL C and D. This approach should be enhanced for the system
level of such software-intensive systems. One of the major standardization work-
ing groups concering MBSE is the Object Management Group (OMG), which is
an international, open membership, not-for-profit technology standards consorti-
um. OMG Task Forces develop enterprise integration standards for a wide range
of technologies and industries. Various standardised general purpose modelling
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languages are available for the system level (e.g. SysML?*, MARTE? or EAST
ADL?). These modelling languages have been elaborated, improved, applied and
evaluated by many EU research initiatives by academia, research and industry
partners. MBSE presents many possibilities for how to model a system through
the use of different modelling elements, but for practical application the reduction
of the number of elements to a subset and provision of guidance and modelling
constraints for engineers are requirements. A model-based systems engineering
method?® is a method that implements all or part of the systems engineering pro-
cess and produces a system model as one of its primary artifacts. A system model
provides the basis for specification of the intended behaviour of the system and is
further used for identification and derivation of error models. An error model han-
dles fault propagation over different hierarchy levels from singular components up
to hazards at vehicle level. Different safety analysis methods (e.g. FTA or FMEA)
can be supported by applying the error model. The output of the safety analysis
defines safety measures by safety requirements for mitigation of any potential
fault by detection, prevention, degradation or warning actions in the safety con-
cept. A possible approach for the automotive domain by using SysML is described
by Martin et al. in the SAE technical paper [16].

Biggs et al. [35] present a profile for a conceptional meta-model to cover rele-
vant aspects of system safety and describes safety stereotypes based on SysML
(e.g. Hazard, Harm, HarmContext,...). The profile models common safety con-
cepts from safety standards and safety analysis techniques. As a profile of SysML,
it can be used to directly model the safety-related information of a system in the
same model as that system’s design. Furthermore, the profile supports communi-
cation between safety engineers and system developers, in order to improve the
understanding on both sides of the risks a system is vulnerable to and the features
the system uses to mitigate those risks.

The MBSE approach by using SysML covers the following concerns [34]:

e Provide a common and standardized description language to improve the
communication between system engineers and engineers from other disci-
plines.

o Support of the performance of different kinds of checks of the system model for
the verification of specification rules (e.g. for the system design, to achieve
correctness and completeness).

25 Systems Modelling Language — http://www.omg.org/spec/SysML/.
26 Modelling and Analysis of Real Time and Embedded systems - http://www.omgmarte.org/.

27 Electronics Architecture and Software Technology — Architecture Description Language —

http://www.east-adl.info/.

28 A method is a set of related activities, techniques, conventions, representations, and artifacts that

implement one or more processes and is generally supported by a set of tools.
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o [mprove the processing of the system modelling artefacts by using transfor-
mation of the system model to another description model and extension with
other relevant aspects (e.g. error modelling).

o Traceability of relevant safety artifacts is provided and so the change man-
agement and impact analysis of particular safety concerns is possible. A fur-
ther benefit of MBSE is the possible reuse of existing best practices by differ-
ent kinds of patterns for requirements definition, safety design and safety
argumentation.

5.2 Formal Verification by Contract-Based Design (CBD)

CBD is a formal method for specifying what a component/system is able to of-
fer (e.g. service, data, information, energy) for its environment by means of so-
called ‘guarantees’ and what a component/system requires (e.g. service, data, in-
formation, energy) from its environment by ‘assumptions’ [17]. Guarantees may
be the performance and restrictions of output interface/channels which are only
valid if all assumptions are confirmed. Assumptions defines the environmental
constrains for the input interface or channel of a system or component. The cou-
pling of software-intensive systems and their components is hard to handle. It is
difficult to handle all potential hidden links that could affect the safety of a sys-
tem. CBD is able to guarantee that the system model only engages defined system
states. By applying CBD, only specified system states are allowed and the cou-
pling and communication of systems is only permitted via defined and well-
known channels.

It is possible to provide patterns to assume and guarantee contracts which are
defined for different characteristic such as timing, safety, security etc., or patterns
that are formalised to be checked automatically. The sum of all the system patterns
defines all possible contracts.

CBD describes system components to be black boxes and defines their behav-
iour via interfaces with other system components. All kinds of dependability as-
pects are formulated as contracts; for example, timing (e.g. real-time contracts),
safety (e.g. ASIL x or reaction time), security (e.g. authentication certificates) and
are manageable by this means.

Different hierarchical levels of contracts are defined as follows, e.g.:
e  Contracts between different SW modules
e Contracts between SW modules and HW components
e Contracts between different HW components
e Contracts between HW components and subsystems

CBD is able to coordinate interoperability and boundary limits of components and
services they provide and also data over different hierarchical organisations. By
modularization, it is possible to reduce the complexity of the components during
system design. Every component is described by a limited catalogue of properties
and constraints which establish safety. Conflicts between contracts are found very
easily by means of a consistency test, if all contracts are free of any contradictions.
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Satisfactory tests check whether the implementation of a component is consistent
with the contract. Adequate tooling support is now finally available today (e.g. for
model checking). Several publications discuss the use of contracts in context of
the requirements of the engineering and safety standards such as ISO 26262 [18].

A new methodology to support the development process of safety—critical sys-
tems with contracts is presented by Baumgart et al. [19]. They compared existing
meta—models also stating their short—comings in relation to their approach and
they introduced the semantic foundation of our meta—model. They described their
concepts of abstraction levels, perspectives, and viewpoints and provided a proof
of concept with exemplary use cases.

Westman et al. [20] shows that safety requirements can be characterized by
contracts for an item and its elements with guarantees that constitute the safety re-
quirements, by providing explicit requirements on their environments as assump-
tions. A contract therefore enriches a safety specification for an item/element by
explicitly declaring what each element/item expects from the environment to en-
sure that the safety requirements are satisfied. Furthermore, they showed that con-
sistency and completeness of safety requirements can be ensured through verify-
ing the dominance property of contracts.

Past and recent results as well as novel advances in the area of contracts theory
are presented by Benveniste et al. [37]. They show that contracts offer support to
certification by providing formal arguments that can assess and guarantee the
quality of a design throughout all design phases. Furthermore, they showed that
contracts can be used in any design process: Contracts provides an "orthogonal”
support for all methodologies and can be used in any flow as a supporting tech-
nology in composing and refining designs.

5.3 Simulation and Co-Simulation

Simulation methods are commonly used in the automotive industry where
complex embedded systems from different cooperative disciplines are referenced
to realise highly interdependent functions. In this context, simulation methods al-
low engineers to predict the behaviour of complex embedded systems without an
available prototype of the entire system. Complex systems like ADS require a data
structure that considers the behavioural interactions within the system because of
their multi-disciplinary nature. A combination of simulation and MBSE method-
ology supports modelling activities and improves the integration of simulation ac-
tivities in the design process. This combination supports a system presentation for
addressing the overall behavioural aspects of the product (multi-physics, local and
global behaviours) and thus considers several system levels.

The ISO 26262 standard recommends the use of simulation methods for verifi-
cation on different system integration levels (e.g. ISO 26262 part 3 for verification
of the controllability parameter of HARA [25]). For system design verification,
ISO 26262, part 4, Table 3 suggests simulation as a highly recommended method
and a technique for e.g. fault injection and back-to-back test for ASIL C and D.
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A model-based workflow for safety-critical embedded system is shown by
Karner et al. [15]. Their approach covers three main aspects during the develop-
ment of safety critical systems. Namely system modelling, system simulation and
system verification based on simulation. By using the Software Process Engineer-
ing Metamodel (SPEM), the workflow is defined in a consistent and seamless
way, allowing continuity from preliminary concepts up to the final system verifi-
cation report. Aligned with requirements given by ISO 26262, the demonstrated
workflow enables safety verification at system level during an early stage of de-
velopment by using modelling and simulation.

A system modelling based approach for the integration and test of automotive
embedded systems is proposed by Krammer et al. [14]. A V-model is introduced,
targeting process oriented needs for safety and indicates where modelling lan-
guages in favour can be applied best. To establish a link between safety goals and
the structure of simulation models, the initial model is enriched with necessary in-
formation and transformed to a language suitable for advanced simulation tasks.
SystemC has the capabilities to support this approach for hardware and software
even-handedly. The integration of SystemC into a co-simulation environment also
enables the usage of external simulation models within the proposed architecture.
The proposed system modelling based approach enables safety verification and
validation at an early stage of development.

Graignic et al. [21] propose a software framework based on a data model that
manages complex system structures. This data model structures behavioural in-
formation that considers three major interactions: interactions between compo-
nents simulation models, interactions considering multi-level behaviours (e.g. use
of components simulation for a module simulation) and interactions between do-
main behaviours (e.g. thermal impact on mechanical components) in a so-called
co-simulation environment. Such methods can be used to perform early validation
of the specifications by the MBSE approach to provide early validation feedback
of adequate safety measures.

In the context of automated driving, different aspects beyond embedded sys-
tems behaviour are simulated such as the interaction of a vehicle with its environ-
ment, other vehicles or systems (e.g. Simulation of Urban MObility - SUMO [22]
[23]) or the interaction of a vehicle with a driver, the interaction of vehicle subsys-
tems for dynamic proof of a specified behaviour of systems and components [24].

6 Further Safety-Related Topics

In the following section, more safety-related topics will be discussed that must be
taken into account for the engineering of ADS.

6.1 Influence of Security on Safety functions

One objective of system development is to ensure ‘freedom of unreasonable
risks’ in any operational condition. This objective has different meanings depend-
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ing on whether safety or security aspects are considered. From the safety point of
view the risk to the environment arising from inside of the system must be mini-
mized (and this apart from a system including humans). This can result in a tech-
nical failure in the system, for example fire hazard due to a high-voltage battery
system of an electric vehicle or an accident because of an unintended acceleration
of the ADS. Regarding security, potential threats to the system through the envi-
ronment, which could result from intentional manipulations, e.g. a hacker attack,
must be minimised. While the term safety represents the system view on any po-
tential hazards of the system to the world outside, security concerns by contrast
the aspects from the outside world to inside the vehicle and the influence on the
vehicle internal systems. The goal of security measures is to protect the system
from unauthorised use and manipulation (hacker, low-cost spare parts etc.). The
discipline of security in the automotive industry concerns the growth in vehicle
functions and the innovation potentials in the networking of vehicles with the en-
vironment (e.g. other cars) or Internet of Things (e.g. cloud services). The particu-
lar challenge on the one hand is the linking of the two disciplines safety and secu-
rity for utilising synergies and on the other hand the prevention of conflicting
effects. Different motivations for unauthorised access scenarios in vehicles are
possible [29]:

e Manipulation of the vehicle and its components as well as the corruption or
deactivation of vehicle functions — attacking of ‘availability of a service’
(e.g. change of torque limits of the electric machine that could damage the
powertrain)

e Vehicle tuning by changing functional properties — attacking of ‘functional
integrity’ (e.g. chip tuning, manipulation of the speedometer or deactivation
of warning messages)

e Illegal attempts to obtain personal data — attacks on ‘personal integrity’ (e.g.
the driving behaviour of the user, preferences for shops, restaurants or hotels)

ISO 26262 provides guidance for automotive development process issues concern-
ing functional safety lifecycles. However, a process for security concerns is not
state of practice for automotive engineering. Many similarities exist between safe-
ty and security on a common abstraction level and it would appear to be useful to
interweave ISO 26262 development processes with security concerns. After defin-
ing a security item, the result of these considerations could be the consideration of
security risks and the preparation of hazard analyses. Security goals with corre-
sponding security measures can, hence, be derived from the analyses. After system
design, verification and validation, a joint assessment should take place to rate the
functional safety level reached according to ISO 26262 and any safety threat on
the security side. Based on the similarities of these two disciplines, it would ap-
pear to be wise and necessary to expand the ISO 26262 framework by aspects of
security topics. The extend to which these suggestions or other methods are expe-
dient will be established in the course of an ongoing discussion in different stand-
ardisation communities [29].
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6.2 Liability of ADS

Liability is a crucial topic in the context of future automated vehicles because
legal authorities need an answer to the question, “Who was responsible?” in case
of an accident.

Different responsibilities can be found under to law [26], e.g.:

e Liability of the vehicle keeper: Any operational risk in connection with an au-
tomobile is born by the vehicle keeper — ADS will not change the liability for the
operation of automatic systems in motor vehicles.

o Liability of the driver: In damage event a fault of the driver is legally assumed
(under civil law) until proof of the contrary is provided. In case of a fault of the
ADS, the driver still has the option to insist on proof of exoneration.

o Motor vehicle liability insurance: If a harmed third party raises claims against
vehicle keepers or drivers, they will be covered by the insurance — ADS will not
cause any relevant change of the liability principles of the motor vehicle liability
insurance.

e Product liability of the manufacturer: The OEM is liable if a defective product
was brought to the market being subject to product liability. The OEM must pro-
vide evidence that the product was not defective and did not cause damage. The
drivers must be instructed carefully in order to reasonably influence their expec-
tations about the system’s capabilities and to encourage drivers to perform any
necessary overriding functions. The safety of the system design is closely linked
to the instructions given to the driver.

o Liability of the infrastructure: Future highly and fully automated vehicle func-
tions will require precise data. These data will refer to local conditions too and
will require a time stamp. The vehicle infrastructure should be able to provide all
necessary information and is also liable for safe and secure functionality.

Ethical aspects will also play a role. In complex driving situations, events may
occur that are difficult to handle by human drivers and that could lead to so-called
‘dilemma situations’. Sometimes, it is not possible to manage critical situations
without harm any people. Thus, a decision has to be made to determine the mini-
mum of harm. A decision between “plague or cholera?” is a difficult one for hu-
mans to make, but it is even more difficult for machines. Future highly and fully
automated systems will need certain risk determination algorithms that can rise to
situations of this kind.

For this reason an ‘event data recorder’ in the vehicles will be a requirement for
recording relevant information about crashes or accidents. Information from these
devices is collected and analysed after a crash to help in determining exactly what
happened. This will be similar to the ‘black box’ found in airplanes, which records
all critical data in the course of a flight. Further research is needed for the assess-
ment and classification according to the level of abstraction and degree of automa-
tion for a standardized definition and understanding.
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6.3 Validation of ADS Functions

Systematic testing methods are very important for the validation of ADS func-
tions (e.g. concerning safety aspects). For such complex systems, test methods
must comprise a combination of simulation and real-world testing for different
levels of integration like xiL (x in the loop) and model/software/processor/hard-
ware/vehicle in the loop approaches. The most widely used approaches for the val-
idation of driving functions are based on the V-model, endurance testing, xiL test-
ing, open-loop offline perceptions tests, ‘Trojan horse’ tests, stepped implementa-
tion tests, complex tests and so on. All these testing methods have different
potentials and disadvantages, for example ‘Trojan horse’ tests are functional tests
without hazardous effects in serial cars [27].

A further issue of ADS functions is that a strategy for safety confirmation cannot
be implemented because a malfunction mechanism cannot be caused by the func-
tion but by decisions of the system. Although a test is able to characterize safety-
relevant system states. There could be system reactions during automated driving
situation where the decisions cannot be affected by the ego-vehicle alone. The ac-
tions and reactions of other road users must be anticipated, but a one hundred per
cent expectation cannot be ensured. Adequacy here cannot yet be reached on basis
of road user reaction models. The system reaction is going to be probabilistic and
the decision on accuracy will become time-dependent and ascertainable only in
simple situations. The first development of automated function was concentrated
on technology goals. But without appropriate validation steps for safety-critical
automated functions the vehicles cannot hope to be established on the consumer
market.

7 Conclusion

The ISO 26262 standard is intended to be an automotive functional safety standard
for handling hazards caused by malfunctioning behaviour of E/E safety related
systems including interaction of these systems. It does not address the nominal
performance of E/E systems such as powertrain control or any kind of ADAS. For
this reason the ISO standard is also applicable to any level of automated driving.
But the complexity of such systems is much higher than today’s engineers are
used to deal with, because of the high degree of networking functionalities that
must be handled. Different kinds of challenges must be considered to realise ADS
functions in an adequate manner. Following challenges were discussed in this
chapter: Increasing complexity of highly interconnected functions and influence of
system attributes, such as availability, reliability, safety, and security must be
harmonised.

The concept phase of ISO 26262 becomes more important for ADS functions
because the development of ADS requires the engineering approaches and tech-
nologies beyond state of the art. In particular, influence of the driver in the
HARA, definition of safety goals and corresponding attributes for specific levels
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of ADS (e.g. safe state) as well as the changes of the functional safety concept
from fail-safe to fail-operational strategies.

Today, several methods are available to support complex systems but they must
be improved for the development of ADS. Possible technologies were discussed to
handle the increasing complexity: Model-Based Systems Engineering, formal ver-
ification by contract based development, as well as simulation and co-simulation.
Which of those methods are adequate and applicable to meet a specific safety-
critical demand still has to be defined and argued in the individual safety cases
with respect to the specific context.

An enhancement of ISO 26262 that provides guidance for handling such highly
complex systems would be useful. In the near future, that kind of application-
specific guidance has to be discussed within the working group of ISO 26262 for
the up-coming enhancement of the standard. This enhancement should be included
in the upcoming revision of the standard which is scheduled to be released by the
beginning of 2018. In particular part 3 of the standard needs additional guidance to
classify hazardous events during the Hazard Analysis and Risk Assessment to de-
termine the ASIL and the system level activities to handle highly networked sys-
tems.
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