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Abstract

The demographic development of increasing numbers of elderly patients with chronic
diseases requiring continuous polypharmacy represents a challenge for both the
medical care system and the patients.

Patients with chronic diseases often have to deal with complex medication schedules.
To improve patient compliance, medication dispensers are often proposed. In the
easiest case these dispensers are devices with compartments, in which the pills are
sorted due to the medication therapy plan. For patient with impaired eyesight, physical
constraints (e.g. reduction of fine-motor skills) or forgetfulness those devices are prone
to error. Patient adherence to medication is clinically crucial in reducing mortality of
chronic disease and total health care costs.

The purpose of this work is to design a concept for a smart medication dispenser with
an intelligent withdrawal system to avoid non-compliance errors and provide remote
manageability. In order to improve the patient compliance the user requirements have
to be collected and evaluated. Furthermore a very important component is the IT-
structure as the medication dispenser is also working with sensible patient data.
Therefore the medication dispenser has to be designed in a manner to be able to

interoperate with existing healthcare platforms.

e User requirements

e Functional and non-functional requirements

e Regulatory Requirements (patient safety, Protection of Personal Data....)
e |T-structure of common healthcare platforms (Interoperability)

Keywords: medication dispenser, Adherence, compliance, ambient assisted living,



Zusammenfassung

Die demographische Entwicklung und das mit dem Alter steigende Risiko an einer
chronischen Krankheit zu erkranken, sowie der damit verbundene Umgang mit
Polypharmazie, stellt fur das Gesundheitssystem und die Patienten eine grol3e
Herausforderung dar.

Bei komplexen Therapien missen Patientinnen ihre unterschiedlichen Medikamente
zu verschiedenen Tageszeiten und Wochentagen oral einnehmen. Hierbei werden sie
von Hilfsmitteln, wie Dispensern, unterstitzt. Im einfachsten Fall handelt es sich dabei
um eine Vorrichtung mit mehreren Fachern, in denen die Tabletten oder Kapseln
einsortiert werden. Gerade fur Menschen mit verminderter Sehfahigkeit, korperlichen
Einschrankungen (z.B. nachlassende Feinmotorik bei alteren Menschen) oder
Vergesslichkeit, ist das bisherige System fehleranféllig. Die Adharenz des Patienten
spielt eine entscheidende Rolle in der Verringerung der Mortalitdt bei chronischen
krankheiten als auch in der Senkung der Kosten im Gesundheitswesen.

Der Zweck dieser Arbeit besteht darin, ein Konzept flr einen schlauen
Medikamentenspender mit intelligentem Entnahmemanagement zu erarbeiten, um
Fehler durch mangelnde Adharenz des/der Patientin zu vermeiden und eine
Steuerung aus der Distanz zu ermdglichen. Um die Adhérenz der Patienten zu
verbessern, miussen die Nutzeranforderungen erhoben und evaluiert werden. Ein
weiterer wichtiger Aspekt ist die IT-Architektur des Systems, da hier mit sensiblen
Patientinnendaten gearbeitet wird. In diesem Konzept soll auch die Interoperabilitat

mit existierenden Healthcare Plattformen beriicksichtigt werden.

e Nutzeranforderungen

e Funktionelle und nicht-funktionelle Anforderungen

e Regulatorische Anforderungen ( Patientensicherheit, Datenschutz,
Datensicherheit etc.)

e |T-Struktur (Interoperabilitat)

Keywords: medication dispenser, Adherence, compliance, ambient assisted living,
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1 Introduction

1.1 Medication adherence and the elderly

The demographic development of increasing numbers of elderly patients with chronic
diseases requiring continuous polypharmacy represents a challenge for medical care.
At present, 30—-40% of all German patients > 65 years are prescribed four or more
different medications, and this number is expected to increase [1].

Chronic diseases and conditions (cardiovascular pathologies, diabetes, obesity,
COPD-chronic obstructive pulmonary disease, chronic pain, traumatic brain injuries,
etc.) more common in elderly persons, typically are requiring long-term monitoring and
treatment protocols both in traditional settings and in out-patient frameworks.
Significant increases in managing this category of patients are due to clinical
improvements, better screenings, and reliable diagnoses of medical and psychological
pathologies that enable those with chronic conditions to live longer [2]. Poor
compliance with rationally prescribed drug regimens attenuates benefits of treatment,
making compliance a key link between process and outcome in ambulatory care.
Compliance is defined as 'the extent to which a person’s behaviour (in terms of taking
medication, following diet or executing lifestyle changes) corresponds between the
patient's actual dosing history and the prescribed regimen’ [3, 4].

Compliance used to be the common term in the literature, but it is increasingly being
replaced by the term ‘adherence’, which is less judgemental and more respectful of the
role that patients can play in their own treatment [4].

Poor adherence to long-term therapies severely compromises the effectiveness of
treatment making this a critical issue in population health both from the perspective of
guality of life and of health economics [5]. Achieving optimal medication adherence
requires patients being prescribed the right medication, filling it and taking it correctly
over time. This requires appropriate prescribing, effective patient-provider
communication, coordination among care-providers and active engagement and
participation by patients [6].

Non-adherence is a multifactorial issue and it is likely that no single strategy will be
effective in all patient groups. In general two types of non-adherent behaviours are

commonly observed:



() Unintentional non-adherence by reason of forgetfulness, inability to follow the
instructions due to poor understanding, regimen complexity and/or physical
problems;

(ii) Intentional non-adherence when the patients wilfully decides not to take the
treatment as instructed [7].

Many workshops and studies were conducted to identify potential risk factors and
challenges for older people and carers to prevent unintentional non-adherence.

In one of those workshops, the public engagement workshop: How to improve
medicines for older people [8], the challenges related to medicine use were mainly

classified as:

Physical difficulties
» visual problems — not able to read small print on bottles or in information
leaflets;
» dexterity problems — not able to open packets, deal with gadgets, drop
tablets;

+ tiredness/sleepiness — may lead to missing doses.

Cognitive difficulties
» confusion;
* memory problems — forgetting to take tablets at all, forgetting when just
taken;
« comprehension — understanding of what medicines are for;

» stress due to disease symptoms — lack of effect of slow release.

Living difficulties
» living alone — no one to assist;
« carers requiring training in medicines use.

Medicine related difficulties

« usually polypharmacy -mixing tablets up when taking them and
interactions of all meds;

« co-morbidities;

* medication reviews — lack of awareness of what they are prescribed to
from a pharmacist and/or general practitioner (GP);

» lack of advice from the pharmacist;

« admissions to hospital — given all medications at once.

Other shared difficulties



» disposal of medicines;
+ relationship with and role of the pharmacist;
+ relationship with and role of the GP.
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Figure 1: Ishikawa diagram outlining practical causes of incorrect medication use according to sequential step of

the medication use process [9]

To support the non-intended non-adherence patients to stay compliant, it is very

important to understand the extent and major reasons of the adherence problem.

Therefore effective and trustworthy adherence measurement systems (AMS) have to

be capable to understand the outlined causes. Adherence is mainly generated by a

solid patient- healthcare professional connection, like the pharmacist or physician by

providing necessary information on the prescribed medication and drug therapy. The

developed AMS provides the physicians with information to allow a conclusion on the

patients’ drug therapy behaviour. That allows the physician to identify drug therapy

related issues, like drug adverse drug reaction or to contribute suggestions of

improvements and consultation to enhance the patients’ adherence performance [10].
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Figure 2.: Adherence measurement systems and alert systems within the framework of adherence [10]

Successful interventions to enhance adherence in the elderly used a combination of
educational and behavioural strategies, but the effects of the individual components
were not evaluated. Adherence to medications declines over time in the absence of
periodic follow-up and reinforcement. Innovative ideas for enhancing medication

adherence in the elderly and reliable measures of adherence are needed [7].

In order to underline the importance of medication adherence and the related research
interest the numbers of publications to this very particular topic is shown in Diagram 1.
As you can see, the number of publications in 2015 is three times higher than in 2010
and ten times higher than in 2005.
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multiple medications, often termed as polypharmacy. The US General

Accounting Office reports significant morbidity and mortality associated with

inappropriate polypharmacy [12].

“Polypharmacy is the concurrent use of multiple medications. It can be associated with
the prescription and use of too many or unnecessary medicines at dosages or

frequencies higher than therapeutically essential. However, multiple medications are

often necessary and can constitute best care for patients” [13].

Number of medication | Total | Under 65 years | 65-74 years | 75-84 years Over 85 years
4 or more 14.1 | 101 33.2 40.7 38.2
6 or more 4.6. 2.6 13.1 17 16.2

Table 1.: Proportion of higher users of medications (as a percentage of those taking at least one medication;
excludes complementary medicines like vitamins, herbal preparations, etc.)[13]

Another analysis by the Danish Medicines Agency from 2003 showed that 90% of all

people over the age of 64 purchases at least one prescription from the pharmacy per

year [14].
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Aver number of Mean number of
N ¢ N . erage number o different drugs
Age groups umber of users umb(_ero qsersi presc_nptlons | (Median, 1
2001 1.000 inhabitants | (Median, 1. quartile quartile : 3.

- 3. quartile) quartile)
24 )

65-69 years 185.629 843.9 (15:0.4—3.3) 55(4;2-7)
2.7 )

70-74 years 169.284 876.8 (1.9:0.7 - 3.8) 6.1(5;3-8)
3.0 .

75-79 years 150.847 913.0 (2.2;0.9-4.2) 6.8(6;3-9)
3.2 .

80-84 years 108.507 942.3 (2.5:11—4.5) 74(6;4-10)
34 .

85-89 years 63.656 955.2 (2.7:12-48) 7.8(7;4-11)
3,3 .

90-94 years 25.299 9741 (2.7:12-4.7) 8.0(7;4-11)
3.0 .

95+ years 5.846 1000.0 (2.5:11-43) 7.7(7;4-10)

Total 709.068 895.5

Table 2: Medicine use among elderly patients. Data from the Danish Medicines Agency [14].

The proportion of medicine users using more than three different medications within
one month (poly pharmacy patients) was 65% in 2001 (people older than 64 years).
Between 2% and 4% of medicine users older than 65 years of age are using at least
three different medications per months. Therefore, it can be expected that elderly
medicine users will benefit from dose-dispensed medicine to increase compliance and

implementation of drug therapy [14]

1.2 E-health

The use of information and communications technology (ICT) in health care has grown
exponentially over the last 15 years and its potential to improve effectiveness has been
recognized by governments worldwide [15]. The focus of health care information
technology (IT) has been changing, from an emphasis on hardware, systems
architectures and databases, to innovative uses of technology for facilitating
communication and decision making, coupled with a growing recognition of the
importance of human and organizational factors.

At the same time, Internet technologies have become increasingly pervasive. In
parallel, the language of health care IT has been changing, and references to the
concept of e-health have proliferated in international health policy, management and
research areas. The two global definitions were suggested by Eng and Eysenbach

early in the emergence of the field [16]:



.e-health is the use of emerging information and communications
technology, especially the Internet, to improve or enable health and
healthcare.“[16]

»€-health is an emerging field of medical informatics, referring to the
organization and delivery of health services and information using
the Internet and related technologies. In a broader sense, the term
characterizes not only a technical development, but also a new way
of working, an attitude, and a commitment for networked, global
thinking, to improve health care locally, regionally, and worldwide by

using information and communication technology.“ [17]

1.2.1 What is telehealth?

Telehealth consists of clinical and non-clinical health services that are provided from a
distance and do not require the physical presence of the medical professional, student,
or the citizen.

The umbrella term for health and medical knowledge sharing, encompassing
telemedicine, telecare, e-health, m-health, health systems management, surveillance,
health promotion, provides access to health and medical literature and public health
functions and most other related concepts related to health and medicine practiced

over a distance.
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Figure 3: “tele™terminology and their interrelation [18]

Telemedicine, a term coined in the 1970s, which literally means “healing at a distance”,

signifies the use of information and communication technologies to improve patient

outcomes [19].

“The delivery of health care services, where distance is a critical
factor, by all health care professionals using information and
communication technologies for the exchange of valid information for
diagnosis, treatment and prevention of disease and injuries, research
and evaluation, and for the continuing education of health care
providers, all in the interests of advancing the health of individuals

and their communities” (WHQO)

Telemedicine is a sub-set of e-health electronic process in health used for:
Teleconsultation, a procedure whereby medical professionals can consult a

patient remotely and interpret the necessary data remotely.



e Medical Second Opinion Service or Teleexpertise, whereby a medical
professional can remotely seek an opinion of other medical professionals with
relevant training or skills. It allows people to obtain a valuable medical second

opinion concerning the diagnosis and treatment of iliness.

e Telemonitoring, possibility to monitor and supervise patients remotely. The
medical data can be obtained automatically on a pre-defined periodic basis
(remote follow-up) or on a daily basis (remote monitoring) by the device which

dispatches them from the patient’'s home to the medical doctor [20].

e Remote handling or teleassistance, “a procedure which enables a medical
professional to assist remotely another healthcare professional during the
realization of a medical act. This would correspond to two typical situations. First
case: it may concern robotic telesurgery in which the expert surgeon performs
the surgery form a distance through a robotic device. Second case: remote
ultrasound examination in which the expert physician remotely directs the local
ultrasonographer as to how to position the probe, and sometimes the expert
may control the movements of a medical probe using ultrasonographic

visualizations to perform useful assessments.” [20].

The objectives of telemedicine and its applications are to enhance the availability of
many medical services and healthcare regardless to geographical and economic
barriers, save costs (direct or indirect) and to enhance consultation and co-operation
among various units of healthcare in both special cases and primary care by bridging

the geographical distance between practitioners and specialists [21] .

1.2.2 What is mHealth?

The traditional model of episodic care in clinic and hospital —based settings for treating
chronic diseases like diabetes, asthma and obesity, is suboptimal for the outcome
improvement. Mobile communication devices, like smartphones, in combination with
Internet and social media platforms, are providing opportunities to enhance disease
prevention and management by extending health interventions beyond the reach of

traditional care settings — an approach referred to as mHealth [22]. The term mHealth

9



is used as a short form of mobile health, meaning the use of mobile technology in a
wide array of health care settings, for example in-hospital, in-home and on-the-go [23].
Health could save 99 billion EUR in healthcare costs in the European Union (EU) and
add 93 billion EUR to the EU GDP in 2017 if its adoption is encouraged.

Socio—economic impact 100% 10%

of mHealth in 2017 adoption adoption
(full (if no
potential)  action

taken)

Total healthcare cost 99 6.6

saved (bn EUR)

Public care cost saved 76 5.1

(bn EUR)

Private care cost saved 23 1.5

(bn EUR)

GDP added (bn EUR) a3 6.5

Figure 4: Socio-economic impact of mHeatlh in 2017 [24]

The numbers, shown in Figure 4, outline the very high potential of healthcare costs by
the use of mHealth technology. Cost savings are not the only reason to advocate the
use of mHealth. “Mobile health can help in reducing the readmission rates of the
patient. It can help in taking the care away from the healthcare facility to home. It could

also help in establishing an early warning system.” [24]

1.2.3 Architecture of common ehealth platforms

The rapidly growing technology sector not only offers many technological possibilities
but goes hand in hand with the difficulties of implementing tailored infrastructures for
healthcare. Many standards are necessary for interoperability, but there is still a need
for international consensus around which standards should be adopted and the exact
implementing process. The development, approval, and adoption of standards for
health ICT are proving a difficult and drawn out process (OECD 2010: 62f) [25].

Interoperability is generally thought to have at least 3 distinct levels, i.e.:
e Syntactic interoperability (e.g. Bluetooth, USB, ...)
e Semantic interoperability (IEEE X73, HL7 CDA, ...)

e Pragmatic interoperability.

10



2 Scope

Ageing comes with an increased prevalence of gradually declining human organ and
body functions resulting in a wide variety of impairments and subsequently an
increased risk of practical medication problems. The range of practical problems with
the use of their medicines extends very wide. The aim of this work is to design a
concept for a smart medication dispenser system to support the elderly to cope their
everyday life successfully.

The smart medication dispenser system is designed to avoid non-compliance errors
and provide remote manageability. To ensure a user- friendly handling and
subsequently improve the patient's compliance, the user requirements have to be
collected and evaluated. Furthermore a very important component is the IT-structure
as the medication dispenser is also working with sensible patient data. Therefore the
medication dispenser has to be designed in a manner to be able to interoperate with

existing healthcare platforms.

e User requirements

e Functional and non-functional requirements

e Regulatory Requirements (patient safety, Protection of Personal Data....)
e |T-structure of common healthcare platforms (Interoperability)
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3 Methods

3.1 Literature research

| started with doing some background reading to get a grasp of the context and the key
terminology associated with the topic of polypharmacy and medication dispensers. For
the literature research | used search engines like Web of Science, Science Direct,
PubMed and the electronic Journals Library of the TU Graz. The keywords | used in
the first search had to be modified and refined by reading the title, abstract and the
used keywords in relevant articles.

After finishing the background reading | organized the identified keywords in groups of
certain topics (max. 10-15 words/group). Boolean operators (AND, OR and NOT) were
used to form relationships between words or phrases to further refine the output of
search requests. To limit the number of search results and thereby the costs involved
| defined exclusion criteria (e.g. impact factor, certain time period, source of
information). | also used MeSH-terms (Medical Subject Headings), which is the NLM
(National Library of Medicine) controlled vocabulary thesaurus used for indexing
articles for PubMed. It consists of sets of terms naming descriptors in a hierarchical
structure that permits searching at various levels of specificity. With this set of terms |
did not only search for literature but also for existing patents and competitor products
in an effort to better understand what commercially available products, services and

pricing models are existing for medication dispenser for solid medicine.

Exclusion criteria:
e Medication dispenser working with fluid drugs
e Medication dispenser was not programmable (changing drug regimen)
e No opportunity to measure adherence ( time pills were/weren’t taken)

e Publication date before 2000
Following keywords were used to conduct the literature research:

Th.1:

Medication dispenser, pillbox device, electronic blister

12



TH.2:

Adherence, compliance,

regimen, e-health, m-health, telemedicine, monitoring

system, healthcare, ambient assisted living, embedded systems, smart home

TH.3:

Wireless communication, sensor, RFID (radio-frequency identification), NFC (Near

Field Communication), bluetooth, wearable tools, microcontroller, interoperability, user

interface

TH.2:
Adherence OR compliance
OR regimen OR ehealth
OR mhealth OR
telemedicine
OR monitoring System OR
healthcare OR ambient

TH. 1
Medication dispenser OR

pillbox device OR
electronic blister

TH.3.:
Wireless  communication OR
Sensor OR RFID OR MFC OR
Bluetooth OR wearable tools OR
microcontroller OR: interoperability

OR userinterface

Figure 5: Combined keywords with Boolean operators

3.2 Valuation and analysis of competitor products
The findings of the conducted search for commercially available competitor products,

medication dispenser for solid medicine, were filtered by predefined exclusion criteria.

In this thesis 14 medication dispensers, which are currently available on the market,

are going to be presented shortly and analysed by an evaluation matrix.
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To evaluate the products as detailed and fully as possible, the evaluation matrix is
divided in two groups:

e Functional requirements

¢ Non-functional requirements
Those two groups are then divided into subcategories to describe the requirements as
detailed as possible. Functional requirements are functions that must be provided by
the dispenser or rather dispenser system. By contrast, the non-functional requirements
describe the characteristics of a system. Table 3: Catalogue of requirements in order

to gain an overall view.

ID
functional facilitation storage F-F1
requirements reminder F-F2

compliance compliance F-C1
selectivity F-C2
non-functional storage hygiene NF-S1
requirements robustness NF-S2
facilitation ergonomics NF-F1
data transmission NF-F2
compliance functionality NF-C1
others data protection NF-O1
transparency NF-O2

Table 3: Catalogue of requirements

3.2.1 Functional requirements
As described above, functional requirements were used to evaluate the functions of
the medication dispenser. Table 4 shows a detailed description of the demanded

functions.
Functional requirements Description
Storage ( F-F1) In this case the phrase storage is used to describe

the methods and also the amount of medicine, with

whom the dispenser is filled.
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Reminder (F-F2)

Compliance (F-C1)

Selectivity (F-C2)

The provided requirement is fulfilled the better, if
the dispenser allows efficient dosing and
dispensing.

A better match of drug-intake services and
simplified retrieval is the goal.

This function describes the degree of scalability in
the meaning of alarm management. Many
dispensers have an alarm system to remind the
patient to take the medicine at the right time. There
are many ways to remind the patient, e.g. visual
alarms, audio alarms, buzzers and so on.

The requirement is fulfilled, if the dispenser has a
highly efficient and scalable alarm handling.

This requirement is a function of compliance itself,
in the meaning of the extent of individually
measuring compliance. Therefore different quality
criteria have to be fulfilled, like an appropriate
method of measuring compliance and the
frequency of reviews.

An unambiguous patient dispenser allocation and
related verification must be achieved to fulfil this

requirement.

Table 4: Functional requirements for the evaluation matrix

3.2.2 Non-Functional requirements

Non-Functional
requirements
Hygiene(NF-S1)

Description

In this requirement the dispensers are rated for
how far the medicine is stored in a hygienic way.
The more hygienic the drug is stored, the better the

requirement is fulfilled.
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Robustness( NF-S2)

Ergonomics (NF-F1)

Data transmission (NF-F2)

Functionality (NF-C1)

Data protection (NF-O1)

In this context robustness is the ability to be
unimpaired by changes from the environment. The
more the dispensers are unaffected by variation of
temperature, moisture and force disturbing, the
better the requirement is fulfilled.

The target of ergonomics is an optimised
interaction of all workplace components. Therefore
user, target, technology and user interface are
taken into consideration. The main focus in this
requirement is the user-friendliness of the
dispenser.

Important factors for this requirement are on the
one hand the possibility to transmit data and on the
other hand the degree of interaction. To fulfil this
requirement the data transmission has to be save
and performed without any interaction of the
patient.

In this function the controllability of the dispensed
medicine or more specifically the intake-time of the
medicine is under review. This requirement is
addressed to the compliance-monitoring.

“ ‘personal data’ means any information relating to
an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person”
[26].

This requirement verifies if the dispenser system is

processing ‘personal data’. The process chain has

16



to be adequate to the current legal situation
(DSGVO: Art 44-49).

Transparency (NF-O2) In this context transparency is used to describe
how fast the user is able to identify which and how
many drugs are stored in the dispenser. A clear
design helps the user to prevent errors and
simplifies the usage planning.

Table 5: Non-functional requirements for the evaluation matrix

3.3 Requirements capture phase
The first step of the requirements capture phase was to define the problems and
objectives of the medication dispenser. The information used to define the problem

came from many different sources.

Researching market

Competitive products trends

Governmental Economic and political
regulations changes
Patents, trade marks, registered Workshops, conventions, trade
designs, copyrights /—“ ShOWS ' ’
y
brainstorming Vendors and suppliers
Problem Definition op
Customer surveys, Viho? What 7 2N o Technical and economic
complaints, input WN 6t position of company
Wher?
User information Medical research, reports, and
observing, interviewing reference books
doctor, patients, nurses
- Examlnlnu environment issues
Needs analysis
New technology Warmntyt, repai,
and service
statistics

Establish requirements

Figure 6: Example for problem definition and it’s information sources [27]

During the second phase functional analysis tools (that is, stating the problem in terms
of functions) were used and were intended to identify functional and performance
requirements. Therefore the functional analysis system technique (FAST -Diagram)
was used to express the problems without specifying a particular solution. Figure 7
shows the FAST diagram for the mobile device.
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A detailed description of all functional and non-functional requirements is listed in

section 4.6 Specific requirements.

Why?

Operate mobile device

(MD)

Why?

How?
_—
» Clean MD
» Prepare MD » Insert medication
»  Upload schedule
> Store device
Open active
» Take medication » Quit alarm » P
chamber
Take out
o Close chamber
medication
Connect with basis
» Transfer data )
station

Figure 7: FAST diagram of the mobile device

How?

Prepare BS P

C tt
—» Update schedule —p| onnect to —» Connect to Wifi
database
Connect power
supply
—» Install container | Snap latch

Connect smart

o

Connect bluetooth

Operate basis station(BS)

Release MD

objects
Remove mobile device » Unlock slot
\—» Quit alarm
Transfer data » Connect with MD

Check bluetooth
connectivity

Connect smart
objects

Figure 8: FAST diagram of the basis station
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4 Results

4.1 Evaluation of competitor products

In the following section the findings of the market research will be described shortly
and the results of the evaluation matrix will be presented. In order to get a good
overview and understanding how existing systems are working, the products are
described in Table 7 and Table 8 by their main characteristics, like storage capacity,
method of alerting and mode of data transfer. Finally, this is followed by the
examination of the previously defined functional and non-functional requirements. The
findings of this examination are outlined in an evaluation matrix. The name of the
examined product is indicated in the first column of the table. The columns 2-11 are
indicating whether and to what extend the defined requirements are fulfilled. The
functional and non-functional requirements are presented in the columns with their
identifiers, which are outlined in Table 3: Catalogue of requirements. For the evaluation

a scale with symbols, exemplified in Table 6, is used.

scale symbol
exceeds requirement ++
meets requirement +

partially meets requirement -
does not meet requirement --

not specified 0

Table 6: Short description of the applied scale
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F-F1 | F-F2 | F-C1 | F-C2

uBox-uPhone

Med-
eMonitor

MedFolio
Pillbox

Dispense-
HealthOneMe
d Dispense
A-Pill (DAP)

MedReady
P1650

Med-Time XL

MedSmart
(MD2)

MedSmart
PLUS (MD2
PLUS)

e-pill medimi

TabSafe
Medical
Dispenser

Jon-locked
Pill
Dispenser(
MedMinder)

Smart Pill
Box

Philips
Medication
Dispenser

Service

MedSignals®

Own concept

Table 9: Evaluation matrix of competitor products including the introduced concept
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4.2 Overall description

4.2.1 Product perspective

The smart medication dispenser - system provides timely alerts to help the user to stay
compliant to his medication schedule. The system will function differently for the
“‘medicine in takers” and the family member/caretaker or the physician. The user
(patient) can grant other actors, who are involved in the caretaking process, access to
the reports that are stored in a database. The physician can remotely adjust the
medication schedule to the patient needs. The medication schedule will be updated
automatically. The user has the opportunity to display, print or save the reports on a
local PC.

4.2.2 Product functions and components
There are 3 main parts of the smart medication dispenser:
e The basis station, which acts not only as the gateway to the database but also
charges the mobile devices via an inductive coupling.
e The mobile device, which is loaded with the medication for one day, reminds
the user to take his/her pills at the right moment
e The web interface/database contains the medication schedule, compliance
data, alert report and also the data from smart objects which are transferred via
the basis station.
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4.2.3

_1 | 2

o= J U

‘—-: m v . .
Y= A Patient, family members,
% caretakers

Healthcare
professional

1
: Dispensing unit, with 7

L~ mobile devices (Mo-So)
e~
—.
1

Mobile device

Bluetooth’

Slot to station
take out

mobile
device

Figure 9: Overview of the system architecture

User characteristics

The user (patient): The person who is suffering from chronic diseases and
needs assistance for intake of medicines. The user is allowed to grant other
persons, who are involved in the caretaking process, access to the database.
Physician: The person who prescribes the medicine to the user (patient) and
creates the medication schedule. The physician is also allowed to view the
compliance report.

Pharmacist: The person who refills the mobile devices with medicine. Therefore
he/she is allowed to view the medication schedule and add comments to the
prescribed medication.

Caretaker: Assistive person who refills the mobile devices with the solid
medicine. Therefore he/she is allowed to view the medication schedule and read
the comments/ recommendation for the intake of the medication.

Family member: Person, who is involved in the caretaking process. How much

information they are allowed to see depends on the user.
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User requirements

e The mobile device should be pocket sized, so that the patient can easily carry
it around.

e The navigation through the website (database) has to be designed in a way
that it seems intuitive and requires only minimal training and documentation.

e The alarm (to take the medicine) has to vary from other system alarms (e.g.
new medication schedule, not connected to internet...).

e The medication alarm has to be clearly recognisable (at least 80dB).

e Overdosing has to be prohibited via the lock-mechanism of the mobile device.

e Removal verification with a sensor.

e Display settings: Font, colour and size of text should be easy to read

4.2.4 Use cases

To describe the actors of the system and their rights UML diagrams were created.
Figure 10 and Figure 11 show the relationship between the actors. The functions that
they are allowed to use or operate are concerning the online database. Family
members are also identified as actors of the system, but the functions they would be
allowed to use are all optional and are depending on the patient’s decision. Therefore
no UML-diagram was created for family members, because all intended functions for
them are completely optional. All actors and their options of use are listed in Table 10

T3

(“x” marks an actors right; “*” marks an optional right).

log View change/create view view data add read View
in/out medication medication compliance from commentsto = comments alarm
schedule schedule report sensor/smart medication report
object
patient X X X X X X
physician X X X X X X X
pharmacist X X X X
caretaker X X X X
member

Table 10: Actors and their rights
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Log In/Out database

view medication schedule

View Alarm report j
— T
 —
View compliance report - —
_rf’ff_
tak — patient
caretaker View data from smart objects

view comments to medication

Grant access to database

Figure 10: UML-Diagram: caretaker vs. patient

Log In/Out database

create medication schedule

update medication schedule ®

view medication schedule
change medication
pharmacist

View alarm report

physician

create comments to medication

View compliance report

Figure 11: UML-Diagram: pharmacist vs. physician

Many factors influenced the decision of who prepares and fills the mobile devices -
pharmacist or caretaker. Not only economic factors had impact on the decision.
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pharmacist fills MD caretaker fills MD

¢ No home visit ¢ No possible contamination
necessary and damages in transit

¢ self-installation of the e personal contact with the
container patient

e cost saving

e proper storage of
medicine

advantages e additional review of
possible medication
interactions with other
drugs.

e secure admission to
medication

¢ trained staff prepares
mobile devices

e the amount of stored
medication in the
patient home is
reduced

e no personal e untrained personnel may
conversation and lead to medication errors
educational talks with ¢ not ideal storage

disadvantages the patient. conditions

e possible contamination | e unknown hygiene status at
and damages in transit patients home

e possible delay in

delivery

Table 11: Advantages and disadvantages of the MD preparation by pharmacist or caretaker

In consideration of all these advantages and disadvantages, it is strongly
recommended that the pharmacist fills the mobile devices (MD), but still both
opportunities are outlined in the following two diagrams.

All processes start with a successful login of the actors. Figure 12 shows a draft of the

homepage including the login page.
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A Web Page

c Q x Q {http://esecmed.com/login ) @

Welcome to online esecmed il

Home | Products | Company | Login

c
«
@
=
-
-]
a
E]

Identifikationnumber : P1234567
Password :

Forgot Password?

A i

Figure 12: Sketched login page of the smart medication dispenser system

The process of filling the MD is shown in Diagram 2.

The process starts with the pharmacist login into the database. Therefore he has enter
the correct user ID and password. Before the pharmacist is allowed to view the
medication schedule and prescribed medication for the patient, he has to scan the MD.
On the bottom of each MD there is an RFID tag to ensure that the right medication is
filled in the right MD and therefore exclude medication errors in the first place. After
checking, if the RFID tag fits the Patient ID, the pharmacist is allowed to view the
medication schedule. The next step is to check, if the pharmacist has all the necessary
medication in stock and checks the medication on possible interaction with other drugs.
If that is not the case, the pharmacist is requested to order that medication. If the
pharmacist has all the needed medication in stock, the process of sorting in the right
medication in the right chambers starts. The pharmacist is also allowed to enter
recommendations of use (e.g. take medication during meal). Finally the 7 MDs have to
be packed into the provided container and the process of transporting the container to

the patient has to be initiated.
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Pharmacist

Log on database

System redisplays log on page

including error message

User ID and
Password correct? NO

View medication
schedule

Order medication

Needed NO
medication in

Sort medication in
the mobile devices

Check RFID tag and
patient data

RFID and patient
data correct?

Transmission per
registered post

Diagram 2: Pharmacist fills mobile device

The filling process of the MD conducted by the caretaker is shown inDiagram 2.

The process starts with the caretaker login into the database. Therefore he has enter

the correct user ID and password. After entering the correct user ID and password

pharmacist is allowed to view the medication schedule. The next step is to check, if the
29



caretaker has all the necessary medication at the patients home. The process of
sorting in the right medication in the right chambers starts. Finally the 7 MDs have to
be packed into the provided container and installed in the docking station of the basis

Log on database

station.

System redisplays log on page
including error message

User ID and
Password correct?

View medication
schedule

Order medication

Needed
medication in
storage?

Sort medication in
the mobile devices

Diagram 3: caretaker fills mobile device

The physician is granted many rights like creating a medication schedule, view the
compliance data and data from smart objects. After the attending physician managed
a successful login, he is allowed to perform several tasks. The following Diagram 4

shows the process of viewing, creating or changing a medication schedule.
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physician

view
View medication

schedule

Select option Main menu

Delete more Create medication . . De-activate
medicine? schedule Select option schedule

Delete schedule

Delete medicine Select option Modify schedule

Add medicine

Add more
medicine?

Add comment to
medicine

Add comment

Add more
comments

Save and update
schedule

Diagram 4: Physician creates medication schedule
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The process starts with selecting if the physician wants to view or create a medication
schedule. If he wants to create a medication schedule, the physician is allowed whether
to add or delete medicine. When a medicine is added to the medication schedule the
physician has the option to add necessary comments. After completing this process
the changes are saved and the physician views the updated medication schedule. By
viewing the medication schedule the physician has more options, like modifying,
deactivating or deleting an existing schedule. Furthermore he can go back to the main
menu and select if we wants to view the compliance report, data from smart objects,

read and/or change his notes or change his settings. Figure 13 shows a draft of this

main menu.
Online Patient record
QXL ) @O
J Medication s:hedme‘Complmnce Hepnrw Data smart cbjects 1Nom *Se(lmgs\
Medication schedule Max Mustermann
Momning | Noen | Evening | Night | Drug Ferm Instructions to use

Sitagliptin/metformin 1 1 Tablet Before or with breakfast/meal 4 m m b
Bisoprolol 1 Tablet Before or with breakfast 5 "T HTF =
Amlodipine 1 1 Tablet Before breakfast/meal % 56 ? l#
Candesartan/HCT % Tablet With breakfast BHNERNBE
ASS 100 1 Tablet With breakfast IT n H nd H-ﬂ
Ropinirole 2 mg 1 SR Tab With or without meal H H % 'ﬂ “H
Ropinirole 8 mg 1 SR Tab With or without meal

Levodopa/benserazid 1 MR Tab Before meal

Omeprazole 1 Capsule Before breakfast

Mirtazapin 1 Tablet With or without food

Torasemide 2 Tablet With breakfast

Beclomethason MDI 2 2 Spray Before food, wash mouth after

L-thyroxine 1 Tablet 30 min before breakfast

Ibuprofen Tablet On demand

L4

Figure 13: Sketched main menu of the smart medication dispenser system

4.2.5 User documentation

A user manual will be delivered where all functions are described properly, including a
first-installation guide to lead the user through the start-up. The navigation through the
website (database) will be designed in a way that it seems intuitive and requires only
minimal training and documentation. The user manual will also contain a general

overview of the website and its options to work with the collected/saved data.
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4.2.6 Assumption and dependencies

It is assumed that the caretaker or pharmacist is loading the mobile devices with the
right medication. It is strongly recommended that only a qualified person, like the
pharmacist, loads the mobile devices to avoid medication failures in the first place.

To fulfil all required functions of the basis station, the user needs a proper internet

connection and power supply.

4.3 External interface requirements

4.3.1 User interfaces
e Physical interaction: inserting the container with the mobile devices and taking
out a single mobile device, will be as easy as possible for every conceivable
user.

e Set up power supply and internet connection for the basis station.
4.4 Hardware and physical interfaces

The smart medication dispenser- system mainly consists of three parts:
e The basis station
e The mobile devices (1 mobile device contains the medication for 1 day)

e Online database

4.4.1 Basis station

The basis station must have the ability to communicate with the mobile devices and
smart objects via Bluetooth and RFID. Furthermore the basis station must have a Wi-
Fi module to be able to connect to the online database and exchange data. The
connection with the database has to be secure due to sensible patient data that is
transmitted.

The basis station provides a touchscreen in order to inform and alert the patient.
Furthermore this display provides the opportunity for short queries, e.g. how is the
general well-being.

Figure 14 outlines the mentioned functions and also shows the data flow of the basis

station. The description of all components and their functions is listed in Table 12.
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-

Main functions

(1) Storing and providing
medication history and
medication-taking records of the

patient

(2)Providing reminders to take
out the mobile device only if the
patient has forgotten to do so in

the morning

(3) Storing and providing data
from other smart objects

Basis-Station

Data input methods

(a) Medication
schedule

Healthcare
professional

(b) monitoring data of

Figure 14: Main functions and data flow of the basis station

Database
on Cloud server

the mobile device. Data
from smart objects

By Wisight
sy
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Figure 15: Conceptual design of the basis station

Components Function
Touchscreen Display information (time, instructing
patients)
Deliver message
Interact with patient (overall wellbeing)
Container Secure mobile devices (7 MDs)
LED Visual alarm
Provide guidance
Speaker Provide alarm

Docking Station
Slot
Body

Charging mobile devices in the container
Deliver mobile device (1 per day)
Protect electronics

Improve appearance

Ensure steadiness

Table 12: Components and functions of the basis station
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4.4.2 Mobile device

The mobile devices are stored in a container, which is connected via a docking station
to the basis station. One container stores 7 mobile devices, which equates the needed
medication for one week. The battery powered mobile devices are charged via
inductive coupling. The transmitter coil is integrated in the docking station of the basis
station and the receiver coil is installed in the mobile device.

The mobile device stores the time of taking or not taking the medication and controls
the emptying of each chamber with a sensor. Furthermore the mobile devices have an
integrated temperature sensor to measure the ambient temperature to check if the
conditions for storage of the medication are complied. The measured data is
transmitted via Bluetooth to the basis station to be stored in the database.

The user is allowed to take out the mobile device 20 min before the first “intake-time”.
Only one mobile device is released from the container per day. A sensor controls if the
user really took out the mobile device of the container’s slot. A locking mechanism
avoids that the patient takes out more than one mobile device per day.

The mobile device consists of 4 separate chambers. The integrated microcontroller will
only grant access to one specific chamber at a specific times. Those specific times are
stored in the medication schedule.

The design of the mobile device is inspired by the medication packaging that we all
know from hospitals. On the one hand, this is based on the fact the target group is
already familiar with such designs and on the other hand operating the mobile device
is practically self-explanatory.

It is not necessary that the user (patient) programs the alarms or has to start the data
transfer, because all processes that are involved in the data exchange with the
individual components run in the background and do not require any prior knowledge

or interference of the user.
To get a better impression of the mobile device a conceptual design is shown in Figure

16: Conceptual design of the mobile deviceFigure 16. The different components and

their functions are listed in Table 13.
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Components

Figure 16: Conceptual design of the mobile device

Function

Display

Chambers (4)

LEDs (4)

Speaker
Body

Display information (time)
Deliver message

Secure drugs

Deliver drugs

Visual alarm

Provide guidance
Provide alarm

Protect electronics
Accommodate grip

Improve appearance

Table 13: Components and functions of the mobile device
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4.5 Communications interfaces

4.5.1 lIdentifying the mobile device

To ensure that the mobile devices are filled with the right medication a double-checking

regime is established in this concept. The pharmacist, who loads the mobile devices

with medicine, has to scan the RFID tag on the bottom of the mobile device to get

access to the patient’'s medication schedule. In addition the basis station with the

installed container of mobile devices, scans and checks every mobile device to avoid

any possibility of confusion. The RFID tag on the mobile device is a passive

transponder, which stores a unique identification code. The identification is performed

in close range (near field) and therefore the passive coupling mechanism is inductive.

Figure 17 shows a brief overview of the European Computer Manufacturers
Association (ECMA) NFC Standards.

Initiator o
Passive E> (Reader Mode) :iﬁg :g 211026.,)
NFCIP-1 j\> Communication FeliCa @ 4247
ECMA340 Mode Target S
106 ... 424 kbit/s E> (Card Emulation H-field: 1.5 ... 7.5 Alm
NFC Mode 31 rev. Mode) Mod.: 7} 14443-2 A,
June 2013 11444328
Anticol.: YES
Init. Guard time > 5 ms
Initiator
Active (Reader Command)
:‘> Communication
Mode
106 ... 424 kbit/s Target | ‘ Active Guard time > 75 ps
tbd. up to 6.78 Mbit/s (Reader Command)
PCD Mode, Proximity Reader | ISO/IEC14443-2, 3, 4
NECIP-2 - Full compliancy
ECMA352
- >| PICC Mode, Proximity Card | | ISO/IEC14443-2, 3, 4
3rd rev. Full compliancy
Lt Sl VCD Mode, Vicinity Reader | | ISONEC15693-2, 3
Full compliancy

Figure 17: ECMA NFC standards brief overview [28].

The recommended standard for the communication between the in the basis station

integrated reader and the tag on the mobile device is ISO/IEC 14443- Proximity

coupling Smartcards.
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4 5.2 Data transfer between mobile device and basis station

The communication and data exchange between the mobile device and the basis

station is performed via Bluetooth. The basis station also uses the Bluetooth

technology to communicate with smart objects. In this concept the Bluetooth Low

Energy (BLE) is recommended as communication technology between the mentioned

components.
Bluetooth Frequency
2,4GHZ -
(PAN) 2,48 GHz

Range Technology
Standard
Class 1: 100mW,
~100m
Class 2: 2,5mW, ~20m
Class 3: ImW, ~10m IEEE802.15
4.1/ BLE: 10mW,

~100/10m

Table 14: Brief overview Blutooth technology [29]

Data rate

0,7 -3 Mbit/s

0,7 -3 Mbit/s
0,7 -3 Mbit/s

1 - 54 Mbit/s

453 Communication between basis station and online database

The connection between the basis station and the online database is accomplished

through a secure wireless network connection.

WLAN Frequency

2,4-2,48 GHz

2,4-2,48 GHz

2,4-2,48 GHZ
5,0 GHz

Range Technology
Standard
100m 802.11
50m 802.11b
50m 802.11g
20m 802.11a

Table 15: Brief overview WLAN framework [30]

Netto-Data rate

1-2 Mbit/s
5-6 Mbit/s
20-34 Mbit/s
20-22 Mbit/s
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4.6 Specific requirements

4.6.1 Functional requirements

Requirement

D Requirement statement Must/ Want Comment
FRO1 Access website/database
Physician, patient,
FRO1.1 Only authorized users shall access the Must caretaker, family .
system member, pharmacist,
admin
System administrator shall create, edit,
FRO1.2 and remove user accounts and access Must
rights.
The user (patient) can grant other people,
who are involved in the patient’s care,
FRO1.3 access to the medication schedule, data Must
from smart objects and the compliance
report
If the user is logged in and is inactive for
FRO1.4 more than 15 min., he must be logged out must
automatically
ReqU|Ir[§:ment Requirement statement Must/ Want Comment
FRO2 Medication administration
FRO2 1 The physpan can create, modify, delete Must
a medication schedule
The physician is allowed to add or
FRO02.2 remove single medications from the Must
medication schedule
The physician and pharmacist are
FR02.3 allowed to add comments to the Must
medication schedule
Check for harmful interactions among
FR02.4 the medications on a patient’s Shall
medication list
If the physician changes
the medication schedule
FR02.5 Recording of administration Must the time, date_an(_j
changed medication
(name, dosage, time)
have to be recorded
Requllr;ment Requirement statement Must/ Want Comment
FRO3 Medication schedule management
The user (patient) can view the list of including the
FR03.1 medication that he/she must take Must prescription of the
regularly medication
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The user can display the dosing
instructions and comments (see FR02.3)

FR0O3.2 Must
03 of every single medication on his/her us
medication schedule
The medication schedule can be
FRO3.3 exported and saved in a pdf.-file or Must
printed directly
The user can grant other people, who are
involved in the patient’s care process
FR03.4 (e.g. family members or caretaker) Must
access to display the medication
schedule
ReqU|Ir[§:ment Requirement statement Must/ Want Comment
FRO4 Medication dispensing
Recording of time and date when
FRO4.1 medicine is taken out of the mobile Must Import_ant for
: compliance report
device
FRO4.2 C_ontrol if medicine was taken out of the Must Sensor
dispenser
Patient has 1 hour to
take out the mobile
FR04.3 Prohibit overdosing Must device. A_f_ter that t|me_
the specific chamber is
locked again and he/she
has missed one dose.
Reqwlr[()ement Requirement statement Must/ Want Comment
FRO5 Compliance report
The compliance data
contains the date when
The user can choose if he/she wants the he/she shogld have
) ; taken the pill and the
FRO05.1 compliance data/ dispense record Want date h I K th
displayed in a graph or a list gte € actua.y took the
pill. This data is
recorded from the
mobile device.
FRO5.2 The; user can _choose a specific time Must Day, week, month.
period to be displayed.
The compliance report can be saved in
FRO05.3 an electronic format and it is also Want pdf
possible to print it
Reqwlr[?ment Requirement statement Must/ Want Comment
FRO6 Data from smart objects
FRO6.1 The user can choose if he/she wants the

data displayed in a graph or a list
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FRO6.2 The user can choose a specific time
period to be displayed.
FRO6.3 The data can be saved in an electronic
format and it is also possible to print it. pdf
Reqwerement Requirement statement Must/ Want Comment
FRO7 Measuring the ambient temperature
The mobile device shall measure the ambient
FRO7.1 temperature to check if the conditions for
storage are complied. Must
The basis station has to check the database,
FRO7.2 which contains the medical schedule and all
information concerning the used drugs, to In general the max.
identify the max. temperature allowed. Want temperature is 35°C
FRO7.3 If the max. temperature is reached the mobile
device should release an audible alarm. Must
Requ:rgment Requirement statement Must/ Want Comment
FRO8 Contactless charging of the mobile device
FROS.1 The basis station should charge the mobile
device via an inductive coupling Must
FR08.2 Control the state of charge of the mobile device | Want
FROS.3 If there is no need for charging the charging
station goes into a standby-modus Want
Reqwlgament Requirement statement Must/ Want Comment
FRO9 Data transfer via wireless LAN
FR09.1 Basis station must check the internet
connection. Must
5 It must send the measured data (e.g. alarm
FRO9. report, compliance data, temperature) via a
secure internet connection to the database. Must
Reqmerement Requirement statement Must/ Want Comment
FR10 Update medication schedule
If the physician updates or changes the
FR10.1 medication schedule, the basis station has to
inform the patient about the change by
displaying "Updated medication schedule". Must
FR10.2 The basis station has to transfer the new
medication schedule to the mobile device Must via bluetooth
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4.6.1.1 Alarm handling requirements

- Type
ID Description : : : Comments
Visual | Audio | Email or sms to
When it is time to take out the MD the
Mobile device visual and audio alarm starts right away.
A001 [ not taken out of X family,caretaker | Family members/caretaker gets notified
the container if the patient doesn’t take out the MD
within 1 h.
Wrong MD in pharmacist,
A002 | container (check X caretaker, The container has to be changed
RFID-Tag) family member
T turet famil
A003 fempera ure too X amty, temperature > 35°C
high caretaker
No connection to the DB. It is not
No correct famil ossible to upload the compliance and
A004 | connection to X v P P . P .
caretaker alarm report. Not possible to check if
the Internet
the treatment plan has changed
. Data: Alarm+time when they occurred,
Data upload family, s . "
A0O5 |, . X time-pill-taken", temperature(sensor),
failed caretaker .
maybe data of connected smart objects
. family, . .
A006 | Power failure X Basis Station has no power supply.
caretaker
Pill was not famil If the patient does not take the pill out
A007 X v, of the MD within 1h the family +
taken caretaker o
caretaker gets notified
None or bad If the co.ntainer is not ipstalle(?l prgperly,
connection of the loading of the mobile device via an
A008 . X inductive coupling is not possible. The
container and ) ) . .
: . connection examined with an electrical
basis station L
switching contact.

4.6.2 Regulatory requirements

4.6.2.1 Classification of the smart medication dispenser

As a general rule, products making medical claims will be regulated either by the
medical devices regulations or by medicinal legislation. Due to the fact that the smart
medication dispenser stores medicinal substances to support and remind the patient

to take their medications on time, it was not clear if it is regulated by the Directive
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2004/27/EC for medicinal products, Regulation (EU) 2017/745 for medical devices or
if it can be declared as an medical device in the first place.

In order to decide whether the product is considered as a medical device, medicinal
product or as an electrical device, the relevant current legislation and guidance
documents for classification of borderline products, like the MEDDEV 2. 4/1 Rev. 9

[31], were thoroughly examinated in the decision making process.

Regulation (EU) 2017/745, Article 2 (1) defines a medical device as follows:

“‘medical device’ means any instrument, apparatus, appliance,
software, implant, reagent, material or other article intended by the
manufacturer to be used, alone or in combination, for human beings

for one or more of the following specific medical purposes:

o diagnosis, prevention, monitoring, prediction, prognosis,

treatment or alleviation of disease,

o diagnosis, monitoring, treatment, alleviation of, or

compensation for, an injury or disability,

o investigation, replacement or modification of the anatomy or of

a physiological or pathological process or state,

o providing information by means of in vitro examination of
specimens derived from the human body, including organ,

blood and tissue donations,

and which does not achieve its principal intended action by
pharmacological, immunological or metabolic means, in or on the
human body, but which may be assisted in its function by such

means.” [32]

The intended use of the mobile device is to store the solid medicinal products, provide
timely alerts and a locking mechanism to avoid medication errors or overdosing, to
help the user to stay compliant to his/her medication schedule. In this context the
medication dispenser itself has no effect in or on the body of the user.
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The medication dispenser can also not be classified as an active medical device
intended for diagnosis and monitoring, because it does not allow a direct diagnosis or
monitoring of vital physiological. The mobile device records the time when the patient
did or did not take his/her medicine and the only assertions that can be made from this

data is related to the compliance of the patient.

In Article 1(8) of the Regulation (EU) 2017/745 outlines:

“Any device which, when placed on the market or put into service,
incorporates, as an integral part, a substance which, if used
separately, would be considered to be a medicinal product as
defined in point 2 of Article 1 of Directive 2001/83/EC, including a
medicinal product derived from human blood or human plasma as
defined in point 10 of Article 1 of that Directive, and that has an
action ancillary to that of the device, shall be assessed and

authorised in accordance with this Regulation”[32].

Even though the mobile device incorporates a medicinal substance, it is not used as
an integral part, within the meaning of Article 1 (8) (EU) 2017/745 and does not come
within the scope of this Regulation. The device and the substance are not physically
or chemically combined at the time of administration (i.e. use, implantation, application

etc) to the patient.

Typically, the medical device function is achieved by physical means (including
mechanical action, physical barrier, replacement of or support to organs or body
functions). In this case the intended use of the mobile device does not meet the
definition of a medical device and has to be declared as electrical equipment designed

for the use within certain voltage limits.

Furthermore the mobile device is an electrical or electronic product, which intentionally
emits and receives radio waves for the purpose of communication with the basis station
and the clear identification of the mobile devices.

The protection of natural persons in relation to the processing of personal data is a
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European
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Union (the ‘Charter’) provides that everyone has the right to the protection of personal

data concerning him or her [26].

As the smart medication dispenser-system is working with sensible patient data, it has

to be compliant to following laws (Table 16) and harmonized standards (Table 17and

Table 18):

Applicable law

Austrian law

Gesundheitstelematikgesetz 2012 (Health Telematics Act
2012 —GTelG 2012)

Datenschutzgesetz 2000 (Protection of Personal Data
2000), repealed by the Datenschutz-Grundverordnung
(DSGVO) with effect from 25 May 2018
Elektrotechnikgesetz 1992 (ETG 1992)

EU Directive

Low Voltage Directive (LVD) 2014/35/EU

Radio Equipment Directive (RED) 2014/53/EU
Electromagnetic Compatibility (EMC) Directive 2014/30/EU
Regulation (EU) 2016/679

ePrivacy Directive 2002/58/EC

Table 16: Applicable law fort the European Economic Area and the Austrian legal situation

To provide a solution for compliance with the above mentioned legal provisions,

requested standards must meet the essential requirements or other provisions of

relevant European Union harmonized legislation. The following two tables are showing

the recommended harmonized standards for the proposed medication dispenser

system.
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Standard aims to

Reference and title of the standard F-|rst. cover Article(s)

ESO ™ publication
(and reference document) 03 of Directive
2014/53/EU

Cenelec | EN 50566:2017 17.11.2017 | Article 3(1)(a)

Product standard to demonstrate the

compliance of wireless

communication devices with the basic

restrictions and exposure limit values

related to human exposure to

electromagnetic  fields in  the

frequency range from 30 MHz to 6

GHz: hand-held and body mounted

devices in close proximity to the

human body
Cenelec | EN 55035:2017 17.11.2017 | Article 3(1)(b)

Electromagnetic compatibility of multi-

media equipment — Immunity

requirements

CISPR 35:2016 (Modified)
ETSI EN 300 328 v2.1.1 13.1.2017 | Article 3(2)

Wideband transmission systems;
Data transmission equipment
operating in the 2,4 GHz ISM band
and using wide band modulation
techniques; Harmonised Standard
covering the essential requirements of
Article 3.2 of Directive 2014/53/EU

1 (1)ESO: European standardisation organisation:
CEN: Avenue Marnix 17, B-1000, Brussels, Tel. +32 2 5500811, fax + 32 2 5500819 (http://www.cen.eu)
Cenelec: Avenue Marnix 17, B-1000, Brussels, Tel. +32 2 5196871; fax + 32 2 5196919 (http://www.cenelec.eu)
ETSI: 650, route des Lucioles, F-06921 Sophia Antipolis, Tel. +33 492 944200; fax +33 493 654716,

(http://www.etsi.eu)
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ETSI EN 300 330 vV2.1.1 10.3.2017 | Article 3(2)
Short Range Devices (SRD); Radio
equipment in the frequency range 9
kHz to 25 MHz and inductive loop
systems in the frequency range 9 kHz
to 30 MHz;
Harmonised Standard covering the
essential requirements of article 3.2 of
Directive 2014/53/EU
Table 17:proposed harmonized standards under Directive 2014/53/EU [33]
Date of
Reference and title of First Reference of gfg;?:ri]%r,:ig:] of
ESO ® | the standard (and publicati | superseded conformity of
reference document) on OJ standard ztja{)nedrzfc?eN%te 1
Cenelec | EN 60065:2014 8.7.2016 | EN60065:2002 | 17.11.2017
Audio, video and similar + A11:2008
electronic apparatus — + Al12:2011
Safety requirements + A1:2006
IEC 60065:2014 + A2:2010
(Modified) Note 2.1
Cenelec | EN 50364:2010 8.7.2016 | EN
Limitation of human 50364:2001
exposure to Note 2.1

electromagnetic  fields
from devices operating in
the frequency range OHz
to 300GHz, wused in

Electronic Article
Surveillance (EAS),
Radio Frequency
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Identification (RFID) and

similar applications.

Cenelec | EN 60950-1:2006 8.7.2016 | EN 60950-
Information technology 1:2001
equipment — Safety — + A11:2004
Part 1: General Note 2.1

requirements
IEC 60950-1:2005
(Modified)

Table 18: proposed harmonized standards under Directive 2014/53/EU [34]

The complete summary list of titles and references of harmonised standards under
those 3 Directives (LVD 2014/35/EU, RED 2014/53/EU, EMC Directive 2014/30/EU)

can be found here : http://ec.europa.eu/growth/sectors/electrical-engineering en .

4.7 Non-functional requirements

4.7.1 Safety requirements

By the reason the mobile devices are charged wirelessly via an inductive coupling one
safety requirement is that the system should pose no risk to either the user, the device
being charged, or any other devices in the environment. Risks include electric shock,
damage to the device being charged, or damage to other electronic devices in the

environment.
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Magnetic Current Whole body Localised Localised Power

Frequency flux density average SAR SAR densitv. S

range density (mA/m? SAR (head and trunk) {limbs) ?\i'sljl}’-:

{mT) (rms) Wikg) (Wkg) (W [kg) (Wim?)
0 Hz 40 — — — — —
>0-1 Hz — 8 — — — —
1-4 Hz — 8/t — — — —
4-1 000 Hz — 2 — — — —
1000 Hz-100 kHz — f{500 — — — —
100 kHz-10 MHz — f{500 0,08 2 4 —
10 MHz-10 GHz — — 0,08 2 4 —
10-300 GHz — — — — — 10

Table 19: Basic restrictions for electric, magnetic and electromagnetic fields (0 Hz to 300 GHz)[35]

4.7.2 Security requirements

The protection of the fundamental rights to privacy and data protection within the
European Union is in the first place guaranteed by a legislative framework, which is
needed since we deal with rights that are recognised in Article 8 of the European
Convention of Human Rights and Fundamental Freedoms and in Article 7 and Article
8 of the Charter of Fundamental Rights of the Union. The relevant legislative framework
for data protection basically consists of the Data Protection Directive 95/46/EC, which
is repealed by the regulation (EU) 2016/679 of the European parliament with effect
from 25 May 2018, and the ePrivacy Directive 2002/58/EC.

The definition of sensitive data and health data in conformity to the Data Protection

[N}

personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic,

cultural or social identity of that natural person” [26].
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“Health Data means personal data pursuant to sect. 4 no. 1 DPA
2000 on the physical or psychological state of a person, including
data collected in connection with the investigation of the reasons for
this state, as well as with preventive medicine or healthcare
provision, diagnosis, treatment or care methods, provision of care,
prescribed or taken medicines (“medication data”), medical aids or
aids, the charging of healthcare services, or data collected for the

insurance of health risks.” [36].

As the smart medication dispenser-system is working and processing patient data, the

security in electronic transfer of health data has to correspond to the law.

5 Discussion

The basis of this work is, that in this world of rapidly changing technology, a segment
of population (mostly elderly) is not willing or not capable to keep up with the time.
Although the general trend is towards elderly people being healthier than they used to
be in former generations, the growing age of the population is also linked to the
increase in chronic diseases. The proposed concept was developed precisely for this
population group, to help them to keep their autonomy and optimise their compliance
behaviour.

The design of the smart medication dispenser system is strongly influenced by the

challenges of an ageing population, like reduction of fine-motor skills or forgetfulness.

In the process of this work competitor products were analysed with an evaluation
matrix. The dispensers were assessed with regard to effectiveness in fulfilling the
stated requirements, which was exclusively performed by the author of this work.
Despite the efforts of objectivity, this can not guaranteed. Furthermore, the
investigation need to be carried out by a larger number of people in order to achieve a
more objective result based on the opinion of different researchers.

Also, the observation of real patients and their actual user behaviour could provide
deeper insight into to the assessment of the requirements. The requirements have
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been generalized to be applicable to all dispensers. This brings with it a blurring of the
exact requirement and its fulfilment.

Many dispensers that have been evaluated failed the security and data protection
requirement. The dispensers are processing personal data and most of them do not
take the tightening of the data protection law in the processing of such data in
consideration. Appropriate technical and organizational measures and procedures
(such as pseudonymisation) must be taken to ensure that the processing complies with
the requirements of the current Regulation (EU) 2016/679 and protects the rights of
data subjects (privacy by design).

The modular architecture of the proposed concept and the implemented technical
measures ensure a level of appropriate security of processing the personal data. The
basis station transfers the patient’'s data via the WLAN connection only in encoded
form to ensure privacy and comply with the requirements of the current Regulation
(EU) 2016/679. In comparison with the evaluated competitor products, where only two
products exceeded the data protection requirement and seven products with
unspecified data transfer, the proposed concept convinces with verifiable and accurate

data processing in line with the state of art.

The concept for the measurement of compliance was more difficult than expected. The
mobile device checks to see if the medication has been taken, but that is no guarantee
that the patient has actually swallowed it. The mobile device not only has a locking
mechanism, when the patient fails to take the medication within the appointed time
period, but also monitors with a sensors if the patient empties the active chamber.
When the patient empties the active chamber, it is assumed that he/she also takes the
medication promptly. Therefore, the assumption is that the patient accepts his/her drug
therapy and wants to stay compliant to his/her medication regimen. Patients who
refuse medical treatment are excluded from this concept.

It is possible to measure the typical emptying movement by using a special type of
sensors, but it cannot draw a hundred percent conclusion on the actual use of the
medication. The use of such sensors in the mobile device was discarded to keep the
production costs lower.

The results of the evaluation matrix, regarding the measurement of compliance, outline
a high potential for improvement. Unlike the smart medication dispenser system most

of the evaluated products are equipped with a locking mechanism to prohibit
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overdosing, but none of them check if all medications (tablets) were taken out of the
chamber or compartment. Furthermore none of the evaluated products take the aspect
of proper drug storage into consideration. The storage of medication is not trivial and
should be taken in account due to the fact that many drugs can quickly lose their effect
in different conditions of temperature. The smart medication dispenser system uses a

temperature sensor to recognise errors in medication storage.

The capacity of the mobile device was deliberately chosen, as in most drug therapies
four intakes per day are quite adequate. The reason for this decision is to reduce the
amount of tablets that the patient is sent home with, and thus reduce the amount of
wasted medicine if for example the therapy plan is changed or the patient is admitted

to the hospital or deceases. In this concept on demand medications are not considered.

The system offers the great advantage that the user and authorized persons have the
opportunity to manage his/her personal health data, which means the users
compliance data and data from smart objects that the user wants to connect with the
smart medication dispenser system. The data transfer starts automatically without the

need of any intervention from the user.
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6 Conclusion

The main purpose of this work is the compliance, its increase, cost saving potential
and positive health effects on patients. The concept developed offers the opportunity
to improve compliance but also to network with other smart objects without having to
intervene much. This is particularly important because the concept was developed for
the population group that is not familiar with or would not like to deal with new
technologies such as smartphones and tablets. There are many solutions with
smartphones to increase compliance and manage a healthy living in general. But these
solutions are quite inappropriate for this population group. The concept offers a simple
and efficient way of enabling such patients to live longer on a self-determined basis
and offers the opportunity to increase their compliance to medication therapy.

The verification of compliance in this concept is not optimal but absolutely sufficient for
its purposes, since there is an assumption that the patient wants to remain compliant

and does not deliberately throw away his/her medication.
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8 Appendices

Figure 18: Physical dimensions of the basis station

Figure 19: Rear view of the basis station
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Figure 20: commercially available medication dispenser for solid medicine (1/2):

5685

zo gz BB
| youn g71 z x (punau) yaul Z7) 8 SSWEQ ETg

DONHOLINOW
3
g £

e

Aep sad sawiL (9) x5 03 dn @susdsig Bwn wieE pInpeYas

Sy 40 SEINUIL 09 UIYHIM USHEL USSQ 10U SAEY SR Jl UCOEILIOU
PEW 40 5Ws B spuas ‘uoyd sendas 1o 1|33 oA S||EI S1d WEWSpEN
"PISTIL U3 3ARY SpEW J sanEaues suRly SuLopuo iy JUSAg S10WEY

2wl 2uoyd

1B ‘jEuwE
‘aBessaw
b

‘|lensin ‘oipne

gz @ dn 8T

(snmid
TAW) SMd vewspaw

5655

Zo gT OB
[ your Z71 g % (punau) youl gr| g J=BwWelg =3g

N

=

-syid 132.500 By SsusdsIp 03 J3A0 BUN

e winy Aduns spd anof ayel o swi 5,1 usym S1E100 pue ysey ‘deag
[ Lewspagy ad -3 3y sAsy T pue 0| ‘P ‘siell paL wEwuedwod
67 oML “suoyng SuwwelSosd pue Aejdsip (enSip aSienAed ¥ ¢ 3e ApEam
Iy “Req x 7 32 shep &1 Asana |pd “Aep Jad sswn g o) dn spaw aswadsig

[EnzIn‘OIpNE

gz oudn 2z

(zaw) uewspa

S5T%

"SI YL UO FHIEPEAR 5|
=ouenduwol-uou Jo/ pue 30Ul dwod LoIENPSW BY] 40 PI0DEI ¥ "UEEY 10U
51 350 J °IEW-2 SPUES pue ‘saessaw Sunes| ‘ssqunu suoyd £ oo dn sjes
‘IS0P PESSIW 34 0 S5E008 SSIUAp Jesusdnp |pd 2yl ‘sop e sessiw usned
B4 SPUNGS LUEJE 2|QIDME 162U 343 USYM 3500 163U 3U3 03 5208100 Aex jid
“B|QEJIEAE 51 350D UOIBENPIW WSD3U 350w 3 Ajup simesy a5esop Apel,

au auoyd

olpne ‘ensin

Py 10u 8z

059Td Apesypan

suonaiul

UINSUI PUE SISEYUI B3] UCnEDIpSW [id-ucy Joj s1s (e saSeuew pue
SUOREdIP3W 9T 03 dn s33euely “Ayaes BUISERIUI S} LOIE MDA B45) 1IN0
Bungss Ajenuew 3o deys SU0sH-10158 SY3 SO0 1 PRSP $2 SUOREIPSW
= 1D pUE oS Ajje INASP YL PUB Jva Y3 0 Apdsap
pauncd 2ue s)id “seinuenb yassud wl pue sawn 1as=ud 18 sEnap sasuadsig

PalEwWonE

au auoyd

|ensia ‘oipne

06 o1 dn k]

{dwa) md-v
asuadsig payauouEsH
-asuadsig

alfessaw
wa fjrew-2 1oy
23 Ajyuow + g6TS

sswashs Sunesado Sumoljo) syl yum 3jguedwosy

Ayantauuod pusslw pue ‘aaup g3/and ‘HodoE
850 & yum seindwaod o asn sannbau voge|Esu)
“331E| 33 £°OT SO-2= ‘g SMopulpy, ‘|EuoIss340ly
2SI/, SMOPULA, “d) SMOPUIA 'L SMOPUIAY

spunod £ ySEam
YE LT B L U0y L ET 9IS

53w Suisop

pue suswndal uolexpaw Jeds 1Byl 01 ¥0qpd SY3 STIW0ISND 0 S0 Ul
uonedidde gas e 0} palaaap 51 IaAERIED/5E5N 3] PIAIYIE 51 UONISULOD
|MYSS3IINS B 3300 “J3IN0 S5 [RIM W0y IFy ol xoqid 3u) Deuuo Ases
01 J3niEasen,55en SU1 smojje wesEoad S5EMY0T S|QEPEOJUMOD B DUE SjgE3

gsn papnoad e Buisn seandwo fue 01 S15BUL0D XOG|Ild SSEEIM CO4PEN
2y “sjeruzaul Suisop AEp Jnoy ojul paieledas UOREIIPIW pAIOS JO

shep uanas Suuogs WA1SAS ISpURLRS pue JEynuEpl Isziuedio uoneEdpEy

PalEwoIne

SSIRMM

jews
‘aBessaw
PR RITRTY
oipne
W ysey

xoqiild cNnodpn

YuoLw
12d 56°pYS + SE'6SS

“UCHENpSW

40 U0y [eso-uou Joy Suopuow pue uonednps ‘Suydwosd soy swojje osje
BUNERy SY1 BNyEs [EnLAIA,, B LA =g ues ‘FnEp
S} 4o SPISING 'SUCEJIPIW [Euciippe Aussl suswpedwod aSesgs
AP 3 Ul pRy Ajedsiyd 3U8 SUOIIEPSW [EDIIUD 150U Snly Sy Jusyed
13d suonENpSW £7 00 dn uo suDda) PUE SIBYUDW ‘F3IEINPS ‘SPUILLE
wanshs L 18uEIU A e AEows) pewwesSoid s suoyd s Jusned
B} 0} pajoauuod Hjpesd e Susn Apjgeded peojusop pue peopdn eyep
PRIEWIOME PUE 2P 33euE Wwaaed ajgeuod e sasudwod weashs sy |

PalEwoIne

paam

saWIyD
Jexsnw
sy ysey

Jzypany dmy@s
pa=su ‘pany Jou

JouuopE-paN

-swoadwifs 0] patefss suonssnb jo

351] & 03 siamsue pue ‘WEem unesedus) susned B piooa) ueD siuom
2UED yyEsy ‘asemyos [enads Suisn Ag SSUCYJ-N Y U1 PRICIS UORELLIOI
) SPWSURT) pUR Spe0das AJENEID PUR 100 SYL SPEOE] JEHI0M 21D
YyEIY B 'sIIM 0] JSYY "ISTING B SpUNcs pue s3ySi| s sSYsey Xoq ),
waned syl use oL “Aep sad sequieyd suo wowy sesusdap 1 Yy spd
[EISES L[}IM PEPEO| 3q UDES UED JBYL SISQUIELD 7T SEY 1] 09N 2Y1 P3||E
“xoqid Wews, o puny e 51 wa)shs Jwauodwod-omg 3 4o ed 15 3y

|enuew

wJeje oipne
W ysey

1 T

uoygn-xogn

Aep SBQLUELD

suonenyads

peojdn eleg

Knedes

59



Figure 21:commercially available medication dispenser for solid medicine (2/2)
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