
 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

��|���, i, î�, �i, �î���
ℎ , ��� �� ��� ��̂��, �̂, � , �

���̂���, , �



 

 



 

 



 

 



 

 

 

“ “



’

131%

379%

262%

0%

100%

200%

300%

400%

500%

600%

700%

800%

900%

1000%

R
e
c
a
ll 

ra
te

s
(a

ff
e
c
te

d
 c

a
rs

/r
e
g
is

tr
a
ti
o

n
 o

f 
n
e
w

 c
a
rs

)

Recall rates of OEMs in USA 2013-2015
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Costs 
per 

failure

Development 
& 

Planning

Acquisition
& 

Production

ProductionPPDevelopmentPlanning Test Customer

Fault prevention Fault detection



 

 

 

 

 

 

 

 



 

 

 

 

 
 
 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 



 

 

 

 

 
 

 

R
e
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Development

Product life cycle

Field

Failures
Definition of faults and 
prevention measures

Development and 
test faults

Mechanics, electronics, and 
software malfunctions

Existing QM

Comprehensive analysis

Development analysis

Enhanced QM by analysis methods using KPIs

Field analysis

Stochastic analysis
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Idea 
evaluation

Program and 
portfolio 
planning

Project plan 
(team, 
budget)

Requirement 
determination 
and analysis 
(customer, 
legislator, 
company)

Method

Conception

Concept 
design 

(domain 
specification, 

prototype 
production, 
production, 
processes, 
technology)

Concept 
realisation

Concept 
review 

(domain 
specification, 

whole system)

Mechanic
construction

Electric
construction

Electronic 
construction

System 
conception

Simulation 
DMU/PMU

Testing

Document-
ation

Process 
planning 

(Production, 
logistics, 
quality 

assurance)

Tool design

Production 
resources 

determination 
(supplier, 
company)

Purchase

Validation

Simulation/
Testing

Production

Assembling

Quality
assurance

Utilisation

Distribution

Service

Maintenance 
and revision

Shutdown

Recycling

Product planning Conception Design
Process 
planning

Production Operation
Re-

cycling

Product development

Product design Production design

Product production

EOLEOP
PV2

SOP
DVCVPV1

PV1: Product verification
CV: Concept verification
DV: Design verification
PV2: Process verification
SOP: Start of production
EOP: End of production
EOL: End of life
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Requirements Product

Assurance of properties

System
requirements

analysis

System design

Mechanics

HW
SW

E/E

System 
acceptance test

System 
integration 
and  test

Requirements
analysis

Design

Implementation

Component 
test

Integration
and  test

Design/
preparation

SW

System requirement

Software requirements

Analysis

Design

Coding

Testing

Operation



 

Determine 
objectives, 
alternatives, 
constraints

Plan next phases

Evaluate 
alternatives, identify 
resolve risks

Develop and verify 
the next-level product



 

 

  



 

 







 

Idea screen Second
screen

Go to 
development

Go to 
testing

Go to 
launch

Scoping

Build 
business case

Testing and
validationDevelopment Launch

Gate 1 Gate 2 Gate 3 Gate 4 Gate 5Stage 1 Stage 2 Stage 3 Stage 4 Stage 5



 

 

Analyse goal

Structure goal

Plan 
goal

Identify 
attributes

Ensure 
goals

Induce decisions

Search for solution
alternatives
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Appearance of 75 % of errors

Elimination of 80 %
of errors

Elimination 
of errors

Appearance
of errors

P
o

rt
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n
 o

f 
c
o

s
ts

 o
f 

e
rr

o
r 

ra
te

Definition Production

Development and planning phase

Final 
inspection

UsagePreparationDevelopment



 

 

 
 
 

 

 



 

 

 

 

 

 

 

 

 

 

Product

Machine-
related 

deviation 
causes

Material-
related 

deviation 
causes

Method-
related 

deviation 
causes

Deviation 
caused by 

human 
influence

Deviation 
caused by 
external 

influences

Process



 

 

 

 

 

 

 

 

Market 
research/concept 

determination

Development/
design

Production 
planning

Testing/ 
forerun

Production

Quality function development (QFD)

Design FMEA/DRBFM

Error net analysis

Product DoE

Process FMEA

Poka Yoke

Process DoE

SPC
DoE: Design of Experiments
DRBFM: Design review based on failure mode
FMEA: Failure mode and effects analysis
SPC: Statistical process control

Application possible when problems
during production



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

Field data

Product 

design

Product 

testing

Product 

creation

Product 

utilisation

Product 

processing

Product 

planning

Service

Field data

Customer

•Complaints
•Notes about warranty
•Complaints during receipt or 
initiation
•Spare part orders by 
customer

Service

•Trader reports
•Warranty data
•Maintainance and service 
reports
• Initiation and installation 
reports
•Spare part claims by service

Automatic registration 
mechanism
•Notes about status (error or 
warning)
•Test records
•Head curves
•Failure memory
•On board units



 

 

 
 
 
 
 
 
 



 
 
 
 
 

 

 

 



Data collection – Failure and error data

Documentation and preparation

Evaluation

Figures

 Detection of systematic errors
 Isochrone diagram
 Weibull analysis
 Warranty costs analysis

 Errors and weaknesses
 Reliability
 Life duration
 Real/expected warranty costs
 Documentation
 Effectiveness of conducted enhancement measures
 Estimation of failure risks
 Possible comparison of competitor products

Technical statistics Commercial statistics

Analysis



 

 

 

 

 

 

 



 

 
 
 
 

Mission
Vision
Values

Goal
Strategy

Critical
success
factors

Indicators

KPI definition process
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Key performance
indicators

Performance 
indicators

Key result
indicators



 
 
 
 

 

 
 
 
 
 
 
 

 

Past measures

•Historical data
•Past indicators

Current measures

•KPIs
•Error rates

Future measures

•Prediction
•Trend analysis
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Reliability analysis

Goals:
• Prognosis of expected reliabilities
• Detection and elimination of weaknesses
• Realisation of comparative studies

Calculation of the predicted reliability

Failure rate analysis

Probabilistic reliability prognosis

Analysis:

• Boole

• Markov

• FTA

• Durability distribution

• etc.

Systematic examination of the effects 
of  errors and failures

Failure type analysis

Analysis:

• FMEA/FMECA

• FTA

• Course of events analysis

• Checklists

• ABC analysis

• etc.

quantitative qualitative
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Structure 
analysis

Functional 
analysis

Failure analysis Risk assessment Optimisation

Analysis and 
structuring of

involved 
components

Assignment of
functions/features 
to  components

Assignment of 
failure function

Identification of  
prevention and 

detection 
possibilities

Risk reduction 
through 

optimisation

System net Function net Failure net
Risk priority 

number
Optimised system

System analysis Risk analysis and actions



 

 

Failure causation

Failure propagation

Failure influence
Final   
event

Intermediate     
event 1

Basic  
event 1

Basic  
event 2

Intermediate      
event 2

Basic  
event 3

≥1
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Holistic model of 
programmable 
mechatronic systems

Human operator

Technical system

Computer system, 
automatisation software



�  = � = > = − �
� = ∫�

� = �
∫�

� = � − �
∫∞ =

� = ∫∞ = ∫∞ = ∫ �∞

ℎ
� �

ℎ = lim� → < < + � | >� = lim�→ − � =
� � = ∫ ℎ�



 



 



, �, ]� ; >
� � = �

µ � = d � �
 ( , � , � )� � = { , , … , � � } 

µ � = [ ( , � , � )]

 

( , � , � ) = ( , � )



� = − − ∫� �

 

� �( , � , � ) = ( − � � , � )
, , , …

 

( , � , � ) =

 

 



 

= � =

� = � ∗ √ ∗ � ∫ − ∗ �−��−∞
 

� = � ∗ √ ∗ � ∫ − ∗ ln � −��−∞
 



� = − − �
 

>>
� = − − �

 



 

�� �= ∑ �� ∗ ��
�= + � 

 

�
�̂ = �̂ � = , , … , �

 ��̂ �̂ �
�(�̂ ) = � …   allowable   �

 

�̂��̂� , , … , � → � …  → ∞,   allowable   �

, … , � , … , �



� |��
� � = |� ∗ |� ∗ … ∗ �|�

� � = ln � ��̂ ln � � = ∑ ln ��
�=ln � �� = ∑ ln �|�� =�

�=�̂ � ��� = , … , � = �  discret case   or f�,� ,,…,��= � , … , �  stetic case   �  �
 

 � �
� = � + �� ∗ � + �

∑ ��̂�
�= = ∑[ � − �̂]�

�= → � !

� ��|�



�| = | � ∗ �∑ | � ∗ ���= = | � ∗ �  , � = , … ,

�̂� � �̂� = −∝ [�̂� , �̂� ][�̂� , �̂�]



 

 

 

Name of institute

Data base

Analysis methods

Comprehensive analysis Development and test analysis Field and reporting analysis

Stochastic analysis and feedback

KPIs during PLC of mechatronic systems

Requirements Development and test Field

• Number of possible failures
• Risk
• Measures
• Etc.

• Status parameters
• Process parameters
• Degree of fulfilment
• Number of failures (HW, SW)
• Duration parameters
• Residual error rate (HW, SW)
• Etc.

• Failure codes related to 
relevant parameters

• Failure causes (HW, SW)
• Failure rates over use time 

(HW, SW) 
• Wearing/aging parameters
• Etc. 



 

 

 



 



Entity

Attribute

Relation

Attribute

Entity

Attribute Attribute

1 n



 



 

 

Fault 1

Function CFunction BFunction A

Fault 2

Fault 1 Fault 2

Direct fault connection

Indirect fault connection over functions



 



 

 

Door opens 
without demand

Signal without 
demand

Electronic falsly 
positioned

Contact falsly 
made

Slide door system

Doorhandle 
sensor #1

Sensor mechanic 
#1

Sensor E/E-HW 
#1

Signal compared 
to second 

redundance 
instance

SW
If two signals are 
not equal, phase 

current put back to 
0

SW

Door cannot be 
automatically 

activated

Slide door system

Failure falsly 
reported

Failure not 
reported

1-DC = 1%

Phase currents 
falsly put to 0

Phase current not 
put to 0

Signal without 
demand

Electronic falsly 
positioned

Contact falsly 
interrupt

Doorhandle 
sensor #2

Sensor mechanic 
#2

Sensor E/E-HW 
#2

&

LL

>=1 >=1

>=1

>=1

Both sensor 
signals without 

demand

Doorhandle 
sensor

90%

99%

60%

DC informative

DC real

DC real



 

 



Name of institute

Performance 
and schedule

Fault and
change

Scope
verification and

validation

Costs

Quality

Reporting and
monitoring

Conception 
and 

initiation

Definition 
and 

planning

Launch
and

execution

Monitoring
and 

control
Close

Project management process

Data base

Requirements
etc.

Specification
Milestones

etc.

Testing
Faults
etc.

Mission
Vision
Values

Goal
Strategy

Critical
success
factors

Indictors

KPI definition process

Key result indicators

Performance indicators

Key performance indicators



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 



A
m

o
u

n
t 

o
f 

it
e
m

s

Date

Amount and status of items

State 1
State 2
State 3
State 4
State 5
State 6
State n

A
m

o
u

n
t 

o
f 

p
la

n
n

in
g

 e
le

m
e
n

ts

Date

Status of planning elements

Target date
State 1
State 2
State 3

State 4
State 5
State 6
State 7

Implemented
State 8
State 9
State 10
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Date

Status of planning elements

Target date
State 1
State 2
State 3

State 4
State 5
State 6
State 7

Implemented
State 8
State 9
State 10



 

Overview projects status

Project Milestone SW release
System 
release

Project 
completed

Project 
duration

Iteration
completed

Iteration 
duration

Project X MS 3 SW 1 SR 1 84% 77% 58%

Project Y MS 2 SW 5 SR 2 98% 99% 87% 80%

Project n MS n SW n SR n n% n% n% n%

84%

99%

n%

77%

98%

n%

68%

80%

n%

68%

80%

n%

Days

Project durations

521 days

535 days

Project X

Project YP
ro

je
c
ts



 

Freeze 1 Freeze 2 Freeze 3

R
e
le

a
s
e
s

Iteration durations

100%

100%

100%

100%

100%

59%

100%

58%

93%

92%

86%

99%



 

P
e
rc

e
n

ta
g

e
 

System releasesDegree of fulfillment of requirements
Degree of fulfillment of tests
Degree of fulfillment of planning elements
Solved faults

Target performance comparison

A
m

o
u

n
t

System releases
Performance of requirements of subcomponents
Target of requirements of subcomponents

Tracking

A
m

o
u

n
t

System releases

Review done
Review not done
Link done
Link not done
Test link done
Test link not done



 

Releases

Q
u

a
n

ti
ty

Trend of planning elements

Completed
Target

Releases

Q
u

a
n

ti
ty

Trend of planning elements

Deviation
Moving average
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Time

Trend of ratios

Ratio of planning elements
Ratio of tests
Ratio of requirements
Ratio of faults



 

 

Moving average detected faults
Moving average solved faults
Detected faults
Solved faults

A
m

o
u

n
t

System releases

Trend of detected and solved faults

A
m

o
u

n
t

Date

Bugs after system release



Time

Q
u

a
n

ti
ty

Faults

Completed
Target

A
m

o
u

n
t

Date

Unedited findings

Month 
1

Month 
2

Month 
3

Month 
4

Month 
5

Month 
n

Section 1 Section n

Range 1

Range n



Time

F
a
ilu

re
ra

te

Idealized curve

Actual curve

Change

Increased failure rate 
due to side effects

Revision 
period 1

Revision 
period 2

Revision 
period 3
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MiL

SiL

HiL

Stochastic modelling

Connecting 
model parts

Estimation of 
confidence intervals
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d
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u
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A
m

o
u

n
t

System releases

Modelling of faults and prediction of residual error rate
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m
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System releases

Modelling of faults and prediction of residual error rate



 

 

 



 
 

Complaint investigation

Quality data base

Measurement data Field data

Fault data base

Diagnostic specification

Industry 4.0

Mobile 
devices

IoT
platforms

Location 
detection

Advanced 
human-

interfaces

Authentic. 
detection

Smart 
sensors

Big data 
analytics 

and 
advanced 
algorithms

Multilevel 
customer 
interaction 

and 
profiling

Augmented 
reality/ 

wearables

Cloud 
computing



 

 
 

 

 
 

 



 
 

 

Data base

A
n

a
ly

s
is
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e

th
o

d
s

K
P

Is

Fault database

Quality database

Measurement data

Field data

Complaint investigation

Complaint investigation

Data head

System

Entity

Generic data storage

Complaint investigation 
values

User

Projekt

Project 1
Project 2

...

Generic indication

Field data, complaint 
investigation and 
mesurement data

Field data parser

Measurement data 
parser

Quality database parser

Fault database parser

Generic data storage

Field values

Generic data storage

Measurement values

Complaint

Fault database

Import of existing data

User Interface

Project
OK

Diagnostic specification

Diagnostic specification 
parser

Diagnostic specification

Specific data for project

Complaint parser
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Failure frequencies
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Specific/all failures over different systems

System 1 System 2
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Failure frequencies by model and category

Software failure Hardware failure Unspecified failure
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200

Production <6 month 6-12 month 1-2 years 2-3 years 3-8 years
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Failure types over time or mileage

Software failure Hardware failure Unspecified failure
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May 15 Jun 15 Jul 15 Aug 15 Sep 15 Oct 15
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Specific/all failures in relation to production date
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Germany USA Austria Canada China
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Failures in relation to countries

Failure 1 Failure 2 Failure 3
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Failures in relation to SW releases

Failure 1 Failure 2 Failure 3
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80%

100%

Modell M Modell Q Modell C

SW release levels over models

SW roll out SW flashed
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40%
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Mch
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Flashing process of SW

SW rollout SW flashed
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Processing times of complaints

Complaint to entrance Entrance to solved Solved to reporting
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Time to first registration
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Wearing over time or mileage

Mechanic component 1 E/E component 1
Mechanic component 2 E/E component 2
Limit oil
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Relative failure frequencies



Development

Special modelling

Basic modelling

Descriptive statistics

Data collection and preparation

Field

Prediction of residual error rate

GLM of development faults

Distribution of development faults

Faults by testing and diagnostic specification

Relation of field data using LM or GLM

GLM of failure codes

Distribution of failure codes

DTCs of field use and complaint investigations
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Engine (with gear box)

Wheel

Clutch

Gear box (planetary gear)

Torque to rare wheels

Torque to front wheels

Axle differential



ECU

Signal 
processing

Power amplifier

Control 
unit

EEPROM

Interface

Interface

Interface

Micro 
controller

Flash 
EPROM

RAM

A/D

CAN

Actuator

Power supply

Input signals

Interface

Diagnostics



 

 

Application 
software 
components

Runtime environment

Actuator
software

component

Basic
software 
components

Sensor
software

component

Other
software

component

Operating
system

Service
Communic

ation

Complex
device
drivers

ECU
abstraction

Controller
abstraction

Interface Interface Interface Interface Interface

Interface Interface Interface

Interface



 

 

Signal 
conditioning

Vehicle 
controls

Clutch system 
controls

Pre-
emptive

Slip

Yaw

Adaptive routines

Diagnostics

Clutch 
system 
signals

Vehicle 
signals

Diagnostics routines

Hold routines

Learn
routines

Thermal 
models

Clutch model and 
motor controller

Clutch 
system

Vehicle

Motor duty cycle
Motor Brake

Torque estimate
Diagnostics

ABS/
ESP

override

Torque 
request



 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



System component 
requirement SCR

System architectures

Module requirement MR Module level

Integration level

Integrated SW levelHiL

HiL

SiL

MiL

Definition, scope
SCR 

specification
Architecture Design

Implemen-
tation

Integration & 
test

Bug 
fixing

HiL Release

Feature
Freeze

SCR 
Freeze

Arch.
Freeze

Design 
Freeze

Impl.
Freeze

Integ.
Freeze

Fixing
Freeze

HiL
Freeze

StopStart

SW iteration loop



 

CI SCR

TC

MR
Concerns Child

Relationship test issue
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