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Abstract

Electronic documents are a vital element for electronic communication. They are used to store, ex-
change and process different kinds of information and data. To assure the authenticity and integrity of
electronic documents, the current means of choice are electronic signatures whereas their legal frame-
work is defined by the EU Signature Directive. Due to the increasing globalisation and mobility of
citizens and enterprises, new challenges for electronic documents and electronic signatures, emerge.
These challenges comprise the need for cross-border interoperability in the area of electronic docu-
ments and electronic signatures in particular. Furthermore, these challenges also include the need for
next-generation applications across borders. These needs are also underpinned by the Digital Agenda
for Europe and the e-Government Action Plan 2011-2015.

To face these upcoming challenges next-generation core-technologies for processing electronic
documents have been developed. These technologies comprise an interoperability framework for ex-
changing documents across borders and advanced signature verification facilities. Additionally, the
technologies include a mechanism to allow an efficient processing of electronic documents as well
as signature technologies, which allow subsequent modifications of signed data by still retaining the
validity of the original signature (called editable signatures).

These core-technologies are used to introduce next-generation applications for electronic docu-
ments. These applications are: (a) an approach for a trusted open government data, which enables a
reliable and trustworthy publication of public sector data; (b) a user-centered identity management for
electronic identities enabling selective disclosure, whereas the qualified and authentic identity data is
still verifiable, even if only a subset of the identity data is revealed; (c) an approach for secure, authen-
tic and efficient public administration procedures across borders based upon the requirements of the
EU Services Directive. The presented technologies and applications are compliant to the needs given
by the European Interoperability Framework (EIF). All of these applications have been implemented
on a prototype basis and tested - partly and as far as possible within real life environments - to evaluate
their applicability.






Kurzfassung

Elektronische Dokumente sind ein essentielles Element elektronischer Kommunikation. Sie wer-
den benutzt um verschiedene Formen von Informationen und Daten zu speichern, auszutauschen
oder weiterzuverarbeiten. Um die Authentizitdt und Integritit von elektronischen Dokumenten si-
cherzustellen, sind elektronische Signaturen derzeit die vorherrschende Technologie. Deren rechtli-
ches Rahmenwerk wird dabei von der EU Signaturrichtlinie bestimmt. Aufgrund der ansteigenden
Globalisierung und der erhohten Mobilitédt der Biirgerinnen und Biirger, als auch der Unternehmen,
entstehen neue Herausforderungen sowohl fiir elektronische Dokumente als auch fiir elektronische
Signaturen. Diese Herausforderungen umfassen dabei die Notwendigkeit von grenziiberschreitender
Interoperabilitidt im Bereich von elektronischen Dokumenten und elektronischen Signaturen im Spezi-
ellen. Zusitzlich beinhalten diese Herausforderungen die Notwendigkeit einer neuen Generation von
grenziiberschreitenden Anwendungen. Diese Notwendigkeiten werden auch durch die Digitale Agen-
da fiir Europa und den E-Government Aktionsplan 2011-2015 untermauert.

Um sich nun diesen Herausforderungen stellen zu konnen, wurde eine neue Generation von Tech-
nologien fiir elektronische Dokumente entwickelt. Diese Technologien umfassen ein Interoperabi-
litdtsframework fiir den grenziiberschreitenden Austausch von elektronischen Dokumenten, sowie er-
weiterte Moglichkeiten zur Priifung der Giiltigkeit von elektronischen Signaturen. Des Weiteren wur-
den Mechanismen zur effizienten Weiterverarbeitung von elektronischen Dokumenten entwickelt, als
auch Signaturtechnologien, die eine nachtrégliche Modifikation der signierten Daten ermdglichen und
das bei gleichzeitigem Erhalt der Giiltigkeit der Originalsignatur (editierbare Signaturen genannt).

Diese Kern-Technologien werden anschlieBend genutzt um eine neue Generation an Anwendun-
gen vorzustellen. Diese Anwendungen sind: (a) Ein vertrauenswiirdiges Open Government Data, das
die sichere und authentische Veroffentlichung von Daten des offentlichen Sektors ermoglicht; (b)
Ein benutzerzentriertes Identititsmanagement, das auch nur eine teilweise Bekanntgabe der Iden-
titdt ermdglicht bei gleichzeitigem Erhalt der Priifbarkeit der authentischen und qualifizierten Iden-
titdtsdaten; (c) Eine Umsetzung fiir eine sichere, authentische und effiziente Verfahrensabwicklung
der offentlichen Verwaltung iiber die Landesgrenzen hinweg basierend auf der EU Dienstleistungs-
richtlinie. Die présentierten Technologien und Anwendungen orientieren sich dabei am Europédischen
Interoperabilititsframework (EIF). Alle Entwicklungen wurden zur Evaluierung ihrer Anwendbarkeit
prototypisch umgesetzt und - soweit wie moglich in operativen Umgebungen und unter realen Bedin-
gungen - getestet.
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Chapter 1

Introduction

“Bureaucracy gives birth to itself and then expects maternity benefits.”

[ Dale Dauten ]



2 Chapter 1. Introduction

1.1 Motivation

Electronic documents (e-Documents) are used to store, process, exchange or archive different kinds of
information and data. For the term document different definitions exists. Oxford Dictionaried!] defines
a document as

“A piece of written, printed, or electronic matter that provides information or evidence
or that serves as an official record.”

In contrast, Thefreedictionar gives a more computer science related definition:
“A computer file that is not an executable file and contains data for use by applications.”

Due to the variety of different definitions, the term e-Document, as it will be used in this thesis, is
defined as:

Definition 1 “E-Documents” are any piece of electronic data, which can be exchanged, processed
and used in applications.

E-Documents and the exchange of e-Documents are a central element in electronic communica-
tion. Quite early questions concerning the security, authenticity and integrity of e-Documents have
emerged. Hence, appropriate authentication mechanisms have been introduced to achieve reliable and
trustworthy e-Documents. Thereby, electronic signatures have evolved as the most used authentica-
tion mechanism for e-Documents. Nevertheless, due to the increasing globalisation and the increasing
mobility of citizens, new challenges arise.

These challenges are manifold and comprise areas such as the efficient and trustworthiness pro-
cessing of e-Documents or the document exchange and mutual recognition of e-Documents across bor-
ders. As a consequence, the need of interoperability and next-generation applications for e-Documents
emerges. These challenges have been taken up and motivated to the present thesis.

1.2 Methodology and Thesis Outline

The thesis has been structured based upon a well-defined methodology. Hence, the different parts and
chapters reflect this methodology, which has been applied in each stage of the thesis. Hence, the thesis
consists of following main parts:

¢ Part[l]- Documents and Their Applications in Services
* Part [T - Next-Generation Technologies for Electronic Documents

* Part[[T]]- Next-Generation Applications for Electronic Documents

'nttp://www.oxforddictionaries.com/definition/english/document
http://www.thefreedictionary.com/document
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1.2. Methodology and Thesis Outline 3

Part[ll introduces the thesis and elaborates on the transition of traditional paper based services to
electronic services. In addition, the need for next-generation applications for electronic documents is
emphasised. In detail, this part consists of following chapters:

* Chapter[2]- From Traditional to Electronic Administrative Services

* Chapter[3]- The Need for Next-Generation Technologies and Applications

Chapter[2]illustrates the movement from traditional services to electronic administrative services.
It explains where documents are used by means of a traditional administrative procedure. In particular,
this chapter elaborates on the authenticity and integrity of paper based documents and how these doc-
uments are processed. Finally, the transition to electronic documents (including electronic signatures)
and electronic services in the area of e-Government and e-Administration are treated.

Chapter 3| highlights the need for next-generation technologies and applications in the area of
e-Documents. First of all, European initiatives in the IT-sector with focus on the public administra-
tions are discussed. This involves historic initiatives as well as current ones. Among other things
the Digital Agenda for Europe and the different EU large scale pilot projects are main topics of this
chapter. In addition, this chapter elaborates on issues and challenges for future e-Document based e-
Government and e-Administration processes. Thereby, the focus lies on the authenticity and integrity
of e-Documents on the one side. On the other side it is discussed which restrictions exist with cur-
rently deployed electronic signatures. This mainly concerns that signed data is not modifiable without
invalidating the original applied signature. Nevertheless, it is explained that applications exist, which
need such functionalities. Finally, it is highlighted that current public administration procedures lack
on security, authenticity and efficiency especially in a cross border context. Hence, the need for next-
generation public administrative procedures arises.

Part[II] covers next-generation technologies for e-Documents, which focus on the authenticity

and efficient processing of e-Documents. These technologies serve as core elements for the next-
generation applications, developed in the last part of this thesis. Hence, following chapters exist:

Chapter [4] - Electronic Documents Interoperability
* Chapter[5]- Examination and Assessment of Editable Signatures

* Chapter|[6]- An Advanced Editable Signature Scheme

Chapter [7]- Electronic Document Processing

Chapter [ is twofold. On the one hand this chapter presents an interoperability framework for
cross-border exchange of e-Documents, which has been developed by the author of this thesis in the
course of the EU large scale pilot SPOCSﬂ On the other side this chapter elaborates on the signature
verification, especially for cross border use cases.

Chapter [5] deals with editable signature schemes. Such schemes allow modifications of signed
data, but preserve the authenticity and integrity of the unchanged data. In the last years a variety
of editable signature schemes has been introduced in literature, but their capabilities to assure the
integrity and authenticity in e-Administration and e-Government use cases has not been assessed so far.

3The author of this thesis was leading work package 2 (“e-Documents”) of SPOCS from July 2010 to December 2012.
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Hence, this chapter evaluates and assesses selected editable signature schemes based upon identified
requirements.

Chapter [6] presents the implementation of an advanced editable signature scheme. Based upon an
existing core implementation, extensions have been specified and implemented to be applicable in the
e-Government domain. This mainly concerns the applicability to XML-based data and that the created
signatures base upon a defined and open standard for advanced electronic signatures.

Chapter[/] introduces a concept and implementation for an efficient processing of e-Documents.
This comprises a comprehensive data validation, a data extraction out of available e-Documents and a
data re-integration. These functionalities are combined to a processing unit, which enables an efficient
processing of e-Documents due to a reduced necessity of manual interactions.

Part ([l represents the last part of the thesis and combines the developed next-generation technolo-
gies to create next-generation applications. Thereby, this part comprises following chapters:

* Chapter[§]- Next-Generation Applications for Open Government Data
* Chapter[9]- Next-Generation Applications for Identity Management

* Chapter|[I0]- Next-Generation Public Administrations Procedures

Chapter [8] discusses next-generation applications for open government data (OGD). In the last
years open government data has emerged and has significantly influenced the IT sector. Based upon
the definition of e-Documents, open government data fall into this category too. Given the growing
relevance and popularity of OGD, security issues have been astonishingly rarely discussed so far.
Hence, this chapter introduces a novel approach for a trusted OGD by using conventional and editable
signatures.

Chapter [9 treats on next-generation applications in the area of identity management. Identity
management bases upon identity data, which represent an identity document. This chapter introduces
a novel approach for a user-centered identity management enabling selective disclosure of identity
attributes. This approach focuses on the application on national eID solutions, which have been rolled
out for a long time. Core elements of this approach are editable signatures, which allow to reveal only
a subset of available identity data by remaining their verifiability.

Chapter[I0| presents a new approach to achieve secure, authentic and efficient public administra-
tion procedures across borders. Thereby the focus lies on the use cases of the EU Services Directive.
This approach bases upon the developed next-generation technologies - namely the interoperability
framework for cross-border exchange of e-Documents, editable signatures and the efficient processing
of e-Documents.

Finally, Chapter [l 1| summarizes the thesis and draws conclusions.

Remark: Appendix|C|contains the publication list of the thesis author. Additionally, for all thesis-
related publications, the relations to the corresponding chapters are given. That means it is highlighted
which publications served as a basis for the respective chapter.
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From Traditional to Electronic Admin-
istrative Services

“The science of today is the technology of tomorrow.”

[ Edward Teller ]
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2.1 Introduction

Public administration has a long history and started already in the ancient times. Hence, this chapter
elaborates on ancient public administrations in Section [2.2] briefly. Additionally, this section treats
on traditional - paper-based - public administration processes. In the last decade many public ad-
ministration moved to the electronic world and created an electronic version of public administration.
This transition to electronic government (e-Government) is treated in Section [2.3] In particular, this
section deals with the typical structure of electronic public administration procedures. Already in tra-
ditional services authenticity and reliability played a vital role and this continues for e-Government.
The means of choice to achieve trustworthiness in the electronic world are electronic signatures. Sec-
tion [2.4] elaborates in detail on electronic signatures as they are also a key aspect for the remainder of
the present thesis.

2.2 Traditional Services

Already the ancient Egyptians, Romans and Greeks had public administration or predecessors in
place. These public administrations have changed and improved over the centuries and have led to
modern public administrations in the 20th century. Following list gives a brief historical overview
about the evolution of traditional public administrations (according to [Mathes), [2008; Wikipedia.org,
2014allcldlb]):

* The ancient Egypt had a very strong structured civil service. Their code of conduct was defined
by numerous doctrines. If civil servants followed these rules, they had a high renown. To
undersign documents, i.e. to proof their authenticity and integrity, the civil servants used seals,
which were handed over by the pharaoh.

* In contrast, the ancient Greeks were the first who built up their public administration upon
legislation. That means all civil servants were obliged to follow the rules given by the different
laws.

* In the ancient Rome also civil servants were responsible for the public administration. Their
principles strongly differed if they were applied to Roman citizens or to residents in the con-
quered regions. That means for the Roman citizens a duty of care were in force, whereas the
other residents were treated as subjects, which had to pay taxes and duties. During the Empire,
the civil servants were in debt of the imperator.

* This royal obligation continued until the Early Middle Ages, whereas the king gained more and
more influence. In the Late Middle Ages the kings lost ground and the princes evolved to the
most important decision makers. Hence, the royal civil servants lost influence to the princely
civil servants. To sign documents wax seals were used (see Figure [2.1), whereas the colour
indicate the rank of the person.

* In the 18th century the princes lost more and more influence due to the French Revolution and
the regent gained on power. As consequence, civil service systems evolved, whereas the civil
servants were not in debt of the regent. In addition, the wax seal was replaced by rubber stamps
and hand-written signatures.
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Figure 2.1: Wax seal

* In the 19th century these civil service systems started to evolve to the modern public administra-
tion systems of the 20th century, which is characterised by constantly changes to achieve more
modernisation.

2.3 Transition to Electronic Services

2.3.1 Electronic Government

In the mid-90s public administration started to move to the electronic world. The booming Internet
and the new electronic means, which have been provided by the information and communication
technologies (ICT), created new opportunities but also additional challenges for public administration.
This transition to the electronic world has become known as electronic government (e-Government).
For e-Government various definitions exist. For the further considerations, it is referred to following
deﬁnitionSEAccording to the eEurope 2005 action plan (cf. Section [3.2.2.1)) e-Government is defined
as follow

Definition 2 “E-Government” means the use of information and communication technologies in pub-
lic administrations combined with organisational changes and new skills.

In addition, e-Government can be subdivided into two categories:

ISee http://europa.eu/legislation_summaries/information_society/
strategies/124226b_en.htm


http://europa.eu/legislation_summaries/information_society/strategies/l24226b_en.htm
http://europa.eu/legislation_summaries/information_society/strategies/l24226b_en.htm
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Internal e-Government: That means the use of ICT in the public sector without point of contact to
the citizens. This concerns for instance the back-office processing or internal applications.

External e-Government: This comprises mainly services for citizens and enterprises, which are
available via the Internet.

Furthermore, e-Government takes place on several levels. The following main levels existﬂ

Legal level: Public administration and thus e-Government base upon a comprehensive legal frame-
work. This legal framework has to be taken into account by all other levels.

Technical level: This level provides the appropriate technical solutions, which are in accordance with
the legal framework.

Organisational level: On this level the appropriate organisational decision must be made to assure
the inclusion of new electronic solutions into the given infrastructures.

One of the main pillars of e-Government are public administration procedures. These procedures
cover a lot of different applications, but have common main objective which is to have a consistent
process from the application of the citizen to the delivery of the official decision back to the citizen
without any media breaks. Therefore a typical and generalised structure for such media break resistant
procedures can be defined. Figure 2.2]illustrates this structure. According to [[Posch et al.| 2011]] such
a procedure can be subdivided into three basic stages: (a) application, (b) processing, and (c) delivery.

The application stage constitutes the first step in a public administration procedure. The applicanﬂ
requests an application at a portal. For this purpose, the applicant fills out an online form and attaches
the required electronic documentﬂ This can be done via direct file upload, upload via an eSafe, or via
any other resource (depending on the portal’s functionalities and general infrastructure). These form
data and the uploaded documents are then sent to the back-office. In the back-office, the processing
takes place. That means the application is processed in the particular competent authorities (CAs). At
the end of this stage, the last CA issues the decision concerning the application. Finally, in the delivery
stage this decision is sent to the applicant. Depending on the legal regulations for the application, the
decision can be delivered informally via e-mail, a portal-internal delivery system, or via an electronic
delivery system.

Essential for implementing of such procedure is the authenticity and integrity of the exchanged
data. Actually, the means of choice are electronic signatures to ensure the trustworthiness of the data.
Electronic signature are used to sign data and documents. Thus they represent the electronic pendant
to non-electronic means, such as a handwritten signature. Furthermore, electronic signatures play an
important role in identity management. Thereby, they enable a high-level authentication of person
using electronic means only. Based upon this importance of electronic signatures for e-Government
in general and for the remainder of the present thesis in particular, the following section discusses
electronic signatures in detail.

For sure, also other levels exist. For instance the sociocultural level, which deals with the user acceptance of e-
Government.

3 An applicant can be a citizen or business or even a public official (in G2G or G2E applications for instance).

* Also other forms of application are possible, e.g. via e-mail.
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Figure 2.2: Typical structure of public administration processes

2.4 Electronic Signatures

2.4.1 Overview

In general, electronic signatures are used to provide a proof of genuineness for electronic data. Hence,
electronic signatures represent the counterpart to (hand-written) signatures on paper based documents.
Electronic signatures basically assure authenticity, data integrity, and non-repudiation of origin. The
receiver of a signed document is able to identiny] the creator of the signatureﬁ (authenticity) and is
able to verify that the signed data has not been modified (integrity). At the same time, the creator
of an electronic signature cannot deny to have signed the data (non-repudiation). Especially the val-
idation of data integrity becomes important for security-critical applications. For instance, in case of
an electronically signed contract the content of the contract cannot be unilaterally modified without
invalidating the electronic signature.

2.4.2 Basic Principle

The technical basis for electronic signatures, which are applied in the e-Government area, is public
key cryptography. Following subsections explain the cryptographic signature creation and verification
(including a brief description of the RSA algorithm as example) as well as the additional needed
certificate validation.

2.4.2.1 Cryptographic Signature Creation and Verification

The creator of an electronic signature holds a private and a public key. The creator has sole control
over the private key, which is used to create the signatur Figure illustrates the basic principle
of a typical signature-creation process. In a first step, the data to be signed is mapped to a hash Valu

The quality of this identification strongly depends on the identification process at the certification service provider - see
Section

SThe creator of a signature is also called signatory.

" An important characteristic is that the private key cannot be determined out of the public key and is infeasible to guess.

8 Also referred to digest value
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Figure 2.3: Basic principle of signature-creation

of a fixed length using a so called hash functiorﬂ This hash value is then signed using the signatory’s
private key. The corresponding public key is published and the receiver of the signed data is able to
verify the validity of the signature by means of this public key.

The public key is usually published via a trusted third party - the certification service provider
(CSP) - using an electronic certificate. This certificate holds the public key of the signatory and binds
the signatory’s identity to this key. Thereby, the quality of the identification process is essential for
the quality of the issued certificate. Only, if the signatory is uniquely identified by the CPS, e.g.
via a personal identification using a photo ID, the receiver is able to uniquely identify the signatory.
This qualified identification is an essential requirement to issue a so called qualified certificate (cf.
Section [2.4.3))

Usually, the receiver of signed data wants to verify the validity of the obtained electronic signature.
Therefore, the receiver executes a signature verification process as shown in Figure This process
consists of a cryptographic signature verification and a so called certificate validation.

For the cryptographic signature verification, the original hash value is revealed from the signature
by using the signatory’s public key. Then the verifier computes the hash value over the received signed
data. The resulting hash value is then compared to the original hash value. If these two hash values
match, the signatures has been verified as valid, otherwise invalid.

The following subsection gives the RSA algorithm as a concrete example for a signing algorithm.

2.4.2.2 RSA Signing Algorithm

RSA has been invented by Rivest, Shamir and Adleman in the year 1977 [Rivest et al., |[1978]] but
is still used today. Following the algorithm, which is divided into the key generation and signature
creation/verification phase, is briefly explained.

°A hash function (or digest method) is a one-way function, which creates a fixed length checksum (hash value) out of
arbitrary length data. Fundamental properties of hash functions are that it is neither possible to determine the original data
out of a given hash value (pre-image resistance), nor to find another data, which maps to the same hash value (second-pre-
image and collision resistance). The main reasons for applying a hash function are to prevent and easy detect forgeries as
well as that the data to be signed is quite large and signing large data is very inefficient and time consuming for practical
applications.
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Figure 2.4: Basic principle of signature-verification

Key Generation Initially, the key generation is responsible to create the public and private key. It
consists of following steps:

* Generation of two prime numbers p and g of the same size approximately.
* Calculation of the prime number product n = p - q.

* Calculation of the Euler function ¢(n) = (p — 1)(¢ — 1).

¢ Choice of a number e according t gcd(e,d(n)) = 1.

* Calculation of the number d so that e - d = 1 mod ¢(n).

* = (e, n) represents the public key.

* = (d, n) represents the private key.

Signature Creation and Verification The signature is created by the signer, holding her private
key, and signs a message m via following steps:

* A hash function H is applied to the message m and creates the hash value h: h = H(m).
« The signature is calculated over the hash value by using the private key: signature = h% mod n

The signature and the message are sent to the respective entity. This entity, the verifier, verifies the
signature as follows:

* The signed hash value hg;gneq is revealed by using the public key of the signer and calcu-
lating hgigneq = signature® mod n, whereas following applies (without proof): hgigneqa =

signature® mod n = (hgigned)e mod n = Ngjgned-

* Then the hash value is re-calculated over the received message m’: hyecqr = H(m')

* In case the signed hash value and the re-calculated hash value are the same (i.e. Ngigned =
hyrecal), the signature is valid, otherwise invalid.

More details on the RSA algorithm can be found in Menezes et al.|[1996] and Rivest et al.|[1978]].

10gcd = greatest common divisor
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Figure 2.5: Certificate validation

2.4.2.3 Certificate Validation

Beside the cryptographic signature verification, the validation of the validity of the signer certificate
is also an important part of an entire signature verification process. Thereby the certificate validation
consists of following process steps (see also Figure [2.5) E

Certificate chain: Based upon the signer certificate, a certificate chain is built up to a root certificate,
which serves as trust anchor and this is usually named trusted root certificate. In Figure[2.5] this
chains consist of the signer certificate via an intermediate certificate to the self-signed trusted
root certificate.

Date and time verification: Verify if the verification time is within the time validity of each certifi-
cate in the certificate chain (except the trusted root certificate). That means if the verification
time is between the date/time values notBefore and notAfter given in the certificate.

Revocation status verification: Verify the revocation status for each certificate in the certificate chain
(except the trusted root certificate). That means, verify via the given revocation mechanism
(CRI_FZ] or OCSPE[) if the certificate is revoked.

Only if a certificate chain could be found and all certificates are valid in terms of time and all
certificates are not revoked, the result of the certificate validation is positive.

" According to Public Key Infrastructure Exchange (PKIX) specification [Cooper et al.,[2008].
2Certificate Revocation List.
BOnline Certificate Status Protocol.



2.4. Electronic Signatures 15

2.4.3 Legal Framework

In the European Union, electronic signatures are widely used in transactional e-government processes
and rely on a common legal basis formed by the EU Signature Directive [The Council of the European
Union, [2000] and their national implementations. The Directive formally defines three different types
of signatures (see also following definitions):

* Electronic signature
* Advanced electronic signature

* Qualified electronic signature

An electronic signature is defined as;

“Electronic signature means data in electronic form which are attached to or logically
associated with other electronic data and which serve as a method of authentication.”
[The Council of the European Union, |2000]

This definition is very general. In particular, it does not state anything about the identification
of the signatory, which is essential for many e-Government and e-Business processes. Hence, the
Directive defines an advanced electronic signature an electronic signature, which must meet following
additional requirements:

“(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatory can maintain under his sole control; and
(d) it is linked to the data to which it relates in such a manner that any subsequent change
of the data is detectable;” [[The Council of the European Union, |2000]]

Thereby, requirement (b) is of particular importance as this enables the identification of the sig-
natory and is therefore an important prerequisite for the legal recognition of electronic signatures.
Table 2.1 compares these requirements and how they are fulfilled usually.

Concerning the legal effects the Directive states that

“advanced electronic signatures which are based on a qualified certificate and which are
created by a secure-signature-creation device:

(a) satisfy the legal requirements of a signature in relation to data in electronic form in
the same manner as a handwritten signature satisfies those requirements in relation to
paper-based data; [...]” [The Council of the European Union, 2000]

In literature, such a signature is usually called qualified electronic signature, although this term is
formally not defined in the Directive.

Thereby, a qualified certificate must fulfil further requirements. On the one hand these require-
ments concern the certificate itself (Annex I of the Signature Directive) and on the other hand it defines
requirements for the certification service providers issuing qualified certificates (Annex II). The former
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Table 2.1: Evaluation result against the identified requirements

Fulfilled through

Requirement

“(a) it is uniquely linked to the | The same private and public key must be unique (at least
signatory” within an certification service provider).

“(b) it is capable of identifying | This is fulfilled by: (a) it is practical impossible that a key
the signatory” pair is generated twice, (b) it is ensured that a signature,
which is verifiable with the public key, could only be cre-
ated by using the associated private key and (c) it is prac-
tical impossible that the private key can be calculated out
of the public key. Therefore, an appropriate registration
process at the certification service provider is needed to
uniquely identify the signatory.

“(c) it is created using means | The triggering of the signature creation must only be done
that the signatory can maintain | by the entitled person.
under his sole control”

“(d) it is linked to the data to | This is ensured by using the hash function as it is practical
which it relates in such a man- | impossible that (a) different electronic data with the same
ner that any subsequent change | hash value exist and (b) other electronic data have the same
of the data is detectable” - given - hash value.

mainly defines which content the qualified certificate must havﬂ The latter define mainly reliability
and accessibility requirements the certification service provider must fulﬁ An certification service
provider issuing qualified certificates must be voluntary accredited or supervised by the designated
Member State (or a delegated public or private body).

Finally, a secure-signature-creation device must fulfil additional requirements defined in Annex
III of the Directive, which mainly define the protection of the signature creation data (e.g. the pri-
vate key). These requirements define mainly the data processed must be sufficient secured and pro-
tected against forgery. The conformity of secure-signature-creation devices with these requirements
shall be determined by appropriate public or private bodies. Whereas the verification of these re-
quirements for qualified certificate and secure-signature-creation device is quite easily achievable in
national and closed environments, it generates interoperability issues for cross-border applications (cf.

Section(3.3.1.2).

To summarise, a qualified electronic signature is legally equivalent to an handwritten signature.
Both, advanced electronic signatures and qualified electronic signature play a vital role on e-Gov-
ernment processes as they allow the identification of the signatory. To facilitate this identification,
advanced electronic signature formats have been specified. As the identification of the signatory is
carried out via the signer certiﬁcateE] and the previous registration of the signatory at the certification

For instance, the qualified certificate must indicate that it is an qualified certificate and must contain data to identify the
signatory and the certification service provider.

ISFor instance such requirements are that the certification service provider must operate an appropriate revocation mech-
anism and use trustworthy systems.

!6That means the certificate of the signatory.
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service provider, an appropriate protection of the signer certificate must be ensured by the advanced
electronic signature format. The following subsection discusses such formats in detail.

2.4.4 Advanced Signature Formats

Different existing signature formats have led to interoperability issues. These issues mainly affects
the verifiability of electronic signatures especially in a cross-border context. For instance a propri-
etary signature formats from Member State A, may not be verifiable in the other Member States. To
eliminate these issues and to facilitate the identification of the signatory, the European Commission
has published reference formats for advanced electronic signatures. Hence, these formats are of spe-
cial interest for our analysis. Following reference formats are defined in this Commission Decision
2011/130/EC [European Commission) 201 la

* CAdES-BES/EPES signatures
* XAdES-BES/EPES signatures

* PAJES-BES/EPES (Part 3) signatures

Following subsections explain these formats more detailed.

2.44.1 CAdES

CAdES means CMS Advanced Electronic Signature and represents an ETSIEgI standard. This standard
is published in ETSI TS 101 733 [ETSIL, 2013a]] and bases upon CMS (Cryptographic Message Syntax
[Housley, [2009]). Main objective of CAdES is to extend CMS to be applicable as advanced electronic
signature. This concerns mainly the protection of the signer certificate, which is covered by the CAdES
types Basic Electronic Signature (BES) and Explicit Policy Electronic Signature (EPESE The basis
format CMS relies on PKCS#7 [Kaliskil, [1998]] and enables to encrypt and sign data. The data are
encoded as ASN.1®and is stored in Content Info-containers. These containers can be nested into
each other and contain a container type, whereas following types are supported:

* Data: This type denotes arbitrary data.
* SignedData: Indicates signed data.
* EnvelopedData and EncryptedData: This type indicates encrypted data.

* DigestData: This type is used to denote data, which is extended with a digest value to assure
integrity.

"Meanwhile this decision has been ammended [[European Commission, 2014al]. As these amendments shall be apply by
1st December 2014 and do not directly influence the thesis, the thesis still refers to the not amended version of the decision.

'8The European Telecommunications Standards Institute (ETSI) is an European standardisation body (http: //www.
etsi.org/).

”Some additional forms exist, which focus on the long-term validation of signatures. Nevertheless, the BES and EPES
form fulfil the requirements for an advanced electronic signature.

20 Abstract Syntax Notation 1 are a description language for defining, structuring and representing data.


http://www.etsi.org/
http://www.etsi.org/
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* AuthenticatedData: Denotes data, which are secured with an MA

Additional specifications define also other container types such as SignedAndEnvelopedData
[Kaliskil [1998]]. This type enables to sign data and then to encrypt the signed daterl

To create a CAdES signature, CMS is taken as basis. Now CAdES defines how to include the
additional parameters, which are need for an advanced electronic signature. Thereby the CAdES
specification [ETSI, 2013a] defines several formats, which are listed and explained in Table [2.2]

Table 2.2: CAdJES signature formats

Format

Description

CAdJES-BES (Basic Elec-
tronic Signature)

Represents a CMS signature with the additional protection of the
signer certificate.

CAdES-EPES  (Explicit
Policy-based Electronic
Signature)

Extends CMS and CAdES-BES to include an explicit signature
policy, which is signed too. This policy must be applied during
the signature verification.

CAdES-T (Electronic sig-
nature with Time)

Is a BES or EPES signature plus a signature timestamp from a
trusted third timestamping service.

This format adds additional references of all used certificates in
the certificate chain (from the signer certificate to the root certifi-
cate).

A CAdES-C signature is extended with the concrete values of the
certificate and the concrete values of the revocation information.

CAdES-C (Electronic
Signature with Com-
plete  validation data
references)

CAdES-X Long (EX-
tended Long format)
CAdES-A (Archival
Form)

Extends a CAdES-X Long signature with one or more archive
timestamps to prevent future weaknesses of cryptographic algo-
rithms.

In the following the container type SignedData is explained in more detail, as this type also
contains the CAdES extensions. Figure 2.6 illustrates the structure of this type, which consists of
following elements:

* Version: Represents the version number of the underlying specification.

* DigestAlgorithms: Contains a set of digest algorithms, which can be used within signer
Infos.

* EncapsulatedContentInfo: Represents the signed data. Beside the signed data (given
in the container eContent) also the type (container: eContent Type) of these data is given.
In case the data are contained in the container, then it is an enveloping signature. If the container
eContent is empty, then it is a detached signature and the signed data is externally stored.

2'Message Authentication Code.
22The same functionality can be achieved by nesting a SignedData container into an EnvelopedData container.
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* Certificates: Optionally contains certificates, which are used for the signature verification.
* Crls: Optionally contains information about the revocation status of certificates.

* SignerInfos: Represents the signature itself and has the container type SignerInfo.
The SignerInfo container is also shown in Figure[2.6]and consists of following elements:

* Version: Represents the version number of the underlying specification.
* SignerIdentifier: Specifies the signer certificate or the appropriate public key.

* DigestAlgorithm: Indicates the digest algorithm which has been used to create the digest
value.

* SignedAttributes: This element represents additional signed attributes for the CAdES
extension. This signed attributes contains the value which are needed for a CAdES-BES@ or
CAdES—EPEﬂ signature.

* SignatureAlgoritm: Specifies the used signature algorithm.
* Signature: Represents the signature value.

* UnsignedAttributes: This element contains additional attributes, which are covered by
the signature@

2.4.4.2 XAdES

Parallel to CAdES the XAdES (XML Advanced Electronic Signatures) standard has been developed.
It bases upon the W3C recommendation on XML-signatures (XMLDSIG) [Bartel et al., [2008]] and
enables the creation of XML-based advanced electronic signatures. XAdES is an ETSI standard and
is published in ETSI TS 101 903 [ETSIL [2010bf]. As for CAdES, XAdES defines different signature
forms (analogous to Table[2.2)), whereas the BES and EPES form fulfil the requirements of advanced
electronic signatures.

The structure of XMLDSIG is illustrated in Figure This structure consists of following ele-
ments:

* SignedInfo: This element encapsulates all information about the signature and represents
the element, which is used as input for the signature calculation.

— CanonicalizationMethod: Defines an algorithm for a data normalisatioﬂ of the
SignedInfo element.

— SignatureMethod: Specifies the used signature algorithm.

“For instance: attribute signingTime, which indicates the signing time.

%*For instance: attribute id-aa—-ets-sigPolicyId, which specifies the signature policy.

BThis element is used to include additional attributes for the other CAJES format, such as the signature timestamp for
CAdES-T.

°This normalisation deletes for instance whitespace, which may cause problem during verification of the signature.
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SignedData

version

- - Signerlinfo
digestAlgorithms

CC ] -~ [ ‘ version ‘

‘ signerldentifier ‘

encapsulatedContentinfo

‘ digestAlgorithm ‘

certificates signedAttributes
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crls ‘ signatureAlgorithm ‘
N A | signature |
signerinfos unsignedAttributes

Figure 2.6: SignedData container type

— Reference: This element references signed data (data objects), whereas several Refer
ence elements can be specified. Usually, the data objects are referenced via the attribute
URI. This mechanism allows creating enveloping, detached and enveloped signature
Except for the URT attribute following elements can or must be specified:

* Transforms: As an option, transformation can be defined. These transformations
are applied on the reference data before calculating the digest value. Thereby the
result of the last transformation serves as input for the digest calculation.

* DigestMethod: Specifies the digest method.

* DigestValue: Represents the digest value.

* SignatureValue: Represents the signature value calculated over the SignedInfo ele-
ment including the digest values of the specified references.

* KeyInfo: This optional element usually holds the signing certificate.

* Object: This element includes data objects, which are usually referenced via the Reference
element in SignedInfo.

Based upon this structure, extensions to create a XAdES signature are specified. This is done
via an additional Reference element, which refers to an Ob ject element containing the needed
extension information. Thus this information is signed too. This information is usually called the
XAdES properties. These properties define additional data to fulfil the requirements for advanced

YCompared to CAdES, XAdES allows also enveloped signatures, which means that the signature itself is placed within
the signed data.
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<ds:Signature ID?>
<ds:SignedInfo>
<ds:CanonicalizationMethod/>
<ds:SignatureMethod/>
(<ds:Reference URI? >
(<ds:Transforms>) ?
<ds:DigestMethod/>
<ds:DigestValue/>
</ds:Reference>) +
</ds:SignedInfo>
<ds:SignatureValue/>
(<ds:KeyInfo>)?
(<ds:0bject>) *
</ds:Signature>

Figure 2.7: XMLDSIG structure

electronic signatures. Figure [2.8]illustrates the structure of an XAdES-BES/EPES signature, whereas
the given Ob ject element represents the XAdES properties. These properties consist of following
elements:

* SigningTime: Contains the signing time as UTC format.
* SingingCertificate: This element contains a unique reference to the signing certificate.

* SignaturePolicyIdentifier: To create a XAdES-EPES signature a signature policy
can be given.

* DataObjectFormat: This element indicates the MIME type of the signed data.

As for CAdES, XAdES also defines further signature formats, which are compliant to the CAdES
formats given in Table

2.4.4.3 PAdES

PAdES are PDF Advanced Electronic Signatures and are also specified by ETSI. The standard is
published in ETSI TS 102 778 [ETSL [2010al] and defines an advanced electronic signature format
for PDF based signatures. The PDF standard specifies that internally a CMS signature is created,
which is then embedded into the PDF document. This embedding is done via a so called signature
directory (see Figure 2.9). This signature directory consists of two entries. The first
entry defines a ByteRange and the second entry contains the signature itself. The ByteRange
indicates which bytes in the PDF document are signed. As the signature itself is included, the signature
must be excluded from the signed data obviously. That means, in the Figure the bytes 520 to 870
are not set to zero, whereas this zero values are replaced with the signature after the signature creation.

PAdES signatures use the same mechanism to embed the signature into the signature dir—
ectory. Thereby, PAdES has the same capabilities as XAdES or CAdES signatures. It defines
how the current PDF specification is used to create an advanced electronic signature according to the
formats given in Table[2.2]
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<ds:Signature ID?>
<ds:SignedInfo>
<ds:CanonicalizationMethod/>
<ds:SignatureMethod/>
(<ds:Reference URI? >
(<ds:Transforms>)? XMLDSIG
<ds:DigestMethod/>
<ds:DigestValue/>
</ds:Reference>) +
</ds:SignedInfo>
(<ds:KeyInfo>)?

<ds:Object>
<QualifyingProperties>
<SignedProperties>
<SignedSignatureProperties>
(SigningTime) ?
(SigningCertificate)?
(SignaturePolicyIdentifier) XAdES
</SignedSignatureProperties> Properﬁes
<SignedDataObjectProperties>
(DataObjectFormat) *
</SignedDataObjectProperties>
</SignedProperties>
</QualifyingProperties>
</ds:0Object>
</ds:Signature>

Figure 2.8: XAdES-BES/EPES structure

PDF Document Byte

PDF Content

Signature Directory

500
ByteRange
‘ i s 519
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%EOF
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Figure 2.9: PDF signature
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3.1 Introduction

Globalisation affects citizens and enterprise worldwide. Nowadays different people with different
cultures interact and trade goods or services. Additionally, the mobility of citizens and enterprises
increases and creates administrative burdens for them. The European Single Marketﬂ tries to reduce
the barriers for those citizens and enterprises. This should ensure a free trade of goods, services and
capital as well as a free movement of peopleﬂ In particular in Europe with its high diversity of
different countries and cultures, this is a great challenge.

This chapter is twofold. In Section [3.2]different European initiatives are summarised, which main
objective was or still is to stimulate a consolidation of the European citizens and enterprises and
thus creating a European Single Market. This section includes historic as well as actual political and
strategic initiatives, which form the basis for this intended consolidation. In addition, European inter-
operability programmes are discussed, which have been taken place or are still active. Furthermore
the European legal framework is outlined, whereas the focus is given on European Directives and
Regulations, which influenced the thesis. Finally, this section concludes with a brief overview of the
European Large Scale Pilot projects.

In Section the need for next-generation technologies and applications in the area of e-Doc-
uments are discussed. First of all, this section highlights the interoperability issues for e-Document
exchange and signature verification across borders. Following it is highlighted that the digital docu-
ment sanitizing problem raises issues, which cannot be covered by conventional electronic signatures.
All these issues raise the need for next-generation technologies. Furthermore, the Digital Agenda for
Europe [European Commission, [2010a] and the e-Government Action Plan [[European Commission,
2010d] raise issues, which cannot be solved by current applications. Hence, this section highlights the
need for next-generation applications - especially in the area of open government data, identity man-
agement and public administration procedures. Finally, this section contains concrete action points,
which are taken up by the remainder of the thesis.

3.2 European Initiatives

3.2.1 Overview

In the last centuries different European initiatives have been realised or are still in their realisation
phase. Figure [3.1]illustrates the main historic and actual initiatives on a timeline. Thereby following
groups of initiatives exist

Political and strategic initiatives: They comprise political and strategic commitments from the Eu-
ropean Commission to achieve pan-European interoperability.

Interoperability programmes: To realise the objectives of the political and strategic initiatives, dif-
ferent interoperability programmes have been launched to develop appropriate concepts.

'"http://ec.europa.eu/internal_market/index_en.htm,
*Known as the EU’s “four freedoms”.
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Political and Strategic Initiatives
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Figure 3.1: Timeline EU initiatives

Large scale pilot projects: This comprises so called Pilots Type A project, which have been launched
by the European Commission. Main objective of these projects is to interconnect existing na-
tional infrastructures and thus create interoperability across borders.

Directives and Regulations: They comprise the appropriate legal framework which is needed to cre-
ate a common single markeﬂ

In the following subsections these initiatives are described in more detail.

3.2.2 Political and Strategic Initiatives

3.2.2.1 eEurope (2000-2005)

In March 2000 a special meeting was held be the European Council in Lisbon. Main objective of this
meeting was to. ..

“...agree a new strategic goal for the Union in order to strengthen employment, economic
reform and social cohesion as part of a knowledge-based economy.” [[Council, 2000]]

3Remark: only Directives and Regulations, which are related to the thesis are quoted.
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Based upon this meeting the initiative eEurope [European Commission, 2000]] was launched which
main intention is to

“...shift to a digital, knowledge-based economy, prompted by new goods and services,
will be a powerful engine for growth, competitiveness and jobs. In addition, it will be
capable of improving citizens’ quality of life and the environment.” |[Council, 2000]

The initiative eEurope started in the year 2000 and lasted until 2005. It was accompanied with the
eEurope 2002 Action Plan [Council of the European Union and European Commission, [2000] and its
successor eEurope 2005 Action Plan [European Commission, [2002[]. Main objectives of the eEurope
initiative weref't

* “Bring every citizen, home and school, every business and every administration into
the digital age and online.”

* “Create a digitally literate Europe, supported by an entrepreneurial culture ready
to finance and develop new ideas.”

» “Ensure that the whole process is socially inclusive, builds consumer trust and
strengthens social cohesion.”

3.2.2.2 2010 (2005-2010)

The 12010 strategy bases upon the eEurope 2005 Action Plan and is the successor of the eEurope ini-
tiative. The strategy has been officially published in [European Commission, [2005] and has following
priorities:

* “the completion of a Single European Information Space which promotes an open
and competitive internal market for information society and media;”

» “strengthening Innovation and Investment in ICT research to promote growth and
more and better jobs;”

* “achieving an Inclusive European Information Society that promotes growth and
jobs in a manner that is consistent with sustainable development and that prioritises
better public services and quality of life.” [European Commission, [2005]]

In context of the 12010 initiative and the ICT research priority, the European Commission has
launched two research programmes:

» Seventh Research Framework Programme (FP7f]

* Competitiveness and Innovation Programme (CIP)E]

*According to |http://europa.eu/legislation_summaries/information_society/

strategies/124221_en.htm
http://ec.europa.eu/research/fp7/understanding/fp7inbrief/home_en.html!
Shttp://ec.europa.eu/cip/|


http://europa.eu/legislation_summaries/information_society/strategies/l24221_en.htm
http://europa.eu/legislation_summaries/information_society/strategies/l24221_en.htm
http://ec.europa.eu/research/fp7/understanding/fp7inbrief/home_en.html
http://ec.europa.eu/cip/
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Thereby, the Competitiveness and Innovation Programme consists of three sub-programmes, where-
as within the sub-programme “ICT-Policy Support Programme (ICT-PSP)” the Large Scale Pilot
projects have been launched (cf. Section[3.2.3). In addition, in 2006, the i2010 e-Government Action
Plan [European Commission, 2006b] started and lasted until 2010. The main objective of this action
plan was to make public service more efficient and modern.

3.2.2.3 Digital Agenda for Europe

Europe ZOZdZ] is the European Union’s growth strategy for the next ten years. This strategy comprises
following main targets: employment, research & development, climate & energy sustainability, edu-
cation and poverty & social exclusion. One of these flagships is the Digital Agenda for Europe, which
aims. ..

“...to chart a course to maximise the social and economic potential of ICT, most notably
the internet, a vital medium of economic and societal activity: for doing business, work-
ing, playing, communicating and expressing ourselves freely.” [European Commission,

2010a]

The Digital Agenda has identified the seven most significant problem areas, which hinder the
growth of the European ICT area and thus aggravate a common digital single market. According to
[European Commission, [2010al] these seven obstacles are:

* Fragmented digital markets

* Lack of interoperability

* Rising cybercrime and risk of low trust in networks
* Lack of investment in networks

* Insufficient research and innovation efforts

» Lack of digital literacy and skills

» Missed opportunities in addressing societal challenges
To address these obstacles the Digital Agenda defines following key actions:

A vibrant digital single market: The European digital market is widely fragmented and aggravates
cross-border activities such as cross-border transactions and cross-border identification of citi-
zens and enterprises. Hence, a high priority is given to facilitate cross-border transactions and
comprises - among other activities - revisions of the EU Signature Directive [The Council of the
European Union, 2000]] and the PSI Directive [European Commission, [2003]] (cf. Section@]).

"Thttp://ec.europa.eu/europe2020/|
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Interoperability and standards: Interoperability and open standards are seen as one of the key en-
abler for a digital single market. Therefore the EU standardisation policy will be reformed. In
particular this concerns the European Interoperability Framework EIF (cf. Section and
the ISA programme (cf. Section [3.2.3.3).

Trust and security: Amongst other activities, the European Network and Information Security Agency
(ENISA) will be modernised and a Computer Emergency Response Team (CERT) for EU insti-
tutions will be established to increase trust and security.

Fast and ultra-fast internet access: Fast internet access is seen as a key element for a growing econ-
omy. Hence, actions will be taken into account to increase the number of citizens and enterprise
having access to high-speed broadband networks.

Research and innovation: Also research and innovation are considered to be a key enabler for a
growing economy. Therefore, investments into ICT research and development should be signif-
icantly increased.

Enhancing digital literacy, skills and inclusion: To create a digital single market, a sufficient amount
of employers with ICT skills are essential. Thus, the ICT competences must be increased as well
as the mobility of these people.

ICT-enabled benefits for EU society: EU citizens and enterprise should profit from more ICT en-
abled processes and procedures. Amongst other activities, this concerns e-Government public
services in particular. Hence, e-Government services should be fully interoperable, even for
cross-border transactions.

Based upon the 2010 e-Government Action Plan a new e-Government Action Plan [European
Commission, [2010d] has been published for the period 2011-2015. The main objective of this action
plan is to support. ..

“...the transition from current eGovernment to a new generation of open, flexible and
collaborative seamless eGovernment services at local, regional, national and European
levels that will empower citizens and businesses.” [European Commission, 2010d]

3.2.3 Interoperability Programes
3.2.3.1 IDA (1995-2004)

The Interchange of Data across Administrations (IDA) programme was launched in 1995 and ended
2004. Main objectives of this programme wer

* “to achieve a high degree of interoperability between the telematic networks in the
Member States and between the Community and the Member States;”

* “to make such networks converge towards a common telematic interface between
the Community and the Member States;”

8According to |http://europa.eu/legislation_summaries/information_society/
strategies/124147a_en.htm
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* “to achieve benefits for Member State administrations and the Community result-
ing in particular from the streamlining of operations, a reduction in maintenance,
speeding up the implementation of new networks and the provision of safe and reli-
able data interchange;”

* “to extend the benefits of these networks to EU businesses and citizens,”

* “to promote the spread of best practice and encourage the development of innova-
tive telematic solutions in administrations.”

The IDA programme could not achieve all of its targets. Hence, a new interoperability programme
was launched.

3.2.3.2 IDABC (2005-2009)

IDABC stands for Interoperable Delivery of European eGovernment Services to public Administra-
tions, Businesses and Citizens and is the successor of the IDA programme and lasted from 2005 until
2009. The main target of IDABC was to provide e-Government service for administrations, enterprises
and citizens. In more detail, the programme aimed toﬂ:

* “enable the interchange of information between public administrations, as well as
between such administrations and the Community institutions;”

* “facilitate the delivery of pan-European services to businesses and citizens taking
account of their needs;”

* “achieve interoperability across different policy areas, notably on the basis of a
European Interoperability Framework;”

* “promote the spread of good practice and encourage the development of innovative
telematic solutions in public administrations.”

A key target was to establish a European Interoperability Framework to increase the interoperabil-
ity between e-Government services.

European Interoperability Framework (EIF) Among other achievements version 1.0 of the
European Interoperability Framework (EIF) [European Commission, [2004] was issued. Meanwhile
version 2.0 [European Commissionl |2011bf] has been published under the ISA programme (cf. Sec-
tion[3.2.3.3). Thereby, EIF 2.0 defines four layers of interoperability (see also Figure[3.2):

Legal interoperability: This is needed as public administrations work within the national legal frame-
work and different legal frameworks in different countries lead to incompatibilities.

Organisational interoperability: Means interoperability on the level of business processes, organi-
sational relationships and change management.

Semantic interoperability: The exchanged information underlies different interpretation in different
countries (due to language, culture, etc.). Thus precise meanings and formats must be ensured.

®According to |http://europa.eu/legislation_summaries/information_society/
strategies/124147b_en.htm
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Figure 3.2: EIF 2.0: Interoperability layers [European Commission, [2011bj]

Technical interoperability: Different national infrastructures use different technical specifications.
Thus interoperability is needed, if these infrastructures are interconnected.

Furthermore, EIF 2.0 defines 12 main principles separated into three categories. These principles
should be taken into account for developing and maintaining European public services.

3.2.3.3 ISA (2010-2015)

The new Interoperability Solutions for European Public Administrations (ISA) programme has been
launched in 2010 and has replaced the IDABC programme. The main objectives of ISA areEl:

“ISA supports and facilitates efficient and effective cross-border electronic collaboration
between European public administrations. The programme enables the delivery of elec-
tronic public services and ensures the availability, interoperability, re-use and sharing of
common solutions.”

According tolhttp://ec.europa.eu/isa/index_en.htm
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ISA has started numerous activities to address different interoperability issues. These activities
address following clusterﬂ

Trusted information exchange: This cluster deals with the secure transfer of data. Amongst others it
takes into account the findings of different Large Scale Pilot projects and interoperability issues
of electronic signatures.

Interoperability architecture: This cluster elaborates on the alignment of cross-border and cross-
sector infrastructures to achieve interoperability between them.

Assessment of the ICT implications of new EU legislation: Assess and considers ICT implications
in an early stage of new legislative rules to ensure a timely implementation of the legislation.

Accompanying measures: Sets up accompanying measures to raise awareness and ensure the recog-
nition of interoperability as one of the key elements for building public services.

3.2.4 Directives and Regulations
3.2.4.1 Signature Directive

As described in Section [2.4.3'%| the EU Signature Directive [The Council of the European Union,
2000]] forms the legal framework for electronic signatures within Europe. The main purpose of the
Directive is. ..

“...to facilitate the use of electronic signatures and to contribute to their legal recogni-
tion.” [The Council of the European Union, 2000

and to establish. ..

“...a legal framework for electronic signatures and certain certification-services in order
to ensure the proper functioning of the internal market.” |[The Council of the European
Union, 2000

This Directive had to be implemented by the Member States. For instance, in Austria this has been
done by the Austrian Signature Law [Republik Osterreich, [2010]. Meanwhile, the so called eIDAS
Regulation (cf. Section [3.2.4.4) has been published and will replace the Signature Directive and their
national implementations by 1st July 2016.

3.2.4.2 Services Directive

The EU Services Directive [European Commission, 2006a]] has been announced in the year 2006.
Main objective of this Directive is to reduce the barriers to establish and carry out services in for-
eign Member States. Therefore the Directive foresees the establishment of so called Points of Single
Contact (PSC). These PSCs are responsible for handling all required processes needed to establish

"Accordingtohttp://ec.europa.eu/isa/actions/index_en.htm
2Within this section a more detailed view on the defined characteristics of electronic signatures is given.
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and carry out services across borders. That means a service provider, who wants to go abroad, is
only required to contact the PSC and not the different competent authorities (CA) in the background.
Thereby the main obligation is that all required procedures must able by electronic means.

3.2.4.3 PSI Directive

The PSI (public sector information) Directive regulates the re-use of public sector information in Eu-
rope. Thereby, the first revision of the Directive [European Commission, [2003]] had a very traditional
and conservative view on this re-use. This has been changed by the new revision of the Directive,
which has been published in the year 2013 [European Commission, |2013b]. Compared to the first
revision the updated Directive comprises following main changes:

* The new revision bases upon open data and incorporates most of the open data principles (cf.

Section [8.2.1)).

* The scope of the Directive has been amended. Now also museum, archives and libraries fall
under the Directive.

The main objective of the PSI Directive is to establish
“...a minimum set of rules governing the re-use ... ” [European Commission, 2013b]
and to provide

“...the practical means of facilitating re-use of existing documents held by public sector
bodies of the Member States.” |[European Commission, [2013b]]

The term re-use is well defined in the Directive and means

“the use by persons or legal entities of documents held by public sector bodies, for com-
mercial or non-commercial purposes other than the initial purpose with the public task
for which the documents were produced.” [[European Commission, 2013b|]

Furthermore the Directive defines:

* Requirements for the processing of requests on the re-use of information, which includes the
definition of deadlines and the possible explanations of rejection.

* Public sector information should be available in an open and machine-readable format including
appropriate meta data.

* The re-use can be charged, but these charges are limited and must be transparent for the users.
* Public sector information can be reused with or without a license.

* Definition of precautionary measures for non-discrimination and fair competition.
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3.2.4.4 elDAS Regulation

The Regulation on Electronic Identification and Trust Services for Electronic Transactions in the In-
ternal Market (eIDAS) has been approved by the European Parliament in March 2014. The main
objective of this Regulation is.. .

“...to enhance trust in electronic transactions in the internal market by providing a
common foundation for secure electronic interaction between businesses, citizens and
public authorities, thereby increasing the effectiveness of public and private online ser-
vices, electronic business and electronic commerce in the Union.” [European Commis-
sion, |2014b]]

Thereby the Regulation is not only going to replace the EU Signature Directive and its national
implementations, but also to enhance the scope. Hence, the Regulation defines following key elements
(chapters):

Electronic identification: This chapter elaborates on electronic identification (eID) in the European
Union. The main property is that there will be no central eID system in Europe. Instead the
national eID systems are used, whereas these national systems can be notified by the Member
State. Each notified system must be recognised by the other Member State if the assurance
level is substantial or hig That means this chapter defines the legal framework for electronic
identities (for natural persons and legal entities).

Trust services: In this chapter qualified and non-qualified trust services are treated, whereas require-
ments, liability, supervision and accreditation for qualified trust services are well defined focus-
ing on a cross-border verifiability. Following concrete trust services are defined (separated in
different sections):

Electronic signatures: This section enhances and expands the acquis of the EU Signature Di-
rective to be applicable in cross-border and cross-sector use cases.

Electronic seals: Electronic signatures, as defined in the Regulation, are applicable for natural
persons only. Electronic seals provide very similar functionalities for legal entities.

Electronic time stamp: This section gives legal evidence for electronic time stamping ser-
vices.

Electronic registered delivery service: This section defines requirements for qualified elec-
tronic registered delivery services and elaborates on the legal effect of electronic registered
delivery services.

Website authentication: Within this section requirements for qualified certificates for website
authentication are defined.

Electronic documents: This chapter defines legal effects on electronic documents and states:

“An electronic document shall not be denied legal effect and admissibility as evi-
dence in legal proceedings solely on the grounds that it is in electronic form.” |Euro-
pean Commission, 2014b]

3The assurance levels are defined in Article 6 of the Regulation.



34 Chapter 3. The Need for Next-Generation Technologies and Applications

Finally, the eIDAS Regulation comprises some additional delegated and implementing acts, which
will be essential for the implementation and application of the Regulation in the different Member
States. In general, the eIDAS Regulation must be implemented by 1st July 2016 - except some de-
fined articles and paragraphs. These exceptions mainly concern the European Commission, which is
responsible for coordinating further technical details on the respective articles and paragraphs.

3.2.5 Large Scale Pilot Projects
3.2.,5.1 Overview

Within the (meanwhile run out) Competitiveness and Innovation Framework Programme{]z] (CIP) dif-
ferent Large Scale Pilot projects have been launched. Main objective of these projects are to specify,
implement and pilot ICT enabled cross-border services in following areas:

¢ Healthcare

e Procurement

Mobility of citizens and enterprises
* Justice

¢ Public administration

All of these projects had or still have to prove their applicability in a piloting phase. In this phase
the developed solution must be deployed in real life infrastructures of the participating countries.
Thereby, main issue was or is not to develop and deploy a central system, but to establish an inter-
operability layer on top of the different national systems. Via this interoperability layer the national
systems are interconnected. The following subsections briefly discuss the different LSP projects.

3.2,5.2 e-CODEX

The project e-CODEXE] (e-Justice Communication via Online Data Exchange) deals with interopera-
ble e-Justice applications and services. Main objective is that EU citizens and enterprises have access
to legal cases across borders and to improve the interoperability between legal authorities.

The increasing mobility of citizens and enterprises leads to more transnational proceedings and
lawsuits. This requires the collaboration of different national judicial systems. In parallel, the use
of ICT makes legal proceedings more transparent, efficient and economic. Simultaneously citizens,
enterprises and public administrations profit from an easier access to legal cases.

Hence, e-CODEX works on an interoperable European e-Justice system. The planned solution
must consider the juridical autonomy and subsidiarity. The national infrastructures and e-Services
must be taken into account and must not be replaced by a central system. Instead e-CODEX is working
on an interoperability layer to connect the different national solutions.

“http://ec.europa.eu/cip/index_en.htm
SWebsite: http://www.ecodex.eu/, Project duration: December 2010 - February 2015.
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3.25.3 epSOS

The LSP project epSO (Smart Open Services for European Patients) works in the area of electronic
healthcare and will last until end of June 2014.

Main objective of epSOS is to establish a service infrastructure to facilitate the communication
system between the different national healthcare systems in Europe. Thus it works on the interoper-
ability issues which occur by connecting these healthcare systems. Since April 2012 the developed
epSOS systems are tested to prove their applicability. This enables European patients to use following
cross-border services (if they are medicated in one of the piloting countries):

* Access to all important medical data (patient summary) about the medical treatment and therapy

» Usage of electronic prescription, i.e. usage of e-Prescription and e-Medication systems

3.2.5.4 PEPPOL

Together with STORK, PEPPO (PanEuropean Public Procurement OnLine) was the first LSP
project and was working in the e-Procurement area to facilitate procurement across borders.

Public sector entities are the biggest purchaser in Europe. Nevertheless, the exchange of electronic
data between the public sector entities and the suppliers lacks compared to the private sector. Hence,
the main objective of PEPPOL was to facilitate the procurement process especially across borders.
Therefore PEPPOL created common standards for the electronic communication between enterprises
and public institutions, responsible for the procurement of goods. Meanwhile the OpenPEPPOL as-
sociatiorﬁ has taken over the responsibility of PEPPOL and continues the work on the established
specifications.

3.25.5 SPOCS

The LSP project SPOC@ (Simple Procedures Online for Crossborder Services) worked on the further
development of the implementation of the EU Services Directive. Figure illustrates the overall
scenario of SPOCS in context to the EU Services Directive. In this scenario a service provider from
Member State B (MS B) wants to open a business in another Member State A (MS A). Therefore, she
contacts the PSC of MS A and applies for an application. By using content syndication PSC A and
PCS B exchange information such as document equivalency. Then, PSC A forwards the application to
the different competent authorities in the background. These CAs process the application and issue an
official decision about the application. This decision is sent to PSC A, where the decision is delivered
to the service provider by using an e-Delivery system across borders. That means, SPOCS worked
on a second generation for PSCs enabling opening a business in a foreign Member State by using
electronic means only.

®Website: http: //www.epsos.eu/, Project duration: July 2008 - June 2014.

"Website: http://www.peppol . eu, Project duration: May 2008 - August 2012.
Bhttp://www.peppol.eu/about_peppoll

Website: http://www.eu-spocs .eu/, Project duration: June 2009 - December 2012.
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http://www.peppol.eu
http://www.peppol.eu/about_peppol
http://www.eu-spocs.eu/
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Figure 3.3: EU Services Directive and SPOCS [Rossler et al.,2011]

3.2,5.6 STORK and STORK 2.0

End of 2011 the LSP project STOR (Secure idenTity acrOss boRders linKed) finished. Main
objective of STORK was to establish an interoperable identity framework. This framework enables to
European citizens to identity and authentication at a foreign service by using their national electronic
identity (eID). The developed interoperability framework has been tested in several pilots to prove its
applicability. These pilots were:

Pilot 1 - Cross-border authentication: This pilot dealt with the integration of cross-border authen-
tication into different portals.

Pilot 2 - Saferchat: This pilot established an online portal for the safe communication between stu-
dents. Thereby, only students between a certain age were allowed to log in a the portal.

Pilot 3 - eID student mobility: Within this pilot, foreign students have been enabled to authenticate
at their guest university.

Pilot 4 - eID electronic delivery: This pilot dealt with the electronic delivery (e-Delivery) of elec-
tronic data across borders. Thereby, the interoperability layer has been set on top of the different
existing national certified electronic mail (CEM) systems.

Pilot 5 - EU citizen change of address: In this pilot the scenario of changing the address across bor-
ders has been tested.

Pilot 6 - ECAS integration: Within this pilot the STORK framework has been added as authentica-
tion mechanism to the central European Commission Authentication System (ECAS).

PWebsite: https://www.eid-stork.eu, Project duration: May 2008 - December 2011.
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Since April 2012 the successor project STORK 2.0 has starte The focus of STORK 2.0 lies
on the identification and authentication of legal persons as well as on the power to representation
(between legal and natural persons) across borders. That means STORK 2.0 extends the existing
interoperability framework of STORK to include legal persons and electronic mandates solutions of
the different national eID solutions.

3.2,5.7 E-SENS

The Large Scale Pilot project e—SENSEZ] (Electronic Simple European Networked Services) tries to
merge the solutions of the previous LSP projects to create a European digital single market.

Despite the solutions of the previous LSP projects, still a lot of barriers exist, which hinders
a cross-border usage of public administration services. Hence an increased bureaucracy effort still
exists for European citizens and enterprises. Without appropriate interoperability measures between
the different national public administrations it is not possible to achieve efficient public services across
borders. Thus the main tasks of e-SENS are:

* Interconnect national public administration services

» Expansion of public administration services based upon a European standard infrastructure
The main objectives of this LSP are:

* Facilitate operating and opening a business in its own country or any other Member State by
electronic means

* Improve the support of citizens, which go abroad for work or apprenticeship (or any other
training)

*'Website: https://www.eid—stork2.eu/} Project duration: April 2012-April 2015.
ZWebsite: http://www.esens .eu/, Project duration: April 2013 - April 2016.
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3.3 Next-Generation Technologies and Applications

This section highlights the needs for next-generation technologies and applications in the area of e-
Documents. It assesses the current situation and derives challenges and issues for the upcoming usage
of e-Documents - especially in the sector of interoperability, security and efficient processing. These
challenges and issues have been taken up by the present thesis. To facilitate this take up, key action
points for the thesis have been defined based upon the identified challenges and issues. Thereby, each
key action point summarises the concrete challenge and gives the concrete thesis chapter, where this
challenge is treated in detail.

3.3.1 Next-Generation Technologies
3.3.1.1 Interoperable Document Exchange

Electronic documents are one of the main pillars in electronic communication. In particular, this
applies for the exchange of information in e-Government based processes and procedures. Current
frameworks for the exchange of data or e-Documents focus on the pure data exchange and/or do not
take into account the needs for e-Government based processes. Examples for that are UN/EDIFAC
and ebXMILP? Approaches for the e-Government area exist, such as VCDP|or EDIAKT?| Neverthe-
less, these approaches are tailored to specific use cases and/or are focused on national infrastructures.

In place of all e-Government use cases, where e-Documents need to be exchanged between differ-
ent entities across borders, Figure |3.4) shows where e-Documents are exchanged based upon the EU
Services Directive. Thereby, e-Documents are used. ..

1. ...in the communication between service providers and PSCs
2. ...in the internal communication between PSCs and CAs
3. ...in the internal communication between different CAs

4. ...as content in e—Saf applications

5. ...as content within e-Delivery applications

This list does not claim to be complete, but highlights the most important exchange paths in the
use cases of the EU Services Directive. The list shows that there are many exchanges which have a
cross-border nature. That means the affected e-Documents must be exchanged across borders. This
leads to interoperability issues as there exists no appropriate framework, which enables a secure and
automatic processing of e-Documents. That means there is the need for an interoperable framework

BUN/EDIFACT stands for United Nations Electronic Data Interchange For Administration, Commerce and Transport
and represents a cross-sectoral format for the exchange of data.

2*Represents an XML based standard for the exchange of data in business processes

»The Virtual Company Dossier (VCD) represents a set of tools for the exchange of information in pan-European e-
Procurement processes.

2EDIAKT is an Austrian standard for the exchange and archiving of electronic records.

% An electronic safe (e-Safe) is an application, which enables a citizen to store e-Documents in a secure manner online.
Via this e-Safe needed e-Documents, such as a birth certificate, can be attached when submitting an application.
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Figure 3.4: E-Document usage on the basis of the EU Services Directive and the LSP SPOCS

for exchanging e-Documents, especially in cross-border scenarios. Hence following key action point
can be stated:

Key action point 1 An interoperability framework for the exchange of e-Documents in (government
based) cross-border scenarios is needed (see ChapterH).

3.3.1.2 Issues of Electronic Signatures

For electronic signatures also interoperability issues exist. These issues mainly concern the verification
of the signature. According to Figure [3.5]interoperability issues exist in two areas:

Signature formats: For electronic signatures a variety of different signature formats exist. This va-
riety reaches from open standards to proprietary formats. This leads to interoperability issues,
as the verifiability of - especially proprietary formats - cannot be ensured. In particular in a
cross-border context, a proprietary format, specified in Member State A, is usually not verifi-
able or even processable by other Member States. This issue has already been discovered by the
European Commission. Hence, the Commission has published a Commission Decision [[Euro-
pean Commission, |2014al]. This decision defines on the one hand reference signature formats
(cf. Section [2.4.4) for processing of documents signed electronically by competent authorities
under the EU Services Directive. These reference formats follow open and well established
standards and thus ensure a verifiability and processability across borders. On the other hand,
it defines, that if still a proprietary format is used by a Member State, an appropriate and open
verification service must be deployed.

Certificate validation: Concerning the certificate validation the main issue is the verification if a sig-
nature is a qualified electronic signature and thus is equivalent to a handwritten signature (as
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Figure 3.5: Interoperability issues electronic documents

the signatory can be uniquely identified). This is a vital property and prerequisite for many
applications in the area of e-DocumentsFE] and identity managemen@ (cf. Section .

Thereby a qualified electronic signature must be an advanced electronic signature, which bases
upon a qualified signer certificate (QC) and was created by using a secure-signature-creation
device (SSCD). That means the verification of the QC and SSCD property is essential. Un-
fortunately, this verification creates interoperability issues as these properties depend on the
national certification service providers (CSPs). The amount of CSPs in the EU Member States
varies and causes issues when a timely verification of the QC and SSCD properties is needed.
Hence, the European Commission has published a Commission Decision [European Commis-
sion, 2009a] on trusted-service status lists (TSLs). That means each Member State is obliged to
publish a TSL, which includes all national CSPs, which are able to issue qualified certificates

(cf. Section[4.5)).

The first issue on signature formats has been solved by the Commission Decision on reference

signature formats and the required availability of verification services for other signature formats.
Concerning the second issues, the European Commission has published a tool, called SD—DSﬂ
for the verification of electronic signature based upon trusted-service status lists. Nevertheless, the
Austrian signature verification service MOA—SP@ lacks on this issue and does not support trusted-
service status lists. This leads to following key action point:

Key action point 2 An extension of the Austrian signature verification service is needed to support
the use of TSL as well as the support of verifying the QC and SSCD property (see ChapterH).

3.3.1.3 Digital Document Sanitizing Problem

An important property of (conventional) electronic signatures is that any modification of the signed
data can be immediately detected and leads to an invalid signature. Let us assume having a signed

2 For instance, only a contract signed with a qualified electronic signature unfolds its legal meaning.

®For a high-level authentication of persons, identity management systems rely on a unique identification of the signatory.
Phttps://joinup.ec.europa.eu/software/sd-dss/|
Shttps://joinup.ec.europa.eu/software/moa—idspss.


https://joinup.ec.europa.eu/software/sd-dss/
https://joinup.ec.europa.eu/software/moa-idspss

3.3. Next-Generation Technologies and Applications 41

document. This document includes private and personal data, which must be censored before sending
it to another party or even publish it anywhere. While censoring these private and personal data
prevents from publishing non-disclosable data, the integrity of the censored data can no longer verified.
This is called the digital document sanitizing problem, first published by Miyazaki et al.| [2003]].

In literature, so called editable signatures have been published, which allow for (certain) modifica-
tions of the signed data, while retaining the verifiability of the applied signatures. Such modifications
allow for more sophisticated applications even in the e-Government area (cf. Section[3.3.2). Never-
theless, the applicability of editable signature in the e-Government domain has never been assessed so
far. This creates following action point:

Key action point 3 Assessment of editable signature schemes and implementation of an editable sig-
nature scheme, which is applicable in the e-Government context (see Chapters[5 and[6).

3.3.1.4 Efficient Processing

Electronic documents are an important part of public administration procedures. Beside security,
efficiency is one of the major requirements of public administration procedures according to Zefterer
et al.|[2014]]. This importance of efficiency is also underpinned by the Digital Agenda for Europe:

“Europe’s public sector expenditure should be used to spur innovation while raising the
efficiency and quality of public services.” [European Commission, 2010a]

Furthermore, also the European Interoperability Framework defines effectiveness and efficiency
as one of their major principles:

“Solutions should serve businesses and citizens in the most effective and efficient way,
providing the best value for taxpayers’ money.” [[European Commission, [2011b|]

As e-Documents are a major part of public administration procedures, a faster processing of e-
Documents enables more efficient public administration procedures. Thereby, an efficiency increase
can be achieved by a faster and more automatic processing of e-Documents. This leads to the following
key action point:

Key action point 4 More efficient and automatic processing of e-Documents is needed (see Chap-
ter[7).

3.3.2 Next-Generation Applications

3.3.2.1 Open Government Data

The public sector is holding a lot of information and data, which can be of great value for citizens
and enterprises. This has also been recognised by the European Commission. The Digital Agenda for
Europe highlights the need to public sector information and thus open government data:
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“For example, governments can stimulate content markets by making public sector infor-
mation available on transparent, effective, non discriminatory terms. This is an important
source of potential growth of innovative online services. The re-use of these information
resources has been partly harmonised, but additionally public bodies must be obliged to
open up data resources for cross-border applications and services.” [European Commis-
sion|, [2010a]]

Public sector information is also one of the priorities of the e-Government Action Plan:

“The combination of new technologies, open specifications, innovative architectures and
the availability of public sector information can deliver greater value to citizens with
fewer resources.” [European Commission, 2010d]

Surprisingly, security in general and security aspects such as authenticity and integrity of the
published data are hardly discussed so far. Nevertheless, these security aspects should be considered,
as the use of forged data might for instance lead to resource claims. To ensure the trustworthiness of
the provided data has benefits for the data providelPEI and the data recipien@ Hence - from a research
perspective - it is interesting to evaluate and discuss the need for next-generation applications in this
area. That means following key action can be formulated:

Key action point 5 Next generation applications in the area of open government data and public
sector information are needed, which consider security aspects such as the authenticity and integrity
of the provided data (see Chapter|S)).

3.3.2.2 Identity Management

Identity management is a vital element of electronic communication as stated by the Digital Agenda
for Europe:

“Electronic identity (eID) technologies and authentication services are essential for trans-
actions on the internet both in the private and public sectors.” [European Commission,
2010al

This importance is also highlighted in the e-Government Action Plan:

“EU-wide electronic identity systems are coming into existence, which will enable people
to access public services electronically across the EU.” [|[European Commission, |2010d]]

Many identity management systems for electronic identities are not user-centric in terms of, which
data is revealed to the application a user wants to access. That means citizens are required to reveal
their entire identity usually. However, due to privacy reasons, many citizens to not want to disclose
their entire identity data. The STORK framework (cf. Section [3.2.5.6) and the German eID card [Mar-
graf| [2011]] allow such a selective disclosure of chosen identity attributes. Nevertheless, the Austrian

32The data provider is able to proof that the data has not been altered.
3The data recipient can trust on the validity and correctness of the provided data.
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elD systems does not allow for such a selective disclosure. That means there is the need to include
such a selective disclosure support to the Austrian eID systems, which leads to following key action
point:

Key action point 6 Next generation of an identity management system, enabling a selective disclo-
sure of identity attributes and applicable to the Austrian eID system, is needed (see Chapter|9).

3.3.2.3 Public Administration Procedures

Public administration procedures are one of the main pillars for e-Government. Unfortunately many
public administration procedures still lack on efficiency due to administrative burdens as stated by the
e-Government Action Plan:

“In practice however, many procedures and requirements make interactions with gov-
ernments burdensome in terms of time and resources. Therefore simplification or elim-
ination of administrative processes should be an important objective, as laid out in the
Action Programme for reducing administrative burdens in the European Union.” [Euro-
pean Commission, 2010d]

This is also underpinned by the “Study on eGovernment and the Reduction of Administrative
Burden” [European Commission, 2014c]] and the final report on “The functioning and usability of the
Points of Single Contact under the Services Directive” [European Commission, |2012f]. For instance,
this study state:

“Points of Single Contact have not yet led to a simplification in administration in terms
of business establishment.” [European Commission, 2012]]

and

“There is still a long way to go in order to move towards truly transactional eGovernment
portals.” [European Commission, 2012

Furthermore, this report has found out that more than 41% of the focus group had significant
problems to complete the procedure. The importance of efficient public administration procedures is
also recognised by the research community. For instance, |Zefferer et al.| [2014] have defined, based
on the findings of [J. R. Gil-Garcial [2007]] and |Altameem et al.| [2006], efficiency as one of the major
success factors for successful e-Government services. In addition, they also define security as such a
success factor. The increase of both, efficiency and security, touches the technical, organisational and
legal level. As the present thesis focuses on the technical aspects, following key action point can be
formulated:

Key action point 7 Technical approaches for efficient and secure public administration procedures
across borders are needed (see Chapter[10).
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Electronic Documents Interoperability

“Success is the ability to go from failure to failure without losing your enthusiasm.”

[ Winston Churchill ]
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4.1 Introduction

The Digital Agenda for Europa [European Commission, [2010b]] aims to use ICT as key enabler for a
digital single market. Here, interoperability and standards, security and trust as well as ICT-enabled
benefits for EU society are major action points to bring benefits for the EU and the Member States.
Thereby, e-Documents are one of the key factors of success. In particular, the importance of e-
Documents in this area has been identified by the Large Scale Pilot SPOCS (cf. Section [3.2.5.5).
As indicated by SPOCS [SPOCS Consortium, |2011]] e-Documents and the exchange of e-Documents
play a vital role for the completion of e-Government services:

“Exchanges of documents to be provided for the completion of procedures and formalities
related to a service activity.”

Furthermore, according to SPOCS Consortium! [2011]], the authenticity of e-Documents is a corner-
stone for future and secure e-Government services.

“...set standards on e-Documents and its authenticity that have the potential to influence
future deployments of eGovernment services.”

As highlighted in Section[3.2.5.5|the LSP SPOCS aimed to build up the next generation of Points
of Single Contact (PSC). These PSCs are defined by the EU Services Directive [European Commis-
sionl [2006a] and represent one stop shops for citizen to get in contact with the administration. Main
objective was to enable the opening of a business via online means across borders. Obviously, a secure
and authentic exchange of e-Documents is vital for such scenarios. Thereby the exchange and authen-

ticity of e-Documents, are directly concerned with interoperability issues - especially in a cross-border
context (cf. Section [3.3).

To foster the interoperability between all affected parties (PSCs and the competent authorities
behind), the first part of this chapter presents an interoperability framework for cross-border exchange
of e-Documents, which has been developed by the author of this thesis in the course of the LSP
SPOCS. This includes the core specification of the framework, the implementation and the evaluation
of the framework during the piloting phase of the LSP SPOCS.

The second part of this chapter elaborates in detail on the authenticity of e-Documents, which
is achieved by applying electronic signatures usually. Here, the focus of the subchapter lies on the
verification of electronic signatures, which raises interoperability issues in a cross-border context in
particular. Thereby it is essential to know the status of the involved certification service providers
(CSP), which are issuing qualified certificates. That means, to know if a CSP is accredited, under
supervision or nothing of botlﬂ To facilitate the verification of the statuses of European CSPs, the
European Commission specified that each Member State must establish a so called trust-service status
list stating including all accredited and supervised CSPs in their country.

Therefore, the remainder of this chapter is structured as follows. In Section [4.2] the interoperable
electronic document framework is presented. Section [.3] gives details on the implementation of this
framework. The implementation has been tested and evaluated in real life applications and services.
This piloting phase is presented and evaluated in Section Following Section treats the ver-
ification of electronic signatures, in particular in cross-border scenarios. This includes the signature

!To be accredited or under supervision is a prerequisite to get the permission to issue qualified certificates.
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verification based on trust-service status lists, which are seen as enabler for cross-border signature
verification. This section concludes with an evaluation and survey of the current status of the trust-
service status lists implementation. Finally, Section 4.6] summarizes the findings of this chapter and
draws conclusions.

4.2 Interoperable Electronic Document Framework

4.2.1 Overview and Motivation

This section presents the electronic document framework developed by the author in the course of
work package 2 (“‘e-Document”) of the Large Scale Pilot SPOC Looking at the e-Government
landscape in Europe, e-Documents may be of any format and may be issued by different entities, such
as the public administration, private organizations or citizens. Currently most EU Member States use
various document formats as shown by |Rossler et al.|[2011]]. In general, e-Documents can be split into
the following categories:

* Structured formats and technologies
* Unstructured formats and technologies

* Container formats and technologies

Structured e-Document formats are documents, whose content is structured according to a well-
defined schema. Therefore structured e-Document formats are usually machine interpretable and so
applicable for automated processing. The most known representative of this technology is the XML
format [Bray et al.,|2006]]. In contrast to structured e-Document formats, the content of unstructured
e-Document formats cannot be automatically processed. Such formats are mainly used for a visual
representation of e-Documents. The most popular unstructured e-Document format is PDF [[SO/IEC,
2008]. Finally, container formats usually carry different types of data. A container format specifies
how the data is stored. In general such formats are self-contained, i.e. all information and data needed
for the processing of the document is stored in the container. Starting with MIME, as one of the first
container formats, these formats grew more and more in popularity.

Additionally various authentication mechanisms exist (cf. Section [2.4). Here it is distinguished
between mechanisms which are tightly bound to particular e-Document formats (e.g. PDF signa-
tures [ISO/IEC, 2008]]) and mechanisms which can be used with almost every e-Document format
(e.g. XML signatures [Bartel et al., [2008]]. Based on the presented survey, following main require-
ments for an interoperable container format can been identified. The container format. . .

* ...should introduce a multi-layered interoperable document container for cross-border exchange
of e-Documents.

* ...should not be restricted to support only selected e-Document formats and technologies.

2The author of this thesis was leading work package 2 from July 2010 to December 2012 and was a main contributor to
the findings of this work package. Credits go also to Thomas Rdssler (work package leader from May 2009 to June 2010)
and the other involved partners.
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* ...should handle all e-Documents which are currently used and be opened for new formats and
technologies.

* ...should support semantic interoperability.

* ...should support authenticity in addition to the authentication mechanism provided within the
contained e-Documents.

As a result, a multi-layered interoperable electronic document container, the so called Omnifar-
ious Container for e-DocumentsE] (short: OCD) has been developed. Its specification can be found
in [Stranacher et al., 2011]]. Although the OCD has been developed with respect to the EU Services
Directive [European Commission, 2006al], the OCD is not limited to use cases of the Directive only.
Due to its generic concept it supports any kind of electronic information exchange on the basis of
electronic documents.

For the OCD a logical and a physical structure have been developed. These structures define
the core elements of the OCD. In addition methods and processes, which can be applied to the core
elements, have been specified. The following subsections will describe them in more detail.

4.2.2 Logical Structure

The logical structure of the OCD defines the different layers for carrying the appropriate data. There-
fore an OCD is composed of three layers (as illustrated in Figure d.1)):

* Payload layer
* Metadata layer

* Authentication layer

4.2.2.1 Payload Layer

Within the payload layer all e-Documents, which should be transported via the OCD, can be stored.
Thereby an OCD is able to hold any kind of electronic data in its payload layer, no matter if these doc-
uments are signed/unsigned or encrypted/not enecrypted. This ensures that every existing document
can be transferred.

4.2.2.2 Metadata Layer

To support the automatic processing of e-Documents, the metadata layer has been introduced. This
layer gives a unified description of the e-Documents given in the payload and of the entire container.
Here OCD introduced two levels of metadata:

* Metadata level 1: Payload description

* Metadata level 2: Container description

3Omnifarious means versatile or adaptable. Credits for inventing this fantastic acronym go to Thomas Réssler.
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Document A
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Payload Layer

<ocdm:MetaData>
<ocdm:Version>1.0</ocdm:Version>
<ocdm:Subject>Document Transfer package</
ocdm:Subject>
<ocdm:SenderParty>
<che:EndpointID>Demo-Endpoint</
xndpainity Metadata Layer
<cac:PartyName>
<chc:Name>Demo</che:Name>
<lcac:PartyName>
<locdm:SenderParty>
<ocdm:ReceiverParty/>

<dsig:Signature>
<dsig:Signedinfo>
<dsig:CanonicalizationMet
hod>
<dsig:SignatureMethod>
<dsig:Reference>
<dsig:DigestMethod>
<dsig:DigestValue>7Dpl</
dsig:DigestValue>
<ldsig:Reference>
<dsig:Reference>
<dsig:DigestMethod>

<dsig:X509Certificate>
MIIEWjCCABqgAWIBAg!
DB+13MA0GCSqGSIb3
DQEBBQUAMIGXMQs
WCQYDVQQGEWIBUE ianti
CoAMMPWELC2Inbige Authentication Layer
mVtaXVILVNpZyOwMjA
eFWOXXNTEWMTQxMD
NVBAY TAKFUMRkwFw
YDcy2X6Y5skg==
</dsig:X509Certificate>

Figure 4.1: Multi-layered container format OCD

Metadata level 2 gives a description of the entire container, such as sender and receiver of the
OCD. Metadata level 1 gives a unified description of each payload document given in the OCD.
Depending on the availability of metadata, a variety of different metadata can be added. In the best
case, level 1 gives a unified description of the content of documents by, for instance, an identifier
indicating the types of documents, a list of field identifiers indicating which information is given in
the documents and, ideally, an extract of the values of the fields indicated by the field identifiers. Both
metadata levels are organized in one single XML file which satisfies the specified XML schema given
in [Stranacher et al., 2011]].

4.2.2.3 Authentication Layer

Additionally to the authentication mechanisms provided by the payload documents, the entire OCD
and all its affiliated elements can be optionally signed. This signature can be used to enable authenti-
cation, but has per se no legal meaning. Any legal meaning depends on the signatures of the payload
documents. Depending on the physical structure of the OCD different format for this container signa-
ture are supported (see Section4.2.3).

4.2.2.4 \Visual Representation

Finally, a visual representation of the metadata and the authentication layers has been defined. Via
XSL style sheet transformations the metadata and signature is transformed into a human readable
visual representation as shown in Figure 4.2}
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Figure 4.2: Visual representation of metadata and authentication layer

4.2.3 Physical Structure

The physical structure defines the physical implementation of the logical structure of OCD containers.
Currently there are two physical structures defined:

e ZIP based OCD

* PDF based OCD

The ZIP based OCD is mainly based on the ETSI specification for Associated Signature Contain-
ers (ASiC) as specified in [ETSL [2012]]. Thereby, ASiC specifies

“[...] the use of container structures, to bind together a number of signed objects (e.g.
documents, XML structured data, spreadsheet, multimedia content) with either detached
advanced electronic signatures or timestamp tokens into one single digital container
based on ZIP.”

Here, XAdES signatures, as defined in [ETSI, 2010b], for the authentication layer are used. The
intention for the ZIP based OCDs is to be used mainly in the back office area, where no citizens are
involved.

The PDF based OCD uses the mechanism “PDF with attachments” as defined in [ISO/IEC, 2008]].
Here the visual representation of the OCD metadata serves as master PDF file. All other objects, such
as payload documents or metadata file, are added as attachments to the master PDF file. For the
authentication layer PAJES signatures, as defined in [ETSL, |2010a], are used. The intention for PDF
based OCDs is to be used in all cases, where citizens are directly involved.
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4.2.4 Methods

This subsection describes the main methods applicable to OCDs. These methods define operations on
the core elements of OCDs and are needed to handle OCDs in real life scenarios. In general, following
methods can be applied:

¢ Creation of OCDs
¢ Validation and verification of OCDs

e Extraction of OCDs

OCD Creation This method defines how an OCD is created. Inputs for this method are documents
from different EU Member States (various document formats, signed and unsigned documents, etc.)
and appropriate metadata (depending on the availability of these metadata). The output of this method
is the signed or unsigned OCD container.

OCD Validation and Verification This method defines how an OCD is validated and its signa-
tures (e.g. signatures of the payload documents and container signature) are verified. The valida-
tion comprises, for instance, checks if the OCD container structure is compliant to the specification,
whereas the verification is responsible to verify the included signatures. Input for this method is an
OCD and output is a validation and verification report.

OCD Extraction This method defines how the information contained in an OCD can be extracted.
Input for this method is an OCD and outputs are the extracted information (payload document(s),
metadata and authentication data).

The following section will give a brief overview about implemented open modules based on the
above defined methods.

4.3 Implementation

4.3.1 Overview

Based on the defined methods software modules have been implemented. Each module has been
implemented as open source module licensed under EUPIEI to ensure the take up of the modules by
EU Member States. Additionally, all modules are available as Java API and SOAP Web-Service. The
following software modules have been created:

¢ OCD creation Module
¢ OCD validation and verification Module
¢ OCD extraction Module

In the subsections below, these three software modules are described including the interface de-
scription and architecture.

“Buropean Union Public Licence, http:/joinup.ec.europa.cu/software/page/eupl
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Figure 4.3: OCD creation module

4.3.2 OCD Creation

This module takes over the creation of OCDs according to the OCD specification. The module in-
terface and the main buildings blocks are described below (see also Figure fi.3|and [Stranacher et al.|
2012])).

Interface The input includes the documents which should be added to the OCD along with the
appropriate metadata for the document itself and the entire container. In case a signed OCD should be
created, a certain signature key could be selected out of some pre-configured keysﬂ

Architecture Figure illustrates the architecture. The module creates an OCD step-by-step,
which is reflected in the module architecture. In the first phase the payload layer is created. Next the
metadata layer is created out of the information provided by the input interface and the payload layer.
Optionally, the entire OCD is signed using the selected signature key.

4.3.3 OCD Validation and Verification

This module is responsible for the validation and verification of OCDs. The following subsections
describe the module interface and the architecture (see also Figure @] and [Buso et al., 2012]).

>The module configuration offers the possibility to configure different signature keys.
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Interface Similar to the OCD Creation Module, the interface has been designed to simplify the
usage. A required input is the OCD, which should be verified, and an optional verification timeﬂ An
XML based validation and verification report, which comprises results of all conducted validation and
verification processes, serves as output.

Architecture Figure |4.4|shows the architecture. The module architecture shows the different vali-
dation and verification steps. First, a basic OCD validation takes place. This validation checks if the
given OCD is compliant to the OCD specification. Following all signatures contained in the OCD
(signature of the entire OCD and signatures of the payload documents) are verified. This comprises
the core signature verification and the certificate validation as well. Here, the signature verification
can take place in two ways:

1. Using the internal signature verification mechanism: This mechanism supports all signature
formats as defined in the EC Decision on establishing minimum requirements for the cross-
border processing of documents signed electronically [European Commission, 2014a].

2. Using external verification services: The module offers the possibility to connect to external
verification services for conducting the signature verification. This can be used to support the
verification of proprietary documents, which are not covered by the internal verification mech-
anism. A few EU Member States are using such proprietary document, such as Austria [Leitold
et al., [2010] and Lithuania [Lithuanian Archives Department, 2009]. These Member States are
obliged (due to the EC Decision 2013/662/EC [European Commission, [2013al]) to operate a
public signature verification serice supporting the proprietary format. These services can be
used to connect to the OCD validation and verification module.

Second last step is the (optional) metadata verification, which gives the possibility to verify if the
given OCD includes a certain set of metadata (cf. Chapter[7). Finally, a report generator collects all
validation and verification results and generates a common - XML based - validation and verification
report.

4.3.4 OCD Extraction

This module takes over the extraction of information out of given OCDs. The module interface and
the main building blocks are described below (see also Figure .5 and [Stranacher et al., 2012]).

Interface The module requires an OCD as input only. Depending on the content of the OCD, the
output comprises one or more payload documents and the metadata.

Architecture Figure [4.5|illustrates the architecture. First, a basic OCD validation - similar to the
OCD Validation and Verification modules - takes place. This validation checks if the given OCD is
compliant to the OCD specification. Following, the payload extractor extracts the container payload
documents and the metadata extractor is responsible to extract the whole metadata.

81f no explicit verification time is given, the signing time given in the signature or the actual time (following the rules of
the respective signature scheme) is used.
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4.4 Deployment and Evaluation

During the piloting phas in the Large Scale Pilot SPOCS, the developed OCD modules have been
deployed in real life environments at the involved Points of Single Contact. Here, service providers
(such as travel agents, master builders or real estate agents) have been able to open a business in a
foreign country from their home country using electronic means. All involved modules (including the
modules from e-Delivery, e-Safe, etc.) have been evaluated. The overall result was positive as stated
in the evaluation report [Fotiou et al., [2012]:

“[... ] the functionality of SPOCS modules was rated positively.”

The remainder of this section summarizes the conducted evaluation of the OCD modules. Within
this evaluation the specification, the implementation, the deployment of the modules in the piloting
countries as well as sustainability issues have been validated. First of all, general results are given,
which reflect the overall applicability, purpose and functionality of the OCD modules. Finally, a
SWOT (Strengths, Weaknesses, Opportunities and Threats) analysis of the module is given.

4.4.0.1 General Results

Due to the low amount of real service provider the evaluation results mainly bases on the feed-
back given by Point of Single Contacts, Competent Authorities and IT service providers. The OCD
modules have been evaluated positively overall. The provided functionalities meet the requirements
of all piloting countries and non-piloting countries (where applicable). This positive result involves
all phases of the OCD development, in particular the specification, implementation and deployment
(including support for the piloting countries).

Figure emphasizes the positive evaluation result of the OCD moduleﬂ It shows the overall
evaluation of all building blocks for the fitness for purpose. Here, the OCD modules have been highest
rated concerning concept and specification as well as implementation. In addition the support is ranked
on the second position.

4.4.0.2 SWOT Analysis

The detailed findings of the evaluation have been incorporated into a SWOT analysis. Figure
represents this SWOT analysis. The analysis gives details on the strengths and weaknesses of the
OCD modules as well as opportunities and threats. Finally it contains strategies and measures which
may be help different stakeholders to increase the sustainability of the OCD modules.

"The piloting phase lasted from 1st July 2011 to 31st December 2012.

8 According toFotiou et al.|[2012]], the low amout of real service providers mainly based upon the generally low volume
of cross-border transactions at Point of Single Contacts and the crisis in Europe.

°In the piloting context, the SPOCS OCD modules are called Building Block e-Documents.
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4.5 Cross-border Signature Validation

4.5.1 Overview and Motivation

In 1999 the European Commission published the Directive on a Community framework for electronic
signatures, better known as the Signature Directive [[The Council of the European Unionl [2000]]. The
Directive includes a definition of different levels of electronic signatures and their legal effects. In
particular it defines that an electronic signature is legally equivalent to a handwritten signature (Article
5), if the electronic signature satisfies following requirements:

* The signature must be an advanced electronic signature
* The signature must base on a qualified certificate (QC)
* The signature must be created using a secure signature device (SSCD)

Such a signature is usually called qualified signature, even if the Signature Directive does not
explicitly define this term. In many e-Government processes a qualified signature is a precondition
for further processing. Especially in cross-border serviceﬂ the verification of qualified signatures
(relying on a qualified certificate and secure signature creation device) becomes difficult, as qualified
certificates can only be issued by certification service providers (CSPs), which are accredited or under
supervisio

The verification of the status of a certain CSP (and so the QC and SSCD property of an electronic
signature) is part of the certificate validation. Some Member States have such a single CSPE], whereas
other Member States have a quite high number of CSP Obviously the status verification is getting
very complex, especially for cross border verifications. This situation has been recognized by the
European Commission. Hence, to facilitate the verification of the status of certification service pro-
vides, EU Member States are obliged to maintain a trusted list of certification service providers issuing
qualified certificates [European Commission, |2013al]. Thus, this subchapter elaborates on electronic
signature verification (focusing on the certificate validation) based upon such trusted lists.

The remainder of this subchapter is structured as follows. Section gives the technical back-
ground information on the trusted lists, the so called trust-service status lists (TSL). In Section }.5.3]
the core implementation for handling TSLs is presented. Section elaborates on the integration
of the TSL core implementation into the Austrian open source module MOA-SP, which represents a
widely used signature verification module. Finally, Section {.5.5 evaluates this integration and gives
a survey of the current status of the issued Member State TSLs in Europe.

4.5.2 Trusted Lists

Trusted lists are implemented by the ETSI standard on Trust-service Status List (TSL). To provide a
single point of contact, the European Commission maintains and published a central trusted list (EU-

!%For instance, when signing a form or application. It is also of special interest for the cross-border identification and
authentication of persons. See EU large scale pilots STORK and STORK 2.0 (cf. Section [3.2.5.6).

" Another interoperability issue are the variety of existing signature formats (cf. Section |2.4). However, this is not
addressed in this thesis in detail.

12Such as Austria.

BFor instance, Italy has currently 37 CSPs.



60 Chapter 4. Electronic Documents Interoperability

TSL), which holds references to the different Member State trusted lists (MS-TSL). Trust-service
status lists have been specified by ETSI [ETSI, 2009]. The main objective is to publish information
about the status of a trust-service provider in such a way. ..

“[...] that interested parties may determine whether a trust service is or was operating
under the approval of any recognized scheme at either the time the service was provided,
or the time at which a transaction reliant on that service took place.” [ETSI, 2009

The trust-service provider status includes information about the provider including whether the
provider is or was acting under the scheme of a certain scheme operator. Thereby, the TSL specifica-
tion defines a scheme as

“[...] any organized process of supervision, monitoring, approval or such practices that
are intended to apply oversight with the objective of ensuring adherence to specific crite-
ria in order to maintain confidence in the services under the scope of the scheme.” [ETSI,
2009]

That means the status information contains the current status and historical status information.
Historical status information is important to verify, for instance, if a certification service provider was
accredited or supervised at the issuing time of a certain qualified certificate. In relation to electronic
signatures, the EU-TSL holds status information about certification service providers, which are is-
suing qualified certificates under the scheme of a certain accredited or supervised body. The logical
structure of a TSL consists of following four components:

* Information about the TSL and the scheme itself facilitating its identification

* Information about the trust service providers and whose services are within the scope of the
scheme

* For each trust service provider: information about current status of each service operated by the
provider (including the certificate which represents the particular service)

¢ For each service: information about historical status information

For authentication purposes the whole TSL is signed by the scheme operator. Additionally a
TSL must be published in a machine processable form and shall be published in a human readable
form [European Commission, |2013al.

4.5.3 Core TSL Implementation
4.5.3.1 Overview

This section contains a description of the core implementation to handle TSLSFEI (TSL library). The
library is used to download, parse and handle the particular trust-service status lists and is available
as Java API. The following subsections give an overview about the architecture of the TSL library. In
addition, detailed information about the main building blocks of the TSL library is given.

14Credits for implementing this core library go to Konrad Lanz.
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Figure 4.8: TSL library architecture

4.5.3.2 TSL Library Architecture

Figure [4.8] illustrates the architecture of the TSL library. The key component is the TSL Engine. It
coordinates the TSL import and the certificate extension verifications, which are used to verify the
QC and SSCD properties. These operations are implemented in submodules to achieve a modular
architecture of the TSL library.

The entire functionality which is required to import and verify the particular TSL information’s
are implemented in the Import Module. The verified TSL information is stored in a structured for-
mat in a Database. Additionally, certificates (extracted from the TSL information) are stored in a
local file system based Working Directory. All store and read functionalities are encapsulated in the
Storage Module. The Verification Module implements functionalities to verify certificate extensions
depending on the information, which is stored in the Storage Module. The benefit of this architecture
is fast processing, due to the internal database and the separate certificate extension verifications (as
they must be performed for each certificate validation during a signature verification process). In the
following more details on the Import Module and the Verification Module are presented.

4.5.3.3 Import Module

A TSL import operation consists of several steps and therefore this operation is splitted into two
separate modules. The two modules are the EUTSL Engine, which is used to download, verify and
import the EU TSL information and the MSTSL Engine which process the different Member States
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TSLs. Figure [4.9]illustrates the process flow of a TSL import operation. The following steps are
performed to download and import the TSLs:

1. The TSL Engine initializes the database connection and setup the URL to EU trust-service status
list.

2. Processing of the EU TSL:

(a) The EU-TSL is downloaded and stored in the local working directory.

(b) Afterwards, the TSL is validated (XML schema validation and verification of the applied
signature).

(c) Finally, the pointers to the Member State TSLs are stored in the database and the signer
certificates of the particular TSL are stored in the working directory.

3. Processing of the Member State TSLs. This step is repeated for each Member State TS

(a) The MS-TSL is downloaded and stored in the local working directory.

(b) Afterwards, the MS-TSL is validated (XML schema validation and verification of the ap-
plied signature).

(c) Finally, the TSL information and all extracted certificates are stored.

4. In the last step, the import and validation errors are stored into the database and the database
connection is closed.

4.5.3.4 \Verification Module

The Verification Module is used to verify the QC or SSCD property of an electronic signature. This
property check requires several steps and uses information from the local database. Figure shows
the process flow of a verification of these properties. The following steps are performed after a request
to verify the QC oder SSCD property has been received.

1. Initialization of the database access.

2. The certificate chain is sorted beginning with the end-entity certificate.

3. Search for information in the TSL database for every certificate in the chain.

4. Select the critical extensions in the end-user certificate and the TSL information.
5. Compare these extensions according the TSL criteria-list element.

6. For every match extension, check if a QC or SSCD property exists.

7. Return the result.

5Two modes of operation exist to import the Member State TSLs. The MS-TSLs are either sequential or parallel (using
multithreaded processes) processed.
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4.5.3.5 TSL Library Error Handling

Actually only a few TSLs are strictly compliant to the ETSI specification (cf. Section4.5.5.2).There-
fore, a schema-validation error-handling becomes necessary. During the TSL import operation, all
validation errors are logged and stored in the database to obtain an overview of the current situation.
The error handling can also be used to correct a subset of errors on the fly during the XML schema-
validation process. If such a special defined error is found, a specific error-correction method is started
to solve the fault and afterwards the strict XML schema validation is restarted. If a second error is
found on the same place, then the TSL is rejected. The advantage of this solution is a combination of
a strict XML schema validation and an adjusted XML schema error handling.

4.5.4 TSL Integration
45.4.1 Overview

This subsection elaborates on the integration of the TSL library into the Austrian open source software
module MOA—SP[E} In the following a brief overview about the existing functionality of MOA-SP,
focusing on the certificate validation, is given. Next, concrete requirements are identified, which must
be taken into consideration for the TSL integration. Then, the extended architecture and the modified
process flow of the integrated TSL support are elaborated.

' MOA-SP supports the validation of XMLDSIG, XAdES, CMS and CAdES signatures. More information can be found
at: https://joinup.ec.europa.eu/software/moa-idspss/descriptionl
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4.5.4.2 Existing Functionality

Figure 4.11| shows the architecture of MOA-SP. According to the general signature verification pro-
cess, MOA-SP performs the core signature-verification and the following certificate validation. Dur-
ing the core signature-verification MOA-SP verifies the cryptographic validity of the signature (Core
Signature Verification Unit) based upon the supported signature formats. The certificate validation-
process (Certificate Validation Unit) verifies if the signer certificate is valid and performs following
validations:

* Validation of the signer certificate itself. That means to verify if the certificate is timely valid
(e.g. has not expired) or is not revoked (e.g. due to a key compromise). For the latter verification
MOA-SP is using a certificate revocation list (CRL) or the online certificate status protoco

* Build a certificate chain from the signer certificate up to a root certificate according to the PKIX
specification [Cooper et al., [2008]] and verify the validity of all certificates in this chain.

* Validation if a certificate of the chain matches a certificate in a defined trustprofile. Such trust-
profiles are configured in the MOA-SP configuration and define a set of trusted certificates
(=truststore). This last validation is very important to define which signer certificates are trusted.

Only if all validation steps have a positive result, the whole certificate validation is positive. Actu-
ally this trustprofile mechanism only bases on manually configured trusted certificates. In the follow-
ing this mechanism is extended to support TSL.

4.5.4.3 Requirements

Basis for the requirement analysis have been the application operators and users of MOA-SP. Their
needs and preconditions have been the leading factors for the analysis. Here it was essential to find
a trade-off between the widespread functionality of the TSL library and a still easy configurable and
useable MOA-SP module. Following main requirements have been identified:

Backward compatibility: MOA-SP is widely use Therefore it is of high importance to retain
the existing functionalities, especially for all application operators and users which do not need
TSL support. This means, that current configurations and user interfaces must still be usable
after the TSL integration.

Minimal effort: The installation and configuration effort of the TSL functionality should be reduced
to a minimum. At the same time, really needed configuration options should be easily modifi-
able.

Integration: The TSL support should fit well into the existing architecture of MOA-SP and should
allow an easy integration into existing applications.

17 At least one of these two revocation services is given in the certificate usually.
8See http://www.digitales.oesterreich.gv.at/site/cob__28748/5250/default.
aspxl
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4,5.4.4 Extended Architecture

Based upon the existing architecture of MOA-SP, the additional required functionalities for integra-
tion TSLs into MOA-SP have been added. Figure 4. T1]illustrates the extended architecture and the
extended trustprofile mechanism. The extended mechanism allows adding TSL support for trustpro-
files (TSL-enabled trustprofiles). This means that TSLs can be used as an additional trust anchm{lq]
during the certificate validation.

Due to the wide range of functions of the 7SL library, a TSL WrapperFE] has been developed
following the KISS principle. This wrapper encapsulates the functionalities of the TSL library and
provides specific methods, which are needed by MOA-SP. Thereby, the wrapper provides an easy
applicable interface for other verification services, which intends to use the TSL library functionalities.
These interface methods are:

Initialization: This method initializes the TSL library (creation and initialization of the TSL database,
define a TSL working directory, etc.)

Download: In this method the national TSLs are downloaded, parsed and the information in the TSL
library is updated.

Export: This method exports a set of CA certificates, whose CA issues qualified certificates and its
certification service provider is under supervision or accredited.

QC and SSCD check: These last methods verify if the signer certificate is qualified and if the signer
signature has been created by the use of a secure signature creation device.

4,5.4.5 Extended Process Flows

Based upon the extended architecture, the process flows have been changed in case of a configured
TSL support. In the following the modified process flows during the server startup and the certificate
validation process are explained.

Startup and TSL Unit Initialization During the server start MOA-SP performs different initial-
izations based upon the MOA-SP configuration. The corresponding process flow (in case of TSL-
enabled trustprofiles are configured) is illustrated in Figure {.12] and consists of following process
steps:

1. After the server startup MOA-SP performs the non-TSL specific initializations based upon the
configuration.

2. Initialization of the TSL Unit, e.g. definition of database location, creation of the working
directory, etc.

3. Update of the TSL-enabled trustprofiles:

That means in addition to optional, manually, added trusted certificates.
2 Beside the thesis author’s contribution, credits for implementing this wrapper go to Thomas Lenz as well.
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Figure 4.12: Process flow: startup and TSL unit initialization

(a) Download of the actual national TSLs via the EU-TSL.
(b) Parse these TSLs and update of the information in the database.
(c) For each TSL-enabled trustprofile:
i. Export all CA certificates matching the properties defined in the MOA-SP configura-
tion (i.e. CA certificate from all or only selected Member States).

ii. Update of the truststore, i.e. storing the exported certificates in the truststore.

In addition, the update of the TSL-enabled trustprofiles is executed on a regular basis. The update
interval is adjustable via the configuration.

Signature Verification and TSL based Certificate Validation Figure[4.13|shows the process
flow for verifying a signature based upon a TSL-based trustprofile. After receiving a request to verify
a signature following process steps are performed (whereas the broker distributes the request to the
different units):

1. MOA-SP performs the cryptographic signature verification according to the signature scheme
rules.

2. The Certificate Validation Unit builds the certificate chain and verifies the validity of all certifi-
cates.

3. Via the TSL Unit it is verified if the signer certificate is qualified and if the signature has been
created using a secure signature creation device.

4. Finally MOA-SP consolidates all verification and validation results and returns a verification
response.
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Figure 4.13: Process flow: signature verification and TSL based certificate validation

4.5.5 Evaluation and Survey

On the one side this section comprises the evaluatio@ of the implementation in a real life environ-
ment. On the other side, issues concerning the distributed MS-TSLs itself are discussed.

4.5.5.1 Evaluation

In Austria, a Web based signature-verification tool [Lenz et al., 2013b] has been developed which is
in common use and enables the verification of different document and signature formats. This tool
uses MOA-SP in the backend for the signature-verification. Thus, this tool has been chosen for the
evaluation of the presented solution. For the evaluation an automatic test-framework, which is a part
of the Web based signature-verification tool, is used to verify the electronic signatures of a wide range
of signed documents. For the tests, a set of 99 different documents, which are signed with certificates
from 15 European Member States, have been used. As basic principle for this evaluation, the same
MOA-SP configuration, which is also in use in the productive application, has been used. Figure |4.14
(left) illustrates the certificate validation result, if no TSL information is used. Actually more the 60
per cent of the documents failed the verification process, because no valid certificate chaierI can be
determined.

If the MOA-SP module is used with TSL support, then the certificate validation-result shows a
clearly better result (see Figure @.14] (right)). By using information from the TSLs, the verification
results are much better, because valid certificate chains can be determined by using the additional
information for the TSL. Thus, from a functional point of view TSLs are beneficial for certificate
validation. Nevertheless, correct verification results strongly depend on valid trust-service status lists,
which are issued by the respective Member States. However, there are still problems with valid Mem-

2IBeside the thesis author’s contribution, credits for conducting this evaluation go to Thomas Lenz as well.
ZNot valid in terms of no trusted anchor certificate has been found.
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Figure 4.14: Results certificate validation (as at 04.06.2013)

ber States TSLs because actually more than three quarters of them have structural flaws. These flaws
are discussed in the following subsection.

4.5.5.2 MS-TSL Usage Issues

Actual, only seven out of the distributed Member State TSLs have no structural fla wsEl To overcome
these problems the error handling and correction functionality of the core TSL library can be used.
Figure [4.15]illustrates the distribution of TSLs, which actually can be handled with the TSL library
depending on the errors, which have been found. Actually, six Member State TSLsFEl are rejected,
because they have serious schema issues, such as missing XML elements, or the signature of the TSL
cannot be verified. In addition, 14 Member State TSLs are accepted after an error correction (cf.
Section [4.5.3.3)) is performed. The following enumeration illustrates the structural flaws which are
able to be corrected:

* The XMLDSIG signature can be verified but uses an XML transformation which is not allowed,
according to the TSL standard [ETSIL, [2009]. This error can be corrected for 10 Member State
TSL]

* Deletion of some characters, like hyphens, which are included in front of or after XML elements.
This error can be corrected in three Member State TSLE

* Solve problems with an incorrectly used XML xsd:ID type. This error can be corrected in three
Member State TSLE

Nevertheless, another problem with the distributed MS-TSL exists. The TSL specification contains
an element NextUpdate, which is specified as following:

AT, BE, CZ, FI, HU, LI, LU.

%BG, DE, DK, EE, MT, RO.

BCY, ES, FR, LT, LV, NL, PL, PT, SE, SL
%GR, IT, PL.

7CY, LV, NL.
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“[...] This REQUIRED field specifies the latest date and time by which the next TSL will
be issued expressed as UTC time.” |[ETSI, 2009]

Unfortunately, some MS-TSLs have been expireﬂ As consequence, these TSLs cannot be seen
as trustworthy, even if the rest of the TSL is valid (which is not the case for most of the expired TSLs
anyhow). Hence, as the individual Member States are responsible for issuing their TSL, they must be
taken into account to establish an appropriate governance process.

4.6 Summary and Conclusions

The main contributions in this chapter are the interoperable electronic document framework OCD
for a secure exchange of e-Documents across borders and the cross-border signature verification via
trust-service status lists. Both are important cornerstones for secure and interoperable e-Government
services across borders.

The OCD has proven its applicability and adaptability through the 18 months lasting piloting phase
in the LSP SPOCS. From a technical perspective all requirements of the (piloting) countries have been
fulfilled and the quality OCD modules has been assessed very high. Nevertheless, a few action points
for the future development of OCD exist. These action points have been handed over to the follower
LSP e-SENS (cf. Section [3.2.5.7) as they must be treated on a higher level and do not concern the
OCD only. First, although the OCD bases mostly on open standards, it would be a great benefit
to standardize the OCD itself. Concrete suggestion for this standardization, which is seen as a key
element for achieving sustainability, are given in the OCD final report [Stranacher, [2013]]. The second
action point concerns the equivalence of electronic documents. That means that there is still a missing

2 As at 26.02.2014 six MS-TSLs (DE, DK, FR, IE, LV, MT) are expired.
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consent on which e-Documents from a Member State A are legally equivalent to an e-Document in
Member State B. For instance, what is the equivalent Austrian document to a Greek certificate of
qualification for an architect? It is even not clear if there exists such an equivalency for all use cases.
This equivalency is an important issue concerning the interoperability of e-Documents. However, this
has been out of scope of the OCD and has been handed over to the LSP e-SENS therefore.

The integration of trust-service status lists into the Austrian signature verification service MOA-
SP has been positively evaluated. Nevertheless, the entire system is dependent from the quality of
the issued MS-TSLs. Unfortunately, as shown in Section the quality of the issued TSLs is
widespread and only a small number of TSLs are fully correct. For some TSL, which have minor
errors only, error correction mechanisms of the core TSL library are applicable. Nevertheless, some
TSLs have major technical errors. The reason for that may base on the complexity of the TSL specifi-
cation. In the first EC TSL-Decision [[European Commission, 2009a]] and their corrigenda [[European
Commission, |2009b]], the EC references to the TSL specification only. This has been recognized by the
EC as not sufficient. Hence, the first amendment of the Decision [European Commission, |[2010c]] adds
some additional information on how to issue a MS-TSL. Unfortunately this additional information has
been still not adequate. Therefore, the currently last amendment [European Commission, 2013a]] gives
a detailed common template for issuing the MS-TSL and references a new TSL specification [ETSI,
2013b]], which is intended to replace the former TSL specification [ETSI, [2009]. This last decision
shall apply from 1st February 2014, but is still not implemented in all Member States. Nevertheless,
this hopefully will increase the quality of the issued MS-TSLs in the near futures. However, the entire
EC decision amendment process is quite an indicator for the complexity of the TSL specification and
their issues during the implementation in the Member States.

Furthermore, another non-technical problem exists. All Member States are responsible for issuing
their national TSL. Unfortunately not every MS has a clear governance process, as six MS-TSLs are
currently (as at 26.02.2014) expired. Here, corresponding measures must be introduced from EC side
to obtain non-expired MS-TSLs.
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5.1 Introduction

Electronic signatures are used to provide a proof of genuineness for electronic data. They basically
assure authenticity, data integrity, and non-repudiation of origin. The receiver of a signed document
is able to identiny] the creator of the signature (authenticity) and is able to verify that the signed data
has not been modified (data integrity). At the same time, the creator of an electronic signature cannot
deny to have signed the data (non-repudiation). Especially the validation of data integrity becomes
important for security critical applications. During the past decades, different forms of electronic
signatures with different properties and characteristics have been developed.

Conventional electronic signatures are currently the means of choice to assure trustworthiness in
e-Business and e-Government applications and services. They rely on the fact that signed data, which
are modified by any entity, immediately breaks the signature. That means that during a signature
verification process these modifications (even if the signatory itself has made them) are detected and
the verification result is negative. As detailed highlighted in Section |3} the progressing digitalisation
as well as the need for interoperability and next-generation applications creates additional use cases.
Hence, new challenges for electronic signatures arise. These challenges cannot efficiently be fulfilled
by currently deployed conventional electronic signatures.

The common requirement for these new use cases can be summarised as the need to allow sub-
sequent modifications of signed data, by still preserving the validity of the original signature. This
is known as the digital document sanitizing problem, first published by Miyazaki et al.| [2003] and
treated in detail in Section [3] Obviously, such modifications cannot be fulfilled by conventional elec-
tronic signatures. Editable Signatures allow such subsequent modiﬁcationﬂ In the last years a variety
of editable signature scheme has been introduced in literature, but their capabilities to assure the in-
tegrity and authenticity in e-Business and e-Government use cases has not been assessed so far. This
renders a concrete implementation of solutions based on editable signatures impossible. To overcome
this issue, this chapter examines and assesses existing editable signature schemes. Hence, the main
objectives of this chapter are:

* Presentation of the status quo of current developments in the sector of editable signatures.

* Definition of requirements for using editable signatures in e-Business and e-Goverment appli-
cations especially.

* Detailed examination and assessment of selected editable signature schemes.

Therefore, the remainder of this chapter is structured as follows. In Section the status quo
in the area of editable signatures is presented. This includes descriptions of the basic principles and
the current fields of applications of the different editable signatures schemes. Section derives
concrete legal, organisational and technical requirements that have to be met by editable signature
schemes when being applied to e-Government and e-Business applications. Potential and well selected

"For a unique identification a legal basis must be given, such as the Austrian Citizen Card [Leitold and Posch, 2004}
Leitold H.| 2002]]

“For an (informal) definition of an editable signature see following subsection

3In literature, the terms signature scheme and signature are often treated synonymously. However, a formal difference
exists. A signature scheme defines the formal model and processing to create and verify a signature according to the schema,
whereas a signature represents the implementation of a signature scheme.
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candidates of editable signature schemes are examined and discussed in Section [5.4] In Section [5.5]
the derived requirements are mapped to the examined editable signature schemes in order to assess the
schemes’ capabilities to meet the given requirements. Finally, Section [5.6] summarizes the findings of
this chapter and draws conclusions.

5.2 Status Quo of Editable Signatures

Editable signatures exist about a decade and several different editable signature schemes have been
published. However, the nomenclature and notations are inconsistent and differ slightly in literature.
Hence, this subchapter gives some preliminary (informal) definitions. First of all, an editable signature
scheme is defined as follows:

Definition 3 An “editable signature scheme” is a signature scheme, which allows modifications of
signed data, but preserves the authenticity and integrity of the unchanged data.

Editable signature schemes can be categorised into three different schemes depending on the way
how these modifications take place and depending on the parties, which are able to do these modifi-
cations. The first category - redactable signatures - has been invented by Johnson et al.|[2002] and
Steinfeld et al.| [2001] in parallel. They represent the simplest editable signature schemes and are
defined as follows:

Definition 4 A “redactable signature scheme” enables any party to delete/exchange (parts of) signed
data by a single character by still preserving the validity of the original signature.

The typical use case for redactable signatures is anonymization, i.e. to redact or blacken text
blocks from signed data. Furthermore a redactor is defined as follows:

Definition 5 A “redactor” is a party, which conducts the redaction and exchanges certain message
blocks in the signed data by a single character.

Sanitizable signature schemes are the second category and represent a further development of
redactable signature schemes. These schemes allow for more sophisticated modifications by another
pre-defined party. Formally, sanitizable signature schemes are defined as:

Definition 6 A “sanitizable signature scheme” is a signature schema, which enables designated par-
ties to replace predetermined parts of original signed data by still preserving the validity of the origi-
nal signature.

That means the original signatory of a sanitizable signature is able to define which parts of a signed
message are modifiable and which party or parties are allowed to do such modification. These dele-
gated parties are defined as follows:

Definition 7 A “sanitizer” (or “censor”) is a party, which receives rights (from the original signa-
tory) to modify certain parts of signed data.
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The third and last category of editable signature schemes are blank digital signature schemes.
Blank digital signatures are a novel scheme proposed by Hanser and Slamanig| [2013]]. According to
the authors a blank digital signature scheme is defined as follows:

Definition 8 An “blank digital signature scheme” is a signature scheme, which allows an originator
to define and sign a message template. This message template describes fixed parts of a message as
well as several choices for exchangeable parts of a message. Then, a proxy is given the power to sign
template instantiations of the template given by the originator by using some secret information. The
resulting message signature can be publicly verified under the originator’s and the proxy’s signature
verification keys. [Hanser and Slamanig| 2013|]

In the following subchapters the basic principle of these three editable signature schemes and their
fields of application are explained.

5.2.1 Basic Principles
5.2.1.1 Redactable Signatures

Redactable signatures have been invented by Johnson et al.| [2002] and Steinfeld et al.| [2001f]. In
case of conventional signatures, modifications of the signed data are detectable due to an altered hash
value. Thus, redactable signatures’ basic principle bases on retaining the hash value of the original and
unmodified data. Figure [5.T]illustrates the basic principle for the creation of a conventional signature
and a redactable signature. First of all, to create a conventional signature, a message m is divided
into several message blocks. For illustration, we assume a split into m;j...ms5. For each of these
message blocks a hash function H is applied, creating the hash values hj...hs. These hash values
are concatenated to a total hash value Hashror4r. Finally, this total hash value is signed to create
signature S. At this point we still have created a conventional electronic signature.

To create a redactable signature, we assume to redact the message block “private” in Figure
Thus the redacted message block mj contains a “*” character which blinds the message block “pri-
vate”. Computing the hash value of the redacted message block m will lead to a hash value, which
differs from the original hash value and would result in an invalid signature. To avoid this behaviour,
the original hash value is retained and used during the signature verification procesﬂ Obviously, the
redacted signature must include the original hash value H (my4). So, the receiver is able to verify the
redacted message, but is not able to determine the redacted message block due to the one-way nature
of the hash function. Several redactable signatures schemes do exist, which all base on this basic
principle of retaining the original hash values.

If a redacted message block is small or has a strong structure, e.g. only “Yes” or “No” is possible,
the redacted message can be “reconstructed” by a simple computation of all hash values and com-
parison of these result with the given hash value. Therefore, for real implementations of redactable
signature schemes, the hash function is replaced by so called commitmentsE] as shown by |Steinfeld et
al. [2001]. A further extension, as introduced by Johnson et al.| [2002], is to use hash trees to reduce
the number of randomizers, which are needed for the commitment.

*That means H (m,) instead of H (m}) is used for calculating Hashrorar during signature verification.

>Commitments are often used in cryptographic protocols. They allow a committer to publish a commitment (= a value),
which binds the committer to a certain message, but without revealing it. If a verifier wants to check if the message is
consistent with the commitment, the committer may open the commitment to reveal the message.
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Figure 5.1: Basic principle of redactable signatures

Figure illustrates the sequence diagram for the basic principle, starting from the redactable
signature creation, the message redaction to the signature verification. In detail, the process consists
of following steps:

Step 1 - Signature creation: The message m is created and splitted into the message blocks m;...ms.
Then the hash function H is applied to all message blocks, thus creating hash values h;... hs.
The total hash value Hashror 4y is created by a concatenation of these hash values. Finally the
signature S is created by signing Hashror a1 using the signatory’s private key. The signature
S (including Hashrorar) and the message m are sent to the redactor.

Step 2 - Redaction: The redactor receives the message m an redacts the word “private” by replacing
it with another character, such as “*”. To retain the validity of the signature S the redactor
must add information to the S. Therefore, the redactor stores the original hash value h4 and the
redaction position 4. Finally, the signature 5, the redacted message m*, the original hash value
h4 and the redaction position 4 are sent to the verifier.

Step 3 - Signature verification: The verifier builds the message blocks m;. .. ms out of the redacted
message m*. Then, she applies the hash function H to all message blocks except for my4 (in-
dicated by redaction position 4). In this case the received hash value h4 is used. After that the
hash values h. .. hs are concatenated to the total hash value Hash7.5p 4 ;. If this (re-calculated)
hash value is equal to the hash value Hashroras contained in the signature .S, the message
has not been altered (except for the redaction of message block m,). Finally, the verifier verifies
the signature itself by using the signatory’s public key.

5.2.1.2 Sanitizable Signatures

A main property of redactable signature schemes is that they only allow blacken certain message
blocks of a signed message. To allow also replacements of message blocks with other message blocks,
Ateniese et al.|[2005]] introduced the concept of sanitizable signatures, which emerged from chameleon
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signatures introduced by [Krawczyk and Rabin| [2000]. Sanitizable signatures use a chameleon hash
function (also called as trapdoor commitment) such as [Ateniese and Medeiros) 2004] for message
blocks that are sanitizable (see also Figure [5.3). Such chameleon hash functions are parameterized
with the public key of the sanitizelﬁ and have randomizers as additional input. Thereby, the original
signatory defines which concrete public key is used as parameter. Because of this parameterisation,
the sanitizer is able to compute hash collisions by using her private key (=trapdoor information), which
corresponds to the defined public key. This means the sanitizer is able to generate messages blocks,
which lead to the same hash value as for the sanitized message block. Obviously, only sanitizers,
which are in possession of the corresponding private key are able to sanitize. Furthermore sanitizable
signature schemes allow for a restriction of the message space of the message to be exchanged. That
means the signatory can specify the message blocks which are used for the replacement. For instance,
only the message blocks “car” or “house” can be inserted.

Figure shows a sequence diagram of a sanitizable signature creation and verification. The
entire process consists of following steps:

Step 1 - Signature creation: The message m is created and splitted into the message blocks m. .. ms.
Then the hash function H is applied to all message blocks, which should be non-exchangeable.
In our example this applies for the message blocks m1, ma, ms3 and msy (thus, creating the

%0r even with the public keys of several sanitizers depending on the functionalities of the used chameleon hash function
and the concrete sanitizable signature scheme
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hash values hi, ho, hs and hs). For the message block m,4, which should be exchangeable, the
chameleon hash function C H is applied by using sanitizer’s public key and produces the hash
value hy. Afterwards the total hash value Hashrorar is created by a concatenation of hash
values hp to hy. Finally the signature S is created by signing Hashrorar, using the signa-
tory’s private key. The signature S (including Hashror4r) and the message m are sent to the
sanitizer.

Step 2 - Sanitizing: The sanitizer receives the message m and exchanges (sanitizes) the word “pri-
vate” with the word “personal”. To retain the original (chameleon) hash value h4, which is
CH (”private”), the sanitizer is able to compute collision by using her private key so that
CH ("private”) is equal to CH (" personal”). Finally, the sanitizer sends the signature S and
the sanitized message m* to the verifier.

Step 3 - Signature verification: The verifier builds the message blocks m;. .. m5 out of the sanitized
message m*. Then, she applies the hash function H to all message blocks except for my. For
message block m,4 she applies the chameleon hash CH (without the trapdoor information).
These hash values hq to hs are concatenated to the re-calculated total hash value. After that
the verifier verifies if this re-calculated hash value is equal to the hash value included in the
signature. If these values are equal the message has not been altered or modifications have been
allowed by the signatory (as it is the case in our example). Finally, the verifier verifies the
signature itself by using the signatory’s public key.

5.2.1.3 Blank Digital Signatures

Blank digital signatures are a novel scheme invented by Hanser and Slamanig [2013]]. Figure [5.5]
illustrates the basic principle of blank digital signatures. An originator defines and signs a message
template. This template consists of fixed parts of a message and multiple choices of exchangeable
parts. Then the originator gives a proxy the permission to create message instances. In the instantiation
process the proxy selects certain choices of the exchangeable message parts. Finally, the proxy signs
the message instance. This resulting signature can be publicly verified using the originator’s and
proxy’s public keys. If the verification is positive, it is proven that the message has not been altered as
well as the message is compliant to the message template. Thereby, the verifying party does not learn
anything about the unused choice from the template.

Figure [5.6 shows the sequence diagram of an entire blank digital signature process. This process
consists of following steps:

Step 1 - Template creation: The originator specifies an appropriate message template by defining
fixed and exchangeable message blocks. These exchangeable message blocks contain several
choices, which can be selected by the proxy.

Step 2 - Assignment of permissions: The originator gives a prox the permission to create message
instantiations of the defined template.

"Permissions can also be given to several proxies. For illustration, we assume that the permission is given a single proxy
only.
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Figure 5.6: Sequence diagram of blank digital signatures

Step 3 - Sign template: The template is signed by the originator using the originator’s private signa-
ture key. Finally, the originator sends the template and the template signature to the proxy.

Step 4 - Message instantiation: The proxy verifies the received template signature. Then the proxy
creates a message instance by selecting concrete values of the available choices of the exchange-
able message parts.

Step 5 - Sign message: The message instance is signed by the proxy using the proxy’s private signa-
ture key. Then the proxy sends the message instance and the message signature to the verifier.

Step 6 - Message verification: The verifier is able to verify the message signature by using the orig-
inator’s and proxy’s public key.

Blank digital signature schemes can also be applied as signature scheme with similar capabilities
as sanitizable signature schemes. That means the exchangeable parts of the message template can be
interpreted as replacements. Nevertheless, some main differences exist:

* The originator does not commit to an instantiation, i.e. selecting concrete values for the ex-
changeable message blocks. In contrast, the signatory of a sanitizable signature signs a message
(“commits to an instantiation”), but gives the sanitizer the possibility to replace defined message
blocks.

* The unused choices of a blank digital signature message template are not revealed to the veri-
fication party, which is in contrast to sanitizable signatures. Here, the not selected replacement
options may be visible to the verification party (depending on the concrete sanitiziable signature
scheme).

* The sanitized message of a sanitizable signature is not signed by the sanitizer (as part of the
scheme protocol). In contrast, the message instantiation of a blank digital signature is signed by
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the proxy. That means, to assure the authenticity of the sanitized message, the message must be
signed by the sanitizer separately.

5.2.2 Fields of Application

Johnson et al.|[2002] and |Steinfeld et al.[[2001] describe the fields of application for redactable sig-
nature schemes very generally. Here, the general use case is the redaction and censorship of signed
records. This has been refined by Bauer et al.| [2009], [Brzuska et al. [2010a] and Slamanig and Rass
[2010]]. They describe different use cases for the application of redactable signatures in electronic
healthcare applications. Thereby, redactable signatures are mainly used for anonymization of medical
records. In particular, Slamanig and Rass| [2010] elaborate on achieving k-anonymity as well as on
privacy preserving and unbiased opinions. This covers the anonymization and redaction of medical
records, so that patients cannot be uniquely identified anymore or other medical experts are able to
give an unbiased diagnosis.

Sanitizable signatures provide more flexibility regarding modification of data in contrast to redact-
able signatures. Hence, sanitizable signatures have a wider field of application. Of course, they can
also be used for anonymization of data records similar to the use cases of redactable signatures. In
addition, |Canard et al.| [2008]] elaborates on the usage of sanitizable signatures in the area of licenses
for digital right management. Furthermore, |Ateniese et al. [2005] shows use cases for sanitizable
signatures for secure routing in modern routing protocols.

As blank digital signatures have similar capabilities as sanitizable signature, all fields of appli-
cation described above also apply to blank digital signatures. Additionally, Hanser and Slamanig
[2013]] elaborate on the usage for partially blank signed contracts. In this use case, a person wants to
sign a contract under certain conditions, e.g. the person is willing to buy a car for a predefined set of
potential prices. This person can now delegate the purchasing to her attorney, by using a blank digital
signature, defining the set of prices as exchangeable message blocks. Finally, the attorney is able to
select a certain price, whereas the signature of the person remains valid.

5.3 Requirements

5.3.1 Legal Requirements

The EU Signature Directive [The Council of the European Union, 2000] does not differ between
conventional signatures, editable signatures or any other signature type. Therefore the regulations and
requirements, defined in the Directive, also apply for editable signatures. Therefore, following general
legal requirements are defined:

Accountability: In case of a dispute the signatory must be able to prove that certain modifications
have been done by a certain party. This is of major importance in case of a dispute, being able
to give evidence who has signed or redacted specific data (as legal consequences may arise).
Accountability can be achieved by technical means (see also technical requirements below).

Advanced Electronic Signatures: An editable signature scheme must satisfy the requirements of
an advanced electronic signature as defined by Signature Directive. This is a prerequisite for
accountability and thus to identify the original signatory.
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Qualified Electronic Signature: These additional requirements are not necessarily needed for all e-
Business and e-Government use cases. An editable signature scheme may, optionally, meet also
the requirements for qualified electronic signatures as defined by the Signature Directive.

5.3.2 Organisational Requirements

Beside legal requirements, there exist also some general requirements on organisational level. These
requirements concern mainly the role of the modiﬁcation—partieﬂ and the original signatory. So,
following general organisational requirements are defined:

Definition and Revocation of Modification-Parties: Modification-parties should be easily definable
by using existing systems (to avoid additional investments) and the signatory should also have
the opportunity to revoke the modification permissions.

Non-Disclosure Agreement: Modification-parties must sign an appropriate confidentiality agreement.
In particular, regarding the data protection, as these parties may have access to private and per-
sonal data, which is governed by data protection regulations.

Responsibilities: Responsibilities must be clearly defined both by the signatory and the modification-
parties (e.g. who is allowed to sign/redact, who is responsible in case of a dispute).

Service Level Agreement/Security Compliance: Modification-parties must ensure to redact or san-
itize data within an appropriate time frame (especially for real time data). Furthermore, modit-
ication-parties must be compliant to current security regulations as they may operate on private
and personal data.

5.3.3 Technical Requirements

On a technical level there exists also some requirements, which are tightly bound to the particular
editable signature schemes. Therefore, following technical requirements have been identified:

Designated Modification-Parties: Designated modification-parties must be able to be specified by
the editable signature scheme. That means that the signatory must be able to determine who
is allowed to modify the data. Persons except the signatory and the designated modification-
parties must not be able to sanitize or redact data. Any change of the data by unauthorized
persons must be recognizable.

Privacy: The redactable or sanitized data as well as the original signature must not allow revealing
the redacted or sanitized message blocks.

Designated Parts: The signatory must be able to specify which data blocks may be modified. Editing
unauthorized data must be recognized and must lead to an invalid signature.

Accountability: See definition in legal requirements.

Applicability: The scheme must be applicable on open and structured data such as XML defined by
[Bartel et al., [2008]].

8The term modification-party is used to denote a redactor, sanitizer or proxy.
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Figure 5.7: Overview about editable signature schemes

Compatibility: The signature scheme must be compatible to (at least one of) the reference signature
formats defined in the European Commission Decision 2014/148/EC [European Commission,
2014a].

5.4 Examination

In the following, various editable signature schemes are examined. Figure shows an overview
of the most relevanﬂ editable signature schemes proposed in the last years and their relation to each
other. A main requirement for editable signature schemes to be used in e-Business and e-Government
services is to support the definition of designated modification-parties. Redactable signature schemes,
such as Steinfeld et al.| [2001]] and Johnson et al.| [2002], do not offer the definition of designated
modification-parties. They allow any party to perform redactions. Therefore, these schemes have been
skipped from a more in-depth analysis. In contrast, sanitizable signature and blank digital signature
schemes allow for more complex definitions of modification options and designated modification-
parties.

Relevant in terms of citation rate and author’s reputation (mainly based on h-index).
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Thus, the following subsections examine selected editable signature schemes only. The selected
signature schemes, which are marked grey in Figure have been chosen for examination. In addi-
tion, following signature schemes have been skipped from the examination:

* [Brzuska et al.|[2009] proposed a rigorous security model. This model has been incorporated by
Canard and Jambert| [2010], which is examined below. Therefore this scheme is skipped from
the analysis.

* [Brzuska et al.| [2010b] proposed an update of |Ateniese et al. [2005] which does not permit
creating a link between different signatures over the same original message. This functionality
is not of interest for the e-Business and e-Government use cases, so this scheme is skipped too.

5.4.1 Sanitizable Signatures by Ateniese et al.|[2005]

The basic principle of sanitizable signatures bases upon commitments, which in turn build upon hash
functions. |Ateniese et al.|[2005]] proposed the first scheme for sanitizable signatures, where a desig-
nated sanitizer is able to modify designated parts of a signed message. Based on using chameleon hash
functions the sanitizer can replace message blocks with arbitrary message blocks and the verification
of the original signature will not fail. In this case it is neither possible to detect if a message has been
redacted nor it is possible to detect which message blocks have been modified. Therefore the authors
propose to add non-redactable meta information after each redactable message block indicating the
restriction for the message to be replaced. Obviously, this is a very inefficient solution.

5.4.2 Extended Sanitizable Signatures by Klonowski and Lauks [2006]

Klonowski and Lauks| [2006] extended the scheme of |Ateniese et al.| [2005]]. They omitted the added
meta information and extended the schema itself to allow the signatory to limit the message blocks
which are modifiable by the sanitizer and to limit the messages which are replaced. This scheme also
bases on chameleon hash functions. For the message replacement restrictions they propose to use
accumulatord' or bloom filters" ]

5.4.3 On Extended Sanitizable Signature Schemes by Canard and Jambert
[2010]

Canard and Jambert [2010|] presented a second approach to limit the modification of message blocks
and the message to be replaced by the scheme itself. As for the other sanitizable signature schemes,
the authors base their proposal on chameleon hash functions. In addition, they use pseudorandom
generators and accumulators to implement the message replacement restrictions.

10 An accumulator is a one-way hash function which satisfies a quasi-commutative property. See Benaloh and Mare (1994)
for details.

"Bloom filters are data structures which allow to efficiently test whether an element is a member of a certain set or not.
See Bloom (1970) for details.
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5.4.4 Sanitizable Signatures with Several Signhers and Sanitizers by (Canard et
al.|[2012]

Canard et al.|[2012]] builds upon the findings of Brzuska et al.| [2009]] and Brzuska et al.| [2010b]]. The
proposed scheme allows defining multiple signatories and multiple sanitizers. To support multiple
signatories and sanitizers, the authors make use of group signature@ Their scheme also provides
group anonymity. That means a signatory (resp. sanitizer) is anonymous for other entities, which are
not in the group of signatories (resp. sanitizers).

5.4.5 Blank Digital Signatures by Hanser and Slamanig [2013]

Blank digital signatures, proposed by Hanser and Slamanig|[2013]], are a new signature scheme, which
makes use of elliptic curve pairing and polynomial commitment In contrast to redactable signa-
tures, blank digital signatures make use of conventional signatures for signing the message template
and the message instance. For the definition of the message template polynomials are used. The mes-
sage instantiation bases upon polynomial commitments. Finally, for the verification of the polynomial
commitments pairings are used.

In addition, the authors have published an updated version of this scheme[ﬂ This update includes
a simplified construction of the signatures allowing significantly performance enhancements. Finally,
this update incorporates full security proofs.

5.5 Assessment

5.5.1 Legal Assessment

In this section, editable signature schemes are assessed based on legal and organisational requirements.
Concerning the legal assessment, the EU Signature Directive defines the legal framework. While
this Directive primarily considers conventional electronic signatures, the use of sanitizable signatures
compliant with this directive has been slightly discussed by [Hohne et al.| [2012] and Brzuska et al.
[2012]]. The authors examined legal consequences of sanitizable signatures. They especially argue that
sanitizable signatures are compliant to advanced electronic signatures but cannot be used for qualified
electronic signatures according to the EU Signature Directive. The reason for being not compliant with
qualified electronic signatures constitutes missing displaying possibilities for the signatory. According
to the Signature Directive, the data to be signed must be viewable by the signatory before the signature
creation process. This requirement cannot be fulfilled by sanitizable signatures as modifications of
signed data are possible also after signature creation, which the signatory cannot be aware of at the
time of the signature creation process regardless the signatory is able to define which message parts
are able to be modified and how they can be modified.

"2Group signatures give a group of signatories signing rights.

3 Pairings are bilinear mappings as defined by Silverman (1986).

4Conventional commitments applied to polynomial functions are called polynomial commitments (see Kate et al. (2010)
for details).

Bhttps://online.tugraz.at/tug_online/voe_main2.getvolltext?pCurrPk=69904
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Legal considerations for blank digital signatures do not exist yet. Following the argumentation
of Hohne et al.| [2012] and |Brzuska et al.|[2012], blank digital signatures are compliant to advanced
electronic signatures. The reason for that is mainly based upon the use of public key cryptography.
In contrast to sanitizable signatures, blank digital signatures are considered - to the best of the thesis
author’s knowledge - to be compliant with requirements defined for qualified signatures. The reason
for being compliant is based upon the usage of conventional signatures for the message template and
the message instance signature.

Another legal requirement to be fulfilled by the proposed signature schemes is accountability. Ac-
countability means that sanitizers, who used her private keys to modify signed data, can be determined.
This requirement cannot be met by all described signature schemes (see following Section [5.5.3).

5.5.2 Organisational Assessment

Equal to legal requirements, several organisational requirements must be met by the proposed sig-
nature schemes in order to successfully apply editable signatures to e-Business and e-Government
services. In fact, all organisational requirements identified in Section are independent of the
technical implementation of the proposed signature schemes. While some organisational require-
ments may be fulfilled using technical means, others require solutions on organisational level. For
instance, the requirement on revoking designated sanitizers can be fulfilled on technical level as all of
the proposed schemes rely on a public key infrastructure and hence on existing and well-established
revocation mechanism. Thereby, the role of the sanitizer can be indicated by an additional object iden-
tifier (OID) in the certifiate. However, other organisational requirements still require organisational
measures. This particularly means that a fulfilment of those requirements requires e.g. some kind of
contractual agreements between all involved parties. Within such agreements, especially individual
responsibilities, signature validity limitations, or liability questions must be thoroughly elaborated.

5.5.3 Technical Assessment

The technical assessment concerning applicability to structured data and the signature format com-
pliance to the European Commission Decision 2014/148/EU can be done for all examined schemes
together. [Pohls et al.|[2011]] have implemented several editable signature schemes based upon XML
and the W3C Recommendation on XML signatures [Bartel et al., 2008]. Hence, they have proven that
editable signatures are applicable to structured data, such as XML. Nevertheless, implementations of
editable signature schemes fulfilling the requirements for the advanced electronic signatures format
XAdES, CAdES or PAdES do not yet exist.

The following subsections comprise the further technical assessment of the different editable sig-
nature schemes.

5.5.3.1 Assessment of Sanitizable Signatures by Ateniese et al. [2005]

Concerning designated sanitizers and designated parts /Ateniese et al.| [2005] states

“[...] as a secure digital signature scheme that allows a semi-trusted censor to modify
certain designated portions of the message ... "
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That means the requirement for designated modification-parties and designated parts is fulfilled.
In addition the privacy requirement is also fulfilled as

“[... ] the indistinguishhability requirement provides for privacy.”
The authors also state that
“[... ] accountability follows from the unforgeability requirement.”

Nevertheless, this has been proven as not true by |[Brzuska et al.| [[2009]:

“[...] our results are in contrast to the claim by Ateniese et al. [l] that, for exam-
ple, accountability follows from the unforgeability require- ment. Our results show that
unforgeability follows from accountability whereas the other direction is not true.”

Hence, accountability is not provided by the Ateniese sanitizable signature scheme.

5.5.3.2 Assessment of Extended Sanitizable Signhatures by Klonowski and Lauks|[2006]

The extended sanitizable signature scheme of Klonowski and Lauks (2006) provides a designated
modification-party and designated parts as stated by the authors:

“[...] in this scheme the designated censor can change the content of designated (so
called mutable) parts of a signed message ..."

They also state that privacy is fulfilled due to the basement of their extended scheme on |Ateniese
et al.|[2005]]. Concerning accountability we have to distinguish between the two characteristics of this
scheme. The accumulator technique provides accountability whereas bloom filter does not. Neverthe-
less, the authors miss a concrete security model and proofs for their proposed schema. This implies
an unpredictable security risk, which disqualifies this scheme.

5.5.3.3 Assessment of Extended Sanitizable Signature Schemes by Canard and Jam-
bert [2010]

As this scheme strongly bases on|Ateniese et al.[[2005], it provides designated modification-parties as
needed by the defined requirements. In addition, |Canard and Jambert| [2010] state that

“[...] to force some admissible blocks of a signed message to be modified only into a

predefined set of sub—messages.’
and
“[... ] privacy is also included by transparency in the extended model.”

Thus, the scheme fulfils the requirements for designated parts and privacy. In addition, the authors
prove that

Message parts which can be modified by a redactor are often called admissible blocks.
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“Unforgeability (and thus accountability) is reached thanks to the computation of a new
tag per message.”

This is one of the major extensions of |Ateniese et al. [2005].

5.5.3.4 Assessment of Sanitizable Signatures with Several Signers and Sanitizers by
Canard et al. [2012]

The scheme of |Canard et al.| [2012] supports the definition of designated modification-parties as the
authors state that

“[... ] a model where one signer (among n) can choose a set of sanitizers (among m).”
Furthermore the scheme also provides to define designated blocks due to

“Given a message m of length | and divided into t blocks [... ], which will be modifiable
by the sanitizer.”

As this scheme strongly bases on|Brzuska et al.|[2009] and Brzuska et al.|[2010b])), the requirement
privacy is supported as well. Finally the authors also proofs that their scheme is accountable.

5.5.3.5 Assessment of Blank Digital Signatures by Hanser and Slamanig [2013]

The proposed template mechanism by Hanser and Slamanig| [2013] fulfils the requirement for desig-
nated parts, as the originator defines the message template, i.e. only the exchangeable parts, defined by
the originator, are modifiable. In addition, the designated modification-parties requirement is fulfilled
as

“Immutability guarantees that no malicious proxy can compute message templates or
templates instantiations not intended by the signer.”

They even prove that their scheme supports the privacy requirement. Finally, the scheme fulfils
the accountability requirement, as the originator/proxy signs the template/message instance with a
conventional signature (which provides accountability in any case).

5.6 Summary and Conclusions

Table [5.1] summarizes the results of the legal and technical assessment. It shows that |Ateniese et
al.| [2005]] and |Klonowski and Lauks| [2006] are assessed to be not suitable for e-Business and e-
Government applications.In contrast, the sanitizable signature schemes of |(Canard and Jambert| [2010]
and (Canard et al.| [2012] as well as blank digital signatures of |Hanser and Slamanig| [2013]] meet
all technical requirements. Hence these schemes are appropriate for the use in e-Business and e-
Government applications. In addition, blank digital signatures fulfil the requirement on qualified
electronic signature. Nevertheless, obstacles hindering an application of these schemes in real ap-
plications exist. Concrete implementations for these signature schemes do not exist yet or are not
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compliant to the recommended advanced signature formats defined by the European Commission De-

cision 2014/148/EC.

To overcome these issues, the most promising editable signature scheme - blank digital signa-
tures by Hanser and Slamanig| [2013]] - have been chosen to be extended, as a core-implementation is
available [Derler}, 2013]]. Section [6]elaborates on these extensions in detail.

Table 5.1: Assessment summary (legal and technical) of examined editable signature schemes

Signature Account- AdESY QE Des. Des. Privacy Struc.  2014/148/EC
Scheme ability MPf|  Parts data Compl.

, x v o ox Y v v v ~
Ateniese et al.
[2005]
Canard and Jam- v v s v v v v ~
bert [2010]
Canard et  al v v % v v v v ~
[2012]
Klonowski and v s v v v v ~
Lauks|[2006]

v v v v v v v ~

Hanser and Sla-
manig| [2013]]

v = applied/supported, X = not applied/supported and ~ = partly applied/supported

“AdES = Advanced Electronic Signature

»QES = Qualified Electronic Signatures

“Designated modification-party
9This scheme supports accountability only for the version where accumulators are used. In case the bloom filter is used
accountability is no achievable.
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Chapter 6

An Advanced Editable Signature Scheme

“Science is organized knowledge.”

[ Herbert Spencer ]
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6.1 Introduction

The quintessence of the digital document sanitizing problem [Miyazaki et al.l 2003] is that conven-
tional signatures immediately break if the signed data are modified. In Section [3.3.1.3] editable sig-
natures are presented as a common approach to solve this problem. Editable signatures allow for
(pre-defined) modifications of signed, but preserve the authenticity and integrity of the unchanged
data. This enables more sophisticated next-generation applications in the area of open government
data, identity management and public administration procedures (cf. Section and Part |l]] for
details).

The previous Chapter [5] has evaluated and assessed different editable signature scheme. It has
shown that only a few number of editable signature scheme are applicable in the e-Government do-
main. Namely, these are the sanitizable signature schemes of (Canard and Jambert| [2010] and (Canard
et al.[[2012] as well as the blank digital signature scheme of Hanser and Slamanig| [2013]] (cf. Sec-
tion [5.5). For those positively assessed schemes core implementations usually exist. These core
implementations focus on the cryptographic implementation. Hence, they lack on applicability in the
e-Government domain, especially concerning the support of standardised interfaces or standardised
signature and data formats.

To bridge this gap, the present chapter presents the implementation of an advanced editable sig-
nature scheme. As basis for this implementation, the core implementation of blank digital signatures
(BDS) has been chosen, as this signature scheme has been additionally assessed to fulfil the require-
ments for qualified electronic signatures (cf. Section[5.5.1)). Based upon the existing core implementa-
tion [Derler, [2013]], an advanced editable signature scheme creating XML-based advanced electronic
signatures (XAdES signatures) is implemented. This advanced signature scheme is applicable to any
XML based content. This is beneficial as many e-Government based applications rely on XML based
data and XAdES signatures are compliant to the signature reference formats defined by the European
Commission Decision 2014/148/EC [European Commission, 2014a].

The remainder of this chapter is structured as follows. Section defines requirements for the
implementation of an advanced editable signature scheme. In Section [6.3] the existing core imple-
mentation of BDS is described in detail. Additionally, it includes an analysis of the parameters and
values used in the BDS core implementation. Following Section [6.4]introduces the architecture for the
advanced editable signature scheme based upon the BDS core implementation. Section[6.5]elaborates
on the concrete implementation of this architecture. Finally, Section [6.6|evaluates this implementation
against the defined requirements and draws conclusions.

6.2 Requirements

This section defines general requirements for the implementation of an advanced editable signature
scheme as considered to be necessary by the thesis author. They must be applicable to any advanced
editable signature scheme, when used in e-Government applications and services. Hence, following
requirements are defined:

Applicable to standard data formats: The advanced editable signature scheme must be applicable
to standardised data formats. Depending on the use case, the scheme may be applicable to a
single data format such as XML [Bray et al., 2006[] or PDF [[SO/IEC, [2008]].
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Standardised signature format: The signatures created by the advanced editable signature scheme
must be compliant to a standardised signature format. When deployed in the e-Government
domain, the signature format must be one of the reference formats defined by the European
Commission Decision 2014/148/EC [European Commission, [2014al.

Complexity and integration effort: Editable signature schemes are usually far more complex as
conventional signature schemes. Nevertheless, an advanced editable signature scheme should
hide the complexity to the user as far as possible. In addition, in the e-Government domain
various applications and service are already deployed. Although advanced editable signatures
target on next generation applications, existing infrastructures and applications should be taken
into account to reduce the integration effort when advanced editable signatures are deployed.

Rely on existing core implementations: Existing core implementations of editable signature schemes
are usually well assessed by the research community. Especially from a security perspective the
signing features of these core implementations can be considered to be secure. Hence, it is
reasonable that advanced editable signature schemes should rely on such core implementations.

6.3 Existing BDS Core Implementation

On the one hand BDS has been the best assessed editable signature in Chapter[5] on the other hand it
is also the most flexible editable signature scheme. Therefore BDS has been chosen for implementing
an advanced editable signature scheme. In the following subsection the process flow of the BDS core
implementation is described. Then the BDS template and message format is presented. Finally, it is
evaluated how this implementation can be used for an XAdES-based implementation of an advanced
editable signature scheme. This mainly comprises an analysis of the use parameters and values in the
BDS process flow.

The entire BDS process consists of following entities: (a) a trusted third party (TTP) for attesting
keys and issuing certificates, (b) an originator, who creates signed templates, (c) a proxy, who is
assigned by the originator to create a signed message instances based upon the templates and (d) any
entity, which receives the signed message and is able to verify it.

6.3.1 Process Flow

Figure illustrates the process flow of the core implementation. The process flow bases upon the
basic principle presented in Section|5.2.1.3|and consists of following steps:

Step 0: First of all the key pairs for the conventional digital signature scheme (DSS) are generated
and attested by the TTP - for the originator and the proxy as well.

Step 1: Afterwards, by using the security parameter A'|and the maximum template size ¢, the public
parameters pp for BDS are created by using function K. These parameters are made publicly
available for all involved entities.

!This security parameter also contains the system parameters sysparams.
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Step 2: The originator defines an appropriate template 7' (see Section for the template format)
and signs it by using function S and following parameters: her private signing key skg;?;g ,
kDSS

the proxy’s public verification key pkp,>° . the template 7" and the public parameters pp. This

creates the template signature o7 and a private template-dependent key sk’ Prozy- Both of them
are sent to the proxy.

Step 3: The proxy verifies the template signature o7 by using the function V- and additionally using
the template 7', the originator’s public verification key pkg;?;g , the private template-dependent
/{IDS S

key skT Proxy, her public verification key pkp,7  and the public parameters pp.

Step 4: If the template signature verification was successful, the proxy creates the message M out of
the template 7'. Then she creates the message signature o s by using function I with following
parameters: the template 7', the message M, the template signature o7, the private template-
dependent key sk’ Prozy» her private signing key sk]’:}ﬁgy and the public parameters pp. Finally,

message M and message signature o, can be passed to any entity.

Step 5: By using the message M, the message signature o 57, the public verification keys of originator
and proxy (pkgrsl-g and pkgfoiy) and the public parameters p, any entity is able to verify the
message signatures via the function V. In case the verification is positive, the message M is a

valid instance of the template 7.

6.3.2 BDS Template and Message Format

The BDS core implementation uses a specific template and message format, which is tightly bound to
the implementation itself. Hence an analysis of this format is needed. According to [Derler, 2013],
Figure |6.2|and Figure|6.3|illustrate the template and the message forma The template format allows
several message elements within one templateentry element. In contract, the message format
allows only one message element, which represents the selected choice. In addition, the message
element contains an attribute t ype with following three options: (a) blank to denote any message
blocks, which can be inserted by the proxy (but limited to the value given in the 1ength attribute), (b)
exch denotes a message block, which can by exchanged by the proxy (possible message blocks are
given in the text elements) and (c) £ix to denote fixed (non-modifiable) message blocks whereas
the fixed message block is given in the text element. Obviously, this format is applicable to any
unstructured text based message, but lacks on XML based data.

Finally, as last element, the signature element represents the template signature in the template
format and the message signature in the message format. Obviously the format of this signature
element is proprietary and does not follow any standard or specification.

6.3.3 BDS Parameter Analysis

During a BDS core process different parameters are exchanged between the affected parties. Here,
the exchanges between originator and proxy as well as between proxy and any entity are of special

249’ means at most once, “+” means at least once and “*”” means any number of times.



6.3. Existing BDS Core Implementation 97

Trusted Third "
ParvTTP
| Attestation | Attestation - | i
»
| DSS key pair DSS key pair |
Steo 0: Key generation and attestation for DSS sk**orig ... Private Sk*proy ... Private
signing key signing key
kasso,.x ... Public pkmpmxv ... Public
K(K, t) T verification key verifiction key
Step 1: Public parameters for BDS !
pp | PP pp
>
BDSS
pp ... Public parameters
LJ
Template creation
. . T ... Template
Step 2: Template creation and template signature ' ' '
I i I I
| Template signature | |
S(T, PP, sk**%orig, Pk™**orony)
On SkTmev -
Of ... .. Template Signature
skTp,‘,xv . Template dependent
private key
-
Verification template signature
Step 3: Verification template signature f P 9
VA(T, o1, PP, Pk 0rigy K bronys
| | PR pron) !
i i > {true/false} i
T
[ Message instantiation and
Step 4: Instantiation and message signature message signature
1T, M, 61, PP, 5K browys K™ proxy)
om M >
"T'] om..... Message signature
Step 5: Verification message signature M...... Message
Verification message ignature

VM, G, PP, PR prorys PK 0rig)

{true/false}

Figure 6.1: Process flow: BDS core implementation

1 |<template id="...">

2 (<templateentry>

3 (<message type="blank| |exch||[fix" length="[Integer]">

4 (<text>[String]</text>)?

5 </message>) *

6 </templateentry>) +

7 (<signature>

8 <signaturevalue>[Base64 encoded string]</signaturevalue>
9 (<keyId>[String]</keyId>)?

10 (<ttpcert>[Base64 encoded string]</ttpcert>)?

11 (<originatorcert>[Base64 encoded string]</originatorcert>)?
12 (<proxycert>[Base64 encoded string]</proxycert>)?

13 </signature>)?

14 |</template>

Figure 6.2: BDS template format
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1 | <instance R

2 (<message "blank| |exch| | fix" "[Integer]">

3 <text>[String] </text>

4 </message>) +

5 (<signature>

6 <signaturevalue> [Base64 encoded string]</signaturevalue>
7 (<keyId>[String]</keyId>)?

8 (<ttpcert>[Base64 encoded string]</ttpcert>)?

9 (<originatorcert>[Base64 encoded string]</originatorcert>)?
10 (<proxycert>[Base64 encoded string]</proxycert>)?

11 </signature>)?

12 | </instance>

Figure 6.3: BDS message format [Derler, 2013|]

interest. During these exchanges the respective signatureﬁ are sent from one party to the other one.
The analysis of all other exchanged parameters is vital too as they are needed for the verification of
the signatures. Hence, Table[6.1] lists all exchanged parameters for both exchanges.

Table 6.1: BDS parameter analysis

Originator < Proxy ‘ Proxy < Any Entity ‘ Meaning
sysparams ‘ sysparams ‘ BDS system parameters
pp ‘ pp ‘ Public BDS parameters
or ‘ ‘ Template signature value
‘ oM ‘ Message signature value
skT Prozy ‘ ‘ Private template-dependent key
pk:gfig pkfgif:y Public verification keys of originator
and proxy
T ‘ ‘ Template
‘ M ‘ Message

6.4 Architecture

In this section, the architecture of the BDS based advanced editable signature scheme is presented.
First of all, to fulfil the defined requirements the architecture must consider two main extensions to
the core implementation. These extensions are:

Template/message mapping: As indicated in the previous section, the template/message format of

3That means the template signature is exchanged between originator and proxy. The message signature is exchanged
between proxy and any entity.
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Figure 6.4: Architecture of the advanced editable signature scheme

the BDS core implementation cannot directly re-used for XML based data. To be applicable for
XML data a mapping must be introduced to map from the XML data to the template/message
format and vice versa. Therefore an appropriate advanced template/message format must be
specified and a re-mapping mechanism must be provided.

XAdES based signatures: The BDS core implementation uses a proprietary format for the template
and the message signatures, which is not compliant to any standard or specification. To be
applicable for real life applications, this format must be changed to an approved standard. In
the e-Government context the signature format XAdES for advanced electronic signatures is the
best choice (cf. Section[5.3), as the implementation is intended to be used for XML based data.

Figure [6.4] shows the architecture of the advanced editable signature scheme including the needed
extensions. Central point is the BDS core implementation. First of all an appropriate advanced tem-
plate or message must be defined based upon the XML data to be signed. Via a mapping component
this advanced template or message format (see Section for details) is mapped to the BDS core
implementation format. Then the core implementation creates the template or message signature and
produces the BDS output format including the signature in a proprietary signature format. Then the
XAdES generator transforms this proprietary format into the XAdES based signature format. Finally,
by using the re-mapping mechanism the advanced template or message format, including the XAdES
signature, is optionally transformed to the original inputted XML format.

6.5 Implementation

This section elaborates on the implementation of the architectureﬂ The focus is given on the exten-
sions of the core implementation, namely the template and message mapping as well as the transfor-
mation of the proprietary signature format to an XAdES based signature.

4Credits for the implementation go also to Christian Maierhofer.
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6.5.1 Template and Message Mapping

To be applicable for XML based data an advanced template and message format must be introduced.
This format must support the different types (£1x, exch and blank) of message blocks. Listing
gives an example of this advanced format. Here an element bdssType is specified, which value
can be set to exch or blank indicating if the following message block can be exchanged or any
other message block can be inserted by the proxy. For instance, within the element as : GivenName
the bdssType is set to exch and the following value elements define the message blocks which
can be used by the proxy. Analogous this is the same case for the as: IdNumber element. For the
element as:FamilyName the type blank is defined. That means the value element specifies the
initial message block (which is Doe), but the proxy is able to exchange this message block with any
other block. Finally, the element as:DateOfBirth does not contain a bdssType, which means
that this message block is fixed and cannot be modified by the proxy.

The setup of the as : GivenName shows also how the advanced editable scheme can be used to
redact messages. As shown in Figure [6.5|the given name is defined as exchangeable, whereas the first
value element defines the default value, which is John. Based upon this template the proxy is able

to redact the given name by selecting the second choice, which is a “x”. Thus the proxy has redacted
the given name.

Listing 6.1: Final XSL transformed result

<?xml version="1.0" encoding="UTF-8"7?>
<as:Assertion xmlns:as="urn:as">
<as:Person>
<as:Name>
<as:GivenName>
<bdssType>exch</bdssType>
<value>John</value>
<value>x</value>
</as:GivenName>
<as:FamilyName>
<bdssType>blank</bdssType>
<value>Doe</value>
</as:FamilyName>
</as:Name>
<as:DateOfBirth>11.08.1984</as:DateOfBirth>
<as:IdNumber>
<bdssType>exch</bdssType>
<value>123456</value>
<value>x</value>
</as:IdNumber>
</as:Person>
</as:Assertion>

The presented mapping may be re-mapped to the original XML format at the end. Therefore XSL
stylesheet transformations are used. These transformations are also covered by the signature and en-
able the receiver of the signature to rebuild the original format. Section [6.5.2.2] gives more details
on the signature processing. In addition, Appendix [A| contains such XSL stylesheet transformations
within the exemplary signatures and gives an example of the re-mapped original XML format repre-
senting the final result.
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This is an assertion: This is an assertion:

f . [John . i s [*
Givenname: Redaction Givenname: ‘

% ?-

Template Message
(signed by the originator) (signed by the proxy)

Figure 6.5: Example: Advanced editable signature used for redaction

6.5.2 XAdES based Signature

To transform the proprietary BDS signature format of the XAdES format following aspects must be
considered:

* Which BDS parameters must be included in the XAdES signature format to enable the verifica-
tion of the signature?

* How can these parameters mapped into the XAdES format?

* Which differences of the XAdES and BDS processing must be taken into account?

The following subsections elaborate on the parameter mapping and the signature processing.

6.5.2.1 XAdES Parameter Mapping

Table shows the parameters of the BDS core implementation, separated for the template and mes-
sage signature, and how they are mapped. Here the parameters are encoded within the appropriate
certificate or the XAdES scheme. To summarize the parameter analysis, all BDS parameters fit into
the XAdES structure or can be encoded in the certificates. In the following section the signature
processing is described in detail.

6.5.2.2 Signature Processing

The conventional XAdES processing and the processing needed for the advanced editable signature
scheme distinctly differs. Figure[6.6|illustrates the typical SignedInfo element of the advanced ed-
itable signature scheme basing upon BDS. Besides a canonicalization method, which defines a normal-
isation of the XML data, the signature method is specified as http://www.iaik.tugraz.at/—
bdss#ECDSAwithSHA256. This specified URL indicates that the present signature is not a conven-
tional XAdES signature, but a BDS based signature. Hence, it is indicates that the processing differs.
Furthermore the SignedInfo element contains following references:

* Reference to the dsig:Object element containing the template or message (depending if the
signature represents a template or instance signature)

* Reference to the signed XAdES properties as defined by the XAdES specification [ETSI,[2010b].
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Table 6.2: BDS parameter analysis

Template signature

Message signature

Mapping

sysparams

sysparams

BDS system parameters are encoded as an extension in the
originator and proxy certificate.

pp

pp

Public BDS parameters are encoded as an extension in the
originator and proxy certificate.

or

Template signature value is encoded in the element
dsig:SignatureValue of the template signatureﬂ

oM

Message signature value is encoded in the element
dsig:SignatureValue of the message signature.

T
sk Proxy

Private template-dependent key is encoded in the template
signature value o.

DSS
pkOrig

DSS
karoxy

Public verification keys of originator and proxy are en-
coded in the originator or proxy certificate. The mapping
of the certificate depends whether it is a template or
message signature. The signer certificate is mapped
to the element dsig:KeyInfo/dsig:X509Data-
/dsig:X50 9Certificate@ and the other cer-
tificatd” is mapped as additional XAdES property
to the element =xades:UnsignedSignature-
Properties/xades:CertificatevValues-
/xades:OtheCertificate-

/dsig:X50 9Certificateﬂ

Template is mapped to a dsig:0Object of the template
signature (in case of an enveloping signature) or represents
the root element, which itself includes the template signa-
ture (in case of an enveloped signature).

Message is mapped to a dsig:0Object of the message
signature (in case of an enveloping signature) or represents
the root element, which itself includes the message signa-
ture (in case of an enveloped signature).

“dsig denotes the namespace for XMLDSIG [Bartel et al., [2008].
b Additionally, some signer certificate values are stored as signed XAdES properties according to the XAdES specifica-

tion [ETSI, 2010b].

“For clarity: In case of a template signature the originator certificate is the signer certificate. In contrast, for a message
signature the proxy certificate is the signer certificate. See also the example signatures given in Appendix@
42ades denotes the namespace for XAdES [ETSI, [2010b]



6.6. Evaluation and Conclusions 103
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<ds:Signedinfo> -~ ! Reference to the ]
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/> - _y: !
<ds:SignatureMethod Algorithm="http://www.iaik.tugraz.at/bdss#ECDSAWithSHA256"/> _ _ - ====T "~ \ template or :
<ds:Reference Id="Reference-c7b5c8fc-1a" URI="#Object-c7b5c8fc-1"> —==="" | message |
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/> L e Tt !
<ds:DigestValue/> P = L]
<lds:Reference> - + - -»! Reference to the !
<ds:Reference Id="Ref-c7bSc-1b" = __ocem======"T""7"7 | i |
Type="http://uri.etsi.org/01903#SignedProperties” | Slgned XA_dES |
URI="#SignedProperties-c7b5c8fc-1"> :_ properties !
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/> | ~ —~=T=======7%
<ds:DigestValue>imjdswvFIXFxhWoiZuf9lqo6Ma2KEHT3003qLg+9S0c=</ds:DigestValue> P —— !
<gd5;§f~;ference>d SLIR oLt | References to the !
<ds:Reference Id=" " URI="# e - -
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/> ’: XSL stylesheet :
<ds:DigestValue>sNPIMcbCVIMCmMC6EPIcMHVDggroHawN36UK7UVrOG6HI=</ds:DigestValue> I transformations |
</ds:Reference> \ (for the |
<ds:Reference Id="XSL2R" URI="#XSL2"> — - - =T~ ----TTT---T-TTT - TT o= == . :
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/> L re-mapping) \
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</ds:Signedinfo>

Figure 6.6: SignedInfo element of a template and message signature

» References to the XSL stylesheet transformations used for the re-mapping of the template or
message format to the original XML data format.

For conventional XAdES signature this SignedInfo element is signed. This is not the case for
the BDS based signature. Therefore the digest values of the XAdES properties and the XSL stylesheet
transformations must be added to the template as fixed values to ensure that they are also signed.
Hence, the authenticity and integrity of the XAdES properties and the XLS stylesheet transformations
are ensured.

6.6 Evaluation and Conclusions

The presented implementation has shown that advanced editable signatures can fulfil the requirements
given by the e-Government domain. That means advanced editable signatures can be deployed in
e-Government services, ensuring the authenticity and integrity of sanitized data. In detail, Table [6.3]
compares the defined requirements and indicates how these requirements have been fulfilled by the
presented advanced editable signature scheme.

The presented advanced editable signature format is - to the best of the thesis author’s knowledge
- the only existing editable signature implementation, which is applicable to applications and services
in the e-Government domain. In Part [[II] of this thesis the introduced implementation is one of the
cornerstones for achieving next generation applications for e-Documents.



104 Chapter 6. An Advanced Editable Signature Scheme

Table 6.3: Evaluation result against the identified requirements

Requirement Fulfilled through

Applicable to stan- | The presented implementation supports the standard format XML. Thus
dard data formats it is applicable to any XML-based data format.

Standardised The advanced editable signature scheme implementation bases upon the
signature format advanced electronic signature format XAdES. All required data and pa-
rameters can be mapped into the XAdES scheme. Nevertheless, the
processing for the XAdES-based BDS signature must be changed, as the
BDS processing is clearly different from the conventional XAdES pro-
cessing. That means the presented solution is compliant to the XAdES
scheme, but the processing itself is not fully compatible.

Complexity and in- | The architecture and the implementation have been designed to hide the
tegration effort complexity of the BDS scheme. Additionally, a further focus has been
set to reduce the integration effort into existing infrastructures. This is
also manifested through the support of the standard data format XML
and the XAdES based signature.

Rely on existing | The presented implementation fully relies on the existing BDS core im-
core implementa- | plementation. Appropriate mappings have been defined to map between
tions the BDS template/message format and the advanced template/message
format allowing to be applicable to XML based data.
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Electronic Document Processing

“Science may never come up with a better office communication system than the coffee
break.”

[ Earl Wilson ]
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7.1 Introduction

Electronic documents are one of the main pillars in electronic information exchange. Hence, the pro-
cessing of e-Documents is essential for electronic communication. In particular, this applies for public
administration procedures. As underpinned by the “Study on eGovernment and the Reduction of Ad-
ministrative Burden” [European Commission, 2014c]| and the final report on “The functioning and
usability of the Points of Single Contact under the Services Directive” [European Commission, 2012],
existing public administration procedures lack on efficiency. Here, the processing of e-Documents
is a bottleneck, as incomplete or wrong data usually requires manual interaction to proceed with the
procedure. This manual interaction renders a simplification of administrative procedures impossible
and prevents efficiency increase.

To avoid manual interaction and thus to efficiently process e-Documents, data validation and data
extraction find a way out. Thereby, data validation enables to verify if all needed data is available and
must not be manually requested in a later stage of the process. For sure, data validation mechanism ex-
ists, but they allow simple validations only. Nevertheless, for complex processes and procedures more
sophisticated approaches for data validation are needed. Such an approach, which enables complex
data validations, is presented in this chapter.

In addition, data extraction enables the extraction of data out of available e-Documents. This can
be used to automatically complete missing data. That means, using appropriate data validation and
data extraction mechanisms enable an efficient processing of e-Documents by eliminating the need for
manual interactions. Hence, this chapter also presents a comprehensive approach for the extraction of
data out of available e-Documents.

Both presented approaches are applicable to meta data as well as document dateﬂ Thereby, meta
data represents data about the data, which means for instance the issuer or creator of an electronic
document. Meta data is usually available in a structured form [DLM Forumy, 2011; DCMI, |2012f]. In
contrast, document data represents the real “payload” data. In case of a birth certificate, the name and
date of birth of the person represent (parts of) the document data.

The remainder of this chapter is structured as follows. Section identifies requirements for
the architecture and implementation of comprehensive data validation and data extraction units. In
Section the architectures of these units are introduced. This includes the general architecture
description and sequence diagrams showing the process flow. Section [7.4]presents the implementation
of this architecture based upon XML structured data. Finally, Section evaluates the approach and
draws conclusions.

7.2 Requirements

This section defines general requirements for the efficient processing of e-Documents. These require-
ments base upon the assumption that an infrastructure for processing e-Documents already exists and
that the prevention of manual interaction is required for efficient processing. The requirements must
be fulfilled by the architectures and implementations. Following requirements are defined by the thesis
author:

'In general, this chapter uses the term data to denote both - meta and document data. If it must be distinguished between
meta and document data it is written explicitly.
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Integration effort and existing infrastructures: The integration effort must be minimized. In addi-
tion, the data validation and data extraction units must be easy integrable into existing infras-
tructures.

Modularity: Both, architecture and implementation must be modular and rely on well specified in-
terfaces. This ensures that modules are easy exchangeable and that new modules are straight-
forward integrable if they base upon the specified interfaces.

Adaptability: The units must be easy adaptable to be applicable for different use cases. This should
be ensured via an appropriate configuration unit, which allows for different adaptions and ad-
justments.

Automatic processing: Architecture and implementation must be designed to allow automatic pro-
cessing without the need of additional manual interactions.

7.3 Architectures

7.3.1 Data Validation

Data validation in context of public administration procedures has only been slightly discussed so far.
Figure illustrates the architecture of the data validation unit. Inputs are a profileld for selecting
a pre-configured validation profile and the data to be validated. Output is the respective validation
result. The architecture consists of following core components:

Configuration: The configuration defines validation Profiles, whereas each profile has a unique iden-
tifier (=profileId). Each profile includes details about the validation process and consists
of required and optional information. First, it contains information about the structure which
the data has to follow. Second, it optionally contains further information about the content of
the data. Such content information contains a path and a value, or a regular expression. The
value or regular expression defines which content a data field must have and the path defines the
location of these data field in the entire data. For illustration, suppose we have a profile for a
birth certificate. The structural information may specify that the data must contain the name of
the mother, father, and child. Optional content information may be that the child’s name must
be John Doe. Concrete validation profiles are defined in this configuration.

Structure Validation: This unit takes the validation request (including the profileId and the
data) as input and is responsible for the structural validation. It consists of the Structure Bro-
ker, which gets the required structural information from the configuration (using the profile
Id) and triggers the Parser/Validator. The parser parses and validates the data against the struc-
tural information. Finally, the parser produces the structural validation result, which is sent to
the Result Generator. In case the validation was successful and the content validation is acti-
vated in the configuration, the parsed data and the profileld are sent to the content validation
unit.

Content Validation: The (optional) content validation takes the profileId and the parsed data as
input. The Content Broker obtains the content information from the configuration and hands
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Figure 7.1: Architecture: Data validation

them over to the Content Verifier. For each content information, the path is evaluated to get the
concrete data field. The content of these data field is verified against the given value or regular
expression and produces a content verification result. Finally, all content verification results are
sent to the result generator.

Result Generation: The result generator collects the structural validation results (Structural Result
Mapping) and content verification results (Content Result Mapping). These parser and verifier
specific results are mapped to common result codes, which are finally composed to a common
validation result in the Common Result Generator.

Figure[/.2|shows the sequence diagram for the data validation unit. According to this diagram the
process flow consists o

1. First of all, appropriate validation profiles must be configured by the operator or administrator
of the data validation unit.

2. The Authority sends a data validation request to the Structure Validation. This request includes
the data to be verified and a profileld selecting a certain validation profile.

3. The Structure Validation verifies the request and extracts the profileld.

21t is assumed that an authority operates and uses the unit.
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. Based upon the profileld, the information from the selected validation profile is retrieved from

the Configuration.

. The data is then parsed and validated against the structural information contained in the valida-

tion profile.

. The result of this structural validation is sent to the Result Generator.

. In case a content validation is configured and the data has been successfully parsed, the parsed

data and the profileld are forwarded to the Content Validation.

. The Content Validation retrieves the content information from the validation profile, by using

the profileld.

. For each configured content validation, the path information is evaluated to select the data field

to be verified and verifies this data field against the given value or regular expression from the
validation profile.

The content verification result is forwarded to the Result Generator.

The Result Generator generates a common validation result by mapping the individual results
to common result codes.

Finally, the Result Generator returns this validation result to the requesting Authority.

7.3.2 Data Extraction

Figure[7.3|shows the architecture of the data extraction unit. Inputs are a profileId for selecting a
pre-configured extraction profile and the document s, which contain data to be extracted. Output is
the respective extracted data. The architecture consists of following core components:

Configuration: The configuration specifies information about the supported document formats (For-

mats) and extraction profiles (Profiles). The extraction profiles contain general and specific
information about the extraction facilities of the supported document formats. In addition, it
includes concrete data fields that are intended to extract. Here, simple template matching mech-
anisms [Huang et al., 2006] or more sophisticated approaches such as ontologies can be used
(Template/ontology information). Extraction profiles and supported document formats are de-
fined in the configuration. This is usually done by or on behalf of the authority, which wants to
query the data validation unit.

Format Detection: This unit gets a data extraction request (including the profileId and the doc

ument to be extracted). The Format Analysis unit verifies the request and receives the supported
document formats from the configuration. Then it triggers the Hierarchic Assessment unit to
assess the document format. The result of the assessment (format information) is then sent to
the central Broker including the document itself and the profileId.

Broker: The main objective of the central broker is to create an extraction request for the specific

document. This request includes the document itself as well as the general and format-specific
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Figure 7.3: Architecture: Data extraction

extraction information. Thereby, the extraction information is gathered from the configuration.
The request is sent to the Format Specific Extraction unit via a common Connector interface.
After the broker has received the specific extraction result from the extraction unit, the broker
forwards the result to the Result Generator.

Format specific Extraction Units: These units are responsible for data extraction out of the docu-
ment. For each supported document format such an extraction unit exists. Each of these units
must implement the common connector interface. In general, such a unit consists of a Format
Specific Parser to parse the document and a Format Specific Extractor. The extractor extracts
the requested data and returns a specific extraction result to the central Broker.

Result Generator: The result generator collects the extraction results and creates a common extrac-
tion result.

Figure[/.4]illustrates the process flow of the data extraction unit by means of a sequence diagram.
According to this diagram the process flow consists 0

1. Initially, appropriate extraction profiles and supported formats must be configured by the oper-
ator or administrator of the data extraction unit.

2. The Authority sends a data extraction request to the Format Detection. This request includes the
document, which is used for the extraction, and a profileld selecting a certain extraction profile.

3. The Format Detection verifies the request and extracts the profileld.

31t is assumed that an authority operates and uses the unit.
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. Supported formats are retrieved from the Configuration as MIME types.

. The Format Detection analyses the format of the received document and verifies if the assessed

format is supported. If it is supported, the assessed format, the document and the profileld are
then forwarded to the Broker.

. The Broker retrieves the extraction profile information from the Configuration by using the

profileld from the request.

. The Broker creates an extraction request for the format specific extraction and forwards the

request, via the common Connector to the appropriate Extraction Unit.

. The Extraction Unit verifies if the request follows the defined rules.

. Then the document is parsed using the document-specific parser.

The data is extracted by using a template matching mechanism or ontology information, re-
trieved from the Configuration.

The format specific extraction result is returned, again via the common Connector, to the Broker.
The Broker forwards the result to the Result Generator.

The Result Generator generates a common extraction result by mapping the individual results
to common result codes.

Finally, the Result Generator returns this extraction result to the requesting Authority.
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7.4 Implementation

7.4.1 Overview

Based upon the presented architectures, units for the data validation and data extraction have been im-
plemented as SOAP Web-Service. These modules represent a proof of concept Java implementation
based upon XML. The XML basis has been chosen as e-Government services related to e-Documents
often rely on XML based data. Hence an XML-based implementation seems to be a reasonable de-
cision. The following subsections elaborate on the implementation of the data validation and data
extraction in detail.

7.4.2 Data Validation

The implementation of the data validation bases upon the presented architecture. It uses XML schemes
[W3C|[2012] for the structural validation and XPatIE] evaluation for the content validation.

Input for the data validation is a data validation request, which is illustrated in Figure The
request consists of following elements:

SingleDataValidation: This element can occur several times, but at least once. It represents a single
data validation. To support bulk requests, several single data validation elements can be included
in one request.

Id (Attribute): Each SingleDatavValidation element contains an optional Id attribute,
which is used to indicate the appropriate result in the data validation response. If no
Id attribute is given, the results are given according to the order of the SingleData
Validation elements.

Content: This element represents the content which should be validated. Thereby the content
can be given directly as XML content via the element XMLContent or as Base64 encoded
value in the element Base64Content.

ProfileId: Within this element the Id of the validation profile given in the configuration is se-
lected.

Output of the implementation is a data validation response, which is shown in Figure and
consists of SingleDataValidationResponse and/or ErrorResponse elements:

SingleDataValidationResponse: This element contains the validation result for each SingleData
Validation given in the request and consists of following child elements and attributes:

Id (Attribute): Gives the Id value from the SingleDataValidation element in the re-
quest (if such an attribute has been specified).

StructureValidationResult: This element represents the validation result for the structural val-
idation. In case of a successful structural validation, the child element Result occurs

#XPath is a W3C recommendation for addressing parts of an XML document and is specified in [Clark and DeRosel
1999].
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Figure 7.5: Data validation request

only once, indicating a successful validation. Otherwise, for each detected structural val-
idation error, a Result element gives information about the error. Thereby the Result
element consists of following elements:

Code: Includes a unique integer code, whereas code “0” indicates a successful validation.
All other values indicate a specific validation error.

Info: Optionally includes a textual description of the code.

XPath: In case of a validation error, this element includes the XPath to the erroneous
content.

ContentValidationResult: This element gives the content validation result, in case a content
validation is specified in the configuration. Similar to the structural validation result, the
content validation result consists of a Result element. As defined above, this element
gives appropriate Code, Info and XPath element indicating a successful or erroneous
content validation.

ErrorResponse: In case of any other error (such as the given profileId in the request, is not spec-
ified in the configuration) an error response is generated, which consists of following elements:

Code: Gives an integer value representing the error.

Info: Optionally includes a text message describing the error.
Figure shows the implementation, which consists of following elements:

Configuration: The configuration bases upon an XML schema. This schema is shown in Figure
and consists of validation profile definitions. These profile definitions contain following ele-
ments:

profileld (Attribute): This attribute represents the profileId, which is used in the data
validation request to select a specific validation profile.

StructureValidation: This element contains the information for the structural validation. The
structural validation is performed by validating the input data against the configured XML
schema, which is given in the element SchemaLocation. This element refers to a
locally given XML schema file.

ContentValidation: This element represents the optional content validation information. For
each content to be verified, a Contents element is given and includes following child
elements.
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XPath: Gives the XPath to the specific XML content element, which is evaluated. Thereby,
the value of this content element is either evaluated against the value given in the
Value element or the regular expression given in the RegExp element.

Value: Gives a concrete value.

RegExp: Indicates a regular expression according to the XML schema specification [W3C|
2012].

Structure Validation: For parsing the input data against the pre-configured XML schema, a SAX-
Parsezﬂis used. This parser is configured and started by the Structure Broker. After parsing the
input data the parser returns the validation result to the broker. This result either indicates that
the parsing was successful or gives detailed information about the parsing error. Finally, this
SAX-Parser specific result is forwarded to the SAXParser Result Mapping.

Content Validation: For the content validation the configured XPaths are evaluated to get the ad-
dressed elements. Thereby, the Content Broker configures and starts the XPath Evaluation. The
values of these addressed elements are then verified against the configured value or regular ex-
pression. The results of these verifications are then forwarded to the XPath Evaluation Result
Mapping.

Result Generation: The SAXParser Result Mapping and XPath Evaluation Result Mapping map the
SAXParser-specific/XPath-specific results to a common validation result. Finally, the Common
Result Generator creates data validation response, which is returned.

7.4.3 Data Extraction

The presented architecture for the data extraction has been implemented on a proof of concept basis.
Hence this implementation enables the extraction of data out of PDF and Microsoft Wor(ﬂ documents,

http://www.saxproject.org/,
That means Microsoft Word documents in the Office Open XML Format [ECMA| |2012]]. This format is denoted as
DOCX.


http://www.saxproject.org/
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as these formats are widely used, and returns the extraction result as XML content. As specified by
the architecture, all required extraction information is given via pre-configured extraction information
in the configuration. The extraction itself is done via a template matching mechanisms similar to the
approach presented by Huang et al.| [2006].

Input for the data extraction is a data extraction request, which is illustrated in Figure The
request consists of following elements:

SingleDataExtraction: This element can occur several times, but at least once. It represents a single
data extraction. To support bulk request, several single data extraction elements can be included
in one request.

Id (Attribute): Each SingleDataExtraction element contains an optional Id attribute,
which is used to indicate the appropriate result in the data extraction response. If no
Id attribute is given, the results are given according to the order of the SingleData
Extraction elements.

Content: This element represents the document which should be validated. Thereby the con-
tent is given as Base64 encoded value in the element Base64Content.

ProfileId: Within this element the Id of the extraction profile given in the configuration is se-
lected.

Output of the implementation is a data extraction response, which is shown in Figure and
consists of SingleDataExtractionResponse and/or ErrorResponse elements:

SingleDataExtractionResponse: This element contains the extraction results for each SingleData
Extraction given in the request and consists of following child elements and attributes:

Id (Attribute): Gives the Id value from the SingleDataExtraction element in the re-
quest (if such an attribute has been specified).

ExtractionResults: This element represents the different extraction results for the configured
extraction information in the requested extraction profile. Thereby, this element consists
of following elements and attributes:

Extractionld (Attribute): Represents the Id given in the configuration to indicate the
appropriate extraction information. For instance, the Id “Documentlssuer” may rep-
resent the extraction information, which is needed to extract the issuer of the given
document.
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Code: Includes a unique integer code, whereas code “0” indicates a successful extraction.
All other values indicate a specific extraction error.

Info: Optionally includes a textual description of the code.

Value: In case of a successful extraction (Code “0), this element contains the extracted
content.

ErrorResponse: In case of any other error (such as the given profileld in the request, is not specified
in the configuration) an error response is generated, which consists of following elements:

Code: Gives an integer value representing the error.

Info: Optionally includes a text message describing the error.
Figure[7.11]illustrates the implementation, which consists of following elements:

Configuration: The configuration bases upon XML for which an XML schema has been created.
This configuration schema is shown in Figure and consists of extraction profile definitions
and supported document formats. It contains following elements:

Profiles: This element represents the extraction profiles and can occur once or more. For each
profile any number of different extraction information can be given. Hence, this element
consists of:

profileld (Attribute): This attribute represents the profileId, which is used in the
data extraction request to select a specific extraction profile.

Extraction: This element represents a single extraction information. It consists of a re-
quired ExtractionId Attribute, to indicate a unique Id for the extraction, and an
optional element Template. In general it is distinguished between meta data to be
extracted and document data to be extracted. For the meta data extraction a speci-
fied extraction Id must be given and the supported extraction units must support the
extraction of this specific meta datzﬂ In contrast the document data extraction bases

"For instance, the specified Id “DocumentIssuer” means the meta data issuer from the given document. Thereby the
implementation defines standard meta data Ids and their interpretation.
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Figure 7.11: Data extraction implementation

upon a template matching mechanism. Hence, an element Template must be given,
which consists of a choice of following elements:

Value: Gives a concrete value for the template match.

RegExp: Indicates a regular expression for the template match according to the XML
schema specification [W3C, 2012].

SupportedFormats: This element lists MimeType child elements, indicating the supported
document formats (by using the corresponding MIME types) for the data extraction.

Format Detection: This module simply takes the given document and tries to parse the document
with the PDF and the DOCX parser. Depending on the output a PDF, DOCX or a not supported
format has been detected.

Broker: Based upon the format detection result the broker forwards to the result generator (in case
of a not supported format) or creates a format specific extraction request out of the extraction
information retrieved from the configuration.

DOCX/PDF Extraction Unit: For the data extraction, the document is parsed in a first stage by the
format-specific parser. Depending on the extraction information the meta data is extracted from
the document and the document data is extracted by using the specified templates. For the
extraction of PDF documents the Apache library PDFBox ﬂ is used. For extracting content of
Microsoft Word (DOCX) documents the Apache library POI ﬂ is used.

Result Generation: Finally, this unit maps the specific results into a common extraction result and
returns the data extraction response.

$PDFBox is an open source Java PDF library and available on|http: //pdfbox.apache.org/|
POl is an open source Java API for Microsoft Documents and is available on http://poi.apache.org/!


http://pdfbox.apache.org/
http://poi.apache.org/
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7.5 Evaluation and Conclusions

The implementations have shown that the architectures are implementable and applicable. Both, the
data validation and data extraction have been tested with various documents and data - mainly via
available national and international test documents and data. The implemented XML-based data val-
idation has been evaluated to be fit for purpose. The main reasons for that are that the mainly needed
functionalities (a) parsing against a given XML schema (for the structural validation) and (b) eval-
uating XPath expressions (for the content validation) are already available by various mature tools
and libraries. Hence, the implementation has shown that data validation for XML-based data is easy
achievable. Of course, data validation of non-XML based or even unstructured data seems to be more
challenging and requires additional effort.

The implemented data extraction enables the extraction of data out of PDF and Microsoft Word
documents. This has been tested and evaluated with various available national and international test
documents. Thereby, the success factor of the extraction results strongly depends on how “struc-
tured” the content of the documents is. For instance, a date of birth certificate follows a more general
structure (by indicating the name, date of birth, parent’s names, etc.) compared to a medical or third
party insurance certificate, which structure usually relies on the respective issuing party. That means,
governmental based documents usually have a greater extraction success factor (due to their inherent
structure) compared to documents issued by private parties. Another aspect concerning the data ex-
traction is that currently many electronic documents are still available on paper or in the best case as
scanned copy only [European Commission, |2014c]]. Both cases prevent an automatic data extraction.
Thus, Section |10]introduces an additional manual interaction backup, which does not eliminated the
need for a manual interaction, but tries to the reduce the effort for this interaction.

To conclude, the proposed data validation and data extraction approaches have shown that they
are able to fulfil the identified requirements from Section [7.2] with the indicated limitations. Table
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compares these requirements and shows how they have been fulfilled by the presented architectures
and implementations.

Table 7.1: Evaluation result against the identified requirements

Requirement Fulfilled through

Integration ef- | Both, the data validation and data extraction unit, are available as SOAP
fort and existing | Web-Service. Hence, they are easy integrable into existing infrastruc-
infrastructures tures, which us service-oriented architecture. Also other existing infras-

tructures can profit from this Web-Service approach as a Web-Service
client can be easily set up on different platforms using different pro-
gramming languages.

Modularity Both units follow a modular approach, whereas each module targets on a
specific functionality. These modules are combined with clear interfaces
and common connectors to allow an easy exchange of modules as well
as an easy adding of further modules.

Adaptability Both units are adaptable to different use cases as (most of) the data val-
idation and extraction is controlled by the configuration and does not
require changes in the implementation. In particular, the data validation
is controlled via structural and content information given in the vali-
dation profiles. Similarly, the extraction functionalities are controlled
via extraction profiles indicating the template matching information to
extract the needed data. Only the support of additional document for-
mats requires to implement additional modules, which follow the given
interface.

Automatic process- | After setting up the configuration, the data validation and data extraction
ing are ready to run. The XML-based data validation has shown its fully ap-
plicability, the applicability of the implemented data extraction depends
on the given documents as indicated above.

Finally, the findings of this chapter will be incorporated into the next-generation public adminis-
tration procedures, which are discussed in detail in Chapter



122 Chapter 7. Electronic Document Processing



Part 111

Next-Generation Applications for
Electronic Documents

123






Chapter 8

Next-Generation Applications for Open
Government Data

“Small opportunities are often the beginnings of great enterprises.”

[ Demosthenes ]

125



126 Chapter 8. Next-Generation Applications for Open Government Data

8.1 Introduction

As highlighted in Chapter [3|the need for next-generation applications is an essential implication of the
Digital Agenda for Europa [European Commission, |2010b]. Here, one of the key topics is open data.
In the last years open data has emerged and has significantly influenced the IT sector. The general
idea behind open data is that data should be freely available for everyone to be used and republished.
Considering the different categories of data that are potentially affected by open data, it is hardly
surprising that the public sector represents one of the most relevant data sources. The importance of
governments and related public sector institutions is emphasized by the open government data (OGD)
initiative. OGD can be seen as a subset of open data and pertains to data being under control of gov-
ernmental institutions. Numerous OGD initiatives have been started recently in various countries and
allow the provision of services based on data supplied by governmental organizations. For instance,
via the platform data. gv.a various applications that make use of OGD provided by the government are
already available for citizens ranging from various mobile smartphone apps to complex applications
for desktop computers.

The importance of OGD has been highlighted by the European Commission too. In the year 2013
the European Commission has published an amendment of the Directive on the re-use of public sec-
tor information, short PSI Directive [European Commission, |2013bf]. This amendment makes a great
leap forward to open data as the first revision of this Directive has been published in 2003 [European
Commission, [2003]], far away the open data initiative has emerged, and thus had a very conventional
sight on the provision of public sector data. Given the growing relevance and popularity of using pub-
lic sector data in the public domain, security issues have been astonishingly rarely discussed so far.
In literature, several requirements have been defined for OGD solutions [Open Government Working
Group, 2007]]. However, security aspects such as data integrity or authenticity are hardly ever men-
tioned. Also the PSI Directive defines a set of basic requirements for solutions dealing with public
sector information but does not define data integrity or authenticity as a requirement.

Security in general and selected security aspects such as data integrity and authenticity in particular
are without doubt important factors that should also be considered by public sector data and open
government data based solutions. The use of forged data might for instance lead to resource claims. In
such cases, the provider of data should be able to proof that originally provided data has been altered.
Additionally, assuring the data integrity and authenticity for open government data has clear benefits
for the consumer (=OGD recipient) too. The recipient is able to trust the validity and correctness of
the provided data. Current solutions based on public sector data and open government data usually
do not support this feature. Hence, the remainder of this chapter presents next-generation applications
enabling Trusted Open Government Data (Trusted OGD).

Trusted OGD bases upon electronic signatures, which are the means of choice to achieve data in-
tegrity and authenticity. Thereby the data to be published is signed by the OGD provider. The signed
data is then published and can be consumed by the OGD recipient. By positively validating the sig-
nature over the data, the recipient is can rely on unmodified and authentic data. The remainder of this
chapter presents this Trusted OGD approach in detail and is structured as follows. First of all, the
basic requirements of OGD and the PSI Directive are compared in Section[8.2] In addition this section
identifies additional security requirements for achieving authenticity and integrity for open govern-
ment data. Section|8.3|introduces the concept for Trusted OGD, which fulfils these additional security

'http://www.data.gv.at/


http://www.data.gv.at/
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requirements. Based upon this concept, architectures for the server- and client-side implementations
are presented in Section[8.4] This includes a definition of architectural requirements and an analysis of
popular OGD data formats. In particular, this analysis evaluates the signing capabilities of these OGD
data formats, as applying an electronic signature is an essential step in the Trusted OGD approach.
Then, Section [8.5|elaborates on the server- and client-side implementations. Finally, Section [8.6|con-
tains an evaluation of the architecture and implementation against the identified requirements and
draws conclusions.

8.2 Common Requirements

8.2.1 OGD vs. PSI Directive

OGD and the PSI Directive [[European Commission, 2013bf] are main areas regarding the publishing
and provisioning of public sector data. There are already a number of well-defined requirements for
OGD as well as for the re-use of public sector information. In 2007, the Open Government Working
Group [Open Government Working Groupl, [2007]] published a set of fundamental principles for Open
Government Data. Also the PSI Directive establishes a minimum set of rules governing the re-use of
existing documentsE] held by public sector bodies of the EU Member States.

In general, provision of government data in the public sector should fulfil a set of requirements
in order to assure an appropriate level of quality. In this context, the following aspects should be
considered:

Completeness: The OGD principles specify that all government data that are not subject to privacy
or security restrictions should be made publicly available. The PSI Directive does not mention
completeness of data explicitly. Provision of all appropriate documents held by the public sector
is one of the goals of PSI. With regard to privacy, the PSI Directive states that:

“The Directive should be implemented and applied in full compliance with the princi-

ples relating to the protection of personal data in accordance with Directive 95/46/EC
of the European Parliament and the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and of the free movement
of such data.” |[European Commission, [2013b|]

Primary source: The OGD principles state that:

“Data should be published and collected at the source with the finest possible level
of granularity, not in aggregate or modified forms.” [Open Government Working
Group), 2007]]

The PSI Directive does not explicit provide any guidance for a primary source of data. It can be
assumed that data provided by a public sector body fulfil this requirement.

2The PSI Directive defines documents as “any content whatever its medium (written on paper or stored in electronic
form or as a sound, visual or audiovisual recording)” [|European Commission, 2013b]. For the following considerations
only electronically available data, which come under the Directive, are considered.
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Timely available: OGD should be made available as fast as possible to the public. The benefit for
the public can be enhanced through real-time update of time-dependent data. For PSI, there are
no explicit rules for regulating the timely provision of documents. In the PSI Directive is stated
that

“public sector bodies should make the documents available in a time-frame that al-
lows their full economical potential to be exploited.” [European Commission, 2013b]

Accessibility: Public data must be made available barrier-free for a widest range of users. The need
for physical access to data (e.g. the attendance of special premises) should be avoided as well as
the use of special electronic technologies. PSI data are not constricted to electronic data. Article
3 of the PSI Directive states that

“Where possible, documents shall be made available through electronic means.” |Eu-
ropean Commission, [2013b|]

Machine processable: OGD should be stored in widely used file formats so that they could be auto-
matically processed in order to ensure an easy integration in software applications. If data were
normalized a sufficient documentation should be provided about the used file format. Likewise,
the raw data should be available, which can be downloaded automatically. Article 5 of the PSI
Directive states that

“Public sector bodies shall make their documents available in any pre-existing for-
mat or language, and, where possible and appropriate, in open and machine- read-
able format together with their metadata.” |[European Commission, [2013b|]

Data Access: An anonymous access to the OGD should be possible for all users at any time. The
access to the data should not be restricted to certain organizations or groups of people. Further-
more, users should not be forced to use certain software applications. PSI data is not necessarily
free of charge, as the Directive states:

“Where charges are made for the re-use of documents, those charges shall be lim-
ited to the marginal costs incurred for their reproduction, provision and dissemina-
tion.” |[European Commission, 2013b|]

Non-Proprietary: OGD specify the use of open standards to ensure that reading and processing of
provided data does not require specific software. In most cases, it is necessary to provide data
in different formats. The PSI Directive states that

“Both the format and the metadata should, in so far as possible, comply with formal
open standards.” |[European Commission) 2013b]|

License: Open Government Data does not contain any requirements concerning license While in
contrast the re-use of PSI imposes no strict guidelines. The Directive (Article 8) proposes that:

3Open Government Working Group| [2007]] state that OGD must be license-free, but they define license in the proper
sense. They define license-free as data that “is not subject to any copyright, patent, trademark or trade secret regula-
tion.” [Open Government Working Group) [2007].
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Figure 8.1: Overview OGD and PSI Directive requirements

“Public sector bodies may allow for re-use of documents without conditions or may
impose conditions, where appropriate through a licence, dealing with relevant is-

sues.” [|[European Commission), 2013b]

and

“In some cases the re-use of documents will take place without a licence being

agreed.” [European Commission) 2013b]]

Figure summarizes the different requirements of public sector data and compares their impact

on OGD and PSI.
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8.2.2 Security Requirements

The focus of the above-mentioned principles of OGD and the re-use of PSI targets on completeness,
timeliness, and accessibility of data. Security aspects have not been included, except the usage restric-
tion of personal data. However, depending on the use case scenario a compliance with appropriate
security requirements is strongly recommended. Hence, the previously defined requirements are con-
sidered to be incomplete and hence insufficient (for use cases where the authenticity and integrity of
the published data is important). Therefore, the general principles are extended by the following two
requirements in order to appropriately consider security aspects:

Authenticity and integrity: The authenticity and integrity of data should be ensured by the use of
appropriate cryptographic procedures. This shall establish that recipients of these data can check
unauthorized modification (integrity) and beyond everyone can identify the provider of the data
unambiguously (authenticity).

Authenticity and integrity for redacted government data: As defined in the previous section per-
sonal data must not be published as OGD or be provided as PSI because they underlie data
privacy constraints. Often, the general information linked to these personal data can be of inter-
est for the public and still be useful. Therefore, such data should be redacted in an appropriate
way and thereafter be published without any privacy violation. This requirement must not be in
conflict with the demand for authenticity and integrity. In any case, the authenticity and integrity
of the redacted data must be ensured.

The discussed requirements extension for public sector data is a serious challenge for public sector
bodies. A consideration of these extensions will necessarily include the integration of well-established
and upcoming electronic signature concepts.

8.3 Trusted Open Government Data - Concept

The objective of the presented concept is to ensure authenticity and integrity for OGD including the
possibility to anonymize or redact (parts of) these data. To fulfil these requirements, the proposed
concept integrates conventional and editable signature schemes. In the following details of this con-
cept are discussed and it is presented how providers as well as recipients of OGD benefit from this
approach. By using electronic signatures for public sector data, two general use cases can be dis-
tinguished. Depending on the use case, the presented concept makes use of different schemes for
electronic signatures. In the following, the two general use cases covered by the concept are presented
in detail.

8.3.1 Use Case 1 - Ensuring Authenticity and Integrity for OGD

In this scenario it is shown how a provider of OGD is able to provide authentic and integrity-protected
data. Providing such secured data has following advantages:

Integrity of the data: By ensuring the integrity of data, subsequent modifications of the data can be
detected. Both, the data provider and the recipient of the data benefit from this feature. The
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Figure 8.2: Use case 1 - Ensuring authenticity and integrity for OGD

recipient is able to trust the validity and correctness of the provided data. For the provider this
feature guarantees that recipients cannot claim to have received incorrect data.

Authenticity of the data provider: The recipient of the OGD is able to reliably determine the iden-
tity of the data provider. This leverages the trust in the reliability and trustworthiness of the
provided data.

The means of choice for implementing authentic and integrity-protected public sector data are
conventional signature schemes. Figure 8.2]illustrates the basic approach. The original data source is
located in the domain of the OGD provider. These data is signed with the private signature key of the
provider. Depending on the data format, different signature formats are possible (cf. Section [5.4.2).
Afterwards, the signed data is provided or published through appropriate communication channels as
Trusted OGD.

To verify the authenticity and integrity of the data, the recipient can verify the electronic signature.
In case of a valid signature the recipient has evidence that the data has not been altered or modified.
Additionally, the recipient is assured that the data has been provided by the respective provider.

8.3.2 Use Case 2 - Authenticity and Integrity for Redacted OGD

This use case covers all applications, in which the original data set contains private or any other worthy
of protection data. Usually, such data is prohibited for processing due to legal and privacy reasons.
However, there exist applications where general data being linked to the private data is suitable to
be reused. An exemplary application may be signed minutes of a local council meeting, whereas the
public has interest on these minutes. To publish them as open government data the need of redacting
parts of these minutes due to official secret may needed. Hence, there is a need to anonymize or to
redact the original private or other data. For use case 1, a concept using conventional signatures to
achieve authenticity and integrity has been proposed. This approach is not practical for the second
use case. The anonymization process leads to a modification of the signed data and therefore to an
invalid signature. In order to achieve Trusted OGD, the anonymized or redacted data must be signed
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again. For some applications, this is however not practical nor a feasible approach. For instance, the
original signatory could not be available or a renewed signature creation could not be possible for
other reasons. At this point editable signatures produce a relief (cf. Chapter[5|and Chapter [6).

Figure [8.3] shows the basic principle of Trusted OGD based on editable signatures. The provider
of the OGD uses its private key to create an editable signature. The redactor anonymizes or redacts the
data and updates the editable signature. For this purpose, the redactor must use her private key. After
this, the editable signature and the modified data are made available for the recipient. The recipient is
able to verify the original signature without gaining access to the anonymized or redacted data. In case
of a positive signature verification result, the recipient can again trust on the authenticity and integrity
of the obtained data.

8.4 Trusted Open Government Data - Architectures

The architecture for a Trusted OGD comprises a server- and a client-side. The server-side is respon-
sible for creating the trusted data, i.e. to apply the electronic signature, and is deployed at the OGD
provider. On the client-side (i.e. the OGD recipient) these data are consumed and includes the verifi-
cation of the electronic signature and visualization of the data. Following subsections give details on
the server- and client-side architecture. Before that, requirements for Trusted OGD architectures are
identified and signing capabilities of popular OGD data formats are analysed.

8.4.1 Requirements

On the way to a real implementation of Trusted OGD, appropriate requirements must be identified.
The identified requirements base upon the assumption that an infrastructure for publishing OGD al-
ready exists. Hence, following requirements have been identified and must be fulfilled by the general
architecture to achieve an adoption of the Trusted OGD approach:

Modularity and adaptability: The IT infrastructure is subject to constant changes. This must be
taken into account by the architecture. Hence, the architecture must follow a modular and
adaptable approach. That means main functionalities must be encapsulated in different modules.
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Additional modules, especially modules for creating new signature formats and treating new
data formats, must be easily connectable.

Minimal effort integration: In most cases an infrastructure for publishing OGD exist. For invest-
ment protection and to break down the barriers for adoption and take up, the architecture must
be integrable into existing systems on minimal effort basis. In addition, the configuration must
be easy and usable.

Interoperability: Interoperable services are one of the major objectives of the EU Digital Agenda for
Europe especially across borders. This of particular relevance for signature and data formats.
Hence, the architecture must be designed according to the requirements of the European Inter-
operability Framework (EIF, cf. Section [3.2.3.2)) and must take into account current decisions
in the area of signature and data formats.

Automatic processing: The architecture must be designed to allow automatic processing. Manual
interaction should be eliminated.

8.4.2 Data Formats

Electronically signing the data to be published is the corner element of the Trusted OGD approach. To
apply an electronic signature on OGD, it is necessary to analyse OGD data formats on their signing
capabilities. In particular, this means which signature format can be applied to the respective OGD
data format. Hence, this section analysis different OGD data formats.

In the OGD domain a lot of different data formats are deployed. These formats range from simple
text-based formats via formats for structured data to container formats. Some formats are envisaged
for a general deployment (e.g. CSV) whereas others have designated fields of application (e.g. ge-
ographical data formats such as GML). Structured data fulfil one the main principles of open data,
which is automatic processing. In contrast, unstructured data are usually used to visualize data. For
both types container formats are used partly. Container formats consist of several files, which are en-
capsulated into one container. Thus, the container is self-contained. Following subsections elaborate
on the most common and most populalﬂ data formats used in open government data applicationﬂ In
particular, the signing capabilities of these formats are examined.

8.4.2.1 CSV

CSV means comma-separated values and is a text-based format specified in Shafranovich! [2005]]. It
enables to store data in a simple structured way. Thus, a data set is separated by a special separator
(usually a line break) and data fields are separated by another delimiter (comma, semicolon, etc.).
Information about the data is not specified (e.g. no standards about the time or date format are given).
CSV is a text-based format. Thus it can be signed using CAdES or XAdES. Depending on the use
case the one or other format may be better applicable.

“Basis for this decision was a data format analysis of different open data platforms such as data.gv.at, offenedaten.de and
data.gov.uk.

SInterfaces, which are sometimes (mistakenly) named as data format, are not treated. This applies for: WMS (Web Map
Service), WES (Web Feature Service), RSS (Really Simple Syndication) and WMTS (Web Map Tile Service).
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8.4.2.2 XML

XML is a widespread description language and means eXtensible Markup Language. It is a W3C
recommendation [W3C,[2008]], but has evolved to a de-facto standard. XML is text-based, but enables
to define complex structures of various data by using so called tags. To specify a concrete structure of
a certain data set an XML or DTD schema can be defined. In case a data set follows the rules of this
schema, the data are called valid. For XML-based data XAdES signatures are well suited. Basically,
these data can also be signed using a CAdES signature, but is not reasonable and is not done in practice
usually.

8.4.2.3 KML

KML is the abbreviation for Keyhole Markup Language and is an XML-based description language
for geodata. It bases on Google Earth and Google Maps. KML is very powerful and is not only
able to store geographic information (such as points, lines, images, etc.). Additionally, it enables to
store information about the current traffic at certain regions for instance. The easiest use case is to
set markers at certain locations. More complex use cases are for example detailed maps and models
to mark weather and earthquake activities. KML is specified in [Open Geospatial Consortium Inc.)
2008] and is enhanced by Google. KML bases on XML. Hence, XAdES signatures are well suited to
sign KML data. For the compressed format KMZ also CAdES signature are applicable.

8.4.24 GML

As well as KML, GML is a description language for geodata GML means Geography Markup Lan-
guage and is specified in [[Open Geospatial Consortium Inc., 2012]. It bases on XML and enables
a standardised encoding of geographic information. That means GML is used to describe objects
(streets, buildings, bridge, etc.) and their properties. For instance, GML can be used to identify all reg-
istration districts in a city, by defining a closed polygon. As GML bases on XML, XAdES signatures
are again well suited. Basically, a GML file can be signed using a CAdES signature. Nevertheless,
this approach is practically not useful.

8.4.2.5 SHP

SHP means Shapefile and has been specified by the Environmental Systems Research Institute [Envi-
ronmental Systems Research Institutel, [1998]]. It is a vector data format for geodata. SHP has evolved
as a de-facto standard in the GISE] area and represents rivers, lakes or bridges as vector functions
(points, lines, polygons, etc.). A SHP file consists of several files. Thus, SHP is a typical representa-
tive of a container format. As a consequence, CAdES signatures are applicable to SHP data. Using a
Base64 encoding, GML can be signed using a XAdES signature, but this is practical not reasonable.

8.42.6 SVG

SVG is a W3C recommendation [Dahlstrom et al., 2011|] and means Scalable Vector Graphics. It
is used to describe two-dimensional vector graphics. SVG bases upon XML, but can also be stored

%Geographic information system.
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in a compressed form. It consists of three fundamental element types: vector graphics (built via
graphic primitives), embedded raster graphics and text elements. XAdES signatures are well suited
for the XML-based SVG format. In addition, CAdES signatures are also applicable for the compressed
format.

8.4.2.7 PDF

PDF is a well-established standard and means Portable Document Format. Since version 1.7 PDF
is an ISO standard. The main objective of PDF is the representation and visualization of electronic
contents. Hence, PDF aggravates automatic processing usually. However, PDF is very popular and
widespread, even in the OGD community. Obviously, PAdES signatures are well suited for signing
PDF data. Basically, PDF data can be Base64 encoded and signed with XAdES, but this approach is
neither practical nor reasonable.

8.4.2.8 ZIP

The ZIP data format has two main objectives. On the one hand it is used as container format to
create a single, self-contained file and on the other hand it enables a compression of the included data.
ZIP emerged to a widespread standard. Again, ZIP data can be signed using a Base64 encoding and
XAdES signatures. However, CAdES signatures are far more applicable to ZIP data.

8.4.2.9 Summary Signing Capabilities

Table [8.1] summarizes the results of the OGD format examination. For each data format a reasonable
and practical signature format can be applied. Depending on the data format, XAdES and CAdES
signature are usually the best choice. However, PAdES signatures are applicable to PDF data only.

Table 8.1: Summary signing capabilities

Format CAdES XAdES PAdES
CSV v v X
XML X v X
KML/KMZ v v X
GML X v X
SHP v X X
SVG v v X
PDF X X v
ZIP v X X
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Figure 8.4: Server-side architecture for Trusted OGD

8.4.3 Server-side Architecture

Figure shows the server-side architecture and how it fits into an existing infrastructurd’] The
existing infrastructure has been generalized and consists of following components:

Data source: Represents the original data source, which is the basis for creating OGD.
OGD preparation: This unit generates OGD out of the original data source.

OGD publication: The generated OGD is sent to this unit, which takes over the publication.

8.4.3.1 Use Case 1 - Ensuring Authenticity and Integrity for OGD

This use case refers to the use case presented in Section[8.3.1] The server-side architecture is shown in
Figure[8.4]and it is shown how the existing infrastructure is extended to create Trusted OGD. Thereby,
architecture has a modular design. In the following the extended modules, their interaction and the
workflow are described:

Configuration: This module contains the configuration, which has two major components. First,
a format mapping maps an OGD format to a signature format as elaborated in Section [8.4.2]
Second, private signature keys are specified for creating the signatures. These keys can be
software keys, hardware keys (via hardware security modules) or any other key source.

Data Format Detection: Based upon the input format and the characteristics of the OGD formats,
this unit detects the OGD format and forwards this information to the data format broker.

Data Format Broker: Based upon the configured format mapping, this unit selects the appropriate
signature format for the given OGD format and forwards the data to the connector.

"Existing infrastructure means all elements of an infrastructure, which already exists for publishing open government
data.
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Connector: The connector provides a common interface between the data format broker and the
different signers.

Signer: Currently three different signer modules are defined - according to the findings in Sec-
tion Each signer takes the private key from the configuration and signs the given data
according to the signature format specification. Via the connector also additional signers can be
added, which implement the common interface.

8.4.3.2 Use Case 2 - Authenticity and Integrity for Redacted OGD

This use case refers to the use case presented in Section Compared to the first use case, the
architecture for use case 2 differs in the signature creation and the additional redaction of data. In
detail, following components differ for use case 2:

Editable Signer: Instead of applying a conventional signature, an editable signature is created over
the given data (for details see Chapter [5|and Chapter [6)).

Redaction: In this additional process step, the signed data is redacted. The means, all data that is not
suitable to be published (e.g. private and personal data) is redacted. The redacted data is then
forwarded to the OGD publication component.

8.4.4 Client-side Architecture

Figure [8.5] illustrates the client-side architecture, whereas the architecture is the same for both use
cases. It represents a general architecture, which can be implemented as smartphone app, web appli-
cation or any other application type. The involved modules and the workflow are:

Data retrieval: This module retrieves the signed OGD from a publication source and forwards the
data to the signature verification broker.

Signature verification broker: The broker is a module, which starts the signature verification pro-
cess and evaluates the verification result. Depending on the concrete implementation an internal
- self implemented - signature verification service can be used or the signature verification is
done via an external verification service. After the verification, the broker forwards to the app
engine.

Internal and external signature verification: These modules take over the signature verification.
Either an internal verification is implemented for verifying the needed signature format or an
external service is used. External services are beneficial as they usually support different signa-
ture formats and have a Web-Service interface, which is quite easier to implement as a complex
signature verification service. Especially apps with minor resources only (e.g. smartphone app)
can profit.

App Engine: This engine takes over the presentation and visualization of the given data in case the
signature has been successfully verified. Otherwise an appropriate message should be displayed.
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Figure 8.5: Client-side architecture for Trusted OGD

8.5 Trusted Open Government Data - Implementations

To evaluate the proposed architectures, a server-side Web-Service for publishing OGD in a secure and
reliable manner has been implemented. In addition, a client-side smartphone application makes use of
these data and includes usable functionalities for verifying the validity of the received data.

8.5.1 Server-side Implementation
8.5.1.1 Use Case 1 - Ensuring Authenticity and Integrity for OGD

Figure [8.6] shows the (proof of concept) server-side implementation. As data source the Austrian
OGD portal data.gv.at has been chosen. This portal currently hosts more than 1200 different data sets.
These data sets are used as input for the data format detection. The data format detection bases upon
the format detection engine presented in [Zefferer et al., [2011]] and assess the incoming data. Based
upon a hierarchic assessment the data format of the incoming data is evaluated.

Based upon the result of this assessment and the configuration the appropriate signature format,
as shown in Section [8.4.2] is chosen. Via the data format broker, the data to be signed is forwarded
to the signing facility. This signing facility is implemented via the Austrian open source module
MOA—S for creating advanced electronic signatures. Currently CAdES and XAdES signature are
supported by this module. Hence, OGD formats mapping to these signature formats are supported by
the implementation actually. The signed data is then returned to the data format broker. Finally, the
signed OGD is forwarded to the publishing unit, where it is published on an Apache Web-server.

!https://joinup.ec.europa.eu/software/moa-idspss/description
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Figure 8.6: Server-side implementation for Trusted OGD

8.5.1.2 Use Case 2 - Authenticity and Integrity for Redacted OGD

For the second use case the signing functionality has been exchanged and the redaction step added. For
the signing functionality the editable signature scheme blank digital signatures is used. Based upon the
implementation of this scheme (cf. Chapter[6), a BDS template is created, whereas the defined proxy
is able to redact, i.e. to replace certain text parts with a “*” character. That means the template creator
defines the corresponding text parts as exchangeable and defines a “*” as only possible replacement
character. Due to this BDS template, a BDS instance can be created, which represents the redacted
data. Thereby the proxy selects the “*” out of the exchangeable text parts. Finally, these redacted data
is sent to the publishing component.

8.5.2 Client-side Implementation

On the client-side an Android app has been implemented. Thereby, the differences between both use
cases are marginal for the client side. This app bases on the OGD set “NEXTBIKE NO Fahrradver-
1eihsystem’ﬂ which represents a bike rental service and containing data about the location of bike
rental stations. These data has been signed via the server-side implementation. For the first use case
these data has been signed using an XAdES signature and for use case 2 an appropriate BDS template
has been created™¥|

Due to limited sources on Android platforms, external signature verification services are used. For
use case 1 the service of the Austrian Regulatory Authority for Broadcasting and Telecommunications
RTRE and its Web-service are used (cf. [Lenz et al.,|2013bjal]. For the second use case a self-deployed
service, which is able to verify BDS instantiations, is used. As the main purpose of the app is to show
the handling of signed OGD, the remaining functionalities are limited. Hence, in case the signature
verification is positive, the app lists all rental station and enables to open the location in Google maps
(for use case 1). Figure[8.7]illustrates two screenshots of the app, which show the positive verification
result and a list of the rental stations.

http://www.data.gv.at/datensatz/?id=96d176fb-dfd4—-49de-91fc-b4997ab353ba
For illustration the exact location of the bike rental stations have been redacted.
Uhttps://pruefung.signatur.rtr.at/
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https://pruefung.signatur.rtr.at/
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Figure 8.7: Screenshot Android app

8.6 Evaluation and Conclusions

The implementations have shown that a Trusted OGD is realizable - even for redacted data. The
first use case seems to be a reasonable and easy viable approach for all data, which benefit from an
authentic and trustworthiness publication. The server-side implementation of the first use case been
successfully applied to most of the data published on the platform data.gv.at. Thereby, the appropriate
signature format has been chosen by the implementation and thus has shown that for the examined data
format (CSV, XML, KML/KMZ, GML, SHP, SVG, PDF and ZIP) an appropriate signature (CAdES,
XAdES, PAJES) can be applied. Issues on some - mainly XML-based - data have been spotted, which
prevented from successful signing using the XAdES signature formats. These issues mainly concern
irregularities between the provided data and the XML schema representing the XML forma@ and so
are not an issue of the XAdES signature itself. Furthermore, the client-side implementation has shown
that the signature verification of the received data is easy implementable by using an external signature
verification service, supporting the respective signature format. Thereby, the used external signature
verification service is available as SOAP Web-Service and is integrated by using an appropriate Web-
Service client. As a Web-Service client can be easily implemented on different client platforms using
different programming languages, the implementation of the client-side Trust OGD is easy achievable.

The server- and client-side implementation of the second use case rely on the XML-based imple-
mentation of the editable signature given in Section[6] Hence, the second use case implementation is
applicable to XML-based data only. The server-side implementation has been applied to all available
XML data formats published on the platform data. gv.am to test their functionality. Thus, it has shown
that the approach for a Trusted OGD is basically also applicable to the redacted data. Nevertheless, an
extension to support also other OGD data formats may be favorable. However, this requires - beside
the changes of the Trusted OGD implementation - also the availability of another editable signature
supporting these formats.

The presented implementations have shown that the identified requirements from Section [8.4.]
can be fulfilled with the indicated limitations. Table [8.2|compares these requirements and shows how
they have been fulfilled by the presented architecture and implementation.

To conclude, Trusted OGD appears reasonable for all use cases where authenticity and integrity of
the published data is needed. Here, the presented solution provides means to achieve this. Especially
the solution for the first use case enables an easy and minimal effort means to achieve Trusted OGD.

2In concrete terms: the provide data could not be successfully parsed against the given XML schema, which is required
in case an XML scheme is given [ETSI,2010b].

BFor instance the implementation has been tested on the data set of the “NEXTBIKE NO Fahrradverleihsystem” or the
“Lawinenlagebericht Tirol”
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Table 8.2: Evaluation result against the identified requirements
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Requirement

Fulfilled through

Modularity and
adaptability

The server- and client-side architecture follow a fully modular approach.
Clear interfaces and common connectors allow for an easy exchange
of certain modules as well as an easy extension of functionalities (e.g.
adding of additional signer modules in the server-side architecture).

Minimal effort in-
tegration

Minimal effort integration is mainly an issue for the server-side archi-
tecture and implementation. Here, the minimal effort is achieved by
decoupling the existing infrastructure from the added functionalities.
Furthermore these added functionalities are equipped with generalized
interfaces which allow integration into different existing systems. In ad-
dition, the server-side configuration is balanced between usability and
configurable features. For sure, a concrete application in a real-life pub-
lication infrastructure has not been done yet and may raise unregarded
issues.

Interoperability

Interoperability issues mainly concern OGD data formats and the sig-
nature formats used, whereas OGD data formats are beyond the sphere
of influence of the presented solution. Nevertheless, it is recommended
to use OGD data formats which follow the OGD principles. On the
signature formats aspect, the presented solution makes use of the refer-
ence signature formats defined in the European Commission Decision
2014/148/EC [European Commission| [2014al]. Thus interoperability is
achieved. Additionally, the presented design is fully compliant to the
requirements of the European Interoperability Framework.

Automatic process-
ing

On the server-side Trusted OGD can be easily and automatically
achieved by the implementations, independently from the used OGD
data format. On the client-side the automatic-processing capability de-
pends on the used OGD data format. For sure, the signature verification
can be done automatically, but the further processing of the data in the
app engine strongly depends on the processing capability of the OGD
data format. Again, it is recommended to use OGD data formats which
follow the OGD principles.
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Chapter 9

Next-Generation Applications for Iden-
tity Management

“Bureaucracy is a giant mechanism operated by pygmies.”

[ Honore de Balzac ]
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9.1 Introduction

Similar to open data (cf. Chapter|8), the need for next generation applications in the domain of identity
management are implied from the Digital Agenda for Europa (cf. Chapter[3). Still from the beginning
identity management has been a cornerstone for e-Government processes and administrative proce-
dures, as the identity of the citizen must be assured uniquely. Hence, most countries have set up
an appropriate identity management assuring a unique identity, so called e/Ds. Examples for such
national eID solutions are the Austrian Citizen Card [Leitold and Posch, 2004] or the German eID
card [Margraf], [2011]]. Details on this individual eID solutions can be found in [Modinis, 2006; Euro-
pean Commission, [2009c¢; |[Siddhartha), 2008]]. For these national eID solutions the identity attributes
(identifying the citizen) are usually approved by an official registration authority and thus providing
qualified and authentic identity data. If a citizen wants to log in at an online application, deployed at a
service provider, the citizen must perform the identification and authentication processes at a (trusted)
identity provider. This identity provider is then able to transfer the identity data in a structured form,
according to the supported identity protocols such as SAML [OASIS Security Services TC, 2005 or
OpenlD [Openld Cons., 2007, to the service provider. Based on the received identity data, the service
provider is able to grant or deny access to the online application. Here, usually the entire set of identity
data (e.g. name, date of birth, unique identifier, etc.) are revealed to the service provider.

For privacy reasons, many users do not want to reveal their entire identity data set and in some
cases this is even not required. This need for privacy increases in case the identity provider is centrally
deployed. This has in turn other clear benefits for - especially - small service providers, which do
not have the appropriate or enough resources to deploy an identity provider in their own domain.
Therefore, the present chapter proposes a novel identity management model for national elD solutions,
which enables a selective disclosure of identity data to the identity and service provider. Here, the user
itself is in full control, which identity data is sent to the identity and service provider in succession.
Hence, the presented model brings together:

* Increased privacy for a central deployed identity provider
* Selective disclosure of identity attributes
» Applicable to national eID solutions and thus relying on qualified and authentic identity data

» User-centered as the user is in full control which data is sent to the identity and service provider

To demonstrate the applicability of this model, the Austrian eID system is adopted to this model.
The remainder of this chapter is structured as follows. In Section [9.2] the status quo in the area of
selective disclosure techniques is presented. This includes needed definitions and a brief description
of selective disclosure approaches. The following Section [9.3]identifies concrete requirements to im-
plement a user-centered eID model for selective disclosure. These requirements must be fulfilled by
an identity management model enabling user-centered selective disclosure. Section [9.4] presents the
proposed model based upon editable signatures, whereas the process flow is separated into a registra-
tion phase and a identification and authentication phase. Thereby, the registration process has to be
conducted only once, whereas the latter must be performed for each access to a protected resource.
Next Section gives an overview about the existing Austrian eID system and explains the main
pillars of this system. In Section 0.6|the model is applied to the Austrian eID system by using blank
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digital signatures (cf. Chapters [5] and [6). This also includes a detailed description of the process
flows. Finally, Section evaluates the model and implementation against the defined requirements
and draws conclusions.

9.2 Selective Disclosure

Selective disclosure is a well discussed topic in the research area [Lei and Fengl 2011} Tews and
Jacobs|, |2009; Sultana et al., 2013} Vullers and Alpar, 2013|], especially to protect users’ privacy.
Before giving an informal definition of selective disclosure, the term identity data is defined as follows:

Definition 9 “Identity data” are data, which intention is to (uniquely) identify a person.
Based on that, selective disclosure is defined as follows:

Definition 10 “Selective disclosure” (in the area of identity managements) means, that out of a set of
available identity data, only a subset of these data is revealed to another entity.

In the following different approaches for achieving privacy (and partly supporting) selective dis-
closure are briefly discussed. Thereby, the approaches are divided into approaches by using a trusted
entity and using a semi-trusted entity. These entities are defined as follows:

Definition 11 A “trusted entity” is an entity, which acts fully correct. That means all tasks and
procedures are performed correctly as well as the processed and stored data is secured so that no data
is revealed unintentionally to another entity.

Definition 12 A “semi-trusted entity” acts honest but curious, which means that the entity performs
all tasks correctly, but stored or processed data may be leaked.

Trusted entity approaches are using a trusted identity provider. Examples for this approach are the
new German elID card [Margraf] 2011]] and STORK (cf. Section [3.2.5.6). Whereas the first approach
is tailored to the German elID system, latter provides interoperability models to achieve a cross-border
identity management. Thereby, one interoperability model of STORK introduces a central gateway
for each country. This gateway connects - on the one side - to the national eID infrastructure and - on
the other side - transfers the identity data to the other national gateways across borders. As the user
identifies and authenticates on her national gateway, the national gateway usually gets her full identity
(depending on the national infrastructure). In the next step the national gateway is able to release only
a subset of these identity data to other gateways. Nevertheless, the full identity data is revealed to the
national gateway in this approach.

Typical suspects of semi-trusted behavior are cloud providers. For cloud providers privacy and
data protection issues arise as they are able to inspect data if the data is not encrypted. When moving
the identity provider into a public cloud, which is called Identity as a Service (IDaaS), these issues gain
importance. Nunez et al.| [2012] propose an approach to bypass these issues based upon an extension
of the OpenlD protocol. Thereby, the OpenlD provider is deployed in the public cloud, whereas the
identity data are encrypted by using a re-encryption scheme. Hence, the OpenlD provider is not able
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to inspect the identity data. However, this approach does not support selective disclosure. Other
typical approaches for semi-trusted scenarios including selective disclosure support are anonymous
credential systems such as Idemix [[Camenisch and Lysyanskaya, [2001]] and U-Prove [Brands, |[2000].
Unfortunately these systems lack on practicability as the underlying cryptographic technologies are
quite complex and computational expensive to be implemented on smart cards [Bichsel et al.,[2009] or
other client based software. Additionally, anonymous credential systems require significant changes
in the existing infrastructure, if such systems are adopted.

9.3 Requirements

In this section requirements for a user-centered identity management model enabling selective dis-
closure are defined. Pre-requisite is that the identity provider is (centrally) deployed in a trusted
environment. Following concrete requirements must be fulfilled by the model:

Qualified and authentic identity data: The identity data belonging to a certain user must be verified
and asserted by a trusted authority. Therefore the user must register at this authority once, which
guarantees high quality of the identity data. The issued identity data must be verifiable by any
party, even if only a subset of the identity data is revealed.

Integration effort and complexity: The model and its implementation must be integrable into exist-
ing infrastructures without significant changes.

User-centered: The user must have full control about her identity data and she is solely in control
which identity attributes are disclosed to other entities.

Selective disclosure: The user must be able to reveal only a subset of her identity data to the identity
and service provider.

Privacy: The service provider must not be able to learn anything about the undisclosed identity at-
tributes.

Open standards: Wherever possible open standards and specifications must be used.

9.4 The Model

Figure shows the proposed model for a user-centered identity management enabling selective
disclosure. This model consists of following entities:

User: The user wants to access a resource or service, which is deployed at a certain service provider.
To access this resource or service the user has to reveal selected attributes of her identity data.
These identity data are issued by the registration authority.

Registration authority (RA): The registration authority acts as trusted third party and is responsible
for issuing qualified and authentic identity data to the user. Hence, the user is required to register
at the registration authority initially.
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Figure 9.1: A user-centric and selective disclosure enabling model for eIDs

Service provider (SP): The service provider has resources or services deployed, the user wants to
access. For gaining access to this resources a qualified identification and authentication is re-
quired.

Identity provider (IdP): The identity provider is deployed at the service provider or any other trusted
(central) environment and provides functionalities for a qualified identification and authentica-
tion of users. By using this identity provider, the service provider gets the asserted identity and
authentication data via standardised protocols such as SAML or OpenID.

Certification Service Providers (CSPs): Accredited or supervised certification service providersﬂ
certify the needed key material and issue appropriate digital certificates.

In the following, details on the registration process and the identification and authentication pro-
cess when applying this model are given. The registration process has to be conducted only once,
whereas the latter must be performed for each access to a protected resource.

9.4.1 Registration Process

In the proposed model, the registration authority is responsible for the issuance of the qualified and
authentic identity data. Here, the data provisioning is carried out by an appropriate registration pro-
cess. This process takes place between the user and the registration authority. As the details of this
registration process are dependent from the eID approach, details of this process are out of scope of
this mode Nevertheless, the identity data are digitally signed by the trusted registration authority by
using an editable signature scheme. Applying such a signature has two functions. First, the signature
of the registration authority assures the data is authentic and the integrity of the data is guaranteed.
Second, based upon the functionalities of editable signature scheme, the authenticity and integrity can

! Accredited or supervised according to the EU Signature Directive [The Council of the European Union| 2000].
2 An examplary registration process may need the personal appearance of the user at the office of the registration authority.
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be assured even if only a subset of the identity data is revealed. Fore sure, the authentication itself
depends on the needed authentication level of the service provider. Furthermore, the identity data will
be stored in such a way that the user has full control over it. For storing the identity data two general
possibilities exists:

Client approach: The identity data can be stored on the client-side, that means for instance on a
secure token, such as the smart card of the user.

Server approach: The identity data can also be stored on the server-side via a trusted attribute
provider. For this approach the attribute provider must deploy appropriate means to assure
that only the respective user has control about her identity data (e.g. by using mobile TAN
technologies).

Independent from the chosen approach, the identity data are anyhow issued by the trusted regis-
tration authority in a qualified and authentic manner.

9.4.2 Identification and Authentication Process

The identification and authentication process is shown in Figure 0.1] For better illustration, it is
assumed that the identity provider is centrally deployed and not in the domain of the service provider.
Basically, the identity provider has two main functionalities:

* Verification of the received identity data. That means verification of the applied signature of the
registration authority.

 Structuring and transferring the identity data to the service provider by using an open and stan-
dardised interface, such as SAML or OpenlID.

In the following the identification and authentication process is described stepwise:

1. The user wants to access a resource at the service provider. This resource is protected and
requires authentication.

2. The authentication is carried out by the identity provider. Hence, the user is forwarded to the
identity provider.

3. The user redacts all identity attribute, she does not want to be disclosed to the service provider
(and even the identity provider). The redacted data is then sent to the identity provider. Thereby,
the needs of the authentication level of the service provider and the redacted identity data must
be aligned. That means, if a service provider requires at least the name of the user to enable the
login, the user must reveals her name, otherwise the service provider denies the access.

4. The identity provider verifies the editable signature over the redacted identity data. Additionally,
the identity provider structures the identity data according to an open and standardised identity
protocol. To ensure the authenticity and integrity of this structure, the identity provider signs it.

5. The identity provider transfers the signed structure to the service provider according to the used
identity protocol.
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6. The service provider verifies the signature of the identity provider.

7. Based on the received identity attributes the service provider either grants or denies access.

In the following, Section [9.6|applies the presented model to the Austrian eID system to shows its
applicability. Previously, the Austrian eID system is described briefly in the following Section[9.5]

9.5 The Austrian elD System

Unique citizen identification and secure authentication in Austria is based on the Austrian citizen
carcﬂ [Leitold H., 2002], the official eID in Austria. Unique identification is based on a unique
number, the so-called sourcePIN, which is wrapped in a special XML data structure, the so-called
Identity Link (IDL), and stored on the citizen card. Thereby, the sourcePIN is derived from the Cen-
tral Register of Residences (CRR) number. As shown in Listing the Identity Link includes the
citizen’s sourcePIN, first name, last name, date of birth, and a public key. This public key belongs
to the corresponding private key, which is stored on the citizen card and is used to create quali-
fied electronic signatures. To ensure authenticity and integrity of the Identity Link, it is digitally
signed by the trusted SourcePIN Register Authority (SRA). Subsequently the Identity Link is denote
as IDL = ((41,a1), ..., (Am,an)) being a sequence of identity attribute name A; and value a; pairs.

Listing 9.1: Identity Link

N L AW

<?xml version="1.0" encoding="UTF-8"7?>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:dsig="http://www.w3
.org/2000/09/xmldsig#" xmlns:ecdsa="http://www.w3.0rg/2001/04/xmldsig-more#" xmlns:pr="
http://reference.e-government.gv.at/namespace/persondata/20020228#" xmlns:si="http://www.
w3.0rg/2001/XMLSchema-instance" AssertionID="szr.bmi.gv.at-AssertionID1376408486094522"
IssueInstant="2013-08-13T17:41:26+01:00" Issuer="http://portal.bmi.gv.at/ref/szr/issuer"
MajorVersion="1" MinorVersion="0">
<saml:AttributeStatement>
<saml:Subject>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches</
saml:ConfirmationMethod>
<saml:SubjectConfirmationData>
<pr:Person si:type="pr:PhysicalPersonType">
<pr:Identification>
<pr:Value>Gg03dPrgcHsx3G01ZDH6SQ==</pr:Value>
<pr:Type>urn:publicid:gv.at:baseid</pr:Type>
</pr:Identification>
<pr:Name>
<pr:GivenName>Max</pr:GivenName>
<pr:FamilyName primary="undefined">Mustermann</pr:FamilyName>
</pr:Name>
<pr:DateOfBirth>1965-03-24</pr:DateOfBirth>
</pr:Person>
</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Attribute AttributeName="CitizenPublicKey" AttributeNamespace="urn:publicid:gv.
at:namespaces:identitylink:1.2">
<saml:AttributeValue>

3Currently, the Austrian citizen card is implemented as client-side approach using smart cards and as server-side approach
involving the citizen’s mobile phone.
“The full example identity link is given in Appendix
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Figure 9.2: The Austrian eID system

<ecdsa:ECDSAKeyValue>
<ecdsa:DomainParameters>
<ecdsa:NamedCurve URN="urn:0id:1.2.840.10045.3.1.7"/>
</ecdsa:DomainParameters>
<ecdsa:PublicKey>
<ecdsa:X Value="
21548781512348463624665512931810002987761006733116410810317945950596" si:type
="ecdsa:PrimeFieldElemType"/>
<ecdsa:Y Value="
32548183375132839567164482875181817864226552443687973267521109533636" si:type
="ecdsa:PrimeFieldElemType"/>
</ecdsa:PublicKey>
</ecdsa:ECDSAKeyValue>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute AttributeName="CitizenPublicKey" AttributeNamespace="urn:publicid:gv.
at:namespaces:identitylink:1.2">

</saml:Attribute>
</saml:AttributeStatement>
<dsig:Signature>...</dsig:Signature>
</saml:Assertion>

To preserve citizens’ privacy, it is prevented by law (according to the Austrian e-Government
Act [Republic of Austrial, 2004]) to directly use the sourcePIN for identification at online applications.
Therefore, the Austrian eID system implements a sector-specific identification model using domain-
specific pseudonyms. These so called sector-specific PINs (ssPINs) are uniquely derived from the
sourcePIN (by using a SHA1 hash function) and ensure citizen unlinkability across multiple sectors.

In the following the registration and authentication process in the Austrian eID System is briefly
described. In addition, Figure [9.2]illustrates the involved entities and their interactions.
9.5.1 Registration Process

In order to activate an Austrian citizen card, citizens must prove their identity to the SRA. Finally, the
SRA creates the sourcePIN and the Identity Link. These data and the qualified certificate, issued by
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an accredited certification service provider (CSP), is stored on the citizen card. More precisely, for
this process the SRA relies on cryptographic key material provided by the accredited CSPEl

9.5.2 Identification and Authentication Process

For facilitating the identification and authentication process using the Austrian citizen card at online
applications, service providers usually rely on the open source module MOA—I]jﬂ On the one side,
this module manages the identification and authentication process with the citizen and, on the other
side, provides citizen’s identity data in a structured format to the online application. According to
Figure[9.2] the identification and authentication process involves the following steps:

1. The citizen wants to access a protected resource, which requires citizen card authentication. The
online application starts the authentication process and triggers MOA-ID.

2. First, MOA-ID reads the Identity Link from the citizen card through the client middleware and
verifies its signature. This corresponds to the identification process.

3. Second, MOA-ID requests the citizen to create a qualified electronic signature (cf. Section [2.4)
for authentication. The qualified electronic signature is verified by MOA-ID involving appro-
priate certificate revocation mechanisms (CRL, OCSP) provided by the CSP.

4. MOA-ID gets the sourcePIN according to the domain the service provider is assigned to and
thus creates a sector-specific PIN (ssPIN).

5. MOA-ID assembles a special data structure which includes the ssPIN and additional personal
data of the citizen such as first name, last name, and date of birth. The assembled data structure,
called assertion, follows the specification of SAML [OASIS Security Services TCl2005]] and is
transmitted to the online application.

6. Based on the data received, the online application is able to provide the protected resource to
the citizen.

9.6 Application to the Austrian elD System

The current deployment approach of the Austrian eID system foresees a local deployment of MOA-ID
within each service provider’s domain. This local deployment is often an obstacle for many, especially
small, service provider, which do not have the appropriate or enough resource for that. Hence, a
central deployment of MOA-ID is advantageous for such service provider. Even if a central MOA-
ID is deployed in a trusted environment, users may have privacy objections. Hence, this section
applies the user-centered eID model enabling selective disclosure to the Austrian eID system. In the
presented realisation, the implementatiorﬂ makes use of the advanced editable signature scheme (cf.
Section [6)) basing upon blank digital signatures [Hanser and Slamanig| 2013]. In principle, also other
signature schemes, enabling the redaction of data by designated redactors may be used. Nevertheless,

5In Austria, the only existing accredited CSP is the company A-Trust (http://www.a-trust.at/).
Shttps://joinup.ec.europa.eu/software/moa-idspss
"Credits for the concrete implementation go to Christian Maierhofer.


http://www.a-trust.at/
https://joinup.ec.europa.eu/software/moa-idspss
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The developed signature scheme is used to sign the Identity Link, which enables the citizen to redact
specific identity attributes out of the Identity Linkﬂ By using this technology, the realisation is easy
integrable into the existing infrastructure and requires minimal changes on the service provider’s side.

In the following, the registration as well as the identification and authentication process is dis-
cussed in detail.

9.6.1 Registration Process

From the user’s and service provider’s perspective the registration process does not change compared
to the existing system. The required changes for applying our new model affect the creation of the
data to be stored on the citizen card only and has to be done by the SRA as it is the case in the current
approach. Figure [9.3]shows the sequence diagram of the registration process. In the following, it is
assumed that the digital signature scheme (DSS) secret keyf] are generated by the respective entities
and certified by a CSP. The entire registration consists of the subsequent steps:

—

. Key generation of the respective entities.
2. The CSP generates the public parameter ppBP® for the BDS scheme and publishes it.

3. The CSP certifies the public signature verification key for the SRA (pklegi), the citizen (pkg%iszen),

and MOA-ID (pk,'\D,ISOSAle). Thus, appropriate certificates are generated. Additionally, these cer-
tificates contain the public parameter ppBP> as a certificate extension (cf. Section|6.5.2.1)).

4. The SRA creates a modified Identity Link IDL* based upon the original IDL attributes. This
IDL* includes the attributes of IDL (e.g., name, date of birth, etc.) and all domain-specific
pseudonyms (ssPINs) for all public sectors. Hence, IDL* = ((A1,a1),..., (A, ax)) is a se-
quence containing the original attributes and additionally the added ssPINs, whereas A represent
the attribute name and a the attribute value.

5. Based on this IDL*, a template T is generated, which defines the value pairs (A;, a;) to be
redactable by the citizen. This template is then signed by the SRA using BDS.S. Appendix
gives an example of such an IDL*. The template signing process outputs the template signature
ot and the template dependent private key sk?itt)ii’; for the citizen (i.e., only the citizen holding

this key is able to redact data and to create signed message instances).

6. In the last registration step, the following data are stored on the corresponding citizen card:
the Template T representing the IDL*, the Template signature o1 and the Template dependent

. BDS, T
private key sk .

8The SRA represents the originator and the citizen the proxy in terms of blank digital signatures.
°This keys represent the keys of a conventional digital signature scheme.
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Figure 9.3: Sequence diagram of registration process

Identification and Authentication Process

Similar to the registration process, the identification and authentication process is designed to require
minimal changes to the existing infrastructure. The main changes affect the (centrally deployed)
identity provider MOA-ID and the client middleware. On the service provider’s side no essential
extension must be made. The sequence diagram of the identification and authentication process is
illustrated in Figure[9.4] The entire procedure consists of the following steps:

1.
2.

The citizen wants to access an application deployed and running at a service provider.

The service provider redirects the citizen to MOA-ID to request authentication. The authentica-
tion request holds the information in which sector the service provider operates.

. MOA-ID sends a request to the citizen to get the citizen’s identity data and signature.

The citizen reads the template, holding IDL*. The verification of the template signature o is
optional, as it is assumed that IDL* stored on the citizen card is honestly computed by the SRA.

. Due to data protection regulations, following redactions must be made: The sourcePIN and

all pre-generated ssPINs not representing the given sector must be redacted out of IDL*; i.e.,
only the corresponding sector stays visible. In addition to these legally required redactions, the
citizen is able to redact more identity attributes out of IDL*, which the citizen does not want to
be sent to the service provider. For instance, the citizen may redact the name, but the date of
birth is still available.
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The message M is generated. This message includes the redacted IDL* and following additional
information (to be compliant with the current implementation of MOA-ID):

e Current date and time

* Application data (e.g., application name, country in which the application is deployed,
etc.)

* Technical parameters (e.g., URL of the application, corresponding sector of the applica-
tion, etc.)

This message is instantiated and signed by the citizen using the private key sk23>  and the
BDS,T
Citizen”

template dependent private key sk This outputs the message signature o.

. The citizen returns the identity data, consisting of the message signature oy, and the message

M, to MOA-ID.

. MOA-ID verifies the message signature. In case this verification is positive, the message is

authentic and a valid instance of the template as defined by the SRA.

. MOA-ID creates an assertion Assert holding the available identity attributes and signs it using

its private key skDn |-
MOA-ID transmits this signed assertion (Assert and oa) to the service provider.
The service provider verifies the assertion signature and proceeds if the assertion is valid.

Depending on the available identity data of the citizen and the corresponding access rights, the
service provider is able to grant or deny access.
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9.7 Evaluation and Conclusions

The implementation has shown that the model is applicable to the existing infrastructure of the Aus-
trian eID system. Table [9.1] compares the defined requirements (cf. Section [9.3) with the proposed
model and the implementation. The present model has been designed according to the well established
concept of identity provider and service provider. It well fits into existing infrastructure, which bases
upon the deployment of the identity provider in a trusted environment.

The presented application to the Austrian eID system has been implemented on a prototype-basis.
In concrete terms a demo SourcePIN Register Authority has been set up to issue appropriate identity
links. All other changes has been implemented in the real life applications, such as the Austrian
identity provider MOA-ID and the client middleware. Hence, to apply the presented model in real life
and in large scale, the SourcePIN Register Authority must be involved, which may be a next step for
the presented approach.

In case the identity provider should be deployed in a semi-trusted environment, such as a public
cloud, additional privacy issues arise. In such a scenario, the identity provider acts honest but curious.
An extended model which eliminates these privacy issues is presented in |Zwattendorfer| [2014]. This
model uses proxy re-encryption whereas the registration authority encrypts the identity data for the
user. Then the user is able to generate a re-encryption key for the identity provider, who is then able
to re-encrypt the identity data for the service provider, whereas the identity provider only operates on
encrypted data.

To conclude, the identity management model has been successfully applied to the Austrian elD
system. That means, that the model may also be applicable to other eID systems, depending on the
concrete system.
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Table 9.1: Evaluation result against the defined requirements
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Requirement

Fulfilled through

Qualified and authentic
identity data

This requirement is fulfilled by using a trusted registration author-
ity, which is responsible for the correct and high quality data pro-
visioning. In the concrete application to the Austrian eID system,
this trusted registration authority is represented by the SourcePIN
Register Authority, which is responsible to issuing the Austrian
identity link. Thus, also the implementation fulfils this require-
ment.

Integration effort and
complexity

The model and implementation use existing identity protocols,
which already support the transfer of the needed data out-of-the-
box. The implementation fully integrates the existing Austrian
elD infrastructure. The required changes mainly affects the cen-
trally deployed SRA or centrally developed elements such as the
identity provider MOA-ID. Especially, changes on the service
providers’ side are minimal and allow for an easy integration of
the presented approach.

User-centered

The entire model is user-centered as the user specifies which data
she wants to disclose to the identity provider and service provider.
In the implementation of the client middleware the user is able to
select the attributes from the identity link, which are revealed to
the identity and service provider. Thus, the use is in full control,
which data is disclosed.

Selective Disclosure

The identity attribute can be separately disclosed by the user.
Here, the authenticity and integrity of the disclosed data remains
due the usage of editable signatures. Thereby, the implementation
bases on editable signature scheme presented in Section[6] which
is applied to the identity link.

Privacy

The identity and service provider only gets the identity attributes,
which are disclosed by the user. For sure, in this model the iden-
tity provider must act fully trusted as the identity provider is able
to read the disclosed identity attributes.

Open standards

The model and the implementation makes use of open standards
such as SAML. Furthermore, the implementation fully bases on
the Austrian eID system, which in turn bases on open interna-
tional standards or at least open national standards (such as the
specification for the identity link).
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10.1 Introduction

According to EuroStaﬂ 44% of all individuals [Eurostat, |2013b|] and 87% of all enterprises [Eurostat,
2013a]l in the euro area have interacted with public authorities using the Internet in the year 2012. So,
electronic public administration procedures have evolved as an important element of e-Administration
- on national as well as on international level. They also have proven their time- and cost-savings po-
tential compared to paper-based procedures. Nevertheless, administrative electronic procedures still
lack on efficiency and effectiveness, authenticity and integrity of the processed data, and on inter-
operability. These issues are underpinned by two European studies and the e-Government research
community. In 2012 the Directorate General for Internal Market and Servicesﬂ has published a Points
of Single Contact (PSC) study. The establishment of PSCs in the EU Member States is one of the
main requirements of the EU Services Directive [[European Commission, [2006a] and provides one-
stop-shops for service providers. This studies provide an assessment of the deployment of Points of
Single Contacts in the EU Member States and reveals different gaps of the existing PSCs.

The second study, carried out by the Directorate General for Communications Networks, Content
& Technologyﬂ has published a study on e-Government and administrative burdens. The findings of
this study are comparable to the findings of the PSC study. Also the research community is active in
this area and define efficiency, interoperability and security as major success factors [Zefferer et al.,
2014;J. R. Gil-Garcia, 2007; |/Altameem et al., [2006].

To bypass the mentioned issues, this chapter presents a next-generation flexible process model and
a modular architecture for dedicated public administration procedures on national level and across bor-
ders in particular. The presented approach bases upon the PSC concept from the EU Services Directive
and applies it also to use cases out of the Services Directive. Furthermore it increases the efficiency
and effectiveness of public administration processes by using a pre-processing unit for processing e-
Documents, which bases on the findings of Chapter[7] Finally, it ensures interoperability and security
(in particular authenticity and integrity of the exchanged data) by applying the e-Document framework
OCD (cf. Section[4.2)), editable signatures (cf. Chapters [5|and[6)) and the e-Delivery framework out of

the SPOCS project (cf. Section[3.2.5.5).

The remainder of this chapter is structured as follows. Section[10.2] elaborates in detail on the is-
sues and challenges of existing public administrative procedures. Based on that, Section|10.3|identifies
concrete requirements for a next-generation of public administration procedures ensuring efficiency
and effectiveness, authenticity and integrity, and interoperability. Section[I0.4]presents the general ar-
chitecture and defines the process model. To evaluate the architecture and process model, Section[10.5]
presents an implementation based upon a concrete life event. Finally, Section[10.6|evaluates the archi-
tecture and the process model as well as the implementation against the identified requirements and
draws conclusions.

'http://epp.eurostat.ec.europa.eu/portal/page/portal/eurostat/home/|
DG MARKET, http://ec.europa.eu/dgs/internal_market/index_en.htm.
DG CONNECT, http://ec.europa.eu/dgs/connect/en/content/dg-connect!


http://epp.eurostat.ec.europa.eu/portal/page/portal/eurostat/home/
http://ec.europa.eu/dgs/internal_market/index_en.htm.
http://ec.europa.eu/dgs/connect/en/content/dg-connect
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10.2 Issues and Challenges

Although electronic public administration procedures are already implemented in the field, they still
are not perfect yet. Issues and challenges of public administration procedures have been assessed
by the European Commission and the research community. Whereas the research community has
published several papers the European Commission has conducted two studies.

In 2012 DG MARKET has published a study on functioning and usability of the Points of Single
Contact under the Services Directive. This study provides

“[...] a preliminary assessment of the implementation of the Points of Single Contact in
the Member States. ...” [European Commission, |2012]

Main findings of this study are that the establishment of PSCs has increased the interoperability,
but still gaps have been identified, that

“[...] need to be overcome in order to unleash the full potential of the Points of Single
Contact.” [European Commission, 2012]]

Amongst other, these gaps are:

1. Simplification of administrative procedures is still not reached
2. Administrative procedures still base on conventional paper-based processes

3. 41% of the examined focus group had difficulties to complete the procedure

In addition, this study published a list of policy recommendations for PSCs and policy makers. A
major set of recommendations focuses on administrative simplifications and completion of electronic
procedures across border.

Furthermore, DG CONNECT has published a second study on eGovernment and the Reduction of
Administrative Burden [European Commission, [2014c[. This study states:

“Simplification and personalization strategies involve making interactions between gov-
ernment and user as simple (and therefore as easy, quick, efficient and effective) as possi-
ble for users, which clearly reduces their administrative burden” |European Commission,
2014c]

Additionally, the study identified cross-border services as a challenge on European level:

“... provide citizens with equivalent cross-border services as is happening for enterprises
under the EU Services Directive;” |[European Commission, [2014c]]

The need for administrative simplifications and reduced administrative burdens is also under-
pinned by the research community. For instance, Zefferer et al|[2014] have defined, based on the
findings of J. R. Gil-Garcia [2007]] and |Altameem et al.|[2006], efficiency as major success factors for
successful e-Government services. Furthermore, they define security as
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“...crucial for most governmental and administrative procedures” |Zefferer et al., 2014]

Following the findings of the studies and the research community, challenges for current public
administration procedures can be divided into three categories:

1. Efficiency
2. Interoperability across borders

3. Security

To fully face these challenges, activities on a technical, organisational and legal level must be
taken into account. As the present thesis focuses on the technical aspects, the remainder of this chapter
considers technical activities in particular.

Concerning efficiency, the main reasons for delayed application processing are missing data and
provisioning of non-machine-readable data. In the first case, application data and supplementary
documents are usually sent through a web form from the PSC to the CA (or even to several CAs).
There, the responsible official processes the application and may notice that data or documents are
missing or are incomplete. At this point, a manual interaction with the applicant is needed, which
delays the application and thus reduces efficiency of the whole procedure. For sure, CAs or the PSC
have implemented basic data validation processes. Nevertheless, current validation implementations
are very simple and do not support complex validations. Hence, there is need to establish sophisticated
data validation processes.

The second challenge for current public administration procedures is interoperability. Cross-
border interoperability focuses on interoperable services between different countries. Main issues
are the data exchange and the delivery between countries. This concerns mainly the data exchange
between PSC and CAs, between different CAs, as well as the delivery of the CA’s decision to the appli-
cant. Hence, elaborating appropriate data exchange and delivery mechanisms are the main challenges
for interoperability.

The last challenge is security and concerns mainly the authenticity and integrity of the exchanged
data especially in a cross-border context. Thereby, electronic signatures are the means of choice to
ensure the trustworthiness of exchanged data. Hence, an appropriate usage of electronic signatures in
public administration procedures must be ensured.
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10.3 Requirements

Based upon the findings and discussed challenges in the previous subsection, requirements for a next-
generation of public administration procedures have been identified and considered to be necessary
by the thesis author. Thereby, following requirements - focusing on the technical level - have been
identified:

Interoperability and cross-border services: Public administration procedures must rely on the es-
tablished PSCs. Although PSCs need to be established in the context of the EU Services Di-
rective only, an extension of the area of application into other domains seems reasonable as the
concept of one-stop shops is widespread on the e-Government domain. In addition, findings of
the EU Large Scale Pilot projects should be taken into account, as they already provide solutions
to achieve interoperability.

Modularity and adaptability: Software components modelling public administration procedures elec-
tronically must be designed in an easy extensible and adaptable way in order to react quickly
on changed needs. That means, needed functionalities must follow a modular and adaptable
approach to ensure easy integration and extension of existing facilities.

Clear and usable interfaces: The communication between affected parties and involved modules
and components must base on clear and usable interfaces. Wherever possible standardised in-
terfaces should be used to achieve sustainable solutions.

Integration into existing infrastructures: PSCs are already deployed in different countries. That
means, (basic) infrastructures exist. To facilitate the take up and to protect the past investment
costs, the extended public administration procedure must be easily and smoothly integrable into
existing infrastructures.

Automatic processing: A public administration process must ensure automatic processing. This
means that manual interactions between applicants and administrations as well as between ad-
ministrations amongst each other must be avoided as much as possible. Therefore, comprehen-
sive data validation and data extraction facilities are needed, which are able to minimize the
need for manual interactions.

Authenticity and integrity: Appropriate means to ensure the authenticity and integrity of the public
administration procedure must be met.

Scalability: The public administration is concerned with high usage of their provided services and
applications. Hence, appropriate means to ensure scalability of public administration procedures
must be met.

Following section elaborates on the proposed general architecture and process flow for efficient
and interoperable public administration processes, which aims to meet the identified requirements.
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10.4 General Architecture and Process Model

10.4.1 Overview

To face the identified challenges and to fulfil the defined requirements, following basic action have
been set:

* A pre-processing unit increases the efficiency of public administration procedures by ensuring
mostly automatic processing through avoiding manual interactions based upon data validation
and data extraction facilities.

* On the one hand interoperability is ensured by applying the PSC/CA model of the European
Services Directive also to other use cases. On the other hand incorporating following findings
of large scale pilot projects increases the interoperability too:

— The OCD container (cf. Chapter [), developed by the LSP SPOCS, is used as exchange
format between the affected parties.

— The e-Delivery solution of the LSP SPOCS (cf. Section[3.2.5.5) is used to enable a (cross-
border) delivery of the final decision to the citizen.

* Authentication and integrity is ensured by the use of electronic signatures (as part of the OCD
container). Depending on the use case, conventional or editable signatures are used.

For the general architecture and the process model two different use cases have been defined. The
main difference between these use cases is the deployment location of the pre-processing unit. In the
first use case the pre-processing unit is deployed in the domain of the PSC. This approach is beneficial
if only one or a small number of PSC are deployed in a country. In case of several deployed PSCs the
pre-processing unit must be setup up by each PSC, which may be adverse concerning the configuration
effort. Therefore a common usage of the pre-processing unit seems to be beneficial. In addition, the
deployment in the PSC domain is usually bad scalable, which may cause performance problems due
to the potentially high loads of the pre-processing unit.

To overcome these issues, the second use case foresees a deployment of the pre-processing unit in
the cloud. Via the cloud the pre-processing unit is accessable by several PSCs. The main advantages
of this approach are:

Scalability: The cloud deployment enables a scalability of the pre-processing unit and is able to
manage high loads of the unit.

Configuration effort: The configuration of the pre-processing unit has to be done only once. Poten-
tial issues through different configurations are eliminated.

Cost savings: No in-house infrastructure is needed for the pre-processing unit.

The following subsections discuss both use cases in more detail.
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Figure 10.1: Architecture: Use case 1

10.4.2 Use Case 1: Non-Cloud Deployment
10.4.2.1 General Process Architecture

Figure [10.1] shows the general process architecture, which bases upon the common administration
procedure structure (cf. Section [2.3). This structure has been amended by a pre-processing unit,
whereas the other components (portal, back-office and electronic delivery) are nearly untouched. The
pre-processing unit is deployed in the domain of the PSC and acts between the request for application
(at the PSC) and the processing in the back-office (at the CA). It pre-processes the given data to ensure
that no incomplete data are sent to the CA, which may cause delays and additional work on the CA’s
side.

The pre-processing unit strongly bases on the findings of Chapter[7} The main purpose is to avoid
a manual interaction with the applicant at a later process stage and thus concerning the affected CAs.
In case the pre-processing unit fails, a manual interaction backup exists. However, this interaction
takes place on PSC side and thus is still more effective than manual interactions at the CAs.

The pre-processing unit consists of the following subunits: a comprehensive data validation unit,
a data extraction unit, and a data update (data re-integration) unit. Following subsection elaborates on
the process flow incorporating the pre-processing unit.
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10.4.2.2 Process Model

Figure[10.2]illustrates the general process model for increasing efficiency and interoperability of public
administration procedures. To ensure interoperability for cross-border applications, it incorporates the
findings of the large-scale pilot projects SPOCS and STORK. The process model consists of following
actors:

a) The applicant, who wants to apply for an application

b) The PSC as contact point for the applicant

c) The CA responsible for processing the application

The detailed process flow is:

1.
2.

The applicant wants to apply for an application at the PSC.

Therefore, she fills in the corresponding forms and attaches the required documents.

. Before sending the data to the CA, the PSC hands over these data to the pre-processing unit.

Then a data validation process is executed to validate the application data and the attached
documents. This validation must be tailored to the specific application to ensure a reasonable
resulﬂ This customization has to be configured initially. Of course, this customization causes
additional work in the setup phase, but amortises over time because of having more automatic
processes and thus reduced manual interactions. If the data validation was successful (i.e. all
needed data are available): see step 6, otherwise see step 4.

. The data extraction tries to extract the missing information from the available application data

and documents. Thereby, the unit extracts or tries to extract the needed data. As for the data
validation, also the data extraction mechanism must be tailored to the specific application to en-
sure a reasonable resultﬂ The extracted data are added (re-integrated) to the present application
data.

The entire data are then re-validated. In case re-validation was successful: see step 6. Otherwise
a manual interaction is required. First, the official tries to manually extract the needed infor-
mation from the available documents, which may happen by presence of a scanned document,
which is not automatically extractable. If no appropriate data can be extracted, as for instance
the needed document is missing, the applicant must be informed. Thereby, the applicant is
requested to add or update the missing or wrong data.

. The PSC creates an OCD container based upon the application data and attached documentﬂ

This is done to ensure interoperability especially for cross-border applications, e.g. an applicant
from country A applies for an application in country B. This generated OCD container is then
handed over to the CA.

“That means the validation must validate if all data and documents are available, which are needed for the further
processing at the CA. Depending on the complexity and kind of the application, the validation requires a structural validation
(certain data fields are available) and an additional content validation (certain data fields must have certain values).

>That means the data extraction should extract all data which are needed. Depending on the complexity, various docu-
ment formats must be supported. As for the data validation, the additional configuration effort amortises over time.

®Besides the application data, the attached documents are added to the payload layer of the OCD container.



10.4. General Architecture and Process Model

167

(8) CA (7) A (e PSC
Deliver - : Create OCD
- Handle application i .
17 decisionto |« and issue decision -~ container and -
| applicant : forward to CA
v (1)  psc (2) PSC I (3) PSC
e Apply for Fill in forms : Data validation of
and ! . Successful
N an +—w application data and —— [
N attach 1 validation
{ application ! documents
. documents i
A |
Backup (5) PS 4) PS
manual
interaction i
: No Successful o Data extraction
---------------- - Re-Validation [« &
re-validation . .
Data re-integration

! Pre-Processing !

________________________________________________________________________________________________________________________________

Figure 10.2: Process model: Use case 1

7. The CA receives the OCD container and automatically verifies the container using the OCD
validation and verification module (cf. Section[d.3.3)). This validation and verification includes
also the signature verification of all contained signed e-Documents. Then the CA handles the
application, whereas the data and document processing is easy and less time-consuming as all
needed data are already available. After processing the application, the CA issues a decision.

8. This decision is delivered to the applicant using e-Delivery. Thereby, the national delivery
system is used (in case of a national application) or by using the e-Delivery framework of the
LSP SPOCS for a cross-border delivery of the decision.

10.4.3 Use Case 2: Cloud Deployment

10.4.3.1 General Process Architecture

Figure|10.3|shows the general architecture for the second use case. It consists of two independent PSCs
and independent CAs. The pre-processing unit is deployed in the cloud and is shared by both PSCs.
The functionality of the pre-processing unit is the same as for the first use case. The difference is that
the unit is deployed in the cloud and thus does not need to be deployed by each PSC. As the documents
and the application data must be forwarded to the pre-processing unit, they are wrapped into an OCD
container beforehand. This container is signed by an editable signature, as parts of the contained data
may be modified or update depending on the outcome of the validation and extraction unit. However,
the use of this editable signature ensure that only data are modifiable which are specified by the PSC.
For sure, data protection and privacy regulations must be taken into account for this deployment. That
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means, to satisfy these regulations the pre-processing unit must be deployed in a private cloud, as other
cloud models, such as the public cloud have clear privacy issues [Zwattendorfer et al., 2013b].

10.4.3.2 Process Model

Figure[10.4]illustrates the general process model for the second use case. The process flow bases upon
the process flow of the first use case but takes the mentioned differences into account. The model
consists of an additional actor, which is the cloud provider, where the pre-processing unit is deployed.
The detailed process flow is[]:

1.
2.
3.

The applicant wants to apply for an application at the PSC.
Therefore, she fills in the corresponding forms and attaches the required documents.

The PSC creates an OCD container including the application data as well as the given docu-
ments. Then, the PSC signs the OCD container using an editable signature and defines which of
the signed data can be modified. Additionally, the PSC assigns permission to the pre-processing
unit. Hence, the pre-processing unit is able to update signed data, by retaining the authenticity
and integrity of the PSC signature.

. The pre-processing unit, deployed in the cloud, executes a data validation process to validate

the application data and the attached documents. As for the first use case this validation must
be tailored to the specific application to ensure a reasonable result. If the data validation was
successful (i.e. all needed data are available): see step 8, otherwise see step 5.

. The data extraction tries to extract the missing information from the available application data

and documents. Thereby, the unit extracts or tries to extract the needed data. Again, the data
extraction mechanism must be tailored to the specific application to ensure a reasonable result.

. Based upon the extraction results the OCD container is updated with the extracted data. Due

to the editable signature, the pre-processing unit is able to update the OCD container without
invalidating the signature.

The entire data are then re-validated. In case re-validation was successful: see step 8. Otherwise
a manual interaction is required. First, the official tries to manually extract the needed infor-
mation from the available documents, which may happen by presence of a scanned document,
which is not automatically extractable. If no appropriate data can be extracted, as for instance
the needed document is missing, the applicant must be informed. Thereby, the applicant is
requested to add or updated the missing or wrong data.

. The PSC forwards the updated OCD container to the CA.

. The CA receives the OCD container and automatically verifies the container using the OCD

validation and verification module (cf. Sectiond4.3.3). This validation and verification includes
also the signature verification of all contained signed e-Documents. Then the CA handles the
application, whereas the data and document processing is easy and less time-consuming as all
needed data are already available. After processing the application, the CA issues a decision.

"To hold the description self-contained, some process steps are repeated from the first use case even if they have not
changed.



10.4. General Architecture and Process Model

169

l Q

. Manual Interaction
Ay

T i PSCA i Cloud CA CA

Appli t\‘ ¥
pplican Pre- . Electronic
Portal P . — Back-office — Deli
Documents + rocessing Decision elivery
/ Application Data

Electronic
Documents

Profile ID (Validation)

Manual Int
A

eraction

Data

Data

Profile ID (Extraction)

Validation

; Updated data

Documents

Documents

Data
Extracti

PSCB

ElectrohiN

Documents

/'

Portal

on

Update Data/
Re-Integration

®
9/
T

Applicant

Documents +
Application Data

Pre-
Processing

CA

CA

Back-office

Decision

Manual Interaction

Electronic
Delivery
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Figure 10.4: Process model: Use case 2

10. This decision is delivered to the applicant using e-Delivery. Thereby, the national delivery
system is used (in case of a national application) or by using the e-Delivery framework of the
LSP SPOCS for a cross-border delivery of the decision.

10.5 Implementation

The presented architecture has been implemented on a proof of concept prototype. Thereby a concrete
use case has been implemented. This use case is that a foreign citizen wants to establish a ski school
in Austria. According to the PSC Styri following documents are necessary as proof for her personal
and businesslike prerequisite

* Proof of citizenship (Signed XML based document; contains name, date of birth and nationality
of the citizen)

* Criminal record certificate (Signed XML based document; contains name and date of birth of
the citizen)

* Medical certificate (Scanned PDF document; contains the needed medical information)
* Proof of qualification (Scanned PDF document; contains data to proof the citizen’s qualification)

* Third party insurance certificate (PDF document; contains data about the third party insurance)

Following components have been implemented as shown in Figure|10.

Shttp://www.eap.steiermark.gv.at/cms/beitrag/11201233/48164989/,
“This list also contains the exemplary availability (in terms of document format, electronic signature and included basic
data) of these documents to demonstrate the applicability of the pre-processing unit.


http://www.eap.steiermark.gv.at/cms/beitrag/11201233/48164989/
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Demo PSC: A demo PSC has been implemented consisting of a simple portal. This portal provides
a web form enabling to request an application for opening a ski school in Austria. The web
form enables the applicant to fill in the required application data and to upload the needed e-
Documents. After the application data and e-Documents have been successfully processed in
the pre-processing unit, the demo PSC creates an OCD container based upon the findings of
Section 4.2 This OCD container is then forwarded to the demo CA.

Pre-Processing Unit: A pre-processing unit has been implemented based upon the findings of Chap-
ter [/l Thereby the validation unit, the extraction unit and the re-integration unit are intercon-
nected accordingly. The data re-integration receives the specific extraction result and the appli-
cation data as input. It re-integrates (updates) the application data with the extracted information
and returns these updated application data. Furthermore, following configurations steps must
be done for the data validation and data extraction unit:

Data validation: For all needed documents (proof of citizenship, etc.) appropriate validation

profiles have been defined. For instance, the validation profile for the proof of citizenship
verifies if the document structure contains a name, date of birth and citizenship.
Hint: Due to a missing international common structure of the needed documents, appro-
priate XML based structures of the proof of citizenship and criminal record certificate -
based upon the Austrian structure of these documents - have been defined to demonstrate
the applicability of the validation unit.

Data extraction: For the remaining document appropriate extraction profiles including the
corresponding template matching strings have been defined.
Hint: The third party insurance certificate is provided as PDF file, which enables the
extraction of the needed data and therefore shows the applicability of the extraction unit.
To demonstrate the backup manual interaction the medical certificate and the proof of
qualification are available as scanned PDF file. Thus the needed data cannot be extracted
automatically and the responsible person at the PSC tries to manually extract the needed
data from the given documents.

Demo CA: A demo CA, which is responsible for processing the request is implemented. This demo
CA receives the OCD container from the demo PSC and verifies the container. This OCD
container contains all needed application data and electronic documents. Based on that the CA
issues a decision. As the applicability of e-Delivery across borders has already been proven by
Tauber| [2012]], this final step is omitted. Instead, the decision is sent back to the demo PSC,
where the applicant is able to inspect it.

!0That means the medical certificate, proof of qualification and third party insurance certificate.
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Figure 10.5: Implementation next-generation public administration procedures

10.6 Evaluation and Conclusions

The implementation has shown that the proposed architecture and model for a next-generation of
public administration procedures is applicable and is able to fulfil the identified requirements with the
following given limitations. The model has been implemented for a concrete use case, which was to
establish a ski school in Austria. Thereby a demo process has been set up according to the rules given
by the PSC Styria. The implementation of the presented approach direct at the PSC Styria may be a
next step for the presented approach. Nevertheless, the implementation has proven that the model and
implementation are basically applicable, but still some drawbacks exist.

The implementation has shown, that there is an additional effort to configure and customize the
pre-processing unit. However, this additional effort has to be done only once (for each process) and
thus amortises over time thanks to having more automatic processes and reduced manual interactions.
Concerning the reduction of needed manual interaction, the result of the evaluation is similar to the
evaluation given in Chapter The XML-based data validation of the pre-processing works well
and successful on XML data, whereas the quality of the data extraction depends on the structure of the
given documents. Due to the still high amount of paper based documents (usually available as scanned
copy) [European Commission, [2014c|| an additional manual interaction backup has been introduced
as an automatic extraction out of a scanned copy is yet not possible. In this backup mechanism, the
official tries to manually extract the needed information from the available documents, which is still
a benefit compared to a manual interaction back to the citizen. Only after, the official is not able to
extract the needed data (i.e. the document is missing), the citizen must be informed.

The presented approach provides appropriate technical means to face the identified issues on ef-
ficiency, interoperability and security. Nevertheless, challenges on the semantic, organisational and
legal level still exits. One of these challenges is the mutual recognition of e-Documents in the dif-
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ferent Member States, which is also known as the document equivalence problem. This means for
instance, if an Austrian criminal record certificate is recognised in another Member States and vice
versa. This issue has also been addressed by the large scale pilot SPOCS [Stasis et al., [2012]. Ad-
ditionally, the other main challenge is the recognition of the different national e-Delivery systems.
Whereas, the recognition of different e-Delivery solutions seems to be solved by the upcoming eIDAS
Regulation [European Commission, [2014b]], the challenges concerning e-Documents still exist. The
reason for that is, that the eIDAS Regulation states only:

“An electronic document shall not be denied legal effect and admissibility as evidence in
legal proceedings solely on the grounds that it is in electronic form.” [European Commis-
sion, |2014b]

For a concrete mutual recognition of e-Documents, this seems to be insufficient and is seen by the
thesis author as a missed opportunity for achieving document equivalency within Europe even if the
implementing acts of the regulation may be more precise. Hence, additional activities must be set by
the European Commission to face this issue.

Finally, Table [T10.1] compares the identified requirements from Section [10.3] and shows how they
have been fulfilled by the proposed approach with the given limitations.
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Table 10.1: Evaluation result against the identified requirements

Requirement

Fulfilled through

Interoperability
and  cross-border
services

Interoperability is achieved by several means. On the one hand the con-
cept of PSCs as one-stop-shop is applied also to other use cases out of
the EU Services Directive. On the other side findings of the large scale
pilot projects have been incorporated. In particular, the interoperable e-
Document framework OCD (cf. Section[d.2) and the e-Delivery solution
of the LSP SPOCS are used.

Modularity and

adaptability

The architecture of the entire process and the pre-processing unit is fully
modular (see also Section[7.5)). Through this modular approach, certain
modules can be easily exchanged or the functionality can be extended
by adding further modules.

Clear and usable
interfaces

The developed architecture and process model have been developed fol-
lowing the KISS principle. That means all interface are designed for
easy usage and hide the complexity of the operations behind. Wherever
possible open standards and specifications have been used.

Integration into
existing infrastruc-
tures

The entire architecture takes into account the existing infrastructure -
in particular the already deployed PSCs and CAs in the back-office and
the general e-Government process architecture given in Section[2.3] The
pre-processing unit is easy integrable thanks to the easy interface.

Automatic process-
ing

The decrease or - in the best case - removal of the need of manual inter-
action is achieved by the use of the pre-processing unit, which validates
the data and optionally tries to update the needed data. As already in-
dicated limitations concerning the availability of extractable electronic
document exits. Nevertheless, an additional manual interaction backup
exists, where an official tries to extract the need data in a first stage and
only if this is not possible a manual interaction back to the citizen is
needed.

Authenticity and

Integrity

Authenticity and integrity is ensured by the use of electronic signatures.
Wherever e-Documents and data are exchanged an OCD container is
used. This container is signed by a conventional signature or an editable
signature depending on the use case.

Scalability

The pre-processing unit is concerned with a high usage including load
peaks - especially if the unit is used by several PSCs. Therefore, the
second use case foresees a deployment of the pre-processing unit in the
cloud. Hence, this deployment fully benefits from the scalability and
elastic advantages of a cloud deployment. For sure, data protection and
privacy regulations must be taken into account for this use case. Thus, a
deployment within a private cloud seems to be favorable.
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Summary and Conclusions

“Work expands (so as) to fill the time available for its completion.”

[ Cyril Northcote Parkinson ]
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11.1 Summary

The basis for this thesis has been given by various sources. As indicated in Figure these sources
have been various European legal Regulations and Directives and other European initiatives like the
Digital Agenda for Europe or the e-Government action plan. An important additional source have
been the e-Government and IT security research community focusing on electronic signatures. To-
gether they formed the need for next-generation technologies and next-generation technologies for
e-Documents. To create concrete actions for the thesis, seven major key action points have been
identified in Chapter [3] These key action points concluded the first part of the thesis, which elabo-
rated in the beginning about the transition from traditional to electronic administrative services and an
overview about various European initiatives.

In Part [T next-generation technologies for e-Documents have been developed. In the Chapters [
to [/] different core technologies have been developed. These core technologies have been brought
together to develop next-generation applications for e-Documents, which are presented in Part [III| of
the thesis. Table[TT.1] gives the concrete thesis results compared to the identified key actions points.
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Key action point

Thesis result

#1 An interoperability frame-
work for the exchange of
e-Documents in (government
based) cross-border scenarios is
needed

In Chapter @ an interoperable e-Document framework -
called OCD (Omnifarious Container for e-Documents) -
has been developed. This framework enables the secure ex-
change of electronic documents across borders. Although
developed with focus on the use cases of the EU Services
Directive, the framework is applicable for each type of data
exchange based upon e-Documents both on national and
international level.

The OCD has proven its applicability in a 18 month last-
ing piloting phase in the large scale pilot project SPOCS,
whereby the implemented software modules have been de-
ployed in real life environments. From a technical point
of view the OCD has met all requirements of the piloting
countries. Additionally the modules have been assessed
being on a mature level and ready to be deployed in other
real life environments outside of the project SPOCS.

#2 An extension of the Austrian
signature verification service is
needed to support the use of TSL
as well as the support of verify-
ing the QC and SSCD property

Chapterpresents a cross-border signature verification via
trust-service status lists based upon the Austrian module
MOA-SP. The presented implementation supports the cer-
tificate validation based upon TSLs. Thus it enables - on
the one side - the certificate validation up to a trusted cer-
tificate and - on the other side - the verification if the signer
certificate is a qualified certificate (QC) and if the signature
has been created using a secure signature creation device
(SSCD).

All of these validations and verifications are important pil-
lars for the cross-border verification of electronic signa-
tures. Especially, the verification of the QC and SSCD
properties enable the recognition of a qualified electronic
signatures.  Qualified electronic signatures are legally
equivalent to handwritten signatures as they allow a unique
identification of the signatory, which is a vital prerequisite
for many applications in the area of e-Documents and iden-
tity management.
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Table 11.1: Key action points vs. thesis results

Key action point Thesis result

#3 Assessment of editable sig- | Editable signatures allow modifications of signed data, but
nature schemes and implemen- | simultaneously preserve the authenticity and integrity of
tation of an editable signature | the unchanged data. This is an important property for pub-
scheme, which is applicable in | lishing signed data, which need to be censored or sanitized
the e-Government context beforehand due to privacy or legal regulations protecting
private or personal data (this is well known as the digital
document sanitizing problem). In Chapter [5] different se-
lected editable signature schemes have been evaluated and
assessed focusing on the applicability in the e-Government
domain. This assessment bore a list of three suitable ed-
itable signature schemes.

Nevertheless obstacles hindering an application of these
schemes in real applications exist. Hence, in Chapter [6] a
concrete implementation of an editable signature scheme
has been presented. This implementation bases upon
the existing core implementation of the editable signature
scheme “blank digital signature”. The presented imple-
mentation bases upon XML and the advanced electronic
signature standard XAdES. Furthermore, the implementa-
tion is applicable in the e-Government domain and serves
as basis for the next-generation applications presented in
the remainder of the thesis.

#4 More efficient and automatic | Efficiency is a main pillar for successful e-Government
processing of e-Documents is | processes and procedures. This has been underpinned by
needed different studies from the European Commission and also
from the e-Government research community. Thereby, the
processing of e-Documents is a bottleneck, as incomplete
or wrong data usually requires manual interaction to pro-
ceed with the procedure. This manual interaction renders a
simplification of administrative procedures impossible and
prevents efficiency increase.

To face this challenge, in Chapter [7] concepts and software
modules have been develop to improve the processing of
e-Documents. First a validation module provides com-
prehensive and sophisticated validation possibilities of e-
Documents and other data. The second module provides
extraction facilities which enable the extraction of data out
of available e-Documents. Both developed modules serve
as a basis for the pre-processing unit, which is a main find-
ing for key action point #7.
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Key action point

Thesis result

#5 Next generation applications
in the area of open government
data and public sector informa-
tion are needed, which consider
security aspects such as the au-
thenticity and integrity of the
provided data

Open Government Data is currently one of the most dis-
cussed topics in the e-Government area. Surprisingly, se-
curity aspects such as authenticity and integrity of the
published data has not been assessed so far. Therefore,
Chapter [§] presents next-generation applications enabling
Trusted Open Government Data (Trusted OGD).

Trusted Open Government Data enables an authentic and
trustworthiness publication of OGD by means of electronic
signatures. Thereby, the data to be published is signed by
the OGD provider before publishing. The signed OGD can
then be verified by the OGD recipient. In case of a suc-
cessful verification the recipient can fully trust the received
data. The presented approach makes use of conventional
electronic signatures as well as editable signatures enabling
the publication of even redacted data.

#6 Next generation of an identity
management system, enabling a
selective disclosure of identity
attributes and applicable to the
Austrian elID system, is needed

Identity management is one of the main pillars of e-
Government and most countries have set up different elD
solutions. Additionally, most solutions require to reveal the
entire identity data to the identity provider and/or the ser-
vice provider. For privacy reasons, many users do not want
to reveal their entire identity data set and in some cases this
is even not required.

Therefore, Chapter [9] developed a novel approach for a
user-centered identity management model for national eID
solutions, which enables a selective disclosure of identity
data. The approach bases upon editable signature and has
been adopted to the Austrian eID system.
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Table 11.1: Key action points vs. thesis results

Key action point Thesis result

#7 Technical approaches for ef- | Efficiency, security and interoperability are the main suc-
ficient and secure public admin- | cess factors for successful public administration proce-
istration procedures across bor- | dures as defined by different European studies and the e-
ders are needed Government research community. The common implica-
tion of them is that existing public administration proce-
dures need to improve the efficiency, security (in terms of
authenticity and integrity of the exchanged data) and even
interoperability.

Therefore, Chapter [I0] presents a next-generation flexible
process model and a modular architecture of public admin-
istration procedures on national level and across borders
in particular. The approach takes into account the find-
ings of the large scale pilot projects SPOCS and STORK.
Furthermore it bases upon the EU Services Directive, but
extends the usage also for use case out of the Services Di-
rective. To increase the efficiency, the model makes use of
a pre-processing unit, which intention is to minimize or -
in the best case - eliminate the need of manual interactions.
Thereby the approach makes use of the different core tech-
nologies developed in Part@ of the thesis.

11.2 Conclusions

The developed concepts and methods in this thesis have proven their applicability through appropriate
implementations. Thereby, the implementations of the core technologies served as a basis for the
implementations of the next-generation applications. For each main finding, representing the solution
for the identified key actions point, individual conclusions can be given. Hence, Table [11.2] presents
this individual conclusions separated for each main findings of the thesis.
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Table 11.2: Individual conclusions of the main findings

Main finding Individual conclusions

A) Interoperability | The framework OCD has been assessed positively. Nevertheless a few
framework OCD issues and challenges for the future of the OCD exist. One of the ma-
jor challenges concerns the standardisation of the OCD as this is a key
element for achieving sustainability. Although the OCD bases mostly
on open standards and specifications, the OCD itself is not yet stan-
dardised. Concrete suggestions for the standardisation are given in the
OCD final report [Stranacher, 2013]] which comprise the standardisation
of the meta data layer and the PDF based implementation of the OCD
container.

Another main challenge affects the mutual recognition of e-Documents
(=e-Document equivalency). This challenge must betreated on a higher
level and concerns both legal and semantical aspects. The mutual recog-
nition of e-Documents is not only an issue of this finding, but also from
the main finding on efficient and secure public administration proce-
dures (cf. main finding #7).

B) Austrian sig- | The integration of trust-service status lists into the Austrian signature
nature verification | verification service MOA-SP has been positively evaluated. Neverthe-
service with TSL | less, the entire system is dependent from the quality of the issued Mem-
support ber State TSLs. Unfortunately, the quality of this issued TSLs is very
widespread and only a small number of TSLs are fully correct. The rea-
son for that seems to lie in the complexity of the TSL specification and
EC TSL-Decisions.

The upcoming eIDAS Regulation may open the door for improving the
current situation. The regulation state that “Each Member State shall es-
tablish, maintain and publish trusted lists with information related to the
qualified trust service providers for which it is competent together with
information related to the qualified trust services provided by them.”
[European Commission, |2014b]]. This statement is quite general. Nev-
ertheless, the European Commission is obliged to define appropriate
technical specifications and formats for trusted lists by means of im-
plementing acts. The implementation of these acts will determine if the
current situation can be improved.

C) Editable signa- | The presented editable signature scheme has proven its applicability in
ture scheme for e- | the e-Government domain. Nevertheless, further developments may be
Government beneficial. The current implementation bases upon Java. It may be ad-
vantageous to port this implementation also to other platforms. Another
aspect may the development of an editable signature scheme based upon
PDF and the advanced electronic signature standard PAJES.
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Main finding Individual conclusions
D) Efficient | The prototypical implementations of the data validation and data extrac-
e-Document pro- | tion modules have shown that they are applicable in the e-Government
cessing domain. Nevertheless, for the deployment of these modules in real life

environments the implementation must be fostered to be on a mature
level. Additionally, the functionalities of the modules may be extended.
The implemented data validation module currently supports the vali-
dation of XML based data only. This may be extended to other data
formats in the future. Finally, the implemented data extraction module
currently enables the data extraction out of PDF and Word documents.
This may also be extended to further data formats.

E) Trusted Open
Government Data

The applicability of the Trusted OGD approach has been proven by
proof-of-concept implementations for the server-side and client-side
component. Thereby, the server-side is responsible for publishing the
data and the client-side application makes use of the published and
signed data. The server-side implementation can be used by OGD
provider through an easy integration into the existing infrastructure.
Nevertheless, the implementation may be fostered to be on a mature
level and ready to the deployed in real life environments. The client-
side implementation may serve as best practice for Trusted OGD appli-
cations.

F) User-centered
identity manage-
ment enabling
selective disclosure

The presented identity management model and its implementation for
the Austrian eID system have proven their applicability. The imple-
mentation already takes into account the specifics of the Austrian eID
system. Nevertheless, for a concrete and large scale implementation
some challenges still exist. For instance one of these challenges is that
the model requires changes of the identity link, which is issued by the
SourcePIN Register Authority. Another challenge is to implement the
needed functionalities for the editable signatures on or via smartcards
representing an Austria Citizen Card.
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Main finding

Individual conclusions

G) Efficient and
secure public
administration
procedures

The proposed model has been implemented on a proof-of-concept basis
and has shown its applicability. Thus it represents an approach for next-
generation of public administration procedures on a technical level. For
sure, as also indicated by the different European studies and the research
community, challenges on the semantic, organisational and legal level
still exits.

The main challenges for e-Documents is the mutual recognition of e-
Documents in the different Member States as already indicated above.
That means that there is still a missing consent on which e-Documents
from a Member State A are legally equivalent to an e-Document in
Member State B. For instance, what is the equivalent Austrian docu-
ment to a Greek certificate of qualification for an architect? It is even
not clear if there exists such an equivalency for all use cases. Article
37 of the upcoming eIDAS regulation regulates the legal effects of elec-
tronic documents. Unfortunately, this article consists of a single and
general statement, which does not contain any details. From the thesis
author’s point of view this is a missed opportunity for achieving doc-
ument equivalency within Europe. Nevertheless, the large scale pilot
e-SENS may provide an appropriate proposal for the mutual recogni-
tion of e-Documents.
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Appendix A

Advanced Editable Sighature Examples

A.1 Template Signature (enveloping)

Listing A.1: Template signature (enveloping)

N - N )

<?xml version="1.0" encoding="UTF-8"?2>
<ds:Signature Id="signature-1-1" xsi:schemalocation="http://www.w3.0rg/2000/09/xmldsig#

xmldsig-core-schema.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:xsi="http://

www.w3.0rg/2001/XMLSchema—-instance" xmlns:bdss="urn:bdss">
<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>

<ds:SignatureMethod Algorithm="http://www.iaik.tugraz.at/bdss#ECDSAwithSHA256"/>
<ds:Reference Id="Reference-c7b5c8fc-1a" URI="#0Object-c7b5c8fc-1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2002/06/xmldsig-filter2">
<XPath xmlns="http://www.w3.0rg/2002/06/xmldsig-filter2" Filter="intersect">id ("
Object—-c7b5c8fc-1") /node () </XPath>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue/>
</ds:Reference>
<ds:Reference Id="Reference-c7b5c8fc-1b" Type="http://uri.etsi.org/01903#
SignedProperties" URI="#SignedProperties-c7b5c8fc-1">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>imjdswvFIXFxhWoiZuf91gqo6Ma2KEHT3003gLg+9S0c=</ds:DigestValue>
</ds:Reference>
<ds:Reference Id="XSL1R" URI="#XSL1">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>sNPJMcbCVIMCmC6PJIcMHVDggr0HawN36UK7UVrOG6HI=</ds:DigestValue>
</ds:Reference>
<ds:Reference Id="XSL2R" URI="#XSL2">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Wpeblm7G4m5eFsc2KafkV8LOUF jLLquvL12rwIgDPLY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>BQAAAakDAAABaQIAAAAEdGVzdAAAAAEWAAAAIQCEZzHph69nPOQ/1hnUagsDyb/1iG
EGCx2YHDOO0O0/Z0WOWWAAACZXAAAAIQJI+Pgk37gPZ8GDe2W1Bucvd30DYev7LgPZW
P38NABnHBgAAABKWAAAAFMfhPg0IeY56mNfxZnzfIemYIrft AAAA63IAAAAhALDR
zF27gq51iRdNzk22DWcQgK9tXj4sgRy4TUMu9GJIDB1AAAANGIAAABIYQAAACAIAFYS
YchrEi20uN3LeKWJjUKtdrLP3kD1480Vt jjRheQAAACBMM2ZYrnadhDJ98p5uiOAx
6JFyYUOAHGMocHwWnKwy cMwAAAEPhAAAATHT 90EsdVozySuYXcCCT8XVYSHz fpvT6
458ngrW+DxakAAAAIQCIvxrdg/soN7XqY8PadNcdW5b1AWYDXgSiLL7/ j9FKn7AAA
ACECWHqqs XI105bUyS9IMATk4hW+MAD6USPiwx3A1lyfz1scAAAAIMDUCGQCOXMZY
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VGB60H1CNn9BOCHF j3InfZ8ufjUICGEW+VNFIwBDfwOxZzgLcyztMT3gpC7mubQAA
AEsSQAAAAHxmooa7vRkpW9I9CEaI jCIVBELIVNzEkwMEi8gxTGx4kAAAAJCcAAAABSh
OVUWD4XnLORz0PhVeG/N+kOFgNY9kCHJPsSBLPM=</ds:Signaturevalue>
<ds:KeyInfo>
<ds:X509Data> <ds:X509Certificate>
MIIBCjCCASGCIGMOOWViINJYOLTZ jMmQtNGIwZS04YWOXLTCcyYzF1ZDAyMmY3YZzAL
Bgcghk jOPQIBBQAWQzELMAkKkGALUEBhMCQVQOXxEDAOBgNVBAOTB1IRVIEdAyYXoxDTAL
BgNVBAsSTBE1BSUsxEzZARBgNVBAMTCm9yaWdpbmF 0b3IwHhcNMTIwMzAOMTUOODIZ2
WhcNMTQwMzAOMTUOODI2WiBDMQOswCQYDVQOGEwWJBVDEQMA4GAL1UEChMHVFUgR3Jh
e JENMASGA1UECXMESUFJSzETMBEGAL1UEAxXMKb3JpZ21uYXRvc JBIJMBMGBYygGSM4 9
AgEGCCgGSM49AWEBAZIABH1gSrz0FvMG7TuxVmGlT6pEJi+mP2+Q0+£fe9VxG6g8r
2fx98A8hy8gYKw3pfgRGBzALBgcghk JOPQIBBQADNWAWNAIYLHhulrvuaGhXbl72
FayNvzUXgtIzTjKAAhhDYwwpJV1rB803g9k84miMf78VP4Lad4Pk=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<ds:0Object Id="Object-c7b5c8fc-1">
<template id="test">
<templateentry>
<message type="fix" length="0">
<text>&lt;as:Assertion xmlns:as=&quot;urn:as&quot;&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:Person&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:Name&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:GivenName&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="exch">
<text>&lt;valuesgt;Max&lt; /valuesgt; </text>
</message>
<message type="exch">
<text>&lt;values&gt; «&lt; /valuesgt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;/as:GivenNames&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:FamilyNames&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="blank" length="100">
<text>&lt;value&gt;Mustermannslt; /value&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt; /as:FamilyName&gt; </text>
</message>
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</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;/as:Name&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:DateOfBirth&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;value&gt;11.08.1984&1lt; /value&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt; /as:DateOfBirth&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;as:IdNumbers&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="exch">
<text>&lt;value&gt;123456&1t; /value&gt; </text>
</message>
<message type="exch">
<text>&lt;valuesgt; x&lt; /value&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;/as:IdNumber&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt; /as:Person&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt; /as:Assertion&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;xadesDigestTemplates&gt; &lt;ds:DigestMethod Algorithm=&quot;http://www.w3
.org/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValuesgt;
imjdswvFIXFxhWoiZzuf91go6Ma2KEHT30039gLg+9S0c=&1t; /ds:DigestValues&gt; &lt; /
xadesDigestTemplate&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="blank" length="5000">
<text/>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
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<text>&lt;XSLlDigest&gt; &lt;ds:DigestMethod Algorithm=&quot;http://www.w3.0rg
/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValue&gt;
sNPJIMcbCVIMCmC 6P JcMHVDggr0HawN36UK7UVrOG6HI=&1t; /ds:DigestValue&gt; &lt; /
XSL1lDigest&gt; </text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;XSL2Digesté&gt; &1lt;ds:DigestMethod Algorithm=&quot;http://www.w3.0rg
/2001/04/xmlenc#sha256&quot; /&gt; &1lt;ds:DigestValuesgt;
Wpeblm7G4m5eFsc2KafkV8LOUF jLLquvL12rwIgDPLY=&1t; /ds:DigestValue&gt; &lt; /
XSL2Digest&gt; </text>
</message>
</templateentry>
</template>
</ds:0bject>
<ds:0bject Id="Object-c7b5c8fc-2">
<xades:QualifyingProperties xmlns:xades="http://uri.etsi.org/01903/v1.3.2#" Target="#
signature-1-1">
<xades:SignedProperties Id="SignedProperties-c7b5c8fc-1">
<xades:SignedSignatureProperties>
<xades:SigningTime>2013-11-13T10:24:47Z</xades:SigningTime>
<xades:SigningCertificate>
<xades:Cert>
<xades:CertDigest>
<xades:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<xades:DigestValue>UwQCXi5kqUS3122iPE35RMCAQBO10bol3FILWBIC7THA=</
xades:DigestValue>
</xades:CertDigest>
<xades:IssuerSerial>
<ds:X509IssuerName>CN=originator,OU=IAIK,O0=TU Graz, C=AT</ds:X509IssuerName>
<ds:X509SerialNumber>19272052632667013612905612204028238895
0573981001023456762351981992857059753962749966179</ds:X509SerialNumber>
</xades:IssuerSerial>
</xades:Cert>
</xades:SigningCertificate>
<xades:SignaturePolicyIdentifier>
<xades:SignaturePolicyImplied/>
</xades:SignaturePolicyIdentifier>
</xades:SignedSignatureProperties>
<xades:SignedDataObjectProperties>
<xades:DataObjectFormat ObjectReference="#Reference-c7b5c8fc-1la">
<xades:MimeType>text/xml</xades:MimeType>
</xades:DataObjectFormat>
</xades:SignedDataObjectProperties>
</xades:SignedProperties>
<xades:UnsignedProperties Id="UnsignedProperties-c7b5c8fc-1">
<xades:UnsignedSignatureProperties>
<xades:CertificateValues>
<xades:0OtherCertificate type="proxy">
<ds:X509Certificate>
MIIBaTCCAR4CJIGEzY jcyZDExXLTEzZNGQtNDJjYy04MTM5LWY4NTEOMGM5MzM3ZTAL
Bgcghk jOPQIBBQAWP JELMAKGA1UEBhMCQVQOxXxEDAOBgNVBAOTB1IRVIEdyYXoxDTAL
BgNVBASTBE1BSUsxD jAMBgNVBAMTBXByb3h5MB4XDTEYMDMwNDE1NDgyN1oXDTEQ
MDMwNDE1NDgyNlowP JELMAKGA1UEBhMCQVQOXEDAOBgNVBAOTBIRVIEdAyYXoxDTAL
BgNVBASTBE1BSUsxD jAMBgNVBAMTBXByb3h5MEkwEwWYHK0Z Iz jJOCAQYIKoZIzj0D
AQEDMgAEHsc7i/LieOyFulrKfAj161kTeFeJHXwRUBOSVWMnKgaD/xG93zY70HiZW
bo5FzNanMAsGBygGSM4 9AgEFAAM4AADA1AhhLYyht EKLHyOEHPvCJI939pPJnIC72¢
AH8CGQC7GRgdIXmCItQSPanKZHH1Hpa/+AOHpOE=</ds:X509Certificate>
</xades:OtherCertificate>
</xades:CertificatevValues>
</xades:UnsignedSignatureProperties>
</xades:UnsignedProperties>
</xades:QualifyingProperties>
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</ds:0Object>
<ds:0bject Id="XSL1">
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform" xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#">
<xsl:template match="/">
<xsl:for-each select="//message/messageentry">

<xsl:if test="not (contains (current (),’xades’)) and not (contains (current (),’
XSL1Digest’)) and not (contains (current (),’XSL2Digest’)) ">
<xsl:value-of select="current ()" disable-output-escaping="yes"/>

</xsl:if>
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>
</ds:0Object>
<ds:0bject Id="XSL2">
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:template match="@x|node () ">
<xsl:copy>
<xsl:apply-templates select="@x|node()"/>
</xsl:copy>
</xsl:template>
<xsl:template match="value">
<xsl:value-of select="."/>
</xsl:template>
</xsl:stylesheet>
</ds:0bject>
</ds:Signature>

A.2 Message Signature (enveloping)

Listing A.2: Message signature (enveloping)

O ® NN AW

<?xml version="1.0" encoding="UTF-8"7?>
<ds:Signature Id="signature-1-1" xsi:schemalocation="http://www.w3.0rg/2000/09/xmldsig#
xmldsig-core-schema.xsd" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance" xmlns:bdss="urn:bdss">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<ds:SignatureMethod Algorithm="http://www.iaik.tugraz.at/bdss#ECDSAwithSHA256"/>
<ds:Reference Id="Reference-c7b5c8fc-1la" URI="#Object-c7b5c8fc-1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2002/06/xmldsig-filter2">
<XPath xmlns="http://www.w3.0rg/2002/06/xmldsig-filter2" Filter="intersect">id ("
Object-c7b5c8fc—-1") /node () </XPath>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue/>
</ds:Reference>
<ds:Reference Id="Reference-c7b5c8fc-1b" Type="http://uri.etsi.org/01903#
SignedProperties" URI="#SignedProperties-c7b5c8fc-1">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>9%eYIbbVadvOn2Tt59UPKNcjuf5v4vm80idWldfE7iAU=</ds:DigestValue>
</ds:Reference>
<ds:Reference Id="XSL1R" URI="#XSL1">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>sNPJIMcbCVIMCmC6PJIcMHVDggr0HawN36UK7UVrOG6HI=</ds:DigestValue>
</ds:Reference>
<ds:Reference Id="XSL2R" URI="#XSL2">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
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<ds:DigestValue>Wpeblm7G4m5eFsc2KafkV8LOUF jLLquvL12rwIgDPLY=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>BgAAAYSEAAAAM2 IAAABJYQAAACB3Kpp2u7yQdB2wToM7ydpWpg8+dghkOORKppsL
fJOQLAAAACBki1VoOmusOHDznNMFFLGh3Ui5gOKXWmB4Wpze4Bh+NoKQAAAE1hAAAA
ICJ/ffnIco9YRyplC6MKH48092kZpragZ++kTQtnTCO6AAAATIH6GLtqV4817XWObW
mcencyJR02¢962zQGDkCy74Brygit cAAAA63IAAAAhAY ZrBKIMHXYgESs4xt 1tKhxy
p6MwytD6sJuMaaGMKOUgAAAANGIAAABIYQAAACAOMKxplBpmaYKSOxmRVXELVDOp
nUmxvEs8Xy77T5HBVGAAACB30z+t2UWiTbjCalOx/FMRFODOq/Y1QsCX6GIhpLk
TAAAAEPhAAAATIHM8eQeJVOBLU511C4tAjJRzzGxzgWLbP+niv/ho8KeHbAAAAIQCO
dEWZ+gzMmYEQJICN1Tqmj52tWV/aRadfkM1VyB+6u6gAAACECA/ 8 6CVLWERYSUGIJ
hJJ+S5U0zdZcWlaXjOyDssDb2+NS8AAAA3MDUCGQDpImXh+60J3snUiVLEJrlBhvpo
UWOh4zYCGFLw39GQDh3yHZGAexzO0mxPv1YeWpP JKfwAAAakDAAABaQIAAAAEdGVZ
dAAAAAEWAAAAIQCEzHph69nP0OQ/1hnUagsDyb/iGEGCx2YHDOOO0/Z0WOWWAAACZX
AAAAIQJI+Pgk37gPZ8GDe2W1Bucvd30DYev7LgPZWP 38NABnHBgAAABKWAAAAFMfh
Pg0IeY56mNfxZnzfIemYIrftAAAA63IAAAANALIDRZF27g51RdANZzk22DWcQgKItX ]
4sqRy4TUMu9GJIDB1AAAANGIAAABIYQARAACAIAFYSYchrEi20uN3LeKWjUKtdrLP3
kD1480Vt jjRheQAAACBMM2ZYrnadhDJ98p5uiOAx6JFyYUOAHGMocHWwnKwy CMWAA
AEPhAAAATH790EsdVozySuYXcCCT8XVYSHzfpvT6458nqrW+DxakAAAAIQCjvxdg
/soN7XqY8PadNcdW5S5b1AWYDXgSiLL7/J9FKn7AAAACECWHags JXI105bUySIMdTk
4hW+MdD6USPiwx3Alyfz1lscAAAA3SMDUCGQCOXmZYVGB60H1ICNn9BOCOF j3Infz8uf
JUICGEwW+VNFIwBDfw9xZzgLcyztMT3gpC7mu5Q==</ds:Signaturevalue>

<ds:KeyInfo>

<ds:X509Data>

<ds:X509Certificate>MIIBaTCCAR4CIGEzY jcyZDEXLTEzZNGQtNDJjYy04MTMS5LWY4NTEOMGM5MzM3ZTAL

Bgcghk JOPQIBBQAWP JELMAKGA1UEBhMCQVQxXxEDAOBgNVBAOTB1IRVIEdyYXoxDTAL
BgNVBASTBE1BSUsxDjAMBGNVBAMTBXByb3h5MB4XDTEYMDMwNDE1NDgyN1oXDTEQ
MDMwNDE1NDgyNlowP JELMAKGA1UEBhMCQVQXEDAOBgNVBAOTBIRVIEdAyYXoxDTAL
BgNVBASTBE1BSUsxD jAMBgNVBAMTBXByb3h5MEkwEWYHK0Z Tz jOCAQYTK0ZIzj0D
AQEDMgAEHsc7i/LieOyFuAKfAjlolkTeFeJHXwRuUBOsVwMnKgaD/xG93zY70H1ZW
bo5FzNanMAsGBygGSM4 9AgEFAAM4AADAIAhhLYyht EKLHYOEHPvCJI939pPJnIC72¢
AHB8CGQC7GRgd9XmCItQSPanKZHH1Hpa/+AOHpOE=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<ds:0Object Id="Object-c7b5c8fc-1">
<message id="test">
<messageentry type="fix" length="0">
<text>&lt;as:Assertion xmlns:as=&quot;urn:as&quot;&gt;</text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt;as:Person&gt;</text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt;as:Name&gt; </text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt;as:GivenName&gt; </text>
</messageentry>
<messageentry type="exch">
<text>&lt;value&gt; «&lt; /valuesgt; </text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt; /as:GivenNames&gt; </text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt;as:FamilyName&gt; </text>
</messageentry>
<messageentry type="blank" length="100">
<text>&lt;value&gt;x&lt; /valuesgt; </text>
</messageentry>
<messageentry type="fix" length="0">
<text>&lt;/as:FamilyName&gt; </text>
</messageentry>
<messageentry type="fix" length="0">
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89 <text>&lt; /as:Names&gt; </text>

90 </messageentry>

91 <messageentry type="fix" length="0">

92 <text>&lt;as:DateOfBirth&gt; </text>

93 </messageentry>

94 <messageentry type="fix" length="0">

95 <text>&lt;value&gt;11.08.1984&lt; /value&gt;</text>
96 </messageentry>

97 <messageentry type="fix" length="0">

98 <text>&lt; /as:DateOfBirth&gt; </text>

99 </messageentry>

100 <messageentry type="fix" length="0">

101 <text>&lt;as:IdNumber&gt;</text>

102 </messageentry>

103 <messageentry type="exch">

104 <text>&lt;values&gt; x&lt; /valuesgt;</text>
105 </messageentry>

106 <messageentry type="fix" length="0">

107 <text>&lt; /as:IdNumberé&gt; </text>

108 </messageentry>

109 <messageentry type="fix" length="0">

110 <text>&lt;/as:Person&gt;</text>

111 </messageentry>

112 <messageentry type="fix" length="0">

113 <text>&lt;/as:Assertion&gt;</text>

114 </messageentry>

115 <messageentry type="fix" length="0">

116 <text>&lt;xadesDigestTemplates&gt; &1lt;ds:DigestMethod Algorithm=&quot;http://www.w3.

org/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValuesgt;
imjdswvF9XFxhWoiZzuf91go6Ma2KEHT3003qLg+9S0c=&1t; /ds:DigestValue&gt; &lt;/
xadesDigestTemplate&gt; </text>

117 </messageentry>
118 <messageentry type="blank" length="5000">
119 <text>&lt;xades:SignedProperties Id=&quot;SignedProperties-c7b5c8fc-1l&quot; &gt; &lt;

xades:SignedSignatureProperties&gt; &1t; xades:SigningTime&gt;2013-11-13T10:24:497Z&
1t; /xades:SigningTimes&gt; &lt; xades:SigningCertificatesgt; &lt; xades:Certagt;&lt;
xades:CertDigesté&gt; &1t; xades:DigestMethod Algorithm=&quot;http://www.w3.0rg
/2001/04/xmlenc#sha256&quot; /&gt; &1t;xades:DigestValuesgt;
gtV03eSovYaU210ZokIRcuG3X7ThRHWVXFLgKv50m2HI=&1t; /xades:DigestValuesgt; &lt;/
xades:CertDigest&gt; &1t; xades:IssuerSerialsagt; &1lt;ds:X509IssuerName&gt; CN=proxy,
OU=IAIK,O0=TU Graz,C=AT&lt; /ds:X509IssuerName&gt; &lt;ds:X509SerialNumber&gt
;18882880999756117483064540647715700545514847411348484536

1200 0852062343150228966058260379493&1t; /ds:X509SerialNumbers&gt; &lt; /xades:IssuerSerialsgt; &lt;/
xades:Cert&gt; &1t; /xades:SigningCertificate&qgt; &1lt; xades:SignaturePolicyldentifier&gt;&lt
;xades:SignaturePolicyImplied/&gt; &1lt; /xades:SignaturePolicyIdentifiersgt;&lt;/
xades:SignedSignaturePropertiesé&gt; &1t; xades:SignedDataObjectProperties&gt; &lt;
xades:DataObjectFormat ObjectReference=&quot; #Reference-c7b5c8fc-la&quot; &gt; &lt;
xades:MimeType&gt;text/xml&lt; /xades:MimeType&gt; &1t; /xades:DataObjectFormatsagt; &lt; /
xades:SignedDataObjectProperties&gt; &lt; /xades:SignedPropertiess&gt; </text>

121 </messageentry>
122 <messageentry type="fix" length="0">
123 <text>&lt;XSLlDigeste&gt; &lt;ds:DigestMethod Algorithm=&quot;http://www.w3.0rg

/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValue&gt;
sNPJIMcbCVIMCmMC 6P JcMHVDggrO0HawN36UK7UVrOG6HI=&1t; /ds:DigestValues&gt; &lt; /
XSL1lDigest&gt; </text>

124 </messageentry>
125 <messageentry type="fix" length="0">
126 <text>&lt;XSL2Digesté&gt; &lt;ds:DigestMethod Algorithm=&quot;http://www.w3.0rg

/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValues&gt;
Wpeblm7G4m5eFsc2KafkV8LOUF JLLquvL12rwIgDPLY=&1t; /ds:DigestValue&qgt; &lt; /
XSL2Digest&gt; </text>

127 </messageentry>

128 </message>

129 </ds:0Object>
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<ds:0bject Id="Object-c7b5c8fc-2">
<xades:QualifyingProperties xmlns:xades="http://uri.etsi.org/01903/v1.3.2#" Target="#
signature-1-1">
<xades:SignedProperties Id="SignedProperties-c7b5c8fc-1">
<xades:SignedSignatureProperties>
<xades:SigningTime>2013-11-13T10:24:49Z</xades:SigningTime>
<xades:SigningCertificate>
<xades:Cert>
<xades:CertDigest>
<xades:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<xades:DigestValue>gtV03eSovYaU210ZokIRcuG3X7hRHWVXFLgKv50m2HI=</
xades:DigestValue>
</xades:CertDigest>
<xades:IssuerSerial>
<ds:X509IssuerName>CN=proxy, OU=IAIK,O0=TU Graz, C=AT</ds:X509IssuerName>
<ds:X509SerialNumber>188828809997561174830645406477157005455148474
113484845360852062343150228966058260379493</ds:X509SerialNumber>
</xades:IssuerSerial>
</xades:Cert>
</xades:SigningCertificate>
<xades:SignaturePolicyIdentifier>
<xades:SignaturePolicyImplied/>
</xades:SignaturePolicyIdentifier>
</xades:SignedSignatureProperties>
<xades:SignedDataObjectProperties>
<xades:DataObjectFormat ObjectReference="#Reference-c7b5c8fc-1la">
<xades:MimeType>text/xml</xades:MimeType>
</xades:DataObjectFormat>
</xades:SignedDataObjectProperties>
</xades:SignedProperties>
<xades:UnsignedProperties Id="UnsignedProperties-c7b5c8fc-1">
<xades:UnsignedSignatureProperties>
<xades:CertificateValues>
<xades:0OtherCertificate type="originator">
<ds:X509Certificate>
MITBc3jCCASGCIGMOOWViINIYOLTZ JMmMOtNGIwZS04YWOxXLTCyYzF1ZDAyMmY3YzAL
Bgcghk jOPQIBBQAWQzELMAkKkGA1UEBhMCQVQOXxEDAOBgNVBAOTB1IRVIEdyYXoxDTAL
BgNVBAsTBE1BSUsxEzARBgNVBAMTCm9yaWdpbmE 0b3IwHhcNMTIwMzAOMTUOODI2
WhcNMTQwMzAOMTUOODI2WiBDMQOswCQYDVQOGEwWJBVDEQMA4GAL1UEChMHVFUgR3Jh
e JENMASGA1UECXMESUFJSzETMBEGAL1UEAxXMKb3JpZ21uYXRvc JBIJMBMGBYygGSM4 9
AgEGCCgGSM49AWEBAZIABH1gSrz0FvMG7TuxVmGlT6pEJi+mP2+Q0+£fe9VxG6g8r
2fx98A8hy8gYKw3pfgRGBzALBgcghk JOPQIBBQADNWAWNAIYLHhulrvuaGhXbl72
FayNvzUXgtIzTjKAAhhDYwwpJV1rB803g9k84miMf78VP4La4Pk=</ds:X509Certificate>
</xades:OtherCertificate>
</xades:CertificateValues>
</xades:UnsignedSignatureProperties>
</xades:UnsignedProperties>
</xades:QualifyingProperties>
</ds:0bject>
<ds:0bject Id="XSL1">
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform" xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig#">
<xsl:template match="/">
<xsl:for-each select="//message/messageentry">

<xsl:if test="not (contains (current (), ’xades’)) and not (contains (current (),’
XSL1Digest’)) and not (contains (current (),’XSL2Digest’)) ">
<xsl:value-of select="current ()" disable-output-escaping="yes"/>

</xsl:if>
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>
</ds:0bject>
<ds:0bject Id="XSL2">
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">




189
190
191
192
193
194
195
196
197
198
199

R - Y N S R S

= S

A.3. Final XSL Transformed Result

<xsl:template match="@x|node () ">
<xsl:copy>
<xsl:apply-templates select="@x|node()"/>
</xsl:copy>
</xsl:template>
<xsl:template match="value">
<xsl:value-of select="."/>
</xsl:template>
</xsl:stylesheet>
</ds:0bject>
</ds:Signature>
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A.3 Final XSL Transformed Result

Listing A.3: Final XSL transformed result

<?xml version="1.0" encoding="UTF-8"?2>
<as:Assertion xmlns:as="urn:as">
<as:Person>
<as:Name>
<as:GivenName>*</as:GivenName>
<as:FamilyName>*</as:FamilyName>
</as:Name>
<as:DateOfBirth>11.08.1984</as:DateOfBirth>
<as:IdNumber>x</as:IdNumber>
</as:Person>
</as:Assertion>
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Identity Management Example

B.1 Example Identity Link

Listing B.1: Example identity link
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<?xml version="1.0" encoding="UTF-8"7?>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:dsig="http://www.w3
.org/2000/09/xmldsig#" xmlns:ecdsa="http://www.w3.0rg/2001/04/xmldsig-more#" xmlns:pr="
http://reference.e-government.gv.at/namespace/persondata/20020228#" xmlns:si="http://www.
w3.0rg/2001/XMLSchema-instance" AssertionID="szr.bmi.gv.at-AssertionID1376408486094522"
Issuelnstant="2013-08-13T17:41:26+01:00" Issuer="http://portal.bmi.gv.at/ref/szr/issuer"
MajorVersion="1" MinorVersion="0">
<saml:AttributeStatement>
<saml:Subject>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches</
saml:ConfirmationMethod>
<saml:SubjectConfirmationData>
<pr:Person si:type="pr:PhysicalPersonType">
<pr:Identification>
<pr:Value>Gg03dPrgcHsx3G01ZDH6SQ==</pr:Value>
<pr:Type>urn:publicid:gv.at:baseid</pr:Type>
</pr:Identification>
<pr:Name>
<pr:GivenName>Max</pr:GivenName>
<pr:FamilyName primary="undefined">Mustermann</pr:FamilyName>
</pr:Name>
<pr:DateOfBirth>1965-03-24</pr:DateOfBirth>
</pr:Person>
</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Attribute AttributeName="CitizenPublicKey" AttributeNamespace="urn:publicid:gv.
at:namespaces:identitylink:1.2">
<saml:AttributeValue>
<ecdsa:ECDSAKeyValue>
<ecdsa:DomainParameters>
<ecdsa:NamedCurve URN="urn:0id:1.2.840.10045.3.1.7"/>
</ecdsa:DomainParameters>
<ecdsa:PublicKey>
<ecdsa:X Value="
215487815123484636246655129318100029877610067331164103666990893810317945950594
" si:type="ecdsa:PrimeFieldElemType" />
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<ecdsa:Y Value="
32548183375132839567164482875181817864226552443687973143696540267521109533636
" si:type="ecdsa:PrimeFieldElemType" />
</ecdsa:PublicKey>
</ecdsa:ECDSAKeyValue>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute AttributeName="CitizenPublicKey" AttributeNamespace="urn:publicid:gv.
at:namespaces:identitylink:1.2">
<saml:AttributeValue>
<dsig:RSAKeyValue>
<dsig:Modulus>zb54fuGZwEVINEMEGZSSINT6bDwk60Nn/xjTjK5mnZz1j1CQiWeold/
c5hFGkuou9xGB3MJjGEBTNp
XsvNE8afJIniKQnGE2C jRNhXKDRG1d3bPtsBF4YUVzgJKg6cn/hU4scUBklgp/4LA50UES5aEvwMiWd
bPGA7Cods5PrM/£/613h/gqp6hBGRWQVVS5rqmZL3WIf0sPZFUrsY jW/gBgEZj48n6ulGfrYTEweET
JJAbNIITSZtWohhfF4IFnfEfngtN</dsig:Modulus>
<dsig:Exponent>AQCB</dsig:Exponent>
</dsig:RSAKeyValue>
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<dsig:Signature>
<dsig:SignedInfo>
<dsig:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4dn#"/>
<dsig:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference URI="">
<dsig:Transforms>
<dsig:Transform Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">
<dsig:XPath>not (ancestor-or-self::pr:Identification)</dsig:XPath>
</dsig:Transform>
<dsig:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/
>
</dsig:Transforms>
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>eVjZE9Vgafz7CERKbUMQclQ7ViWw=</dsig:DigestValue>
</dsig:Reference>
<dsig:Reference Type="http://www.w3.0rg/2000/09/xmldsig#Manifest" URI="#manifest">
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>NVdTfsoQnwrRqCHqf4hWWD8I24Y=</dsig:DigestValue>
</dsig:Reference>
</dsig:SignedInfo>
<dsig:SignatureValue>
EswDIDte26wNZyOWWTUfkrZg3XRSbMgUBb1Ts 3h4Sz9wfDZNQ1CbIy2J7XfDLaxeEpJ4BHIHKEP 90++
Do jO0TdbXyNPLF3R2TRuhVB3XtTY5WsQScstgngjS4D7ES5P+PRONAISORNFPROaghgsx1lbbl jkpt MKP3BR/
MSuIRxfA9X4QZIEUswouYo
dQOFgmz1BH4XUJ1Nb7exaRQiB29B8FiKU735Rjs14AqTa93NMXUzmnsXTwCtGwy 612JvSpX/ 8
FOWVwIpbP0glTGXTIS3GgNBzvSuC7
FNuh/ZQXK50gRYcCJIGJ1lUT57vEA4zKIOVe TMwCI5Za091ih+6M9S1 IFKvg==
</dsig:SignatureValue>
<dsig:KeyInfo>
<dsig:X509Data>
<dsig:X509Certificate>MITIF3TCCBMWgAWIBAGIDBYniMAOGCSGSTIb3DQEBBQUAMIGEMQswWCQYDVQOG
EwJBVDFIMEYGAL1UECgw/QS1UcnVzdCBHZXMUIGYuIFNpY2hlcmhlaXRzc31zdGVtZSBpbSB1bGVrdHIUIE
RhdGVudmVya2VociBHbWIIMSIwIAYDVQQLDB1hLXNpZ24tY29ycGI9yYXRILWXpZ2hOLTAYMSIwIAYDVQQD
DB1hLXNpZ24tY29ycGIyYXR1LWxpZ2h0LTAyMB4XDTEWMDcyODExMzY0M1oXDTE1MDcyODExMzYO0M1owgb
YxCzAJBgNVBAYTAkKkFUMR4wWHAYDVQQKDBVEYXR1bnNjaHVOemt vbWlpc3Npb24xI JAgGBgNVBASMGVNOYW1t
emFobHJI1Z21zdGVyYmVob2VyZGUxL jAsBgNVBAMMIVNpPZ25hdHVyc2Vydml jZSBEYXR1bnN jaHV0emt vbW
1pc3Npb24xFTATBgNVBAUTDDMyNTkyODMyMzk 50DEcMBOGCSgGSIb3DQEJARYNZHNrQGRzay5ndi 5hdDCC
ASTWDQYJKoZIThvcNAQEBBQADGgEPADCCAQOCGgEBAN+dBSEBG 2 JUXIK1Mp31Vxc/Za+pJMiyKrX3G1lZxg
X/ikx7D9scsPYMt473L1AW1 9cmChbHbIK+PV2XNNJURLMUCIX+4vUNs2MHeDTQtX8BX jJFpwJYS0aRJQ39F
VS/1lr5sWera9Hhdm7w5Gtx/2ukyDX0kdkxawkhP4EQEz1i/SI+Fugn+WggQlnAdlbxb/dcBw5wlh9b31lmuw
Uf4z300QWUD2DgA/kKd1Ke JNR43mLUsmvSzevPxT9zs78pOR10acB7IszTVJPXeOEaaNZHnnB/UeO3g8LE
V/30kXcUgcMkbITIiaBH11171Pg0C0Oj9kqgjXoe7O0rRjLY51i3KwOpa6TMCAWEAAaOCAgcwggIDMBMGALUdIwW
OMMAQACEkcWDpP 6A0DMH8GCCsGAQUFBWEBBHMwcTANBggrBgEFBQcwAYYbaHROcDovL29jc3AuYS10cnvz
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dC5hdC9vY3NwWMEYGCCsGAQUFBzACh jpodHRwO1i8vd3d3LmEtdHI1c3QuYXQvY2VydHMvYS1zaWduLWNven
BvcmF0ZS1saWdodCOwMmEUY3JOMFQGALIUdAIARNME swSQYGKigAEQESMD8wWPQY IKwYBBQUHAGEWMWhOJHAG
Ly93d3cu¥S10cnVzdC5hdCO9kb2NzL2NwL2Etc21nbilBbXRzc21lnbmF0dXIwgZ4GA1UdHWSB1 jCBkzCBkK
CBjaCBioaBh2xkYXA6Ly9sZGFwLmEtdHJI1c3QuYXQvb3U9YSlzaWduLWNvenBvemF0ZS1saWdodCOwMixv
PUEtVHJ1c3QsYz1BVD9jzXJ0aWZpY2F0Z2XJ1dm9 JYXRpb25saXN0P2Jhc2U/b2JgZWNOY2xhc3M9IZW1kQ2
VydGlmaWNhdGlvbkF1dGhveml0eTARBgGNVHQ4ECGQITAgOnhr0tbowDgYDVROPAQH/BAQDAgSWMCAGALUd
EQQZMBeBFWlhcmNlcy50aWxkQGRzay5ndi 5hdDAJBgNVHRMEA JAAMA4GRy0O0AAOBBWEEAWER/ zZAUBgCcgKA
AKAQEBBAKMBOJTQi1EUOswDQYJKoZIhveNAQEFBQADggEBAHTKk1InvPCH/bJSO1IPbLUEKSGuFHsekt SZ8V
r22x/Yv7EzsxoQrJIiz2mQ2gQqFuExdWYxvsowjiSbiis9iUf1c0zscvDS3mIZxGs4M89XHs jHnIyb+Fuw
namw65QrFvM1tNB1ZMjxJI3x+YmMHLHdt T3BEBcr3/NCRHA2S0HoBspNz9HVgJaZY111R7poKBvnAc4gli+Q
TvyVb00PtKxR9Lw/9ABINX/lpzpxqrPy7Ib20P8z6dd3WHMIsCiSHUaj0Dxwwln6fYJjhxZ2141Snbov1CL
YtrsZLXoi91jIgX4xO0PwWMI2RENCIcXxXxTRrRS6rEOVX7Ppvyg
XiDXhp592Yyp4=</dsig:X509Certificate>
</dsig:X509Data>
</dsig:KeyInfo>
<dsig:0bject>
<dsig:Manifest Id="manifest">
<dsig:Reference URI="">
<dsig:Transforms>
<dsig:Transform Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">
<dsig:XPath>not (ancestor-or-self::dsig:Signature)</dsig:XPath>
</dsig:Transform>
</dsig:Transforms>
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>13202ZiTWGc3kF2+BJ8t733653U=</dsig:DigestValue>
</dsig:Reference>
</dsig:Manifest>
</dsig:0bject>
</dsig:Signature>
</saml:Assertion>

B.2 Example Identity Link*

Listing B.2: Example identity link* (Template)

<?xml version="1.0" encoding="UTF-8"?>

<template id="test">

<templateentry><message type="fix" length="0">

<text>&lt;saml:Assertion AssertionID=&quot;szr.bmi.gv.at-AssertionID13815189324521476&quot;
Issuelnstant=&quot;2013-10-11T21:15:32+01:00&quot; Issuer=&quot;http://portal.bmi.gv.at/
ref/szr/issuer&quot; MajorVersion=&quot;l&quot; MinorVersion=&quot; O0&quot; xmlns:dsig=&
quot;http://www.w3.0rg/2000/09/xmldsig#s&quot; xmlns:ecdsa=&quot;http://www.w3.o0rg
/2001/04/xmldsig-moref&quot; xmlns:pr=&quot;http://reference.e—-government.gv.at/namespace
/persondata/20020228#&quot; xmlns:saml=&quot;urn:oasis:names:tc:SAML:1.0:assertion&quot;
xmlns:si=&quot;http://www.w3.0rg/2001/XMLSchema-instance&quot; &gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">

<text>&lt;saml:AttributeStatement&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">

<text>&lt;saml:Subject&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">

<text>&lt;saml:SubjectConfirmation&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">
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<text>&lt;saml:ConfirmationMethod&gt;</text>

</message>
</templateentry>
<templateentry><message type="fix"

<text>&lt;value&gt;urn:oasis:names:

</message>
</templateentry>
<templateentry><message type="fix"

length="0">

tc:SAML:1.0:cm:sender-vouches&lt; /valuesgt; </text>

length="0">

<text>&lt;/saml:ConfirmationMethods&gt;</text>

</message>
</templateentry>
<templateentry><message type="fix"

length="0">

<text>&lt;saml:SubjectConfirmationData&gt;</text>

</message>
</templateentry>
<templateentry><message type="fix"

length="0">

<text>&lt;pr:Person si:type=&quot;pr:PhysicalPersonType&quot; &gt;</text>

</message>
</templateentry>
<templateentry><message type="fix"

length="0">

<text>&lt;pr:Identification&gt;</text>

</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt;pr:Value&gt; </text>
</message>

</templateentry>

length="0">

<templateentry><message type="exch">
<text>&lt;value&gt;0q03dPrgcHsx3G01KSH6SQ==&1t; /value&gt; </text>

</message>
<message type="exch">

<text>&lt;valuesgt; x&lt; /valuesgt;</text>

</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt; /pr:Value&gt;</text>
</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt;pr:Type&gt;</text>
</message>

</templateentry>
<templateentry><message type="fix"

<text>&lt;value&gt;urn:publicid:gv.

</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt; /pr:Type&gt; </text>
</message>

</templateentry>
<templateentry><message type="fix"

length="0">

length="0">

length="0">

at:baseids&lt; /value&gt; </text>

length="0">

length="0">

<text>&lt; /pr:Identification&gt;</text>

</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt;pr:Names&gt; </text>
</message>

</templateentry>
<templateentry><message type="fix"
<text>&lt;pr:GivenName&gt;</text>
</message>

</templateentry>

length="0">

length="0">

<templateentry><message type="exch">
<text>&lt;valuesgt;Max&lt; /valuesgt;</text>
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</message>

<message type="exch">
<text>&lt;valuesgt; »&lt; /value&gt; </text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;/pr:GivenNames&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">

<text>&lt;pr:FamilyName primary=&quot;undefined&quot;&gt;</text>

</message>

</templateentry>

<templateentry><message type="exch">
<text>&lt;values&gt;Mustermannslt; /values&gt;</text>
</message>

<message type="exch">
<text>&lt;values&gt; x&lt; /valuesgt;</text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;/pr:FamilyName&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt; /pr:Names&gt; </text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;pr:DateOfBirth&gt;</text>

</message>

</templateentry>

<templateentry><message type="exch">
<text>&lt;values&gt;1984-10-15&1t; /valuesgt; </text>
</message>

<message type="exch">
<text>&lt;valuesgt; »&lt; /value&gt; </text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt; /pr:DateOfBirth&gt; </text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt; /pr:Person&gt;</text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;/saml:SubjectConfirmationData&gt;</text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;/saml:SubjectConfirmation&gt;</text>
</message>

</templateentry>

<templateentry><message type="fix" length="0">
<text>&lt;/saml:Subjecté&gt;</text>

</message>

</templateentry>

<templateentry><message type="fix" length="0">

<text>&lt;saml:Attribute AttributeName=&quot;ssPINST&quot;
urn:publicid:gv.at:namespaces:identitylink:1.2&quot;&gt;</text>

</message>
</templateentry>

AttributeNamespace=&quot;
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147 <templateentry><message type="fix" length="0">

148 <text>&lt;saml:AttributeValuesgt;</text>

149| </message>

150 </templateentry>

151] <templateentry><message type="exch">

152 <text>g&lt;value&gt; ulUevHSXJSGOrBnL3b6x4M/4TKbE=&1t; /valuesgt; </text>
153 </message>

154 <message type="exch">

155| <text>&lt;valuesgt;*&lt;/valuesgt;</text>

156| </message>

157] </templateentry>

158 <templateentry><message type="fix" length="0">

159| <text>g&lt;/saml:AttributeValues&gt;</text>

160 </message>

161 </templateentry>

162| <templateentry><message type="fix" length="0">

163| <text>&lt;/saml:Attributesgt;</text>

164 </message>

165| </templateentry>

166 <templateentry><message type="fix" length="0">

167| <text>&lt;saml:Attribute AttributeName=&quot; ssPINBW&quot; AttributeNamespace=&quot;
urn:publicid:gv.at:namespaces:identitylink:1.2&quot; &gt;</text>
168 </message>

169| </templateentry>

170/ <templateentry><message type="fix" length="0">

171 <text>&lt;saml:AttributeValuesgt;</text>

172| </message>

173 </templateentry>

174| <templateentry><message type="exch">

175 <text>&lt;value&gt;mVZjlLm46PDFaz7fCMzh9CU2TE8=&1t; /value&gt; </text>
176| </message>

177 <message type="exch">

178| <text>&lt;valuesgt; »&lt; /value&gt;</text>

179| </message>

180| </templateentry>

181 <templateentry><message type="fix" length="0">

182 <text>&lt;/saml:AttributeValues&gt;</text>

183) </message>

184| </templateentry>

185| <templateentry><message type="fix" length="0">

186) <text>&lt;/saml:Attributes&gt;</text>

187 </message>

188 </templateentry>

189 <templateentry><message type="fix" length="0">

190 <text>&lt;saml:Attribute AttributeName=&quot; ssPINPRIVAT&quot; AttributeNamespace=&quot;
urn:publicid:gv.at:namespaces:identitylink:1.2&quot;&gt;</text>
191 </message>

192 </templateentry>

193] <templateentry><message type="fix" length="0">

194 <text>&lt;saml:AttributeValues&gt;</text>

195| </message>

196| </templateentry>

197| <templateentry><message type="blank" length="1000">
198 <text>&lt;values&gt;*x&lt; /valuesgt;</text>

19| </message>

200 </templateentry>

201 <templateentry><message type="fix" length="0">

202| <text>&lt;/saml:AttributeValue&gt;</text>

203| </message>

204| </templateentry>

205| <templateentry><message type="fix" length="0">

206| <text>&lt;/saml:Attribute&gt;</text>

207| </message>

208 </templateentry>
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<templateentry><message type="fix" length="0">
<text>&lt;saml:Attribute AttributeName=&quot; OAInfos&quot; AttributeNamespace=&quot;
urn:publicid:gv.at:namespaces:identitylink:1.2&quot;&gt; </text>
</message>
</templateentry>
<templateentry><message type="fix" length="0">
<text>&lt;saml:AttributeValue&gt; </text>
</message>
</templateentry>
<templateentry><message type="blank" length="1000">
<text>&lt;valuesgt; x&lt; /valuesgt;</text>
</message>
</templateentry>
<templateentry><message type="fix" length="0">
<text>&lt;/saml:AttributeValue&gt;</text>
</message>
</templateentry>
<templateentry><message type="fix" length="0">
<text>&lt;/saml:Attribute&gt;</text>
</message>
</templateentry>
<templateentry><message type="fix" length="0">
<text>&lt;/saml:AttributeStatements&gt; </text>
</message>
</templateentry>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.iaik.tugraz.at/bdss#ECDSAwithSHA256"/>
<ds:Reference URI="">
<ds:Transforms>
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<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>

</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.iaik.tugraz.at/bdss#ECDSAwithSHA256"/>
<ds:DigestValue></ds:DigestValue>
</ds:Reference>
<ds:Reference Id="Reference-c7b5c8fc-1b" Type="http://uri.etsi.org/01903#
SignedProperties" URI="#SignedProperties-c7b5c8fc-1">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>mGA3el/aT9Bvyj7jCCWl7gvvIJ4lQxorWufzPafW4P4=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>AwAAAWgCAAAABHR1c3QAAAABOAAAACEAWLSNDFdlotb234nHDKTDL5QR6MgBEQS81
YMSMWd 5 /VaYAAAAMCQAAACECiq22NBIGkWODUeaCb4gZeOmEQuUSDS9D1 §55j5K4Y
YmYAAAAZFGAAABTHATANCHMOep jX8WZ83yHpmCK37QAAAOPYAAAATIQOs 3yCrk 6dE
uopCrJPIYoG+wBivMspTAKVSHCKhins+qgAAAJt iAAAASWEAAAAGUD/ 1QPXPsuwr
NOHgQDTdtadgH/aiHskQeExfLx4cg0QAAAAgasInoYQZP9c65DAazZPHa+UelLCAT
ePHaDNYgNm/srmIAAABIYQAAACAdpA4CDCQ/+UcCQcY/c6kKpGt+neezlar3rR8Kh
OJ6EBAAAACBIyIXRjEtk71lmuOwuDeYk4G3fp4ALBatdG7qGeiAmy OwAAACEDQE 9p
Yk §Z5KgLXI9T/bKgWRBTKUPNSzmqfDY f §d% 9FDQAAAAAMDYCGQC1Tz1v5KLonz£3
W75ZHtRfE/x9Djns5kACGODImEqgXujJmRRrgUEMUINMxKWNSMoJOSY=</ds:Signaturevalue>
<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate>MIIBcjCCASgCIGMOOWViINIYOLTZ JMMOtNGIwWZS04YWOXLTcyYzF1ZDAyMmY3YzAL

Bgcghk JOPQIBBOAWQzELMAkKkGALUEBhMCQVOxEDAOBgNVBAOTBIRVIEdyYXoxDTAL
BgNVBAsSTBE1BSUsxEzZARBgNVBAMTCm9yaWdpbmF0b3IwHhcNMTIwMzAOMTUOODIZ2
WhecNMTQwMzAOMTUOODI2WjBDMQswCQYDVQQGEwWJIBVDEQMA4GAIUEChMHVFUgR3Jh
e JENMASGAL1UECXMESUFJSzETMBEGAIUEAXMKb3JpZ21luYXRvc jBIMBMGBYygGSM4 9
AgEGCCgGSM4 9AWEBAZIABH1gSrz0FvMG7TuxVmGlT6pEJi+mP2+Q0+£fe9VxG6g8r
2fx98A8hy8gYKw3pfqRGBzALBgcghk JOPQIBBQADNWAWNAIYLEhulrvuaGhXbl72
FayNvzUXqgtIzTjKAAhhDYwwpJV1rB803g9k84miMf78VP4LadPk=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<ds:0bject Id="Object-c7b5c8fc-2">
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<xades:QualifyingProperties xmlns:xades="http://uri.etsi.org/01903/v1.3.2#" Target="#
signature-1-1">
<xades:SignedProperties Id="SignedProperties-c7b5c8fc-1">
<xades:SignedSignatureProperties>
<xades:SigningTime>2014-03-14T10:25:53%Z</xades:SigningTime>
<xades:SigningCertificate>
<xades:Cert>
<xades:CertDigest>
<xades:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<xades:DigestValue>UwQCXi5kqUS31221PE35RMCAQBO10bol3FILWBICTHA=</
xades:DigestValue>
</xades:CertDigest>
<xades:IssuerSerial>
<ds:X509IssuerName>CN=originator, OU=IAIK, O=TU Graz,C=AT</ds:X509IssuerName>
<ds:X509SerialNumber>1927205263266701361290561220402823889505739810010234567
62351981992857059753962749966179</ds:X509SerialNumber>
</xades:IssuerSerial>
</xades:Cert>
</xades:SigningCertificate>
<xades:SignaturePolicyIdentifier>
<xades:SignaturePolicyImplied/>
</xades:SignaturePolicyIdentifier>
</xades:SignedSignatureProperties>
<xades:SignedDataObjectProperties>
<xades:DataObjectFormat ObjectReference="#Reference-c7b5c8fc-1la">
<xades:MimeType>text/xml</xades:MimeType>
</xades:DataObjectFormat>
</xades:SignedDataObjectProperties>
</xades:SignedProperties>
<xades:UnsignedProperties Id="UnsignedProperties-c7b5c8fc-1">
<xades:UnsignedSignatureProperties>
<xades:CertificateValues>
<xades:0OtherCertificate type="proxy">
<ds:X509Certificate>
MITIBaTCCAR4CJIGEzY jcyZDEXLTEzZNGQtNDJjYy04MTM5LWY4ANTEOMGM5MzM3ZTAL
Bgcghk JOPQIBBQAWP JELMAkKGA1UEBhMCQVQxEDAOBGNVBAOTBIRVIEdyY YXOxDTAL
BgNVBASTBE1BSUsxDjAMBgNVBAMTBXByb3h5MB4XDTEYMDMwNDE1NDgyN1oXDTEQ
MDMwNDE1NDgyN1lowP jELMAkKkGAIUEBhMCQVQXEDAOBgNVBAOTBIRVIEdyYXoxDTAL
BgNVBASTBE1BSUsxD jAMBgNVBAMTBXByb3hSMEKkwEwWYHK0ZIzjOCAQYIKoZIzj0D
AQEDMgAEHsc7i/LieOyFuAKfAj161kTeFeJHXwRuUBOsVwMnKgaD/xG93zY70H1ZW
bo5FzNanMAsGByqGSM4 9AGEFAAMAADALIAhhLyht EKLHy0EHPvCJI939pPJInIC72¢
AHB8CGQCT7GRgd9XmCItQSPanKZHH1Hpa/+AOHpOE=</ds:X509Certificate>
</xades:OtherCertificate>
</xades:CertificateValues>
</xades:UnsignedSignatureProperties>
</xades:UnsignedProperties>
</xades:QualifyingProperties>
</ds:0bject>
</ds:Signature>
<templateentry>
<message type="fix" length="0">
<text>&lt;/saml:Assertioné&gt;</text>
</message>
</templateentry>
<templateentry>
<message type="fix" length="0">
<text>&lt;xadesDigestTemplate&gt;&lt;ds:DigestMethod Algorithm=&quot;http://www.w3.o0rg
/2001/04/xmlenc#sha256&quot; /&gt; &lt;ds:DigestValuesgt; mGA3el/
aTI9Bvyj7JjCCW1l7gvvIJ4lQxorWufZPafW4P4=&1t; /ds:DigestValues&gt; &lt; /xadesDigestTemplates&gt; <
/text>
</message>
</templateentry>
<templateentry>
<message type="blank" length="5000">
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<text></text>
</message>
</templateentry>
</template>

205




206 Appendix B. Identity Management Example



Appendix C

Publications

This appendix overviews the publications of the thesis author. Overall the thesis author has 33 pub-
lications whereas 13 publications are directly related to the thesis. Following section [C.I] gives all
thesis related publications - separated into publications in conferences proceedings and publications
in journals. Additionally, Section|[C.2] gives all other publication for the sake of completeness.

C.1 Thesis related Publications

C.1.1 Journals

Table C.1: Publications in journals

Publication ‘ Authmﬂ ‘ Thesis Chapter
[Tauber et al.,[2012] ‘ C ‘ Chapter
[Stranacher et al., [2013d] ‘ F ‘ Chapter E]
[Stranacher et al.,[2013al| ‘ F ‘ Chapters E] and @

“F means first author and C means co-authors
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C.1.2 Conference Proceedings

Table C.2: Publications at conferences

Appendix C. Publications

Publication ‘ Authorf] ‘ Thesis Chapter
[Stranacher and Kawecki, 2012] ‘ F ‘ ChapterEl
[Stranacher and Zwattendorfer, [2012] ‘ F ‘ ChapterEl
[Stranacher et al.| [2012] | F | Chapters [5|and 8]
[Stranacher and Zwattendorfer, [2013]] ‘ F ‘ Chapters [5} 8| and [J]
[Stranacher et al., 2013b] ‘ F ‘ Chapters [5|and §]
[Stranacher et al.| 2013g] | F | Chapters [7]and [10]
[Stranacher et al.,[2013¢] | F | Chapter 4]
[Stranacher et al.| 2013c] ‘ F ‘ Chapter 3]
[Stranacher and Zwattendorfer, 2014] | F | Chapters [7]and[T0|
[Stranacher et al., 2014] ‘ F ‘ Chapter|§|

“F means first author and C means co-authors



C.2. Other Publications

C.2 Other Publications

Table C.3: Other publications

Publication ‘ Authof]
[Stranacher et al., [2009] ‘ F
[Stranacher and Zwattendorfer, m ‘ F
(Stranacher, 2010) G
(ZefTerer otal] pOT2) c
[Zwattendorfer et al., 2012b] ‘ C
[Zwattendorfer et al.,[2012a]] ‘ C
(Krjic el p0T3) c
[Zwattendorfer et al.,[2013a] ‘ C
(Lenz ot ol pOT3H) c
(Tasber et} pOT3) c
[Zwattendorfer et al., 2013b] ‘ C
[Zwattendorfer et al., 2014b] ‘ C
[Posch et all 012 c
(Lo eval} 0TS c
[Stranacher et al., 2013f] ‘ C
(Zefferer otal] pOT4 c
[Stranacher et al., 2008] ‘ F
(Tauber et} pOT1) c
[Lenz et al} P04 c
(Stamanig et al} POT4 c
[Zwattendorfer et al.,[2014a] ‘ C

“F means first author and C means co-authors
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