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Kurzfassung

Durch den einfachen Kommunikationsaufbau zwischen Gerdten erfreut sich Near Field
Communication (NFC) steigender Beliebtheit. Dabei wird diese Kommunikationsart nicht
wie bisher meist nur zum einfachen Lesen von Identifikationsdaten, sondern zunehmend
auch zum Steuern von Aktoren und Lesen von Sensordaten verwendet. Bei bestehen Lsun-
gen ist meist nicht der gesamte Kommunikationsweg durch kryptographischen Methoden
geschiitzt weshalb sie nicht fiir sicherheits-relevante Aufgaben einsetzbar sind. Werden
diese dennoch verwendet kann es unter Umsténden zum Verlust personlicher Daten kom-
men. Dies kann ernste soziale und 6konomische Konsequenzen mit sich bringen. Aus diesen
Griinden ist ein sicheres und vertrauenswiirdiges System wiinschenswert.

Ziel dieser Masterarbeit ist es Kommunikationsmdoglichkeiten zwischen NFC-fahigen Ge-
raten zu untersuchen. Dabei wird insbesondere auf sichere und vertrauenswiirdige Kom-
munikation von Anfangspunkt (z.B. Smart Phone) bis Endpunkt (z.B. Sensor) wertgelegt.
Dazu wurden zwei verschiedene Varianten implementiert. Bei der ersten Methode werden
elliptische Kurven nach Diffie-Hellman zum Schliisselaustausch verwendet. In der zweiten
Methode wurde ein Verfahren zum Schutz vor Zugriff durch unbefugte Personen imple-
mentiert, welches auf elliptischen Kurven mit digitalen Signaturen basiert.

Da durch die erweiterten Sicherheitsfunktionen auch der Energieverbrauch steigt, ist es
besonders bei batteriebetriebenen Gerdten wichtig einen Mittelweg zwischen hoher Sicher-
heit und Energieverbrauch und somit auch Akkulaufzeit zu finden. Deshalb wird in dieser
Masterarbeit auch auf Moglichkeiten zum Senken des Energiebedarfs bei gleichbleibendem,
oder sogar steigendem, Sicherheitslevel eingegangen. Weiters werden auch Methoden zur
Bestimmung der besten Balance zwischen Energieverbrauch und Sicherheitslevel vorge-
stellt.



Abstract

Near Field Communication (NFC) rises in popularity as a simple method of establishing
communication between devices. This way of communication is not only restricted to
the identification of data, it can also be used to read out attached sensors or to control
actuators. The main problem of the current implementations is that the complete commu-
nication path is not protected by cryptographic methods. Consequently, a loss of personal
data, which can create social and economic disadvantages, can occur. For these reasons, a
secure and trustful system is highly recommended.

This master thesis will show possibilities to not only protect the communication channel,
but also to guarantee a secure path from the source (e.g., smart phone) to the last node
(e.g., sensor). Therefore, two different variants are implemented, one uses elliptic curve
Diffie-Hellman for key exchange and the other one elliptic curve digital signature algorithm
to limit the access to authorized persons.

Additional security needs also more energy. This consumption is an important criteria
especially in battery powered embedded systems. Therefore, in order to save energy it is
very important that the chosen security level is not too high. Moreover, some possibilities
about how to save energy of the target device and at the same time rise the security level
of the system are presented. Additionally, it is shown a research on how to find the best
balance between energy consumption and security.
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Chapter 1

Introduction

The Near Field Communication business is a fast growing market. IMS research predict,
that NFC! controller shipment will increase dramatically in the next years and reach from
70 millions? up to 900 millions in 2015 [res11]. These predictions show, that NFC will be
part of our daily live.

The fast growing NFC market brings also a lot of new applications for NFC devices
e.g. from payment to even accessing wireless sensors and actor nodes. Unfortunately, these
new applications which use the NFC interface lead to new forms of attacking scenarios and
the security has to be tightened to consider this. An example for this issue is the recently
solved security leak in Google wallet [RLS12|. This example shows the importance of
creating a solid and secure environment before releasing products on the market.

1.1 Motivation

That fast growing market open new possibilities to use NFC in almost every situation.
NFC can already be used for more than just read out ID®’s from e.g. smart posters. It is
possible to control actuators or read out data from sensors in everyday electronic devices
like e.g. washing machine or microwave. In the near future it will be used also to read out
personal data from e.g. smart meter or to lock or unlock house doors. This use cases will
require a higher level of security.

Figure 1.1 shows the concept of device interaction accordingly to Rejhan et al. This
master thesis had the goal of implementing a communication from a node (e.g., sensor or
actuator) till the smart phone to visualize the data from the node and analyze the system
in terms of power consumption using NFC.

!Near Field Communication
In year 2011
31dentification Data

12
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Simplified Deployment Model

Target Device
NFC-I SPl, 12C,
UART
) — Node
Android NFC NEC B Hardware || N
enabled Smart  lq%  Component - Interface Node
Phone

Figure 1.1: Deployment model of the unsecured NFC-Interface by [Rej]| et al.

The NFC enabled smart phone establishes a communication with the NFC-I* . The
NFC-I is basically nothing else than a gateway which sends the received information via
serial communication to the hardware interface of the target device. The target device
collect the needed information from the nodes and sends it over the hardware interface to
the NFC-I which forward this information to the smart phone. Finally the smart phone
displays the received information.

So far the communication from smart phone to the NFC-I was without any crypto-
graphic protection, everyone with an antenna and some knowledge about the topic was
able to eavesdrop the communication and get all the transmitted data. The data from
ID’s are not very critical from the perspective of privacy and security. Therefore, there
was no necessity to crypt the data. The new opened possibilities to used this technology
will require a higher level of trust.

Figure 1.2 shows the modified secure NFC-I with cryptographic support. Due to the
fact that the original model has no cryptographic support and consequently leaks very
easily personal data. The major difference of the two models is the introduction of a
sophisticated security concept. Another difference is that now the NFC-I is not just an
interface that forwards information, it has also to provide cryptographic support as well.

4Near Field Communication-Interface
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Simplified Deployment Model

NFed Target device
Android NFC Node
guabledSmart [N N 4 NFCtoUART %2200 4
Phone with [ Component
cryptographic AES
functions
Cryptography
with ECC ECC

Figure 1.2: Deployment model of the modified secure NFC-Interface.

1.2 Goals

Normally only parts of the system are protected with cryptographic methods, which make
it easier for attacker to eavesdrop data on the weak point of the system. This master thesis
will show that it is possible to protect the whole system from e.g. a sensor node until the
control component e.g. smart phone.

Figure 1.3 shows one of the main goals of this master thesis. The first goal is to imple-
ment a secure channel over the whole communication path. Starting from a NFC capable
device until a node in the target device. Over the complete communication path an at-
tacker (in our case a sniffer) will not be able to extract valid information from the system.
This can only be guaranteed with state of the art cryptography.

A big disadvantage of a system which use cryptography is that the energy consump-
tion increases. This property is important to keep in mind during the design of a battery
powered device that should have a long durability e.g. smart meter which is powered by a
battery and has to work as long as possible without battery change.

Because of this fact it is important to evaluated different power aware strategies for
the system and find the best trade of between security and energy consumption, this de-
fines goal two. Only in this way it is possible to guarantee security and long durability of
devices. This is the second important goal which this master thesis will provide.
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Sniffer

\ N
\ Y
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NFC capable device |- > NFC-I| — > W g > Node
< = [

Figure 1.3: Possible attack scenarios on a system.

The third goal is to do a case study on a reference implementation of a smart meter.
This case study should include the major two goals and show a way how this trade of
between security and energy consumption on this example can be founded.

1.3 Outline

In Chapter 2 an overview of the cryptographic methods used by the industry and their
related energy impact is shown. Furthermore, some examples of similar projects are shown
and the innovative characteristics of this project are emphasized in comparison with similar
ones. In Chapter 3 is shown the design of the architecture of the project. The system is
manly subdivided in three communication partners, smart phone side, NFC-I side and
FPGA? side. Chapter 4 is showns the implementation of the security concept explained
in the design chapter. It also shows the complications which showed up during the project
and the solution to them. In Chapter 5 and in Chapter 6 is shown a short summary
about the problem tasks and the results of this master thesis. Improvement possibilities
for further projects are also given.

SField-programmable gate array



Chapter 2

Related work

This chapter provides a short overview about the topic of symmetric, asymmetric cryptog-
raphy scheme and the related energy consumption. Furthermore it explains how digital
certificates and Near Field Communication (NFC) works and finally, similar projects in
this field, which are the baseline of this master thesis, are presented.

2.1 Cryptography

Cryptography is a proven method, which has been used along the years and employ secure
data exchange between party players. Goals of cryptography are:

1. Confidentiality - The data can only be read by authorized people and cannot be
divulged to third parties.

2. Data integrity - The data cannot be manipulated during the transmission.

3. Authentication - The data can only be created by authorized people, devices, artifacts
and many more, which ensure that the data is what is claimed to be.

4. Non-repudiation - The data can always be attributed to the creator in order to avoid
the negation of previous actions.

Cryptography can be splitted in two big groups: Symmetric and asymmetric cryptogra-
phy. The difference between them is, that the asymmetric cryptography has a public and
a private key and the symmetric cryptography uses only a private key [AJMVO01].

Figure 2.1 shows the differences between symmetric and asymmetric cryptography.
For the symmetric cryptography a secure channel among the two communication partner
is needed for the key exchange. For the asymmetric or public-key cryptography such a
secure channel is not needed.

16
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secured and authenticated channel authenticated channel
v v v y
unsecured channel unsecured channel
A < Y B A < y > B
v A
E E
(a) Symmetric-key cryptography (a) Public-key cryptography

Figure 2.1: Difference between symmetrical and asymmetrical cryptography [HMV03].

2.1.1 Symmetric cryptography

For the symmetric cryptography both players (transmitter and receiver) need the private
(secret) key. Only with this private key it is possible to encrypt and decrypt the message.

Algorithm 1 Symmetric decrypt and encrypt of data [DK07]

Summary: decrypt and encrypt process

1. Transmitter (Alice) and receiver (Bob) agree a secret key k.

2. If Alice want to send a message m to Bob, Alice just have to use the encryption
algorithm E for encrypting the message ¢ = E(k,m) and sending it to Bob.

3. Bob receives the encrypted message: He uses the decryption algorithm D and the
secret key k for decrypt the message m = D(k,c).

The encryption and decryption algorithm are public known, Therefore, they can be

used by everyone. However, there is no easily reachable decryption of the message without
the secret key.
The most important advantage of the symmetric cryptogrphy is its efficiency in terms
of timing and energy consumption, in difference to the asymmetric cryptography. On
the other hand, a well-known disadvantage is the exchange of the secret key between both
players and the management of the secret key in a network where more players have access.
Two symmetric cryptographic standards are DES! and AES? [DKO07].

2.1.1.1 AES

In January 1997, the US National Institute for Standards and Technology (NIST) an-
nounced the development of a new standard, the AES. The main idea of the AES was to
replace the older standards like DES and triple-DES.

AES is a block cypher, the block length can be chosen 128 bit, 192 bit or 256 bit. The AES

'"Data Encryption Standard
2 Advance Encryption Standard
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algorithm is also known as the Rijndael algorithm [DR02].

Sub_key Sub_key
. .
KeyAdd =Substitution—={ ShiftRow = MixColumn = KeyAdd
T 1 |

Raw Data repeat round-1 times
E"%r;’fate‘L— KeyAdd «~—|ShiftRow —{Substitution |«
$
Sub_key

Figure 2.2: Algorithm flow of Rijndeal [KVO01].

Figure 2.2 shows the flow of the Rijndeal algorithm for one encryption. The first step
(KeyAdd) is an XOR operation with the input data and the first round key. The repetition
of the next four steps depends on the chosen rounds of the algorithm. The second step
(Substitution) is the only nonlinear transformation of the hole algorithm, which consists
on a byte wise change of the original values with values from a sbox. The third step
(ShiftRow) is a left shift which depends on the key length and the selected row. The
fourth step (MizColumn) is a fixed polynomial multiplication with the shifted row. The
following steps are the same as described before, the only change is the used round key
[DKO7].

2.1.2 Asymmetric cryptography

Asymmetric cryptography was introduced in 1975 by three mathematics Diffie, Hellman
and Markle. The main idea is to solve the only disadvantage of the symmetric cryptogra-
phy, the private key exchange. In contrast to the symmetric cryptography, the asymmetric
cryptography does not need a secure channel for the key exchange since an authentic chan-
nel is sufficient for the exchange of the public key.

Algorithm 2 Asymmetric decryption and encryption of data [HMV03]

Summary: decryption and encryption process
1. Transmitter (Alice) and receiver (Bob) generates both a private key d and a public key
e. The keys have to be chosen in an mathematical way, in which the obtaining of the
private key from the public key is not possible.
2. Alice want send a secret message m to Bob.
3. For sending the message Alice need the public key ep from Bob. Only with the public
key of Bob Alice can encrypt the message ¢ = ENCep(m) and after send it to Bob.
4. Bob use his private key to decrypt the message m = DECdp(c).
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The generated key pairs are based on mathematical problems, which are very difficult
to solve if the knowledge about all the properties is not given [HMVO03]:

1. The integer factorization problem, which is used for the RSA? method.
2. The discrete logarithm problem, which is used for the DSA* method.

3. The elliptic curve discrete logarithm problem, which is used for the ECC® method.

2.1.2.1 RSA

RSA was developed in 1977 from three mathematics Rivest, Shamir and Adleman. It is
the most used encryption scheme because it brings not only security but the possibility
to combine it with digital certificates. The security of RSA is based on the mathematic
problem of the integer factorization [HMVO03], [RSAT7S|.

For security reasons, the key length of RSA nowadays should not be shorter than 1024 bit
since in 2010 the first integer factorization of 768 bit was successfully carried out [BKK109].

Algorithm 3 RSA key pair generation flow [AJMVO01]

Summary: Each player generates a private and a public key

Generate two random primes p and ¢ with the same length.

Computen =px*xqgand ¢ = (p—1) * (¢ — 1).

Find a random integer number e, 1 < e < ¢ that ged(e, ¢) = 1.

Use the extended euclidean algorithm to calculate d, 1 < d < ¢, that exd =1 (mod

).
5. The public key is (e, n), the private key is d.

W=

Algorithm 4 RSA encryption and decryption of data [AJMVO01]

Summary: Bob encrypt a message m for Alice and Alice decrypt it

. Bob receives from Alice the authentic public key (n,e).

. Represent the message m as an integer in the interval [0,n — 1].

. Compute ¢ = m® mod n.

. Send encrypted message ¢ to Alice.

. Alice use the private key in order to decrypt m = ¢? mod n the encrypted message c.

O b W N~

The algorithm 3 is used for the generation of the key pairs (private and public key).
Only with this two keys the possibility to encrypt and decrypt messages is given. The
algorithm 4 is used to encrypt and decrypt the message.

3Developed 1977 from Rivest, Shamir and Adleman
“Digital Signature Algorithm
SElliptical Curve Cryptography
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2.1.2.2 ECC

The elliptic curve cryptography was proposed in the middle of the year 1980 by Victor S.
Miller |[Mil86] and Neal Koblitz |[Kob87|, |BSS99].

The underlying mathematical - elliptic curve discrete logarithm - problem is the most
difficult of the three illustrated problems since the calculation of the discrete logarithm of
eliptical curves is considered far more difficult than the factorization of integers. Therefore,
with ECC one has the possibility of using shorter key lengths, with the same security level
that would be obtained in RSA [HMV03].

5]
e
)

-2
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2
1
@ | | | |
—
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(@) E;: y> =x7 —x (b) Ey iy —x3+%x+%

Figure 2.3: Possible elliptic curves over R [HMV03].

Figure 2.3 illustrates two possible elliptical curves. The form of the curve is very
important for the security factor, because not all the curves have the same security level.
Therefore, it is important to choose a secure curve. The security level of a curve can be
checked through the algorithm of Schoof [Sch85|. In this way it is easy to find out if the
used curve is securer than other curves.

There are three forms of elliptical curves:

1. Weierstrass form: y? = 2 + a4 * = + ag
2. Edwards form: 22 + y? = 1 4+ d x 22 * 3/
3. Montgomery form: Bxy? =234+ Ax2? +

A list of secure curves for all the three forms can be found in this paper [ILR].
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Algorithm 5 shows how the generation of a private and a public key with the Diffie-
Hellman method works. It is easy to calculate 2%, if @ and b are known, otherwise the
calculation would need a long period of time.

Algorithm 5 ECC - Diffie-Hellman - key pair generation flow |key|

Summary: Bob and Alice generate the public key
1. Alice and Bob choose publicly a cyclic group G and a generator x of G.
2. Alice and Bob generates a random integer, the private key, a and b.
3. Alice compute z% and Bob compute 2z and they transfer each other the value over an
unsecured channel.
4. Now both can compute z%**, because of z% = (22)® = (2b).

Figure 2.4 shows a geometric interpretation of the addition and duplication of points on
an elliptic curve. The multiplication and exponentiation in the algorithm 5 can be changed
by adding a point or doubling a point on the elliptical curve. A point multiplication n x P
is a n times the addition of the point P. The addition of one point with itself (doubling),
R = P + P, is to interpret like a tangent. The tangent has only one intersection —R,
Therefore, the point has to be inverted to be obtained R on the elliptical curve. The
decrypting and encrypting is based on this principle.

P=(x1,yD)_-r~

-

0 =(x2,y2)

|
|
|
|
|
|
|
|
% -
|
|
|
|
|
|

-
-

P = (x1,y1)

R=(x3.y3) y R = (x3,¥3)

(a) Addition: P+ Q = R. (b) Doubling: P + P = R.

Figure 2.4: Geometric addition and duplication of points on an elliptic curve [HMV03].
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2.1.2.3 Comparison of the different cryptographic methods in terms of the
security level

Table 2.1 shows the key length of the different methods with the same security level. This
comparison provides an evidence: the symmetric cryptography method (AES) needs the
shortest key length. For the asymmetric cryptography ECC algorithms need shorter key
lengths than RSA and therefore, ECC should be used in new systems. Currently state of
the art for ECC security on smartcards are key lengths higher 160 bit and for RSA key
lengths higher 1024 bit.

AES key length (bit) RSA and Diffie-Hellman | ECC key length (bit)
key length (bit)

80 1024 160

112 2048 224

128 3072 256

192 7680 384

256 15360 521

Table 2.1: Comparison of the different key lengths to there security level |El09].

2.1.3 Digital signature

Digital signatures are used for guaranteeing data integrity, authentication and non-repudiation®.
Therefore, it exists a public and private key, like for asymmetric cryptography. With these
key pairs it is possible to sign and verify the digital signature. The private key is used for
signing and the public key for verifying if the message is from the desired sender.

Figure 2.5 shows the flow for digital signatures. Alice wants to sign a message. Therefore,
the first step is to create, with the help of a hash-function,” a footprint of the message
to sign. The second step is to create the signature with the help of Alice private key, the
footprint of the message and the signature-function. The third and last step is to add the
digital signature to the original message.

For checking the authenticity of people it possible to use certificates. This certificates are
equal to identity cards. In 1988 CCITT® (nowadays ITU? [tOSITDO00]) standardized the
certificates. Nowadays the standard for smart cards is X.509 in version 3. The verification
of this certificates on the smart cards side is not an easy challenge. Therefore, it is done,
most of the time, from a connected computer [Wol].

Digital signatures can be combined with ECC. A possible scenario is to verify the trust
level of a public accessible terminal (for further information see chapter 2.3.1). It shows
how efficient the combination of ECC and digital signature can work. Furthermore it also
shows that if the digital signature is created the verification of them is done in a few mil-
liseconds.

Van Damme in [VDWKPO09] and chapter 2.3.2 shows how a transfer-flow of electronic

SProof of integrity and origin of data.

"Creating a unique checksum of the message, for more details see chapter 2.1.4
8Comité Consultatif International Téléphonique et Télégraphique
9Telecommunication Standardization Sector
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Figure 2.5: Flow to sign messages with digital certificate [Wol|.

voucher from phone-to-phone works. Therefore, digital signatures are used to transfer to
the recipient the public key of the sender.

Digital signature can also be used in the field of embedded systems. Chapter 2.3.3 shows
what is needed therefore. Due to the fact that in the embedded world the power con-
sumption is an important fact, it is necessary to think about how secure and trustful a
system has to be. Therefore, a trade of between security and energy consumption has to
be founded.

To guarantee the trust of systems up to the sensor, an approach like that one shown in
Chapter 2.3.4 can be used. With minimal hardware overhead it is possible to have a trust
which starts at the sensor and ends at the desired device.

Figure 2.6 shows, the structure of a X.509 v3 certificate in his full length. The certificate
is divided in different sections.

e X.509 version number - Indicates the version number.

Certificate serial number - Unique number for the certificate.

e Issuer name - Name of the CA10.

Certificate validity - Validity of the certificate.

Subject - Name of the owner of the certificate.

Subject public key info - Public key for the sign algorithm.

additional information about the certificate - Information about the used algorithm
and so one.

Certificates can be bound on persons, organizations and devices. The issuing of such
certificates are e. g.: private companies. This companies have the task of binding the

0Certificate Authority
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X.509 certificate

Contents signed by the issuer

X.509 version number

Certificate serial number

Issuer signature algorithm identifier

Issuer name

Certificate validity

Not before

Not after

Subject

Country

Organization

State

Common name

Subject public key info

Signature algorithm identifier

Subject public key

Certificate extensions

Key usage

Authority key identifier

Basic constraints

Issuer signature algorithm identifier

Signature upon the contents

Figure 2.6: Structure of a X.509 v3 certificate [HLSS06].

public key with information about the owner of this public key.
The flow for owing a certificate is the following:

1. User sends a request to the registration authority (RA). The RA verifies the request
and sends it to the certification authority (CA).

2. At the certification authority there are two options: The first one is that the CA
generates the public key and the private key. The second one is that the user check
the public key and the private key. The CA is not allowed to read the private
key under any circumstances. It is possible to give additional information e. g.:
restrictions to the certificate.

3. This certificate is sent to the user and is stored in the validation authority (VA). The
user should encrypt and store the private key on the hard disc or on a smart card.

4. Over the validation authority everyone has access to the public key for the authen-
tication of messages.

The flow of the public-key infrastructure is shown in Figure 2.7.
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Each certification authority offers a blacklist which is accessible over the validation
authority. The reasons because of a certificate is marked as invalid are the loss or the
compression of the private key.

Issuing and controlling| (CA) (WA

public key certificate .

Invalid information
IIIIIII L1

issuing certlf' cate

Verification
of applmant

Reglstratlun e
Authority (RA) -

[ Certification Authority Validation Authority

Public key Public key ' g, Determined
certificate certificate result

ol

&= User A

Application for
issuing certificate

Public key
certificate Contract signed with ¥

—  electronic mgnalure
Sy ik

ABC shop
—

. = Validation of electronic
Public key € = signature

— - Enguires about public
Private key | ] Ke\f_ certificatevalidity to
o Validation Authority

Figure 2.7: Graphical flow of the public-key infrastructure (PKI) [hit].

2.1.4 Hash function

Hash functions are easy to compute and, with them, it is possible to map a large data set
to a fixed length. They are used in cryptography to check if there was a modification of the
data during the transmission. The most important property of a hash function is that it
has to be collision resistant, i. e. two different data sets cannot have the same hash-value
[Wol|. Examples for hash functions are MD4!'! |Riv92a|, MD5'2 [Riv92b|, SHA-1'3 [Sta95]
and RIPEMD!4-160 [DBP96].

' Message-Digest Algorithm 4

12Message-Digest Algorithm 5

13Secure Hash Algorithm - 1

“RACE Integrity Primitives Evaluation Message Digest
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2.1.4.1 SHA-1

SHA-1 produces as output always a 160-bit long footprint of the input data set (smaller
204 bit). Theoretically it has a security level of 80-bit'® which can be reduced to a security
level of 69-bit by applying appropriated methods[Kil09], [Sta95]. SHA-1 is used by several
governments and the industry for security applications like digital signatures [WYY05].

2.1.5 Energy consumption for cryptography on a PDA

Another important factor for choosing the correct cryptographic method is the energy
consumption. In particular, in battery-powered systems the energy consumption is a very
important fact to keep in mind during the design of an embedded system. Table 2.2,
Table 2.3 and Table 2.4 show an overview of symmetric and asymmetric cryptographic
methods and the related energy consumption. The measurement configuration for this
value can be seen in Figure 2.8. It consists of a secure client server communication through
a wireless access point. The client side is composed of an PDA'® connected through serial
port to the power measurement system, which uses LabVIEW for calculating the energy
consumption. The different algorithms are executed through the software on the PDA.

HTTPS
Sl
TCP
IPSec
1P 4,........ -5l
Linux
Lab :
power f Compaq iPAQ H3670
supply| SA-11000 StrongARM
== o @206MHz
T 3 64MB RAM, 16MB ROM
hc-"w Client
resistor
Serial
SCB-68
1/O connectorf]
Data - e

LabVIEW programming
eny il’()l]l]l(‘l’lt

acquisition card
Power
measurement

system

Figure 2.8: Measurement configuration for measuring energy consumption of the PDA
[PRR.JO6].

15Tn comparison with an symmetrical method.
Y6 Personal Digital Assistant
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Algorithm Key size (bit) Key generation | Sign (mJ) Verify (mJ)
(mJ)

ECDSA 163 226.65 134.20 196.23

ECDSA 193 281.65 166.75 243.84

ECDSA 233 323.30 191.37 279.82

Table 2.2: Energy costs for asymmetric cryptographic systems with digital signature on a
PDA [PRRJO06].

Algorithm Key size (bit) Key generation | Key exchange (mJ)
(mJ)
ECDH | 163 | 276.70 163.5 |

Table 2.3: Energy costs for asymmetric cryptographic systems without digital signature
on a PDA [PRRJ06].

Algorithm | Key size | Key setup | ECB! CBC? CFB? OFB*
(bit) (12]) (w/B) | (uJ/B) | (uJ/B) | (u/B)
| AES | 128 | 7.83 | 1.21 | 1.62 | 1.91 | 1.62 |

! Electronic codebook.
% Cipher-block chaining.
3 Cipher feedback.

* Output feedback.

Table 2.4: Energy costs for symmetric cryptographic systems on a PDA [PRRJ06].

2.1.6 Energy consumption for cryptography on a micro controller

Nowadays it is possible to implement cryptography also through the software of an 8-bit
micro controller. The energy measurements are, consequently, done on a ATmegal28L
which is widely used in wireless sensor networks. Table 2.5 shows the significant advantage
of ECC over RSA in terms of energy consumption. One can see that for Sign function RSA
needs ten times more energy than ECDSA'7. The Verify function, in contrast with the
Sign function, needs less energy for RSA than for ECDSA algorithm. For the key exchange
RSA and ECC need more or less the same amount of energy on the client side. However,
it one takes into account the server side a big difference happens, since RSA needs again
ten times more energy than ECC. This value shows how much energy can be saved by
choosing ECC instead of RSA. The executed cryptographic code is written in nesC, C and
some parts are assembly optimized.

Table 2.6 shows the energy needed to perform a hash algorithm like SHA-1 and a symmet-
ric cryptography with 128 bit [WGET05].

Y Elliptic curve digital signature algorithm
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Algorithm Signature Key Exchange

(mJ) (mJ)

Sign Verity Client Server
RSA-1024 304 11.9 15.4 304
ECDSA-160 22.82 45.091 22.3 22.3
ECDSA-224 61.54 121.98¢ 60.4 60.4

! For this ECDSA an assumption of two point multiplication numbers is given and therefore, known
optimization can be done at costs of memory.

Table 2.5: Energy costs for asymmetric cryptographic systems on micro controller side
[WGET05].

‘ Algorithm ‘ Energy
SHA-1 5.9 uJ/Byte
AES-128 Enc/Dec 1.62/2.69 uJ/Byte

Table 2.6: Energy costs for SHA-1 and AES-128 on micro controller side [WGE105].

A difference in the energy consumption for cryptography on a PDA and a micro con-
troller can be noticed. One reason for that is that on the PDA is running a operating
system with an OpenSSL installed on it|Ope01]. It handles the whole cryptographic flow
and has no optimization for this hardware. On the micro controller is running a special
optimized version of the OpenSSL flow with some speed ups in assembly.

2.2 NFC - Near Field Communication

NFC is a wireless proximity communication technology, compatible with contact-less smart
cards which uses RFID!®. Tt allows the transfer of data over short distances'®. Therefore,
it operates in the global available unlicensed radio frequency ism band of 13.56 MHz.
The most remarkable advantage of NFC is the easy communication technology without
paring and a high trust through small transmission ranges. Transactions are initialized
automatically by touching a reader or an other NFC device and it allows communication
by simply going into transmission range. Estimation shows, that in 2012 about 180 million
mobile devices will use this technology. Some of the application fields of NFC are ticketing,
virtual coupons and product informations [MLKSO08|.

There is a big amount of tags and smart cards with different memory sizes. An overview
is given in the Table 2.2.

'8Radio-frequency identification
19Up to 10 cm.
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‘ Tags / smart cards memory size
Mifare Ultralight 48 Byte
Innovision Topaz 96 Byte
Innovision Jewel 96 Byte

Mifare Ultralight C 192 Byte
Mifare Mini 320 Byte
Sony FeliCa (RC-S890 IC-token) 496 Byte
Mifare 1k 720 Byte
Sony FeliCa (RC-S885 card) 2464 Byte
Sony FeliCa (RC-S860 card) 2464 Byte
Mifare 4k 3480 Byte
Mifare Plus 3480 Byte
Mifare DESFire 2 kB, 4 kB
Sony FeliCa (RC-S880 card) 6400 Byte
Mifare DESFire EV1 2 kB, 4 kB, 8 kB
Infineon SLE 66CL(X)xxPE 4 kB up to 128 kB

Table 2.7: Overview of tags and smart cards with the relative memory size [Kil09], [Infl11].

2.2.1 Operating modes
NFC possess different operating modes [MLKSO0S|:

read / write mode In this mode, the data can be read or written from a passive? tag.
An example is a smart poster?!

Card emulation In this mode, NFC devices can emulate smart cards in such a way that
the reader is not able to see a difference. An example is payment.

Peer-to-Peer In this mode, two NFC devices can establish a bidirectional connection.
An example is the exchange of contacts.

Table 2.8 shows in detail the communication flow with the related modes, the commu-
nication interface and a use case.

20Tag without battery.
21The user get more information by reading the NFC tag.
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Communication
flow

Operation mode

Communication in-
terface

Use case

(1) Use of unique
ID: NFC device
provides the data
and the reader
saves them

Tag emulation,
Read / Write

ISO 14443

Access control

(2) External mode
of secure element!:
NFC device pro-
vides the data and
the reader saves it

Tag emulation,
Read / Write

ISO 14443

Access
Payment

control,

(3) NFC devices
read external tag:
Tag provides the
data and the NFC
device read it

Tag emulation,
Read / Write

ISO 14443

WiFi-Config,
poster

smart

(4) Data exchange
over NFC: NFC de-
vice provides the
data and another
NFC device reads it

Peer-to-Peer

ISO 18092

WiFi-Config,
exchange

data

(5) Internal mode
of secure element:
Communication be-
tween secure ele-
ment in NFC device
and host controller
application

Internal mode,
Communication
channel to
element

secure

ISO 7816

Ticketing,
transfer

Money

! Separated chip which contains a secure storage and a secure processor where security critical application

are executed.

Table 2.8: Overview of NFC operating modes [MLKSO08].

2.2.2 Threats in NFC systems

There are many attack possibilities on NFC systems. Considering the knowledge of how
they are made and how they work, it is possible to make the system more secure against

attacks.
increases [HBO0G6].

Only in this way, the probability of avoiding the leaking of the private data

Eavesdropping: NFC uses a contact-less communication interface. Therefore, eavesdrop-
ping is an important issue. When two NFC devices transmit data to each other, an
attacker may eavesdrop the data with an antenna. Therefore, all the information is
available on the Internet. The distance until the range where eavesdropping is possi-
ble depends on the operating mode of the sending device. It is possible to eavesdrop
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up to 10 meter if the sending device is in active mode??. In passive mode?? it is
possible to eavesdrop up to 1 meter.

A solution to this problem is to establish a secure channel between the devices. In
this way the eavesdropper can not use the eavesdropped data [HB06].

Data Corruption: The attacker generate an RF field to disturb the communication be-

tween the two devices. The benefit of this attack is not the modification of the
transmitted data but a denial of service attack.
A solution for this problem is that the sending device controls the RF field after it
finishes the transmission. The power which is needed to disturb the transmission
is significant higher than the normal used power. In this way, the attack can be
detected, but there is no way to stop this attack [HB06].

Data Insertion: The attacker try to answer, with a manipulated answer, to the sending

device. This is only possible in case the answering device takes very long period
of time to answer. During this long time, the attacker can send this manipulated
answer to the sending device. If both messages overlap each other, the data will be
corrupted.
There are two solutions for this problem. The first one is not having a time delay
until the receiver device returns an answer. In this way, the attacker has no chance
to send his manipulated answer. The second one is to establish a secure channel
between the two devices [HB06].

Data Modification: The attacker modifies the data before the receiver gets it. From
the point of view of the receiver, it is dealing with valid data. However it was
modified by the attacker. The feasibility of this method is strongly related to the
used amplitude modulation, because the decoding of the signal is different for 100 %
and 10 % modulation.

There are two solutions for this problem. The first one is to control the RF field
during the transmission and stop it if an anomaly is detected. The second one is to
establish a secure channel between the two devices [HB06].

With this high possibility of threats, it is important to use the cryptographic methods
which are explained in chapter 2.1 in order to increase the possibility of handling the
problems regarding to the security of the system.

*Device has his own power supply, i. e.: battery and generates the RF field.
ZDevice does not have his own power supply and the other device generates the RF field.
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2.3 Similar works

The next four example will show how to deal with the challenge of having untrusted
components in the systems and reading sensors.

2.3.1 A Trusted Platform Module for Near Field Communication

The main goal of this project is the verification of the security state of public accessible
terminals. Therefore, a NFC interface and a TPM?* will be added to the public terminal.
The most important advantage that this project provides is that it is a single chip solution
i.e. NFC interface and TPM are on the same chip. For the encryption ECC will be used
to increase the computation and communication performance.

Figure 2.9 shows the flow of the protocol. The first step is, that the NFC phone send to a
public terminal a challenge configuration Ny. The second step is that the public terminal
signs the challenge with ECDSA and sends this signed challenge back to the phone. After
this the phone can check the security state of the terminal.

The public terminal needs about 2.57 seconds at 13.56 M Hz for the generation of the
digital signature. The transmission over NFC takes about 22 ms and the verification on
the phone about 33 ms. The trust state of a public terminal can be checked in less than
3 seconds [HT11], [HT10].

Public Terminal
Reader

Collect
configuration

I Challenge configuration, N, >

TPM

¥
'''''
.....
L1y

Validate and analyse. | : ilsz bit
Display: Not trusted or trusted

< State Report signed by TPM |

Figure 2.9: Flow of the protocol for a trusted platform module [HT11], [HT10].

2.3.2 Offline NFC Payments with Electronic Vouchers

The introduction of electronic vouchers helps to have a better management over the
coupons in circulation. Another advantage is that electronic vouchers are more difficult

24 Trusted Platform Module
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to copy as the coupons made of paper. For electronic voucher only a NFC able phone is
needed to use them. The vouchers can be transmitted over SMS?® or a NFC enabled smart
phone.

The electronic voucher system is as follow (Figure 2.10) [VDWKP09]:

1. The customer receives a coupon over SMS or he scan it from a smart poster.

2. The customer can transmit his vouchers to other devices, either by SMS or over NFC.
3. The customer can trade the voucher in a shop.

4. The voucher will be checked if it is valid.

5. The client can easily manage vouchers and the validity of the voucher to use.

Issuer

eVoucher push service

il

Clearance

4

NFC SMS

NEC
Payment

Affiliate Bene ﬁciafy.w:—/‘

Transfer

Beneficiary

Figure 2.10: Electronic voucher system based on NFC technology [VDWKP09].

The most important issue is that a certain level of security is guaranteed and, specially,
that no money get lost during the transmission. The whole voucher management system is
based on the phone side. Therefore, the software is very important. The software consists
of two parts, the MIDlet?® and a Java Card application which runs on the secure element.

25Short Message Service
26 A Java ME program written for MIDP (Mobile Information Device Profile). MIDP is a port of the
Java platform and is used especially for smart phones or PDAs.
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The secure element helps to accept only authorized software.
Figure 2.11 shows the protocol for transferring voucher from phone-to-phone [VDWKP09].

1. The sender starts MIDlet for the transfer of the voucher. The transfer is protected
by a PIN?7.

2. The secure element, at send side, start the transfer to the secure element at receive
side.

3. The receive generates a random challenge C' and send it together with the digital
certificate to the sender.

4. The sender verify the digital certificate and generate a random symmetrical key K1.
This key K1 is encrypted with RSA and the resulting output is R1. The sender
generates a RSA signature as well R2 and transfer the encrypted key R1 and the
digital signature R2 to the receiver.

5. The receiver decrypt R1 with the help of the private key and get in this way the
private key K1 from sender, furthermore it verifies the digital certificate. The receiver
creates a footprint of the transfered key K1 and transfer it as R3 to the sender.

6. The sender verifies the footprint of the key and transfer the encrypted voucher M1
to the receiver.

7. The receiver decrypt the voucher M1 and save him. To guarantee that no data got
lost during the transmission. The receiver creates a checksum M2 from the transfered
voucher and transfer it to the sender.

8. The sender verifies the checksum and delete the voucher.
9. The receiver adds the new voucher in its management system.

There is a large range of similar papers over this topic, other examples are [ADF07]
and [DA07].

2.3.3 Plug-n-Trust: Practical Trusted Sensing for mHealth

Early information about the health state of patients can help to improve healthcare qual-
ity by improving the efficiency and reducing cost. Especially mobile sensors which are
distributed over the body of the patient can help to improve the healthcare. This sensors
collect inherently sensitive data of the patient. It is important that the access to them
is restricted, otherwise this data can cause social or economic problems to the patient.
Therefore, this devices have to be secure and trusted.

Figure 2.12 shows the system model of such a mobile device to control the healthiness of a
patient. This device has several sensors distributed over the body of the patient. The com-
munication from the sensors to the mobile device is done over WBAN?® i, e. Bluetooth
or Zighee. The mobile device can be infected from malicious software. Therefore, it is

*TPersonal identification number
2Wireless Body Area Network
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important to guarantee security even when the device is infected. This is done by a special
SD?? card. The collected information is preprocessed on the mobile device and afterwards
sent over Internet to an central health recording system, which can be at patient’s home

or in a hospital

[SSPK12].

The hardware have to fulfill following criteria [SSPK12]:

e Cryptography: Each sensor note (SN) has to crypt and hash the data before sending
them to the mobile device. In order to achieve that, cryptography standard algo-
rithms like AES and SHA are used. This standards are nowadays available in almost
every microcontroller.

e Clock: Each SN has to have an embedded real time clock, which is needed for the
timestamp.

e Platform: The mobile device (MN) needs at least two wireless network interfaces,
one for the WBAN communication to the sensor nodes and the other for the com-
munication to the Internet for data transfer to the back-end service.

29Secure Digital
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e Internal sensors: The integrated sensors of the mobile device i. e.: camera, GPS?C,
clock ... can not be used because they can be compromised.

—

~

Ph MN
[ one ( ) Back-end Service

mA WiFi/3G Patient
PP \ Internet Healthcare Provider
A Ak | Health Record System

PnT i
Module Operatlng System ‘

@

Body-Area Network

Figure 2.12: System model of the communication from the sensor node to the back-end
service [SSPK12|.

Because of the property that the mobile device is powered by a battery, it is important
the energy consumption of the system. The special SD card consume in idle mode around
9 mW, this value is for one magnitude higher than a normal SD card. In total, for data
preprocessing and communication, around 20 % of the daily battery is consumed?! for the
health system [SSPK12].

2.3.4 Trusted Sensors and Remote Sensing

Trusted sensors are important in a high number of applications i. e.: When a house owner
goes on holidays and wants to be aware of the state of the electronic devices at home he
wants to be provided with trusted information.

Therefore, three components are needed:

1. The usage of public physical unclonable function (PPUF) [BP09]).
2. The usage of random challenges.
3. To use interleaver to ensure trusted information flow.

Public physical unclonable functions (Figure 2.13) are a complex system with a large
number of inputs and outputs. In this way, it is guaranteed that the mapping from the

30Global Positioning System
3! Tested on an G1 and Nexus One smartphone.
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inputs to the outputs cannot be predicted in any reasonable time. Therefore, the PPUF
consists of two parts, a booster (B) and a repressor (R) cells. With the help of booster cells
it is possible to increase the switching frequency from output with relation to the input.
Repressor cells are used to decrease the switching frequency from input with relation to
the output.
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T Fx  *x Tk o Fk k 2y
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Figure 2.13: Public physical unclonable functions architecture [PMW10].

The trusted sensing system consists of standard cells, two PPUFs and a random chal-
lenge generator (Figure 2.14). The random challenge generator gets a key as input and
generates a pseudo-random bit string as output. This generated bit string is sent with the
sensor data to an XOR. The first PPUF (PPUF Result) is used to authenticate the sensor
data. The second PPUF (PPUF System) is used to authenticate the time and location of
the sensor data.

The most recognized characteristic of this method is that it works with minimal hardware
overhead, low latency and minimal energy consumption [PMW10].
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Figure 2.14: Trusted sensing system [PMW10].
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Chapter 3
Design

This chapter will show how the design of the system is done. The system can be divided

in different components:
e Smart phone

e Communication between the smart phone and the NFC-I

o NFC-I

e Communication between the NFC-I and the target device

e Target device

Figure 3.1 shows the design overview of the system.
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« o P
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N

h“)' ... Secured Area Or Communication Path

Figure 3.1: Complete design overview, adapted from [MM].
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To protect the system against attackers, different cryptographic methods like those
showed in the related work are possible. Not all of them are suitable nowadays, because
of energy consumption and security.

The decision of which cryptographic type (symmetric or asymmetric) to take depends
on the advantages and disadvantages of them. The symmetrical cryptography has the big
advantage to use very short key length and at the same time also a high security level, but
the disadvantage of the key exchange. Both sides have to know the same key otherwise the
cryptography fails. The asymmetric cryptography, in contrast to the symmetric one, uses
longer key lengths for the same security level but brings a solution for the key exchange
e. g.: Diffie-Hellman. That is the reason by using asymmetrical cryptography for the key
exchange and symmetrical cryptography for the data transfer.

For the asymmetric cryptography two different types are available, ECC and RSA. In
this master thesis, elliptical curve cryptography will be used, because of the shorter key
length compared with RSA (see Table 2.1). This shorter key length reduce the energy
consumption by the same security level. For the key exchange ECDH! and for the digital
signatures ECDSA are used.

For the symmetric cryptography also two types are available, AES and DES. Nowadays
DES is not used any more, because of its short key lengths. It has been replaced with AES.
Therefore, AES is used in this master thesis.

For the support of ECDSA a hash algorithm is needed. There is a huge amount of
different algorithms with different security levels and possible collision attacks. The choice
of which algorithm at the end is between M D5, SHA —1 and SHA — 2. All of this three
hash algorithms are often used and well known. The reason why in this master thesis M D5
is not used is, that M D5 has been completely broken with collision attack. Therefore, using
it is not recommended any more. SHA —1 and SHA — 2 are both securer then M D5, but
the reason for choosing SH A—1 is because it is more common than SHA—2. SHA—1 has
only one disadvantage, that it has been partially broken, it is possible to reduce the normal
security level to a minimum of 69 (for further information see section 2.1.4). SHA — 2 has
not been broken yet, but for this master theses the security of SHA — 1 is sufficient.

Smart phone: The smart phone is used to interact with the system, this includes the
graphical interface for the user and the communication to the target device. Over
the graphical interface the user can request data from the target device. This data has
to be encrypted before being sent to the target device with the showed cryptographic
methods.

Communication channel between smart phone and NFC-1: From the smart phone to the
NFC-1, a trusted communication over NFC has to be established. Therefore, ECC
will be used. This communication is used for two different purposes, bringing the
AES key to the target device and forwarding the encrypted message in both directions
to the target device and vice versa.

!Elliptic curve Diffie-Hellman
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NFC-I: The NFC-I is the connection point between the contactless communication over
NFC to the smart phone and the contact base communication with the target device.
It can operate in two different modes, variant 1 (Figure 3.8) where the NFC-I agree
two shared secrets, one with the smart phone and one with the target device and
variant 2 (Figure 3.9) where the NFC-I is like a gateway and just forward data in
both directions.

Communication channel between NFC-I and Target device: From the NFC-I to the target
device, a secure communication has to be established. Therefore, a serial communi-
cation will be used (Figure 3.1).

Target device: On the target device the same cryptographic methods as on the smart
phone has to be used. Furthermore, the target device has to simulate a smart meter,
which has to be secured.

3.1 Smart phone (Interface to embedded system)

The smart phone in this master thesis is used to communicate with the target device.
Therefore, the smart phone has to provide a NFC interface. Over this NFC interface the
smart phone can access the target device and exchange APDU?s with them.

Figure 3.2 shows the flow of the program on the smart phone with the adaption made
during this master thesis. By starting the application on the android smart phone, it
starts to initialize the application. If the smart phone detects a communication partner it
switches to the home screen, which shows all the needed information about the sensor and
possibilities to change by touching on the buttons configuration. If a data request from
the smart phone to the target device is send, a APDU message is generated and send over
the NFC to the NFC-I and afterwards to the target device. The target device evaluate the
received request and sends the requested information back. This data is displayed on the
main screen and the program is ready to send and receive further requests.

2 Application Protocol Data Unit
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Figure 3.2: Modified program flow overview of the smart phone by [Rej| et al.
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3.1.1 Cryptography

Figure 3.3 shows the first relevant security enhancement on smart phone side, of this mas-
ter thesis. The introduction of digital certificates and cryptography is an important step
to secure the communication against attackers and not authorized persons.

For the key generation a cryptographic library will be used. The key generation is needed to
generate a public and private key. The public key can be sent without any security restric-
tion over NFC. Moreover the information that potential attackers could eavesdrop has no
useful information. The private key is needed afterwards for the shared secret calculation
with ECDH. To protect the system against unauthorized persons, the public key has to be
hashed and signed before sending it over NFC to the communication partner. If the veri-
fication, on the communication partner side was valid, then it starts with the key exchange.

Figure 3.4 shows the second relevant security enhancement on the smart phone side.
To guarantee that the transfered information cannot be understood from attackers, the
data has to be encrypted before sending them and decrypted when received from the
communication partner.
The encryption of the data is done with AES and the used key is the shared secret which
was agreed in Contribution 1. The received answer has to be decrypted and forwarded for
post processing.

}

Key generation

v

Hash and sign public key

v
Send public key to NFC-|

v

Receive public key from NFC-|

v
Verify public key

v

Key exchange

< |

Figure 3.3: Program flow of the smart phone - Contribution 1 - elliptical curve digital
signature algorithm and key exchange.
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Figure 3.4: Program flow of the smart phone - Contribution 2 - advanced encryption
standard for data protection.

3.1.2 Class diagram

Figure 3.5 shows the class diagram on the smart phone side. Over the user application it
is possible to interact with the user over a user interface consisting of buttons and message
fields. This user application has access to all the needed libraries. For example the user
application uses the cryptographic library to generate key pair for the ECC or to calculate
the shared secret. Furthermore, the user application can access the base communication
library which use the NFC-Module to send and receive data over NFC. The user application
gives the desired bytes to be sent to the base communication library, which prepares the
message to be sent over NFC depending on the chosen configuration in the user application.
After the base communication library has prepared the message, the NFC-Module send
it to the NFC-I and waits for its answer, which is sent to the user application for post
processing.
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Figure 3.5: Class diagram, smart phone side adapted from Rehjan at all [Rej].

3.2 Communication channel between smart phone and NFC-
I

The communication from the smart phone to the NFC-I is only possible over contactless
communication. If the NFC of the smart phone is activated and the smart phone get close
to the NFC-I, then it get powered with the RF3-field of the smart phone. The NFC-I needs
no additionally battery or power supply. Over this RF-field also the data is transfered.

To protect the communication, the introduction of cryptography is needed. There are
two possibilities which are possible for the asymmetric cryptography. As mentioned before
ECDH and ECDSA is used by the smart phone to secure the communication to the target
device.

3.2.1 Cryptography - ECDH

Figure 3.6 shows how a Diffie-Hellman key exchange with the NFC-Iis done. The following
steps describe the exact flow:

3Radio Frequency
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1. Both sides know the used elliptic curve.

2.

3.

Figure 3.6: Communication flow of ECDH between the smart phone and the NFC-I.

The smart phone generates one key pair consisting of public and private key.

The smart phone sends public key to the NFC-I over NFC.

46

The NFC-I also generates two key pairs. One key pair holds the own keys and the
other key pair holds a random private key and the public key of the smart phone.

The NFC-I sends the public key to the smart phone over NFC.

The smart phone generates another key pair and copy the public key of the NFC-I

in this key pair.

Both sides execute Diffie-Hellman algorithm, as input they get the public key of
the communication partner and the own private key on the before agreed curve

parameters.

At the end both sides have the same shared secret.

Curve setup

ECC key
generation

ECDH

NFC-|

Send public key———————Pp»

Send public key

riBoth parties have the same shared secret41

Curve setup

ECC key
generation

ECDH



CHAPTER 3. DESIGN 47

3.2.2 Cryptography - ECDSA

The introduction of the digital certificates shall bring protection against manipulation of
the data during the transmission to the communication partner and refuse the access to
not authorized persons.

Like an ECC key pair, also a digital certificate consists of a private key to sign and a public
key to verify the to signed message. In this way it is possible to verify if the message is really
signed from the desired communication partner. To guarantee that the transmitted data
was not modified, the introduction of hash-functions is needed. Hash-functions guarantee
that every message produce a unique hash value, which will change by flipping one bit of
the message and can easily be detected.

Figure 3.7 shows the flow of how a ECDSA with the NFC-I is done. The following steps
describe the flow.

1. Both sides know the used elliptic curve.
2. The smart phone generates one key pair consisting of public and private key.

3. The smart phone hash the public key with a hash algorithm to protect it against
manipulation.

4. The smart phone signs the hash value with the private key of this own digital cer-
tificate.

5. The smart phone sends public key and signed hash value to the NFC-I over NFC.

6. The NFC-I verify the signed hash value with the public key of the digital certificate
from the smart phone finding out if the message is really from the desired communi-
cation partner and if it was manipulated during the transmission.

7. If the result of the verification is valid the normal procedure can continue, otherwise
an unauthorized partner try to access the system.

8. The NFC-I sends the public key of the smart phone to the target device.

9. The NFC-I waits to receive the public key from the target device. Once received, the
public key of the target device is send to the smart phone without any change over
NFC.

10. Now the smart phone and the target device have all the needed information to cal-
culate the shared secret.

11. At the end the smart phone and the target device have the same shared secret and
know that the message was not manipulated and it was really an authorized partner.
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NFC-I
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Smart phone and target device have the same shared secret:

Figure 3.7: Communication flow of ECDSA between the smart phone and the NFC-I.

3.3 NFC-I

The NFC-I is used as the bridge between the smart phone and target device. It provides
all kind of cryptographic methods from asymmetric to symmetric and give the possibility
to communicate contactless with the smart phone and contact base to the target device as
well.

The only missing part which is needed for the ECDSA is the same hash algorithm as used
in the smart phone, to generate the same hash output for the message to verify. This
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function has to be provided by the programmer.

49

Two different variants will be presented for the public key exchange. They create the

appropriate environment for the operation of the NFC-I.

ECDSA

ECDH

Key exchange:

A A
y

\

NFC-I €«—UART—>

Target device

(smart meter)

AES

Figure 3.8: Overview on NFC-I, variant 1.

\/

1. Variant 1: The smart phone sends its public key and its signed public key over NFC
to the NFC-1. Once the NFC-I receives this data, it can start with the verification of
the digital signature of the signed message. If the verification is valid, than the NFC-I
forwards the public key to the target device. Otherwise the smart phone has not a
valid digital certificate and the access to the target device cannot be given. Once
the target device has generated its own public key and transfered to the NFC-I. The
NFC-I just forwards the data over NFC to the smart phone (Figure 3.8).

2. Variant 2: The smart phone sends its public key over NFC to the NFC-1. The NFC-1
sends this information directly to the target device. In this case the NFC-I is just a
gateway between the smart phone and the target device that transfers the received

NFC data over the serial port to the target device and vice versa (Figure 3.9).

Once the smart phone and the target device have the same shared secret, than the
transmission of the data can begin. For the transmission of the normal data, the NFC-I
acts in both variant in the same way, it forwards the data in both directions.

3.3.1 Program flow on the NFC-I

Figure 3.10 shows the simple program flow of variant 2. In this case the NFC-I acts like a
gateway and just forwards the received data over NFC to the serial port. Afterwards the
NFC-I wait to receive data over the serial port to send it back over NFC to the smart phone.
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Figure 3.9: Overview on NFC-I, variant 2.
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Figure 3.10: Program flow on NFC-I, variant 2.

Figure 3.11 shows the program flow of variant 1 where the NFC-I plays an important
role for the verification of authorized access to the target device. Once the NFC-I receives
the signed public key and the public key from smart phone, it can start to load the needed
curve parameter for the verification of the signature. The second step is to hash the re-
ceived public key with the same hash algorithm that the smart phone has used. The next
step is to verify the signature with the hash public key and the signed public key. If the
signature has not been signed from a known certificate, than the NFC-I returns an error
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over NFC to the smart phone and the access to the target device is refused. But if the
signature is valid, than the NFC-I forwards the public key to the target device and wait
until the target device return its public key. Once the public key of the target device has
been sent to the NFC-I. The NFC-I send this public key without any modification direct
to the smart phone over NFC. Now, the smart phone and the target device has all the
needed information to calculate the shared secret.

Receive data over NFC

I

Initialization

A

Hash received public
key

Signature
valid

[no]

[yes]
A 4

A

Send public key of smart phone

. Send error back to smart phone
to target device

A 4

Send received public key from
target device to smart phone

<
<€

Finish

Figure 3.11: Program flow on NFC-I, variant 1.

Once the shared secret calculation is done and both sides have the same key for the
AES encryption, the NFC-I just works as a gateway and forward the encrypted data in
both directions, like in variant 2.
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3.3.2 Hash algorithm on the NFC-I

As pointed out before for the ECDSA support a hash algorithm is needed. Due to the fact
that no hash support is provided by the NFC-I, the programmer has to provide it by his
own. Therefore, SHA — 1, as most suitable algorithm has been chosen.

3.4 Communication channel between NFC-I and target de-
vice

The communication flow is very similar to the one between smart phone and NFC-1. The
NFC-1I forward the APDU messeger to the target device over a one line serial communi-
cation. This serial communication is used to transfer APDU messages to and from the
target device. The transmitted data is the same which is coming from the smart phone or
from the target device. Only during the ECDSA process the target device will not get the
signed public key of the smart phone because it is not needed. In all the other cases the
same data as over NFC is transmitted.

Figure 3.12 shows how one data frame is structured. The first bit of every frame is the
start bit, this bit signal the receiver, that now data will follow. The next 8 bits are data
bits. This is the information which both communication partner process afterwards. The
next bit is the parity bit, with the help of this bit communication errors can be detected,
but only when one bit fails. If two bit fails this error detection is not working any more.
At the end two stop bits are transmitted, this bits signal the receiver, that now one frame
is finished. For the transmission of more then one byte, a desired amount of this frame
can be concatenated.

' ' ' ' ' \ ' N |
St} DL} D2}! D3} D4} D5} D6} D7 } D8 ! PB | StopBits

o o o o ] L ] ] !
<> <> <P <——>
Start bit One bit Parity ~ Twostop

period bit bits
< >
Data frame
8 bits

< >

One Frame: 12 bits

Figure 3.12: Structure of one frame sent over the one line serial port.
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3.5 Target device

The smart phone will exchange data with the target device. Therefore, the target device
needs some components. For the communication to the NFC-I the target device needs
a serial port module accessible over GPIO, which supports ISO 7816 because that is the
communication standard which the NFC-I uses. For the asymmetric and symmetric cryp-
tography to the smart phone either a hardware module or a software cryptographic library
is needed. The smart phone want read out sensor data, therefore, a sensor module is also
needed. At the end, all this components are controlled over a CPU%.

3.5.1 System overview

The system on the target device side consists of different parts:

e AES core: encrypt and decrypt the data which is received or send to the smart phone.

Sensor: Collect data, to be processed on the CPU.

GPIO: Communication channel to the NFC-I.

e CPU: Processor which controls all the other components and executes the software.

Figure 3.13 shows the system overview of the target device. The main component is
the AMBA bus which connects all important components and peripherals with the CPU.
On this bus also a hardware based AES core is connected. With the help of this AES core,
encryption and decryption of data to the smart phone is possible.

The communication to the NFC-I is done over the GPIO. This GPIO, with the help of a
serial port hardware module, can establish a communication to decrypt and encrypt the
data transfer.

Data which is coming out of the sensor is transfered to the AES core to be encrypted and
afterwards sent over the GPIO.

The last connected component on the AMBA bus is the CPU, it controls all the flow of
the other components by setting certain bits.

3.5.2 AMBA bus enryption

Figure 3.13 shows how the encryption of the AMBA bus is done. The encryption of the bus
is an essential part of the communication. Otherwise parts of the whole communication
path would be again unprotected.

The sensor has to encrypt the data before putting them on the AMBA bus and the AES
core decrypt it again before processing the AES encryption. Because of the high capacities
of the AMBA bus it is very important to crypt data before transferring sensor data to the
AES core. These high capacities create on every switch a power consumption which can
be detected by side channel attacks and afterwards processed to information. From this
processed information, valid data can be extracted. Other connection paths create a power
consumption during the switching as well, but it is lower than the bus capacities. This is
one of the main reasons why the data on the bus has to be encrypted.

4Central processing unit
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Figure 3.13: Target device, system overview.

3.5.3 Elliptical curve cryptography

Due to the fact that, currently, no hardware module of a ECC is available on opencores®,

the decision was to use a software module. Therefore, a cryptographic library is needed.
This library should be designed for low power micro controller that not to much of energy
is wasted for the shared secret calculation and key pair generation.

3.5.4 Serial communication to NFC-1

Figure 3.12 shows the signal flow of the serial communication. The receive/transmit line
is always on high level. If the NFC-I or the target device want to send something, the line
goes from high level to low. As one can see, the first bit is the start bit, the second until
the ninth bit are the eight data bits followed by a parity bit which is used to control if
there was a communication error and at the end two stop bits. In total for every frame 12
bits are transmitted at a speed of about 40000 bps which means that one bit is about 25us
long available on the line. In this short period of time the sent bit has to be detected by
the communication partner, otherwise the communication fails. The used communication

standard is ISO 7816.

3.5.5 Software program flow on the target device

Figure 3.14 shows the software program flow executed on the CPU. The program is waiting
until new data is received from the NFC-I and starts to work depending on the existence
of a shared secret;:

o Shared secret exists: If a shared secret already exists, it is used as key for the AES
encryption and decryption. To be able to decrypt the incoming data, only two steps

®http://opencores.org/
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Figure 3.14: Software flow on the target device.

5%)

are needed. The first one is to setup the key for AES and afterwards to configure the
AES for decryption. If the decrypted data is a request to get the actual value of the
sensor, the CPU reads out the correct register and encrypt the data before sending

them back to the NFC-I.
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o Shared secret does not exist: If no shared key exists, the first step to do is to initialize
the curves which are needed for the ECC. As second step a key pair has to be
generated, afterwards the public key of this key pair can be send to the NFC-1. As
third and last step the shared secret calculation can be done.

3.5.6 Class diagram

Figure 3.15 shows the class diagram of the target device. The only possibility of interacting
with this program is to start it or stop it. The user application once started can access
different libraries, e.g., the cryptographic library for ECC, the AES library for the AES
encryption/decryption, the uart communication library for the communication with the
NFC-I and access direct the sensor module to get sensor data. With the access of the
libraries the whole program flow can be guaranteed.

<<device>>

Target device

Cryptographical library

<<uses>>

‘ User

User Application -

<<uses>>

<<uses>>

Sensor Modul

AES library
\

<<uses>>

AES-Module

Uart communication library

<<uses>>

Uart-Module

Figure 3.15: Class diagram, target device side.
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Implementation

This chapter details the implementation of the system defined in Chapter 3, the commu-
nication between the different components and each of the three communication partners.
Furthermore, the problems which came up during the implementation and the reason why
this kind of implementation was chosen is explained.

The Implementation was done on the smart phone, the NFC-I and the FPGA.

é _— h Embedded System (e.g., Smart Meter)
f NFC No
NFCIT FPGA
Android enabled (Powered Over SSF\:\S; A5
Smart phone Power Transfer NFC
p ﬁ ﬂ ) If CPU
-_Control
: R | s
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@« 1) ye)
\_ J

E“)' ... Secured Area Or Communication Path

Figure 4.1: Implementation overview, adapted from [MM].

On two components (smart phone and NFC-T) all the implementation is done only
in software with the help of cryptographic libraries. However NFC-I uses some hardware
modules to help with the processing of the data. Instead of the target device a SoC! on the
FPGA is used. On the FPGA software and hardware have been implemented as well. The
asymmetric cryptographic part and the flow control is done in software. The rest (serial
communication, symmetric cryptography and the sensor) are implemented in hardware
and connected with an AMBA bus to each other.

!System on Chip

o7
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For the implementation on the smart phone side a Samsung phone, in this case, the
Samsung Nexus S, with android operative system is used. The reason why the Samsung
phone was selected is that it is a widely used device, available at the university and pro-
vides NFC as well.

An important decision to take was which security level and which curves are more
suitable to use on all three communication partners. For example, the smart phone has
support for all curves in order to compute ECDH. However, for ECDSA only certain curves
are supported (see Appendix A). On the NFC-I all curves are supported for ECDH and
ECDSA so there are no restriction. At the end the software of the FPGA supports only
certain curves over Fp (secpl12rl, secpl128rl, secpl60rl, secpl92rl, secp224rl, secp256rl,
secp384rl and secp521rl).

Finally, the choice of the curves to used, according to different security level was taken.
Therefore, the curves secpl60r1, secpl92r1 and secp224rl over Fp were selected.

The three digits long number in the curve name gives information about the security level.
The higher the digit is, the more effort the attacker has to devote to attack the system.
That implies also a higher energy consumption. For current systems, the recommended
security level is higher than 160 bit, because since 2010 this security level is not supposed
to be used [0ST07|. However, through the develop of this master thesis, 160 bits are used
to show a comparison of the energy consumption to the higher security levels. Key lengths
like 192 or 224 bit are more state of the art issue.

Explanation of all the curves parameter used, for example, in appendix B:
e p: Is the description of the finite field Fp. The cryptography is done over it.

e a and b: Is the description of the curve E : y? = 23 4+ ax + b over Fbp.

e G, Gy, and Gy: Is the description of the base point. Where G is the compressed
form and G and G, the uncompressed form.

e n and h: Is the description of the order and cofactors of the base point.

4.1 Smart phone side

The implementation on thesmart phone side is done on a Samsung Nexus S phone with
NFC support. As operating system on the smart phone, is used android in version 4.1.2,
which is one of the lastest available versions. The programming language on android is
java. On smart phone side the whole implementation is done in pure software.

For the communication with the NFC-I on the smart phone a special chip is needed. This
NFC chip allows sending and receiving of APDU messages as well.

4.1.1 Cryptography

This NFC chip does not support only sending and receiving of APDUs, it also brings cryp-
tographic support for symmetrical and asymmetrical cryptography. This cryptographic



CHAPTER 4. IMPLEMENTATION 29

methods are provided from a hardware module direct on the chip. However, the access
of this hardware module is very difficult and the communication to this module has to be
protected with additionally cryptographic methods. Therefore, in this master thesis the
complete cryptography on the smart phone side will be done in software with the help of
a cryptographic library.

The computational power of actual smart phones is high enough for software imple-
mented cryptographic methods. The library Bouncy Castle[Bou|, which provides cryp-
tographic API%s for JAVA and C#, is used. This library is a special cryptographic im-
plementation available under android. On android, a custom version of Bouncy Castle is
implemented out of the box, but to have the complete support, the library Spongy Castle
has to be used. The name is different due to a conflict with the names, since there is
already an implemented Bouncy Castle library on android, which does not provide the
whole range of functions. Spongy Castle provides all the cryptographic functions that are
needed for this master thesis like key generation for ECC, sign and verification of messages
with digital certificates, key exchange methods like Diffie-Hellman and encrypt/decrypt
for AES.

The reason for using this library is the good support, because it is widely used for cryp-
tography.

We implemented the needed security enhancement according the design shown in Fig-
ure 3.3 and Figure 3.4. To be ready to transfer data from FPGA to the smart phone and
vice versa, first a shared secret has to be accorded. The shared secret is accorded with a
ECDH calculation. If additionally security is needed also ECDSA can be used in order
to allow the access to the FPGA only to authorized persons. Once the shared secret is
agreed, the data con be protected with AES.

4.1.1.1 ECDH

The design presented in Figure 3.2 includes also an adaption. Adaption 1 is needed to
calculate the shared secret. This adaption runs in a own thread which creates two key
pairs, each of them holding a private and public key. Two key pairs are needed, one for
the smart phone and one for the communication partner e.g.: FPGA. The public key is
extracted from the own key pair and sent in a APDU over NFC to the communication
partner. In this case the APDU is: 0zC0, 0zF3, 0200, 0x00, 0130, 48 bytes of public key
for a 192-bit curve.

The generated key pair is changed with the security level. Table 4.1 shows the public key
length of the different used security levels, which then are sent over NFC to the NFC-I.
The selection of the security level is done over a public member variable. The variable
than select the desired curve for the key generation.

2 Application Programming Interface
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‘ Security level in bit ‘ public key length in bytes

160 40
192 48
224 56

Table 4.1: Public key length sent over NFC depending on the security level.

A APDU message is structured in the following way:

1. One byte device identifier (CLA): With this byte the device, with which the commu-
nication should happen, get selected (in our case CO).

2. One byte program identifier (INS): With this byte different programs on the device
can be executed. This option is used for choosing the two variants, with F3 variant 2
NFC-I gets activated and with F2 variant 1 starts to verify the digital signature sent
from the smart phone.

3. Two bytes variables for the program (P1 and P2): This two bytes can be used for
executing different program parts in a selected program. This options are not used
in this master thesis.

4. One byte for the length of the payload (Lc): This byte defines how long the total
following payload will be.

5. Payload (Data Field): Relevant data which are, depending on the chosen variant,
forwarded to the FPGA or processed internally.

APDU message

CLA INS P1 P2 Lc Data Field
<> 4> 4> 4> 4> > <4<
1 Byte 1 Byte 1 Byte 1 Byte 1 Byte n Bytes

Figure 4.2: Structure of a APDU message.

4.1.1.2 ECDSA

The flow for the additionally digital certificates is quite similar to the ECDH, because the
key pair generation is needed there. Once the key pair is generated, the signature pro-
cedure can start. Due to the fact that Spongy Castle only supports ECDSA for certain
curves, in this master thesis only the secpl192r1 curve is used (Appendix A shows the com-
plete range of supported curves). This 192-bit curves produce as output two 24 byte long
signatures (R and S). Both signatures and the public key which has been signed have to
be sent to the NFC-I for verification.In this case the APDU is: 0zC0, 0zF2, 000, 0z00,
0x60, 48 bytes of public key for the 192-bit curve, 24 bytes for R and S part of the signature.



CHAPTER 4. IMPLEMENTATION 61

For the distribution of the public key which is needed for the verification of the digital
signature, different approaches can be used. The first one is to distribute the key over the
internet. This method is not suitable in this project because the communication partner
does not have an Internet access. Another possibility would be to sent the public key
together with other information over NFC. For this project an easier approach is used,
the public key, which is needed for the verification, is hard coded in the communication
partner and vice versa.

Once the NFC-I has verified the origin of the signature, the NFC-I forwards the public
key of the smart phone to the FPGA and send the public key of the FPGA to the smart
phone. After both sides (smart phone and FPGA) have received the public key of the
other, the shared secret calculation can be done (like described in Variant 1).

4.1.1.3 AES

The symmetric cryptography is used once a shared secret is calculated. The calculated
shared secret is the basis for the AES key. The AES key needs a length of 128 bit, but the
shared secret is longer than 16 bytes. This is the reason why only the first 16 byte of the
shared secret are used, since both sides have to use the same bytes of the AES key. The
rest of the shared secret is cut off and not used. Table 4.2 show the length of the shared
secret in bytes.

’ Security level in bit ‘ Shared secret length in bytes

160 20
192 24
224 28

Table 4.2: Shared secret length depending on the security level.

4.2 NFC-I side

The implementation of the NFC-T has been done according to the design described in
Chapter 3.3. In the following subsection it will be described how we implemented the
variant 1 and variant 2.

e Variant 1: The NFC-I plays an active role in the cryptographic process.
e Variant 2: The NFC-I plays the role of a transparent gateway, which only forwards
the data.

4.2.1 The two different operation variants

As mentioned before, the NFC-I operates in two different variants. Depending on the AP-
DUs which are sent from the smart phone, the operation variant on NFC-I side is selected
and processed.
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In variant 1 the NFC-I plays an active role for the cryptography. The smart phone

sends over NFC its public key and its signature. The NFC-I need both public key and
signature to verify the digital signature. The hashing of the public key is done with SHA-1.
For details about the algorithm see Chapter 4.2.2.
The problems showed up during the implementation on the NFC-I side were, most of the
time, connected with the memory management or the available size of RAM or ROM on
the chip. Both of them were possible to solve with rewriting the program in a resource
saving way.

In variant 2 the NFC-I receives the data over NFC and forwards it over the serial port
to the FPGA. Due to the fact, that the NFC-I has only a general purpose (I/0) as defined
in ISO 7816, the serial communication has to be done in software. The serial communi-
cation is implemented as a one wire communication. That means, that transmitting and
receiving of data is done over the same wire. The serial communication is defined to be on
high level (3,3V) in idle mode, only if the NFC-I or the FPGA want to send something,
the level on the wire goes low (0V). On the NFC-I, when the data is sent to the FPGA
a timer is started. Every time the timer underflows, a new bit can be transmitted until
all the data is transferred. Depending on the bit, the wire is switched to high or low (see
Figure 3.12 for more details about the bit order). After all, the data is transferred to the
FPGA and the NFC-I waits until the data from thr FPGA is sent. Again in idle the wire
is high and when the communication starts, it gets low and the NFC-I starts again the
timer and the sampling of the bits. A second timer is started every time a byte is received
in order to verify the end of the communication. Consequently, the second timer has to
wait a longer time than the first timer, which has to sample the bits. Once all the received
data from the FPGA is saved in a buffer, this buffer can be copied into the transfer buffer
and the data is sent to the smart phone over NFC.

4.2.2 Secure Hash Algorithm - 1

Due to the fact, that the SHA-1 algorithm is public known and available on the internet.
The decision was to port an existing solution to the NFC-I platform. The implementation
was available? as c-code and it was very straight forward to port the software. The only
problem that came up, is that the software was implemented for big endian and the NFC-1I
works with little endian. The exact program flow and mathematical explanation can be
seen in the secure hash standard [0ST].

4.3 FPGA side

On the FPGA (Xilinx Spartan3 XC3S1500-FG456) side a leon 3 [GAI] SoC from Aeroflex
Gaisler is used. The leon 3 is a powerful open source processor which is based on a SPARC
V8 architecture. On this CPU different programs are executed like a ECC software imple-
mentation and the flow control for the communication to the NFC-I.

3http://www.di-mgt.com.au/
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4.3.1 Use case (smart meter)

The smart meter is one of the components on the FPGA, it emulates the behavior of a
real smart meter. Figure 4.3 shows its graphical implementation in hardware. Both bus
lines Dataln and DataOut (each of them 32 bit width) are connected with the AMBA
bus, which connects all the components. In order to allow the access to the data from the
CPU an additional register is placed on the AMBA bus. It stores the value for one cycle.
This register can be easily accessed from the software. The incoming data from Dataln
is the DataOut of the previous cycle. In this way the value gets never lost and can be
increased every cycle. The first step is to decrypt the data coming from the bus because, as
mentioned before, the encryption of the AMBA bus is very important to protect the system
against attackers. The used cryptography on the AMBA bus is very easy, but efficient in
terms of power consumption. It is done with an XOR operation. Before the data is sent
over the AMBA bus, the counter value gets encrypted with an XOR and, before being
increased, it will be decrypted again with an XOR operation. Both keys have to be the
same, otherwise a wrong decryption would result. Once decrypted, the data gets inside the
counter which is synthesized on the FPGA in form of an adder. This adder is clocked by
the system clock and increases every cycle the value. The value is reseted when the reset
line is high or the value pass a certain threshold (in the graphic called reset value). The
sensor of the smart meter consists of the counter/adder part and the reset line, the rest of
the implementation is used to ensure the security and to reset the counter after a certain
threshold.

Dataln

DataOut
key  Reset value
"| Equal Reset
XOR g 32
clk key
N Counter / adder @
32

Figure 4.3: Graphical explanation of the implemented smart meter.
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4.3.2 Serial communication from FPGA to NFC-I

Due to the fact that the NFC-I does not provide a serial port communication but only
general purpose 1/0’s like it is defined in ISO 7816, the only way to implement the serial
communication is to do it in software. The first idea was to implement also the serial port
in software on the FPGA. It came up that the SoC was not really suitable for a timing
relevant purpose. For a software implemented serial communication the timing is essen-
tial, because, like in a usual serial communication, the signal level is high when no data
is transmitted. The transmission is started automatically when the signal level goes from
high to low (Figure 3.12 shows the exact order of the bit). In order to achieve that the
FPGA receives valid bits, the sampling of the bits has to be done in the middle of every
bit, otherwise some bits would not be properly recognized and the receiver would receive
wrong information. Some tests, which were carried out for this project, have proved that
the FPGA needs about 20us (which are about 700 cycles at a system clock of 30 MHz)
when an interrupt is detected until the program is in the interrupt service routine. This
system behavior makes the implementation of the serial communication in software almost
impossible. That was the reason to implementing the serial communication in hardware.

B - . i
aud-rate | o .o ,| Serial port
generator controller
A
Trasnmit enabled —>| Receg/;é;ge:nsmlt <«
TX/RX

— =

Transmitter shift
register
A

Receiver shift register

A

Receive FIFO Transmit FIFO

A

A4 Amba bus

Figure 4.4: Hardware module for communication over serial port adapted from Gaisler
leon 3 design.
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Figure 4.4 shows the hardware model. The baud-rate generator generates a new clock,
which is eight times slower than the system clock. With this clock the controller of the
serial port is clocked. It is possible to break down this clock at the necessary communica-
tion speed. For receiving and transmitting an eight bit deep FIFO? buffer is used. These
FIFOs are buffering the data to be transmitted and received. The control, read out and
write data of the serial communication is done over registers (data, status, configuration
and scaler), which are accessible over the AMBA bus.

Algorithm 6 shows the flow of how receiving data over a serial port is possible. The
first step is to set the scaler for the internal clock generator. The generated clock has to
match with the clock of the NFC-I otherwise a valid communication cannot be established.
The second step is to configure the serial port. The UART CONFIG activate the serial
port in receiver mode with an even party bit. Only this two steps are needed to set up and
configure the serial port. The next steps are needed to copy the received data. The TS
bit is the Transmitter shift register empty bit. When this bit is logical high, data can be
obtained from the data register and copied in a local buffer for guaranteeing the space in
the FIFO for new incoming bytes. Once all the desired bytes are received, the while loop
can be left.

Algorithm 6 Receiving data over serial communication channel
Summary: Receiving of data over serial port

1: define UART SCALER 0x5C

2: define UART CONFIG 0x21

3: counter = 0

4: receivedData = 0

5: maxData = 50

6: while 1 do

7:

8. if uartStatus = TS bit then

9: receivedData(counter) = uartData
counter = counter + 1

10:  end if

11:  if counter = maxData then

12: break()

13:  end if

14: end while

Algorithm 7 shows the flow of how sending data over a serial port is possible. The
first step is to set again the scaler to obtain the same clock as the NFC-I. The second step
is to activate the serial port in send mode with an even party bit. To send some bytes,
the FIFO has to be filled out. That can be done over the data register, which is used for
receiving and sending data, by easily reading or writing from it. The next step is to check
the status register. The TH (Transmitter FIFO half-full) bit informs about the free space
that there is in the FIFO register. If this bit is logical high, new data can be copied to

4First In First Out
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Algorithm 7 Sending data over serial communication channel

Summary: Sending of data over serial port

1. define UART SCALER 0x5C

2: define UART CONFIG 0x22

3: uartData = dataToSend[0]

4: uartData = dataToSend|1]

5: uartData = dataToSend[3|

6: uartData = dataToSend[4]

7: counter = 5

8: maxData = 50

9: while 1 do

10:

11:  if uartStatus = TH bit then

12: uartData = dataToSend|counter|
counter = counter + 1

13:  end if

14:  if counter = maxData then

15: break()

16:  end if

17: end while

the data register. Otherwise the transmitter has to wait. This procedure can be done as
long as there is data to be sent. Once all the data is transmitted, the while loop can be left.

4.3.3 Cryptography

The cryptography in the FPGA is implemented in two different ways: a software im-
plementation for the asymmetrical (ECC) part and a hardware implementation for the
symmetrical (AES) cryptography. For the symmetric cryptography like AES there is a
considerable amount of hardware modules available at opencore®. In this project the used
AES core has been ported to this platform during an IT-project® by Daniel Kroisleitner
and Johannes Samhaber. It has figured out that this AES core can encrypt and decrypt
data very fast, for an encryption of 128 bit only 11 clock cycles are needed.

4.3.3.1 ECC

As mentioned before, all the asymmetric cryptography is implemented only in software
due to the fact that no open source hardware module was available at this time. The
basic of the software implementation is a cryptographic library’, optimized for low power
implementations on micro controller.

5www.opencores.org

SEmulation of a NFC Reader/Smart Card System on Prototyping Platforms
"TomLib
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The flow of the ECC implementation is as following. As first step, the PRNG® has to
be set up. As second step, the first key pair (public and private key) can be generated
and saved. Than the program waits until the data is received over the serial port. Once
the data (public key of smart phone) has been received and saved, the public key of the
generated key pair can be exported. The key is exported to the ANSI? X9.63 standard
and sent over a serial port to the smart phone. Once the key is sent, a second key pair
can be generated. In this key pair the received public key from smart phone will be
imported. Now, if the own private key and the public key of the smart phone are available,
a Diffie-Hellman calculation can be done. The obtained shared secret has to be saved for
a symmetric cryptography procedure afterwards.

4.3.3.2 AES

The symmetric cryptography is used, once a shared secret is agreed, to encrypt and decrypt
the data stream to and from the smart phone. The smart phone sends a request to get
information from the sensor and the FPGA answer them with the needed information.
The big advantage of using this AES hardware module is that it is very fast. It just needs
11 clock cycles at 30 M Hz. That means that the encryption and decryption fulfills the
requirements for this implementation. One disadvantage of this hardware module is the
size. However, the FPGA has enough available place to store it (see Appendix C.1).

The flow of the interaction with the AES hardware module is as following. The pre-

condition, which makes an encryption or decryption possible, is an agreed shared secret,
which is done completely in software.
The first step is to wait until the data is received over the serial port. Once the data is
received, the AES core can be initialized. The initialization step is needed to define the
register, which allows the access to the core. The second step is to copy on this register the
common key (shared secret agreed before). The next step is the decryption of the received
data and its processing. If it is a request for the sensor data, the current value of the sensor
has to be read out. Due to the fact that the read out data is cryptographically secured,
also the AES core has to operate the same XOR operation than the sensor as first step.
This XOR operation is done like in the sensor case, directly in hardware. The next step is
to encrypt the sensor data and send it over a serial port to the smart phone.

8Pseudo Random Number Generator
9 American National Standards Institute
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Results

This chapter shows the measurement results of the case study. The case study shows the
energy consumption for reading out sensor data of a smart meter over NFC and display it
on the smart phone over a secure channel.

In Figure 5.1 is shown the measurement setup. This chapter is split up in two main parts,
one part is the energy comparison of different curves. Variants and possibilities are always
measured with this measurement setup. The other part is the energy consumption on
the FPGA, estimated with the power estimation unit and the results of the AMBA bus
encryption.

This energy comparison should make easier to find a good balance between the security

level to choose and the energy consumption. One has to consider that this comparisons are
only valid for this test setup. If another cryptographic library or other curve parameters
are used, the results can change and flip the decision for a better solution.
The results include two sources, the smart phone which is measured with the measurement
setup and the FPGA where a power estimation has been done. A real measurement with
the same setup on the FPGA would not make sense because other components on the
evaluation board will falsify the results. This is the reason why on the FPGA a power
estimation has been done.

The fact that the target device, which is powered over battery, should be able to run
as long as possible without change of battery is an important issue of this master thesis.
That can be guaranteed by the best choice between security level and energy consumption.

5.1 Measurement setup to measure the energy source of the
smart phone

The Measurement of the power and energy consumption is done with a measurement suite.
This suite has different components. The used system components are: the smart phone,
the NFC-I, the FPGA, the measurement device (NI USB-6009) and a computer. The com-
puter controls the measurement flow and post process the data.

Figure 5.2 shows the overview of the measurement suit. The measurement instrument

samples over the two analog inputs, the current (I) and the voltage (V), of the smart
phone. The current is measured over a potential drop with resistor (R = 1 §2) and the

68



CHAPTER 5. RESULTS 69

i

NATIONAL
ymrrmms

I

-
-
=
-
-
=
=
-
-
a
@
=

Figure 5.1: Measurement setup (general overview).

voltage is measured directly on the battery. With this two values it is possible to calculate
the power consumption (Equation 5.1). To obtain the energy not only the power, but
also the time (T) is needed (Equation 5.2). For every measurement this three values are
required.

P=1.V (5.1)
E=P-T (5.2)

The voltage and current values are accessible directly over National Instruments APIs.
This APIs are used from a C# program to capture all the values and save them in mat
files which are needed afterwards for the post processing in Matlab.

There is a WIFI connection between the computer and the smart phone, this commu-
nication is needed for executing automatized test measurements. The computer sends
over WIFI the command to execute certain functions on the smart phone. In this way it
is possible to define test scenarios and the measurement suite measures them automatically.

The measurement, done with this suite, shows only the exact energy consumption of the
smart phone and the NFC-I. The energy consumption of the FPGA is only indirect inside
the energy consumption of the smart phone. The FPGA interferes only with its timing in
the energy consumption of the smart phone. Differently to the NFC-I, it is powered by
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Figure 5.2: Measurement setup for the source of the smart phone.

the smart phone and included in the energy consumption of the smart phone. It would be
possible to measure also the energy consumption of the FPGA with the same suite, but
it would not be the real energy consumption, because other not used components, which
consume energy, are on the board. This is the reason why only the smart phone and the
NFC-I are measured. The energy consumption of the FPGA is estimated with a power
estimation unit (for more details see 5.4).

5.2 Measurment of the communication for ECDH

The ECDH is needed in both variants and it is also the start point of every data transfer.
That is the reason why it is important to know how much energy the ECDH needed and
which factors influence this energy consumption. As described in the related work the
longer the key is, the more energy is needed.

Figure 5.3 shows real measured values. The energy consumption grows while increasing
key lengths. The three single plots show the needed power over time. In every plot the
background energy (like WIFI, operation system processes, back light of the display etc.)
is subtracted from the total energy to get an, as close as possible, estimation only about
the real energy consumption of the communication and cryptography. An interpretation of
the single periods in the plots is very difficult, because the background operations influence
the comparability. This is the reason why the next comparisons are only done over the
normalized energy. All normalized energy figure includes the background operations, so
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deviations to the real value are given.
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Figure 5.3: Power profile of different key lengths (Variant 2).
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5.2.1 Comparison of different security leveles with the relative energy
consumption (Variant 2)

As shown before in the Figure 5.4, the power over the time is not so significant. That is
the reason why in this master thesis, the integrated energy over the time is used. With
this representation it is easier to see the difference of the energy, if two different methods
or curves are compared.

Figure 5.4 shows the difference of the used three elliptic curves. Although if it is not
recommended any more to use 160-bit curves, in this master thesis is used to show the
difference in terms of energy compared with curves of higher security level [0ST07]. The
160-bit curve needed about 63 % of a 224-bit curve, so that the difference is about 27 %.
This difference of energy shows that it makes sense, if cryptography is required, to use a
higher and securer curve than an already not recommended one. From the 192-bit curve
to the 224-bit curve the difference in terms of energy is about 12 %.

Energy comparison of the different curves (Variant 2)
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Figure 5.4: Energy comparison of the different key lengths (Variant 2).
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5.2.2 Energy comparison of ECDH and AES (Variant 2)

Figure 5.5 shows the energy consumption of a ECDH shared secret calculation and a
complete data exchange, protected with AES, from the smart phone to the FPGA. The
flow for the ECDH is the same as in variant 2. The data exchange with AES protection is
explained in the following steps:

1. The smart phone want to request sensor data from the FPGA, therefore, the request
has to be encrypted and sent to the FPGA.

2. Once the FPGA has received the encrypted message, it starts to decrypt it and post
process the result.

3. Get the actual data from the sensor.
4. Encrypt the data before sending it back to the smart phone.

5. To obtain the valid data, the smart phone has to decrypt the message again. Now
the smart phone has received the desired information.

Energy comparison of 192 bit ECDH and 128 bit AES
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Figure 5.5: Energy comparison of ECDH and AES.

The amount of data which is send and also crypted is 128 Byte. It is possible to see that
a complete sensor data request with AES protection need 30 % of a ECDH on a 192 bit
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curve. Nevertheless, to obtain the shared secret which is needed for the AES encryption,
a ECDH is needed.

5.2.3 Energy comparison of ECDH (Variant 2) and background

The background services are always running on a smart phone, also some of them during the
display is switched off. This services check, if new updates are available, process operating
system information etc. All this services need energy. To know how much energy they need,
Figure 5.6 shows the energy comparison between a ECDH and the background services with
activated WIFI, display and transfer power for NFC. One can see that more than the half
of the energy which is needed for a ECDH is consumed from services, the back light of the
display and the transfer power for NFC. Therefore, at the end, the energy which is needed
for the ECDH is about 18 % more than leaving the phone switched on.

Energy comparison of 160 bit ECDH and background
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Figure 5.6: Energy comparison of ECDI and Background services.

5.3 Elliptic curve digital signature algorithm

The introduction of the digital certificates brings the benefit to increase the security, be-
cause only a person with a valid certificate can access the sensor data.
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5.3.1 Evaluation of the trusted communication - ECDSA (Variant 1)

Figure 5.7 shows the energy consumption of ECDH on a 192-bit curve and ECDSA also on
the same 192-bit curve. In this case ECDSA means, first sign the public key on the smart
phone side, than check the signature on the NFC-I and if the signature is valid compute a
share secret calculation between the smart phone and the FPGA.

One can see that the difference in terms of energy is about 20 %. That shows that the
signature on the smart phone and the verification on the NFC-I needed 20 % more then a
ECDH between smart phone and FPGA. The reason for that is, that the private key for
signing and the public key for verification are both hard coded in the devices. Otherwise,
the energy difference would be higher, because a extra key only for signing and verification
would be needed. The big disadvantage of the hard coded method is that, if someone gets
the private key of the smart phone which is used to sign the data, also unauthorized person
can get access to the target device easily. In this project it is not a big issue, but in a
commercial system it is recommended to generate each time a new public and private key
for signing and verification.

Energy comparison of ECDSA and ECDH on the secp192r1 curve
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Figure 5.7: Energy comparison of ECDH and ECDSA.



CHAPTER 5. RESULTS 76

5.4 Energy estimation of the FPGA

The measurements on the FPGA side are done over power estimation. Therefore, a mod-
ified version of the leon 3 is used. The modification includes a Power Estimation Unit
(PEU) in the system, which uses the power characterization from [BGS*10]. This power
characterization gives a cycle accurate estimation about the energy consumption of the ex-
ecuted software with an approximated error of about 2%. This power estimation can only
be used for the ECC calculation because it is done exclusively in software. For the AES
hardware core the power estimation can not be used to determine the energy consumption,
because the power characterization of the AES hardware module is not included.

5.4.1 AMBA bus encryption

The AMBA bus encryption is one of the used strategies in this project to secure the
complete communication path. Due to the fact that security also means more energy or
more area consumption on a chip, an ideal combination has to be found. The system bus
encryption is done with a very simple but efficient way by just adding an 32 bit wide XOR.
The energy consumption of this XOR can be neglect because it is so low, but the most
interesting fact here is that much more area is needed on the chip. If the chip area increase
also the price of the production will increase.

On the FPGA this 32 bit wide XOR needs six slices and 13 LUT'"’s on a Spartan 3
platform. To show that this invested area in security is really needed, table 5.1 shows the
data on the AMBA bus without encryption. If someone get access to this data all the
other cryptographic methods on the smart phone etc. are useless. Table 5.1 shows the
data on the AMBA bus with activated encryption. One can see that there is no relation
to the original data any more. If the attacker accidentally get this data, the attacker can
do nothing with them, they are useless for him.

The extraction of the system bus data is done on simulation level with Modelsim.

Data on AMBA bus without cryptography | Data on AMBA bus with cryptography

00000000000000000000000000000010 00010010001101000101011001111001
00000000000000000000000000010011 00010010001101000101011001101010
00000000000000000000000000100000 00010010001101000101011001100111
00000000000000000000000010100001 00010010001101000101011011011000

Table 5.1: Some random picked data to proof the encryption of the AMBA bus.

5.4.2 Elliptic curve cryptography

As mentioned before, the power value for the ECC is obtained over the power estimation
unit which gives a cycle accurate power estimation with an error of about 2 %. This power
estimation unit can be used to give an early estimation about the energy consumption
needed on the real system. With this estimation it is possible to see if the power supply
over the contacless interface can be guaranteed. In this master thesis it is used to estimate

1Look-up table
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the power consumption on the FPGA side.

Figure 5.8 shows the energy consumption of a ECDH shared secret calculation on FPGA
side. In this case, two key pairs are generated and used for the shared secret calculation.
One can see that the energy consumption is quite similar to the energy consumption in
Figure 5.4. In both cases the energy grows with higher security level.

Energy comparison of the different curves
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Figure 5.8: Energy comparison of different curves on FPGA side.

The cryptographic libraries used on the smart phone side and on the FPGA side are

different. On the smart phone side a java library (Spongy Castle) is used and on the FPGA
side a C library (TomlLib) is used. These different libraries have also a different influence
for the energy consumption.
Figure 5.9 shows the cryptographic library on the smart phone side, while increasing the
key length the energy consumption changes the gradient. From 160 bit until 192 bit the
gradient is higher than from 192 bit until 224 bit. This shows that there is no big difference
in terms of energy between 192 bit and 224 bit curves.
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Cryptographical library (Variant 2)
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Figure 5.9: Energy evaluation of the cryptographic library (Smart phone side).

Figure 5.10 shows the cryptographic library on FPGA side. Here the gradient is con-
stant from the 160 bit curve until the 224 bit curve. Differently to Figure 5.9 where the
gradient is not constant and a higher security level costs more energy.
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Figure 5.10: Energy evaluation of the cryptographic library (FPGA side).
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Conclusion

Nowadays smart phones provide enough computational power to process cryptography in
software. This computational power in combination with NFC create new possibilities to
use the smart phones. These new possibilities, like reading out sensor data (e.g. smart
meter) or controlling actuators, bring also new chances for attackers to eavesdrop or attack
target devices. These attack or eavesdrop chances should be as hard as possible in order
to force the attacker to devote a lot of time to get useful information.

Therefore, one of the strategies used in this master thesis, is to protect the whole
communication path. Most of the times, in current used system, parts of the system are
not protected with cryptographic methods like, e.g. the system bus of the target device.

Another strategy is to use state of the art cryptography which is well know, mathe-
matical proved and whose algorithms are open source. Only by using this state of the art
cryptography a maximum of security can be guaranteed.

The results of this master thesis have shown that the evaluation of different strategies,
is one of the possible ways to find the best constellation for the analyst system. Giving
general suggestions for every system is not possible. Each use case has to be evaluated
individually. All the evaluations done during this project are only valid for this precised
use case.

For the Diffie-Hellman shared secret calculation in the variant 2, the difference between
the 192-bit curve and the 224-bit curve is about 12 %. Therefore, it is recommended to use
the 224-bit curve if a higher security level is needed. Although the difference in terms of
energy consumption between the 160-bit curve and the 224-bit curve is about 35 %, since
2010 it is not recommended the use of 160-bit curves because of the short key length. If
the energy consumption has really to be reduced to a minimum and the transferred data
is not so critical in terms of privacy the best option is the 192-bit curve since about 12 %
of energy can be saved.

Additionally to the ECDH, the introduction of digital signature brings more security
in terms of access control. For this case, the NFC-I verifies the digital signature of the
smart phone and if the signature is not valid, the NFC-I does not allow the communication
to the target device. However, the introduction of the digital signature produces a higher
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energy consumption of about 20 %.

Finally to give a raw idea of how much energy a ECDH needs in comparison with
background services, one could say that about 18 % more energy has to be invested. As
background services can be considered the backlight of the display, WIFI, operation system
processes, the transfer power of NFC etc.
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Future Work

This master thesis can be improved by adding additional security in different components
of the system:

e Smart phone: The smart phone is not really a secure device, like in every operating
system there is the possibility to install sky software to read out secure data. The
use of the cryptography on the secure element should solve this problem. A problem
to consider, is that, the communication from the smart phone to the secure element
has to be protected again.

o Target device: The system bus (AMBA) is protected by cryptography, the problem
is that the used key is hard coded in both components. It would be make more
sense to think about a way to change regularly the key in both components. Possible
proposals:

— One side is the master and generates a key with a PRNG and sends it encrypted
with the old key to the slave. In the next data transmission both sides use the
new distributed key.

— Both sides has a look up table with keys which are used one after the other.

— Both sides has integrated the same algorithm to generate the same key.

o Smart phone and NFC-I: Introduce digital signature also from the NFC-I back to
the smart phone to avoid man-in-the-middle attacks.

Another possible improvement would be to make the security system usable for a
wider range of use cases. In this case the smart phone can be pre-loaded with different
target device configurations and depending on which communication occurs, the correct
configuration is loaded automatically as well as the defined security level etc. In this case,
it would be possible to use the smart phone for all possible interactions like, for example,
to open the house’s door. This use case would need a higher security level than controlling
the sun-bland.
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Bouncy castle supported curves for
ECDSA

A1 Fp
X9.62
Curves Size (in bits)
primel92vl1 192
primel92v2 192
primel92v3 192
prime239v1 239
prime239v2 239
prime239v3 239
prime256v1 256
SEC
Curves Size (in bits)
secp224rl 224
secp256r1 256
secp384rl 384
secphH21rl 521
NIST (aliases for SEC curves)
Curves Size (in bits)
P-224 224
P-256 256
P-384 384
P-521 521

Table A.1: Supported curves over Fp |cas].
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A.2 F2m

X9.62
Curves Size (in bits)
c2pnb163vl 163
c2pnbl163v2 163
c2pnbl163v3 163
c2pnbl176wl 176
¢2tnb191v2 191
¢2tnb191v1 191
c2tnb191v3 191
c2pnb208w1 208
c2tnb239v1 239
c2tnb239v2 239
c2tnb239v3 239
c¢2pnb272wl 272
c2pnb304wl 304
c¢2tnb359v1 359
c2pnb368wl 368
c2tnb431rl 431
SEC
Curves Size (in bits)
sect163r2 163
sect233rl 233
sect283rl 283
sect409r1 409
secto71rl o971

NIST (aliases for SEC curves)

Curves Size (in bits)
B-163 163
B-233 233
B-283 283
B-409 409
B-571 o7l

Table A.2: Supported curves over F2m [cas].
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Parameter of the used elliptic curves

B.1 secpl60rl [Res00]

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 7FFFFFEFF

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF TFFFFFFC
b = 1C97TBEFC 54BD7A8B 65ACF89F 81D4D4AD C565FA45

G = 4A96B568 SEF57328 46646989 68C38BB9 13CBFC82
G, = 4A96B568 8EF57328 46646989 68C38BBY9 13C BF (82
Gy = 23A62855 3168947D 59DCC912 04235137 TACSF B32

n = 00000000 00000000 0001 F4C'8 F927TAED3 C A752257
h =01

B.2 secpl92rl [Res00]

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFE FEFFFFFFF

a = FFFFFFFF FFFFFFFF FFFFFFFE FEFFFFFFE FFFFFFEE FFFFFFEC
b = 64210519 E59C80E7 OFATE9AB 72243049 FEBSDEEC C146B9B1

G = 188DASOE B03090F6 7TCBF20EB 43A18800 FAFFOAFD 82FF1012
G, = 188DASOE B03090F6 7TCBF20EB 43A18800 FAFFOAFD 82FF1012
Gy = 07192B95 FFC8DA78 631011ED 6B24CDD5 73F977A1 1E794811

n = FFFFFFFF FFFFFFFF FFFFFFFF 99DEF836 146BC9B1 B4D22831
h=01
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B.3 secp224rl [Res00]

p = FFFFFFFF FFFFFFFF FFFFFFFEF FFFFEFFFF 00000000 00000000 00000001

a=FFFFFFFF FFFFFFFF FFFFFFFF FEFFFFFE FFFFFFFF FFFFFFFF FFFFFFFE
b = B4050A85 0C04B3AB F5413256 5044B0B7 D7TBFD8BA 270B3943 2355FFB4

G — B70E0CBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6 115C1D21
G, = BT0EOCBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6 115C1D21
G, = BD376388 B5F723FB 4C22DFE6 CD4375A0 5A074764 44D58199 85007E34

n = FFFFFFFF FFFFFFFF FFFFFFFF FFFF16A2 EOBSFO3E 13DD2945 5C5C2A3D
h =101



Appendix C

FPGA utilization summary

C.1 Spantan 3 (3s1500fg346-4) FPGA utilization summary

Component Total available amount | Used amount | [%]
Slices 13313 10256 7
Slices Flip Flop 26624 6570 24
4 input LUTs 26624 19546 73
Bounded 10s 333 185 55
Block RAM 32 20 62
Global Clocks 8 7 87
Digital clock manager 4 4 100

Table C.1: FPGA utilization summary.
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Acronyms

AES Advance Encryption Standard

ANSI American National Standards Institute
APDU Application Protocol Data Unit

APl Application Programming Interface

CA Certificate Authority

CPU Central processing unit

DES Data Encryption Standard

DSA Digital Signature Algorithm

ECC Elliptical Curve Cryptography

ECDH Elliptic curve Diffie-Hellman

ECDSA Elliptic curve digital signature algorithm
FIFO First In First Out

FPGA Field-programmable gate array

GPS Global Positioning System

ID Identification Data

LUT Look-up table

MD4 Message-Digest Algorithm 4

MD5 Message-Digest Algorithm 5

NFC Near Field Communication

NFC-1 Near Field Communication-Interface
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PDA Personal Digital Assistant

PIN Personal identification number

PRNG Pseudo Random Number Generator
RF Radio Frequency

RFID Radio-frequency identification
RIPEMD RACE Integrity Primitives Evaluation Message Digest
SD Secure Digital

SHA-1 Secure Hash Algorithm - 1

SMS Short Message Service

SoC System on Chip

TPM Trusted Platform Module

WBAN Wireless Body Area Network
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